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EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64

KRARFFE : TCloudFinanceZone 2026/7/23 07:21:34 % 61WH 1541



2 AT TCE BEIRIREE (BMS)

import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

REeMIRSSER (BMS)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

REeMIRSSER (BMS)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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ReEIRSS
INFEF EE MR

L. FZOfER

ZEOiEkE © bms.api3.finance.cloud.tencent.com,
AR EEXREE

BONZEOIBIERERIRE © 200R/%D.

O EHATE : 2025-04-27 11:05:28,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SR W% RDEFNULL R b
Action = B String AHES#, AZEOEYE : AddTenantImage
Version =2 F String NHESE, AEOEE : 2018-08-13
. . ~HSE, tiREEnEidDescribeRegionsiZEE
Region =2 B Strin f\_
J = | I r‘n%ihﬂﬂﬂﬂﬂzﬁu%
. . AP EREGDIE
I Al = 5
mageAlias = A String S : img_name
. XS R R RAYFE FimCOS URL
I Url = =
mageLr = = String BUE : http://***/CentOS.iso
. BEBRER
OsT = =
>ype = = String MENE : tlinux
. BEHER
ImageFormat & &
mageForma 5 ) String —HillE - 10S
2 g2shake -
SystemArch 2 & String BHSAGA : X86/ARM

T5HE : x86_64
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SHER Wik

SystemPlatform 2

SystemVersions =&
ImageDescribe )
ZoneName =
3. MHZE
SHER KA
Detail String
Result Int64
Taskld String

Requestld String

4. SEIRAY

FEVFNULL 253
ey String
ey String
= String
ey String
TR
£EERIER

~E - ok

ZRE, 0pkTh, 15K
THE: 0

IIRAR(ESSID

Hk

BBREATEE
~EHE : redhat

RRRAS
g : 2.0

HGdEA
HME : Description

BTRAXETR
~BIE : testg

~HE : 042e15d2-98ac-4575-b9a6-4090b-d0fa569

E—EX ID , 8IRIEKEBRIR

ZEOE L SZERXIEIRD , EERSFE A S
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BlEZAIP

= H
1. #EOmA
EOiEKE2 : bms.api3.finance.cloud.tencent.com,
ElIEEEAIP
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2025-05-26 15:31:59,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FSIFNULL 363 ik
Action 2 & String  AHSE, AEOBYE : CreateBackuplP
Version 2 a String AHES#, KEOEYE : 2018-08-13
Region = . Strin NHEBE , HWIHERFN@IIDescribeRegionsiEAEET=M
J = | B ? moEsE
: BMSHRSS=8RYID
I I = =
nstanceld 2 D String & : bms-asdfghjk
: IEEEAIP
i a
BackupIP D b String —/lf& : 10.10.10.10
| <) e |
Subnetld & = String BB

HHE : subnet-30qojr3w

3. S

SEBR St .

>F

Requestld String Me—1E3K ID , Rk EPSIREl., BRI HEERZXIEREY Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

i b E)
InvalidParameterValue.Malformed VPCEIRATFE
InvalidParameterValue.InvalidIpFormat IEENIFAE i ptE A IEH.

FoRgsEBI ID . $ERERISEAY ID HEREHR, BINsEHl ID KE

InvalidParameterValue.InstanceldMalformed B2 hms-1122 |
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BIE DB ENETE

<z A

1. E A

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

BRSO EEMEHE | ZINEEXRIFHIRK | BEEEA. SIBIFRNERAE , AJEQIEIAIRREE.
EOAEZOERIRERRS : 100X/7D,

EOSEFRAYE] : 2025-05-09 15:53:44,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEER Wik AIFENULL R fER
Action = & String  AHSE, AEEOBYE : CreateDisasterRecoverGroup
Version 2 e String AHES#, KEOEYE : 2018-08-13
Redion = - Strin NH2H , HgERAEIIDescribeRegionsiEOBEFRsIF
? = |7 O mowpiE
= : DHEREFHERR , KEL-60MNFR/F , 5. HEXZ,

Name = ) String _

~HHE : group_name

DEEMEFHEER , BEEH :

o RACK : #1282 3T

Type = = String MEZEER (B3R )

e RACK_SAME_SW : {12222 ( [E3z#EtN)
& : RACK

3. I SE

o C St ik

Requestld String M—Ek ID , ®XiEkEIRE, EMEREERMZXIERE) Requestld,
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InvalidParameterValue.GroupTypelllegal BRI
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EOiEKE2 : bms.api3.finance.cloud.tencent.com,
B COBkILEAE

EOAEZOERIRERRS : 200K/70,

EOEFRAYE] : 2023-08-29 22:08:12,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SHER ik RPNULL KB R
Action 2 5 String  AHSE, AEOEYE : CreateHeartbeat
Version = & String AHEZ
Region = & Strin X
? = | F O wumpIE
DHERIZRE B TR

3. JHES#

SHER KRB )

>

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

ZEOERWSEERXANERD , EERGFEN A TERS,
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EOiEKE2 : bms.api3.finance.cloud.tencent.com,
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EOAEZOERIRERRS : 200K/70,

EOSEFRAYE : 2025-05-09 15:57:09,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

REeMIRSSER (BMS)

SEER Wik FEFNULL  REY R
Action 2 & String  AHSE, XEOBYE : CreateOutbandIP
Version =2 & String nH&#, ANEOBYE : 2018-08-13
Region = = string AT, EERAIETDescribeRegionsEROSE AR
9 | H 9 mowEmiE
. BMSSLIID
= A=
Instanceld 2 b String UE : bms-adsfghjk
. FAE /L& FMIID
= =
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. FABMLEID
= =
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o C ESit )

>
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1. E A
EOiEKE2 : bms.api3.finance.cloud.tencent.com,

420 (DeleteDisasterRecoverGroups) BT MR EEMEE]. RETHNEMNEEZ SERMER , IFRIEETE
SoIHERERATABMSIRSS S | AREHUTIMRREIE | RASTEMBREMEFARMARIER.

BOANZE OB IERERIRE - 100R/FD,
EOEFATE : 2024-06-13 20:58:23,

EORGER N EN,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SEER  BIE RIFNULL  XE R
Action = a String NHBE, AEOBYE : DeleteDisasterRecoverGroups
Verson B & Sting  AFESE, AEOANE : 2018-08-13

AHBE , SR EEIYDescribeRegionsiZABEEMH

. = - .
Region = A String .
DEEMEFAIDSZE |, AhEY
Array of [DescribeDisasterRecoverGroupsliz3kEl, ERIEKDIF
Grouplds 2 & . o R =
String BERD BEMEFEEE LIRELO,
BE : ps-adsfghjk
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3. WHEE
SHER - il fimk

Requestld String ME—iEk ID , ®RiEKREPSIRE]., BRI EERFIZRIEKAY Requestld,

4. SEIRRY
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2. WNSEY

REMIRSEE (BMS )

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRFFNULL K3
Action = - String
Version = =B String
Region = = String
A f
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String
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3. S
SHBR KRB R

Requestld String

4. FEIRRY
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B
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NHESE, AEOBYE : 2018-08-13

\

NHSEH , RERAEidDescribeRegionsiz&
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FRBRASCBERILRLEID
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EOAEZOERIRERRS : 200K/70,

EOEFRAYE : 2025-06-06 15:30:16,

EOARGER NEN,

2. INSE

ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SEER Wik FEFNULL SRR Hhk
Action =2 & String  AHSE, AEOBYE : Deletelmage
Version 2 = String AHES#H, KEOEYE : 2018-08-13

AHBE , SR EEIYDescribeRegionsiZOABEEMH
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. REE—RR
= Pz
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ImageAlias 2 & String f5fE : ImageAlias
A s
3. WS
BHER R EIUS
Imageser | Array of FFBEEXREEMFIFR
9 OSDictionarySet g : &

E—IEK ID , EXIERESRIRE, EMEENFREHZRIEKAY

Requestld  String Requestld
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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2 AT TCE

=Ny

L. O

REeMIRSSER (BMS)

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

Z&#2[ (RebootInstances) FAF &R,

o RBEWRE RUNNING RISEAIA BTLAHATIARAE,
o EOVERRIHET , SEHISFHAN REBOOTING A7 ; ESSEAIRIORT , SEFISHAN RUNNING K7,

FOAROIBRIRERIRSE] - 100R/7D,
O EHAYE : 2022-10-31 18:48:04,

EORIGER NEN,

2. INSE

INBRSEGIRNGVE T ZOBRSENRO AHSEH , mBAHSHIIRDN A TSRS,

SHEBR Wik AFENULL kR A
Action = & String NS, AEOBYE : Rebootlnstances
Version 2 & String NHESE, ANEZEOEE ; 2018-08-13
Region = = Strin RHBH , WE(ERAEId DescribeRegionsiZO&EEF
J = | H I mEsiEE
— NS NMFHEIERISTHIID, AE
Instancelds o < Array of [ Describelnstances JAPLR[E{ETHY Instanceld $KEX,
= - String RERAFIRIERISLHIEE HRE100,
~BIfE : bms-adafghjk
A A\l 4
3. S
SEER it )
Taskd Array of REHESAItaskid, ATiEid taskidEEES T TIER
Uint64 WA : 1234

WAL : TCloudFinanceZone

2026/7/23 07:21:34 % 118703t 154



& BRTTCE BEIRIREE (BMS)

SHER RE fik

E—IEK ID , BRIEREPSIRE]. EMARAHEERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

HRIFTE : TCloudFinanceZone 2026/7/23 07:21:34 B 119 154 71



2 AT TCE BEIRIREE (BMS)

EE SN

<z A

1. E A

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

420 (ResetInstance) AT ERISESEN LAHRFRE.
 WNISHEE T OperatingSystem £ , NIEFAEENR SRR | BNHRRBAURILOIERNRSHITER,
o RRBEBSWISAN , HEE | ERRRREPLEEH.

EUAEOERIRERRS : 100X/7D,

EOSEFRAYE : 2024-07-23 16:24:20,

EORIGER NEN,

2. INSE

LUFERSEGIRGE TROBKSEFIE D AESE , TBAHSEHFIRN A HiEkE4,

SEEMR W% SDEFNULL 8 R
N = :

Action = = String NHS¥ , ANMEOBE
Resetlnstance

Version 2 5 String NHESE , AEOEYE : 2018-08-13
NHSEH , tREEEE

Region =2 S String DescribeRegionsiEZO&EEFGa32F
AObiE B
SCFIID, B]E@id [Describelnstances]

Instanceld = & String B'BE

=& : bms-adafghjk

raidE8y
TM5{E : NORAID

i

String

fil

RaidType

BAERGAY
R : linux

iy

String

fil

OperatingSystemType

BERFRRITIRE
A~EIE : tlinux2.1

iy

String

2l

OperatingSystem
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2 AT TCE BEIRIREE (BMS)

SHER Wik AENULL %R A
s | BSe s
LoginSettings = & LoginSettings SLHEFIRE

g =&

IERIRSS. BITIZSHAILMEERS
FE=%E. chiESRS. &8

EnhancedService & B EnhancedService TFZEEH , XA, =%
2RSS,
g &5
BEMEGIRRO0:BENEZ 1AL

UserImage r B Bool B5)
A : true

. ElIEBMSIEERIdcosHERIA
Py N
ThdsShell s S String =0IfE : tbds.sh
A s
3. s
SHBFR -S| R
Taskld Array of REHESAItaskid, AliEId taskidEHES I TIER
Uint64 R : 1234

E—iEK ID , BRIERESIRE]. EARAHEERAZRIERE

Requestld String Requestld

4. SEIRAY

ZEOERWSEERXAERD , EtERIGF N HER0,

KRARFFE : TCloudFinanceZone 2026/7/23 07:21:34 % 121 1541



2y BATTCE

L. O

B EBMSHIMKSZ1T

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

EEBMSTHINK SRS
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2024-12-05 10:48:34,

EOREIRE A IS,

2. WNSEY

REMIRSEE (BMS )

UTERSEGIRNIE T EOBERSEFIR D AHSH , TBAHSHIIRD LGRS,
SEBR Wik FSIFNULL 363 feik
Action 2 & String 2 HSE, ANEORYE : ResetOutbandInfo
Version 2 a String AHES#, KEOEYE : 2018-08-13
Redion = - Strin AHBE , SR ENEIYDescribeRegionsiZOEEF MY
J = | F I motEpIE
. BMSELHIID
= =
Instanceld 2 b String UE : bms-adafghik
A sl
3. FiH S
SHEWR i Rk
Array of BEHIIMUESER
BMCUserTasksResponse BMCUserTasksResponse e EE
. E—i5K ID , @RiEREIRE], EAIOIRRAT
Requestld String

4. SEIRAY

WAL : TCloudFinanceZone

FERMIZRIEKRA Requestld,

2026/7/23 07:21:34
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ZEOERWSEERXANERD , EtERGFEN A LER0.
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2 AT TCE BEIRIREE (BMS)

IRIAEFIIP

=z -
1. O
EOiEKE2 : bms.api3.finance.cloud.tencent.com,
IBIAEZFEIP
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2023-09-20 15:27:33,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR W% MBIEFNULL 28 U
Action 2 & String  AHSEL, AEOEYE : ReturnBackuplP
Version =2 & String nH&#, ANEOBYE : 2018-08-13
. . NHBE, RS aN@idDescribeRegionsiZEABET -G
Region = = Strin “ .
9 = | B 9 bEEIE
. BMSHRSS2EHIID
Inst Id = &
nstance b= 5 String SRBIE : bms-adsfghjk
. FHRFRIZHIP , AR OverlaylpfE | AMARERIFHZEIP
BackuplIP = 5
ackup = = SUING e 10.10.10.10
Overlaylp o) ) String AHIEIP

g : 10.10.10.10

3. S

SEBR St .

>F

Requestld String Me—1E3K ID , Rk EPSIREl., BRI HEERZXIEREY Requestld,
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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2 AT TCE BEIRIREE (BMS)

Bl LA

L. =5

EOEKIEEZ : bms.api3.finance.cloud.tencent.com,
A0 (Runlnstances) BT EIE— S MEEECERISLH.
BONZEOIERERRS « LOX/FD.

EOEFATE : 2025-05-19 10:20:03,

MBS E EN,

A sl
2. MINS%
IUTERESPIEITIIH T EOBR MRS AIEH | SRARSHPIEI L EH 2,

SHER Wik AIFNULL 28 A

RESE, MEONE !

Action = iy Strin
= = 9 Runlnstances

RESE, MEORE !
2018-08-13

iy

String

fil

Version

NHESY, HEERAET
String DescribeRegionsiZzABEEF M
RO IR

fi
iy

Region

BEENENZ.

o RS (.) TS (- ) ABEE
79 HostName HEERF® , T BE
SRR,

» Windows 3Lfjl : FFFKEN
[2, 15] , F=8 ( ARBRFIAR/N
5). ¥FfesEsk (-) 8k, &~
XEFRS (1) | TREERHF,

o Hfth3EA (Linux &) LA : FRFK
EA2, 30] , RFs 2 Rs R
ZEA—E , BEATFFE ( ARH
KNG ) | BFIEEEL (-) H
%

& : host_name

iy
iy

HostName String
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& BRTTCE BEIRIREE (BMS)

SHER P IFENULL K8 iR

SLHIFRERINE. BITiZ2 S LIS
Placement 2 & Placement EXLFIFfE AKX , Fr/EE.
THE : &5

. EZID,
Flavorl = &
avorld = = String HHE : flavor-adfghjk
. ) gAY | HHELinux/Windows,
= =
OperatingSystemType 2 5 String IS : linux
. . EFENRITHRAS.
= =
OperatingSystem P 5 String =Pl : tlinux2.1
FAEMEBEXMEEESR. BiZEH
ALUSEFAERSHID , FMIDFE
. . . . B. BELSHPIEE TIABME
= =
VirtualPrivateCloud = a VirtualPrivateCloud ip , InstanceCountBEARSTAE
RIZEipaI N E—EL.
e . EE
PNHEEEXMERIRE. EMETEIZ
InternetAccessible & & InternetAccessible S, MEIALKHEEI0Mbps,
e . EE
SMTES =
InstanceCount N = Inte4 _
= = g : 1
. SLHIZREBFR,
I N = =
nstanceName & 5 String IE - bms-adsfdghi
IHBRIRE | BLIZSHEILIRE
LoginSettings = B LoginSettings LHINERH L.
=HIE . EE
1EEARSS. BLZSHOILUEERE
FEzte. chizERS. &R~8
EnhancedService = = EnhancedService TZE2H , WECGAFE=SE. =&
2R,
HIE : EF
. . RAIDZHY
= =
RaidType 2 P String =/lf& - NORAID
TEIrESE
Tags a B Array of Tag RET &

ThHlE . =EE
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2 AT TCE
SHAFR

Groupld

Userlmage
NodelList

TbdsShell

3. WS

SHER St

TaskId Arr.ay of
String

Bmsld Arr.ay of
String

Requestld  String

4. SEIRAY

iy

Iy

iy

iy

FEVFNULL 383

ey String
ey Bool
e Array of String
ey String
fk

REeMIRSSER (BMS)

R

DENEEHEID |, FEd
[DescribeDisasterRecoverGroups]
£EO3REY,

~E : ps-asdfghjk

BHEXBEEINR (trueBENE
%, falsenHEHH )
~HHE : true

1EEBMSEIERIERIRSN
=& : asdfadsg454f5asd

1EELIEBMSHTEREAYdcos &R
¥iN
5E : tbds.sh

IREIBESRItaskid, FliE S taskid B ESIZ TR

TMEE : 1234

IR[EIGIFEBMS IDFZE
~MEHE : bms-wes2dfi8

E—IEXK ID , BRIEREPSIRE]. AR FERAZRIBERATY

Requestld,

ZEOERSEEERANERD , EtERIGFEN A HER,

WAL : TCloudFinanceZone

2026/7/23 07:21:34
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2 AT TCE

J2aIsLf

L. O

REeMIRSSER (BMS)

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

Az (StartInstances) BT EI—1 S NELH51.

o RBIRZ/9 STOPPED RISLAIA BT LA T IHRAE.
o BOERMINRT , SEAISHAN STARTING IR ; FahsEFIRIORT , SEAISHEN RUNNING R,

FOAROIBRIRERIRSE] - 100R/7D,
O EHAYE : 2022-10-28 19:09:38,

EORIGER NEN,

2. INSE

INBRSEGIRNGVE T ZOBRSENRO AHSEH , mBAHSHIIRDN A TSRS,

SHEBR Wik AFENULL kR A
Action = & String ~HESE, AEOBYE : StartInstances
Version 2 & String NHESE, ANEZEOEE ; 2018-08-13
Region = = Strin RHBH , WE(ERAEId DescribeRegionsiZO&EEF
J = | H I mEsiEE
— NS NMFHEIERISTHIID, AE
Instancelds o < Array of [ Describelnstances JAPLR[E{ETHY Instanceld $KEX,
= a String RERAFIRIERISLHIEE HRE100,
~BIfE : bms-adafghjk
A A\l 4
3. S
SEER it )
Taskd Array of REHESAItaskid, ATiEid taskidEEES T TIER
Uint64 THHE : 1234

WAL : TCloudFinanceZone
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& BRTTCE BEIRIREE (BMS)

SHER RE fik

E—IEK ID , BRIEREPSIRE]. EMARAHEERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

HRIFTE : TCloudFinanceZone 2026/7/23 07:21:34 % 130 15471



2 AT TCE

RIASLH

L. O

REeMIRSSER (BMS)

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

A0 (Stoplnstances) AFXFA— a2 L,

o DEIRZES RUNNING BISTHIA BT LTI RIE,
o EIAMRKINET , SLHISA STOPPING MR7Z ; XFASLBIRLIHRT , SEFISN STOPPED K7,

FUAROIERIRERIRSE] © 100R/7D,
O EHAYE : 2022-10-28 19:09:27,

EORIGER NER,

2. INSE

INBRSEGIRNGVE T ZOBRSENRO AHSEH , mBAHSHIIRDN A TSRS,

SEEMR Wik FREFNULL A A
Action = & String ~HESE, AEOBYE : Stoplnstances
Version 2 & String NHESE, ANEZEOEE ; 2018-08-13
Region = = Strin RHBH , WE(ERAEId DescribeRegionsiZO&EEF
J = | H I mEsiEE
— NS NMFHEIERISTHIID, AE
Instancelds o < Array of [ Describelnstances JAPLR[E{ETHY Instanceld $KEX,
= . String FRER AR ERISCHIEE EFRZ100,
~BIfE : bms-adafghjk
A A\l 4
3. S
SEER it )
Taskd Array of REHESAItaskid, ATiEid taskidEEES T TIER
Uint64 WA : 1234

WAL : TCloudFinanceZone

2026/7/23 07:21:34 % 13173t 154



& BRTTCE BEIRIREE (BMS)

SHER RE fik

E—IEK ID , BRIEREPSIRE]. EMARAHEERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.
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2 AT TCE BEIRIREE (BMS)

IRIASLA]

22 A
1. E A
EOiEKE2 : bms.api3.finance.cloud.tencent.com,

A$ZO (Terminatelnstances) FAFEEMEIRSLA,

o IEERRIER , AEEAEOEMRIA,

BONZCERIERIRS] © LOR/FD,
O EFAYE : 2022-10-28 19:09:11,

EORIGER NEN,

2. WMANSEY

UNBRSEGIRGVE T ZROBRSENRO AHSE , mBAHBSHIIRD A SRS,

o C ik AEFNULL k8 ik
Action 2 B String NHSE, AEOBYE : Terminatelnstances
Version 2 = String NHSE, AEORYE : 2018-08-13

. X /\/\%" , I:I‘ —%—Iu’ \ \T_r . . o E
Region = = String /N # |, WS EriEIDescribeRegionsiEz

Br-msFFRohEgZR

— DN MHE(ERISLAIID, @
Array of [ Describelnstances JAPLREI{ETHY Instanceld 3%

Instancelds ~ B : e eyl
= a String B, ERIERAIFHRIEAISLAILE FIREL00,
FNE : bms-adafghjk
kva %" T2t |
ReleaseAddress & = Bool @”B’ﬂ  FERSRIEIP.
~E : true
DryRun & & Bool HIEAT.

~MOHE : true

3. IS
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2 AT TCE

REeMIRSSER (BMS)

SR St A
Taskid Array of IRENEEHtaskid, ai@iTtaskidEIEEEZIE TIE R
Uint64 TEHE 1234

E—iEK D, SIRIERESIRE]l. EARAHEERAZRIERE

Requestld  String Requestld

4. 5E1RG

ZEERWSIEERXAGERD , EMERGFEN A ERS,
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2 AT TCE BEIRIREE (BMS)

(ZEREHEER

L. O

EOiEKE2 : bms.api3.finance.cloud.tencent.com,
BN EREHEER AR

BOAZOIBIGRERIRE © L0X/FD,

EOSEFRAYE : 2024-06-13 20:58:52,

EOREIRE A IS,

2. INSE]
LUTNERSHIIRNIE T EOBKSEF D AHSH | TBAHSEFIRN N HHERES2],

SHER ik RPNULL KB Hk

Action = & String  AHS%, AEEOBYE : UpdateDisasterRecoverGroup
Version =2 & String &8, ANZEOBYE : 2018-08-13

~HSE , MR ERENEIDescribeRegionsiEEE = fsIF

Regon 2 & L
_ SEEMEAD
G Id = a8 2
roupld £ & SUING  —fe - ps-asdfghjk
AN = 41 IR
e |2 | = Suing  ©HEMEHEE

~HME : group_name

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. $EIRAS
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Q) EAETCE REMFSE (BMS )

ZEOERWSEERXANERD , EtERGFEN A LER0.
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2 AT TCE

EFETOHEM BB 2 FR

L. O

EOiEKE2 : bms.api3.finance.cloud.tencent.com,

EHTOBEERARTR
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2023-08-29 22:13:33,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FRFFNULL K3

Action = = String
Version = & String
Region = B String
Name = ray String
Heartbeatld 2 & String

3. I SE

o C St fEiR

Requestld String

4. $EIRAS

WAL : TCloudFinanceZone

fEis

ANHBE, AEOBYE : UpdateHeartbeat

N

AHSE, ANZEOBYE : 2018-08-13

NS, (!
SCRFRObE R

%

ILBERERIFTEFR |,
~FE : hb_name

KEEL-60

ICMBEILRAEID |, FZANHA-XXX
~BlE : HB-asdfghjk

H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

2026/7/23 07:21:34

REeMIRSSER (BMS)

Bm]i@idDescribeRegionsiEEEF T
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Q) EAETCE REMFSE (BMS )

ZEOERWSEERXANERD , EtERGFEN A LER0.
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2 AT TCE

SRS

Filter

REeMIRSSER (BMS)

HAREXSNESE  BTRESEER. FIINTIEID,. &R, KEF> * HFES Filter B, Filter [ARIXHR
J9iBiB5S ( AND ) X&R. > * BRE— Filter IF1EZ" Values , F— Filter T Values [BRIXR FiBIEE)

( OR ) X&. >> Ll[Describelnstances]#M/ Filter 7uf5l. EFAIFEFHTAX ( zone ) HEEE—KX
FHH EHITHEERT ( instance-charge-type ) AEFEA Bi& RETERIISLHIRT , ATAITRSE

I : Filters.1.Name=zoned&eFilters.1.Values.1=ap-test-1&Filters.2.Name=instance-charge-
type&eFilters.2.Values.1=PREPAID&Filters.3.Values.2=POSTPAID_BY_HOUR

WaNI OS5I : DescribeDisasterRecoverGroups, DescribeDisks, DescribeFlavors, DescribeHeartbeats,

DescribelmagelList, Describelnstances

BFR WA FEEFNULL SRy

Name = ) String

Values = & Array of String
DelOutbandInfo

MR TEINRIHE DS EN

W T42O3|8 : DeleteOutbandIP

SR Wit FHFNULL =il

Instanceld = B String
Vpcld = & String
Vport = & String
Vip = ) String

WAL : TCloudFinanceZone 2026/7/23 07:21:34

R

FETENFER.
~BHE : intance-name

FERRISIRE.
~BIE : bms-daflkkoj

HR

BMSSLIID
~FNE : bms-adafghjk

FABMILRID
~HUE : vpc-9iyutefh

wWISTROS
TMEHE : 80(KVM)

kTR overlay IP
~FE : 10.10.10.10

% 139 1547



2 AT TCE

Instance

HRSLHIRIER

#WAITEEOS| B : Describelnstances

B WAIZS
Placement 2
Instanceld =
InstanceName =
RaidType =

OperatingSystemType 2

OperatingSystem =
PrivateIlpAddresses =
VirtualPrivateCloud 2
Flavorld =
CreatedTime 2
Status 2
CpuArch =
Tag &

WAL : TCloudFinanceZone

AFNULL

3=
[

iy

i

iy

ol

iy

il

Il

iy

iy

iy

i

il

i =3

ZKAY

Placement

String

String

String

String

String

Array of String

VirtualPrivateCloud

String

Datetime

String

String

Array of Tag

2026/7/23 07:21:34

REeMIRSSER (BMS)

fEiR

SLHIRTERINE.
g 2E

SLBIID
~BIE : bms-adafghjk

SEHIZFR,

~M5E : bms_name

RaidZ$8Y,
=~ : NORAID

BRER BT,
~BWE : Linux

BERAKITIRE
~EIE : tlinux2.1

SEIER-RRIAR IP FISE,
)& : 10.10.10.10

AR REIFAE SR,
g EE

BEER.
~HHE : flavor-sadfghjhk

CUEEATE), #%FR 1SO8601 triER
=, FEfER UTC iFE, &=
5 YYYY-MM-
DDThh:mm:ssZ ,

7~BE : 2014-08-03 12:00:00

LR
GE : RUNNING

CPUZERE! | s7#5X86/ARM
E : X86

SEHREE
hE . 55

% 140 154"



2 AT TCE BEIRIREE (BMS)

BFR Pk AEFNULL 38 iR
SLAIFF uuid
Uuid &5 &5 String T~HHE : 789116f0-
dda7-4154-8ea6-f78283f8f847
) SEAIFEFPAppld
Appld 5 5
PP = = String SBIE © 110000002171
EREENNELOENE , LEEE
UserDefined &= = Uint64 X
BIE : 0
Privatelpv6Addresses oy & Array of String ;};ﬁgm FFO1-101
. EEFAID
Groupld =5 =2 Strin _ .
P = = g MHHE : ps-asdfghjk
. IBERID
Heartbeatld &5 =
eartbea 5 p= String SRBIE - HB-asdfghjk
) FHAIP
BackuplIP 5 =
ackupirs = = String RAME © 10.10.10.10;20.20.20.20
=g
DiskInfo & 2 Array of Diskinfo BER(=

THIE : EE

VirtualPrivateCloud

R TVPCIEXIER | €fFFK , IMEEF

#WUT™#EO3| A : Describelnstances. Runlnstances

BTR ik FBEFNULL 33 fEiA

FABRIEKID , FZ vpe-xxx , BIHIVpcldalidEs
ZREI=HE1ES ; el LARRRE
‘B String M [DescribeVpcEx] , MiEOR[EIF
A9 unVpcld FERFREN,
~HHE : vpc-9iyutefh

Vpcld

el
0
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2 AT TCE BEIRIREE (BMS)

BR WE FIENULL 28 fEiA

FABMBFMID , F240 subnet-xxx , BIFAT
MLEFMIDLETER[EHE1ES ; I LUARE

Subnetld 2 & String [0 [DescribeSubnetEx] , \iZOIR[EIF
AY unSubnetld ZZEZFKEN,
~B5IE : subnet-dkocwn4q
Arra FAEMLETM IP £048 |, 7ECUFRSLAI. (&SLfivpc
PrivatelpAddresses & = of Y BRI EFPrFERLSE. SetELEZ /X
P a a Strin IR STHEHENERFMEIZA 1P,
9 RIE: 10.10.10.10
< < EA D BECIPveitiit

Ipv6Address B B Bool =Bl : true
OperatingSystem
BERRER
WaNT#EO3| 8 : DescribeFlavors

BR Wik AIFNULL it A

: . = : HEFYlinuxRSEFIFR
Linux &= = Array of String =BIfE : tinux2.4
, - = : XFsHIwindowsE A FIZR
Windows = B Array of String =IfE © Win2000
. o : XHHOther& 5

Other B = Array of String ROUE : kylin
Flavor
EEFE
WaNT#EEO3|F : DescribeFlavors

B Wik FEFFNULL it fik

SR
Flavorld =2 & String &4ID,

A : flavor-adsdfghj
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2 AT TCE

BR

FlavorName

Placement

RaidType

OperatingSystem

Cpu

Memory

SystemDisk

NetSpeed

FlavorType

CpuArch

Soldout

UserDefined

CreatedTime

NetworkPorts

DcosShell

Disk

WAL : TCloudFinanceZone

fim

il

il

i

fim

fim

fim

el

il

fim

iy

Iy

iy

DIFNULL

T
[

Iy

i1y

iy

ol

iy

Iy

iy

ol

fil

Iy

iy

iy

i

iy

ESig)

String

Placement

Array of String

OperatingSystem

String

String

String

String

String

String

Uint64

Uint64

String

Int64

String

2026/7/23 07:21:34

REMIRSEE (BMS )

Hk
BEBWR.

Tf5HE : flavor_name

SLAIRFERINE.
hiE . =5

SZIEHIRaidSEEY,
GfE : NORAID

KIFHIRGETIR,
~hBiE . =5

cpufEE.
HHE : 2

RTFER.
~ffE : 100M

ERER.
~HE : 100G

MRER
wHE : 10M

THERTIA
~fE : M101-A3

CPU#IEY , X86/ARM
HE - X86

whE: 0

EERFPEEMNA
THE: 0

ellfELinlE)
& : 2014-08-03 12:00:00

G Ei i mE Sy
g : 2

dcosfFEIA
~BE : dcos.sh
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2 AT TCE

AT BMSTERAVFMESR

WENT#EEO2| 8 : DescribeDisks

BR D%Svin FIFNULL
Diskld = ray
Placement 2 B
DiskName 2 5
DiskSize 2 )
Instanceld 2 =N
DiskType = -
CreatedTime 2 &
BMCUserTasksResponse
BEEWIMER

WU TEEOS|H : ResetOutbandInfo

BFR AR FEEFNULL SRy
Detail 5 &= String
Result & & Int64
Svrsn ) S String

WAL : TCloudFinanceZone

x5

String

Placement

String

String

String

String

Datetime

R

EBFE

REeMIRSSER (BMS)

fk

RERID,
g : disk-d3e8e01lb

PR ATERINIE.
e . =5

TR ETR,
~MFE : disk_name

BEE RN,
g : 100G

EEEERRREEID,
NE : bms-adafghjk

=ENMEREE. BEEE !
CLOUD_BASIC : REB=E
CLOUD_PREMIUM : T tRe=mEs
CLOUD_SSD : SSDZR/RSSD=HEER,
B : SATA

PR A BRI,
& : 2014-08-03 12:00:00

~MFE : success

FEER
BUE : 0

fRS5E8sn

& : 218551302

2026/7/23 07:21:34
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2 AT TCE

BR Witk FOIEFNULL
TaskId = =

Tag

IrERMERS

E3it) R
Az
String fE51D

#WUIT™#EO3| A : Describelnstances. Runlnstances

BFR WhISE
TagKey =
TagValue =

DiskInfo

BERERS

i

1%\

FEFFNULL it
B String
B String

#WANTEEOS| B : Describelnstances

2R itk
DiskName B
Placement

FEFFNULL il
) String

R T LPIRMSRME  SRERENTRX , FENRES

#HANTEOS| A : DescribeDisks. DescribeFlavors, Describelnstances.

BR Wiisk
Zone =

WAL : TCloudFinanceZone

FEVFNULL it
B String

2026/7/23 07:21:34

REeMIRSSER (BMS)

~HE : 2ff48d5a-f7de-4653-88fd-54e94f75fd60

fiEis

IRESHRE
~HHE : tag_key

n&E
HHE : tag_value

ik
BEERTR

~FE : nvme3nl

Runlnstances

fik

SLAIFTERY T X,
~M5E : v_zone_cdcl
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2 AT TCE BEIRIREE (BMS)

BR JSvi FIEFNULL e i) REA
S IHBID,

& : bms

LoginSettings

WA T SLHIERBXEESER.
#WUTEOS| A : Resetlnstance. Runlnstances
BFR W%k AIEFENULL 268 A

SIHERENL., AR ERFREEEEREREA—
& BT

Password 2 | = NG inuxSEAIRFBREBIICH: , EEIERHEa-2 , A-
Z], [0-91F[() " ~'@#$% N &* -+ =
BEAIDSIR, KEXZRE , S LABIIXI N AIFATESRI
Array 3L ; Keyldeli@id#EDescribeKeyPairs3REX , 25
Keylds & S of HEEBAEREE , FTWindowsiBERAAZ

String  RHEEEMA, LGOS E— EA.
TBHE : keyl23

FHFRENRRIEE. 1Z22815PasswordglKeylds.N
TeEERtEE. REFEAEENTER. HERETHINED
SNGEROIEPIRT A BEHEEZSENTRUE, BUETE
:
String e« TRUE : ®RFRGENERIZE
o FALSE : REMRIFRENERIRE

iy

KeeplmagelLogin &

ZXABUE : FALSE,
& : TRUE

OutbandInfos

HINHEREE

N TFEOS| A ; DescribeOutbandInfo

BR Ayvir BIEFNULL el A
Password 2 =5 String HINETD

~E : pass_word
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2 AT TCE

R Wi FHFNULL
Sn = B
User 2 &
EnhancedService

R 7 LHIRIEERSERBEREHERE Ik,

WU TEEOS|H : Resetlnstance, Runlnstances

B VASvis

SecurityService &
MonitorService &

WhistleService &=

DeletelmageSet

fibsimagelsEHE

FEFNULL

P
[

iy

iy

w0 T™EOS|FA : Deletelmage

BR ik
Detail &
ImageName =
Result )

WAL : TCloudFinanceZone

FEIFNULL

A
[

iy

iy

Bool

Bool

Bool

XE
i

String

String

Int64

REeMIRSSER (BMS)

it iR
Az
String BRo5 RSN

R~ : adfsadg44ads584f

wINBFE

String HHE : bms

=intE. =IEESLI Agent

A

FE=LEelRS. aREEZ8E AR EEEE
RS

~AHE : true

ERFSH
EUE : true

HEREEERS. EMEEZESH, WBRARHESH

WEERSS.
~HUE : true

0

Detail
~FIE : success

ImageName
A : img-fc45e643

Result , OFCZRMIBRELTH
BIE : 0
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2 AT TCE BEIRIREE (BMS)

BR g RIFNULL %8 )%
I I
Imageld = & String mageld

NE : e4flda-4076-4b04-8de8-fbd4cc72d463

OSDictionarySet

BREEXREFMRES

WA T#EOS|F - Describelmagelist, ModifyTenantimage

BFR ik SRFENULL 358 fik
Imageld 2 7 String | D

HE : c98b46d9-40c6-4dab-8e5b-efl66ebbeb5f

B5E
HNE : img-fc45e643

fil
iy

ImageName String

RERTS , OZEUEATID

64 —piE : 0

iy
fil

ImageStatus

21 NI
~HE : 1080807303

Iy

String

fi

ImageSize

M5HE : Linux

iy

String

2]

OsType

BRUTRH
TBE : X86

iy

String

fim

SystemArch

RAER
~5E : redhat

i

String

2l

SystemPlatform

BRGhRA
THE : 7.2

iy

String

fim

SystemVersions

SR
String <& : 11CentOS-7-aarch64-
Everything-2009 (1).iso

iy
fim

ImageDescribe

RRRE

THE: 0

iy

Int64

i

ImageType

#Hf&url
RHUE : https://****/centos.iso

Iy

String

fi

ImageUrl
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2 AT TCE

BFR Wik SPENULL 368
AvailableModel & = Int64
ImageFormat ) B String
ZoneName & = String
ImageAlias ) P String
TenantAppld "B & String
IdcName B P String
ImageFrom = = String

OutbandInfo

BMSBREHERIFIB

HAN OS5I : DescribeOutbandIP
B Wi FEFFNULL
Instanceld &= B
InstanceName = &
UnigVpcld & )
Vip ) &
Vport ) =

WAL : TCloudFinanceZone

2026/7/23 07:21:34

REeMIRSSER (BMS)

Y

REFARS SR ERE (0BRSS, 1. EARSEER)
g : 1

HEER (iso/sgfs)

=~bifE : 1SO

BEMAETRAK
~BIE : ap-rejcctest-ops-1

e Sl

~HHE : image name

FAFAPPID
~<fGf& : 1255000109

IDCEFR
& : IDC-FANG

RIEKIR

~HNE : image from

et R
Strin BMSSLAIID

J A : bms-adafghjk
Strin BMSSLfIEFR.

J ~BIE : bms_name
Strin FABMZRID

9 ~EUE : vpc-adffghjk

Strin HRETHoverlay IP

d & : 10.10.10.10
Stri WARTRIR S 28RS
tring

~MGHE : 80(KVM)
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2y BATTCE

REMIRSEE (BMS )

2R WSS BIFNULL % AR
X ) FRIER
UnigSubnetld = Py String =l : sunnet-1s205fd|
DisasterRecoverGroup
BRERER
#aNT#EO5|F - DescribeDisasterRecoverGroups
BR Whisk SBFNULL ESit] DU
PAN == va=H
o - . DEEREFAId.
Groupld = s String U - ps-asdfghik
N o - . DEERRHARTR , IKE1-601MNERT.
ame 7= D String — ]
~GWE : group_name
PEEREHARE , BUEEHE
Tvoe = - Strin RACK : #ZEEH ( BBaHAH, )
yp = = 9 RACK_SAME_SW : 12224 ( EIAcHaM)
~EE : RACK_SAME_SW
\ i Em 4 OO A/ Stslp e
CurrentNum = & Int64 éﬁ&gﬁ&ﬁ,ﬂmbmsﬁﬁ%ﬁéﬁu%{go
~HE 1
N . .
) . o . SEETEFEEETE.,
CreateTime A 2 Datetime —If& © 2025-05-08 23:19:35
N B E
. < o . S EEIEFEEFATE],
UpdateTime = = Datetime & : 2025-05-08 23:19:35
HeartbeatSet
IBEEEIFREE
#Wan #2032\ 8 : DescribeHeartbeats
BFR O%Svir FIFNULL 3t} iR
M\l 14424
Heartbeatld 2 S String DBERIAID

WAL : TCloudFinanceZone
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~BIE : HB-asdfghjk
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2 AT TCE

&R Wit
Name =
VlanId =
CurrentNum =
CreatedTime =
UpdateTime 5

InternetAccessible

R T SEHIRIR BTG | BT EARAMERIT R | &KX

WENTEEO3|F : Runlnstances

B

InternetMaxBandwidthOut

PublicIpAssigned

InternetServiceProvider

WAL : TCloudFinanceZone

AIFNULL

Py
[

Iy

i1y

iy

fiD

iy

57

String

String

Int64

Datetime

Datetime

FAEFNULL %3

A
[ ]

iy

iy

Int64

Bool

String

2026/7/23 07:21:34

REeMIRSSER (BMS)

)%
OBRILRBRTR

~EHE : Name

DBEESERTEVLAN
BlfE : 2025

R OBERIZREIBM SR REL
~fE : 100

DBERIZE B BIERTE]
& : 2014-08-03 12:00:00

IO BERILE 4R S AT ]
g : 2014-08-03 12:00:00

Ao sl
m~F

fEiR

AR LR , 847 : Mbps, ERIAE :
OMbps.,

A : 100

EEPEAMIP, BETH :

o TRUE : R EELMIP
o FALSE : RTAHELKIP

BAMTEEEATOMbpsE , 7] B HiGEFE
5% | BAFREAKIP ; HAMGEEH0 , T
AT ELMIP,

HE : true

EUESEE{"CTCC {5 , "CUCC" : Bx
&, "CMCC" : #z, "BGP” : 4NCAP}
g : CMCC

% 151703t 154



2 AT TCE BEIRIREE (BMS)
%:I:I: A = ﬁ%
B 1X=

TheeniA
NSRRI R Error 352 , WM APLECIAM, B0 -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"

}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

THIRISY IR

NIHIEIRI

e WiBA
AuthFailure InvalidSecretld ZRAE% ( AE2= API 2482588 )
AuthFailure.MFAFailure MFA &R,

BRAEE. FEEHENERRESCHRMREESR  REE

AuthFailure.SecretldNotFound . e _ N i
B, SNETHRTESIER  IRRIEAEETE.

BRUH, Timestamp MRS HESEEENGBIR ST , BORES

AuthFailure.SignatureExpire . s
9 P oA EL R AR S AR,

BRER. ERUEER  BYREALNPROSSCHEEES

AuthFailure.SignatureFailure s
9 SitEiE,

AuthFailure. TokenFailure token f&5iR.
AuthFailure.UnauthorizedOperation  i53k>k CAM 1Y,

DryRunOperation DryRun #E , ({RIBEKESEMINNT , REZ(ET DryRun &%,
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2 AT TCE BEIRIREE (BMS)

FEIRED izl
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction BEOAFE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

A SSEEIRRD
IR il
InvalidParameterValue.GroupTypelllegal BEMEFAZEREL
InvalidParameterValue.Malformed VPCHIBEATFE

InvalidParameterValue.HeartbeatldMalformed  ()MKERTAIER

InvalidParameterValue.FlavorMalformed BMSH\BYZFRAEIE
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2 AT TCE BEIRIREE (BMS)

FEIRG 15288
InvalidParameter.InvalidParameter HBRERERFE
InvalidParameterValue.InvalidIpFormat 1IEERFAE ML ptE A ER.
InvalidParameterValue.InvalidFilter ToHILIERS .

FoRGLf5) ID . $EEAISEHI ID 1R, FIRNSEAI ID K

InvalidParameterValue.InstanceldMalformed SR bms-1122 .

FoRALf5) 1D . $ETEAYSLH ID MR, FlansEsl ID

InvalidParameterValue.DiskldMalformed EESE disk-1122 .

ResourceNotFound BEAFE

InvalidParameterValue.ProductCodelllegal BMSitZcodeAEi&
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