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ES B TEIREFHAE | IRE18 A opentelemetry-javaagent jar ,

SE3 ER RS
N Java MEZEZEREIANT3A VM Bais#) -

-javaagent:<javaagent>
-Dotel.resource.attributes=service.name= <serviceName>,token=<token>
-Dotel.exporter.otlp.endpoint=<endpoint>

AT Java SpSRIRHR | IBIRRIX3N VM BHSEIME -jar ZAl. MTLEEEERE VM EES8rNA |, -
Dotel.resource.attributes RHSEATLIE#R/S OTEL_RESOURCE_ATTRIBUTES REZE , -
Dotel.exporter.otlp.endpoint RFESEFTLIE %A OTEL_EXPORTER_OTLP_ENDPOINT INETE, WMAIFER
BRENT -

o <javaagent> : BREIXIMAIAUIIHERIZ.

o <serviceName> : NA%E , SNMERERENARENHE , £ APM 2RI ABERNAE TSNS,
%33F Spring Cloud B Dubbo WA , NAZBEHEMRSEFRE—H. RK631MFH , REESNEFH.
FROWA - ", BRALUNEFEIL a0 \EFEEE.

o <token> : HEIFZFNIEERS Token,

o <endpoint> : ZRIFEFRIEAR.
TIRARBLIRETERIR /path/to/opentelemetry-javaagentjar , N myService , WS ERS Token
79 myToken , AR http://pl-demo.ap-*${Region}*.apm.tencentcs.com:4317 441 , NMBAREIRERITT
BEIHA

* JAR File g Spring Boot

java -javaagent:/path/to/opentelemetry-javaagent.jar \
-Dotel.resource.attributes=service.name=myService, token=myToken\
-Dotel.exporter.otlp.endpoint=http://pl-demo.ap-${Region}.apm.tencentcs.com:4317 \
-jar SpringCloudApplication.jar

e Linux Tomcat 7/Tomcat 8
£ {TOMCAT HOME}/bin/setenv.sh BRI THE :

CATALINA_OPTS="$CATALINA_OPTS -javaagent:/path/to/opentelemetry-javaagent.jar"
export OTEL_RESOURCE_ATTRIBUTES=service.name=myService,token=myToken
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export OTEL_EXPORTER_OTLP_ENDPOINT=http://pl-demo.ap-${Region}.apm.tencentcs.com:4317

WNREHY Tomcat ;A setenv.sh BEEEXAY |, 1558% Tomcat B 7531 ¥R setenv.sh BEEXH , si& A
Hth/5z0iR00 Java BehE2 8 NRIMNET &,

o Jetty
£ <jetty_home\>/bin/jetty.sh EaBIATFINLATRZ :

JAVA_OPTIONS="$JAVA_OPTIONS -javaagent:/path/to/opentelemetry-javaagent.jar"
export OTEL_RESOURCE_ATTRIBUTES=service.name=myService,token=myToken
export OTEL_EXPORTER_OTLP_ENDPOINT=http://pl-demo.ap-${Region}.apm.tencentcs.com:4317

o IDEA
7£ IDEA thZ#biEix Java RZFERT , BJ7E Run Configuration #EZE VM options , 24(ECEMT :

-javaagent:"/path/to/opentelemetry-javaagent.jar”
-Dotel.resource.attributes=service.name=myService,token=myToken
-Dotel.exporter.otlp.endpoint=http://pl-demo.ap-${Region}.apm.tencentcs.com:4317

EXFPERT |, BRERSINMEIRARZERMNEEENY | BERLAERING_EREA R,

» Hitt N IR =5
IB2EWNAYEENGEERIRE | FHR0 Java B2 HEEMNREE.

BIGIE

SRS MENL R | 55 Java WA | NAREFRBERRE , FHERE APM [RSin CiRkisEE0E. ERERRER
BT  EHENAMERE > NAKE > NAMRPHRENNONAE , ZRENEFE > LhlkEPRBRER

BRIV LA, BTSSRI IEEE—EERT , INRENGEEFIEREENRINATELS  FFEF30ME
a.

—\\ \
BENER (A7)
HEMERTNHEENZSSRERTEEINSEIERRT , SISl TANS | £/ OpenTelemetry APLIFINBEENX

1B, ANEREEANEEXIERTT , OpenTelemetry Kt 7 B2 RIFEMNIBEMERSI , BIAERS
i=ZA]&% OpenTelemetry B/ X1,
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5|\ OpenTelemetry API {K¥

<dependencies>
<!-- Elfthiki -->
<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-api</artifactld>
</dependency>
</dependencies>
<dependencyManagement>
<dependencies>
<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-bom</artifactld >
<version>1.9.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

¥KREX Tracer
AEREHTERAMUEF , JLABTIN FUEBEREY Tracer 335 -

import io.opentelemetry.api.GlobalOpenTelemetry;
import io.opentelemetry.api.OpenTelemetry;
import io.opentelemetry.api.trace.Tracer;

public class AcquireTracerDemo {
public void acquireTracer() {
// scope BFENIELGEE , —RIER Nl BRZERZRES , XTFScopefIEZER |, 1558% OpenTele
metry B75 315
String scope = this.getClass().getName();
OpenTelemetry openTelemetry = GlobalOpenTelemetry.get();
Tracer tracer = openTelemetry.getTracer(scope);

}

IREX SRR TR

import io.opentelemetry.api.trace.Span;
import io.opentelemetry.api.trace.StatusCode;
import io.opentelemetry.api.trace.Tracer;
import io.opentelemetry.context.Scope;
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// Trace SYRATLATEWSS 5 AHIREN , SEBESHEANSGE
public void doTask(Tracer tracer) {
// lIE—" Span
Span span = tracer.spanBuilder("doTask").startSpan();
// & Span iRII—£E Attributes
span.setAttribute("Requestld”, "5fc92ff1-8ca8-45f4-8013-24b4b5257666");
// ¥t Span I€EAXEIAYSpan
try (Scope scope = span.makeCurrent()) {
doSubTask1();
doSubTask2();
} catch (Throwable t) {
[/ EBERE  REESEICRE Span RIXI R4
span.recordException(t);
span.setStatus(StatusCode.ERROR);
throw t;
} finally {
// #5%R Span
span.end();

}

BEEHENERER

ER RtRElsE > EREEY , KEEXAVEAE , Mt Span ID , HAEIFERE , MUERIETEENER
FiEA9 Span,
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i&@id SkyWalking MY L3R

RS

RIFBMRENTIE (APM )

o ¥JFF SkyWalking ETA@E , & SkyWalking 8.5.0 LA LAY (848.5.0 ) A , FHEHRERH Agent SXEEHZE

Java HEEHESPRAVER.

Index of /dist/skywalking/8.5.0

Name

Last modified

Size Description

a Parent Directory

apache-skywalking—apm-8.5.0-src.tgz 2021-04-09
apache-skywalking—apm-8.5.0-src.tgz.asc 2021-04-09
apache-skywalking-apm-8.5.0-src.tgz.sha512 2021-04-09
apache-skywalking-apm-8.5.0.tar.gz 2021-04-09
apache-skywalking—-apm-8.5.0.tar.gz.asc 2021-04-09
apache-skywalking-apm-8.5.0.tar.gz.sha512 2021-04-09
{} apache-skywalking—-apm-es7-8.5.0.tar.gz 2021-04-09
apache-skywalking—apm-es7-8.5.0.tar.gz.asc 2021-04-09
apache-skywalking—-apm-es7-8.5.0.tar.gz.sha512 2021-04-09

15
15
15
15
15
15
15
15
15

146
146
146
146
146
146
146
146
146

3.1M

833

166

173M k
833

165

176M

833

169

o SHHOMETE /plugins BRP. EEHMESHISEEIIHZER | BIRHEEEN. BHEGFAZBRME 805
SHE., B, BEHERABLE] /logs BRF.

o #HY Agent MR BERA TR :

B=x:

+-- agent

+-- activations
apm-toolkit-log4j-1.x-activation.jar
apm-toolkit-log4j-2.x-activation.jar
apm-toolkit-logback-1.x-activation.jar
+-- config

agent.config

+-- plugins

apm-dubbo-plugin.jar
apm-feign-default-http-9.xjar
apm-httpClient-4.x-plugin.jar

WAL : TCloudFinanceZone
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2 AT TCE

+-- optional-plugins
apm-gson-2.x-plugin jar
+-- bootstrap-plugins
jdk-http-plugin.jar

+-- logs

skywalking-agent.jar

BALE

\|

L1 FREURA R Token

1. RN AMREREETIA,

2. A= IS FMERESE > AN  RENAYIZR > AR,
3. EAMERENEIEENEES , BE Java iE5.

4. EEENJaval FATUHE , ISEREEEANMIELIR S RS,

5. RN ZEEL S Skywalking,

6. SREUZE N 0 Token,

2 . & Skywalking

o HIECRZFEAT SkyWalking , BTBHIALSE,
o HIEHAKIER SkyWalking , #iY T EiE TR,

L3 . RERNSERBR

SkyWalking Agent ST ZMA TS HEE | AREELNZEILUMKILAS , TEHEHEESTRETRA.

75i&1 : {FH agent.confi

g XHEE

collector.backend_service= <#ZA\ 5>
agent.authentication=<Token>

agent.service_name= < _EIRAIIRS BFR>

5aBR :

18X agent.config

J5i%2 : Java VM Option

[550 Java N FEfERRY |, 7

FEICEREMRINREEMAS # X2, SNENNERRBEEE.

S

AR LITHIRIMERILA -DSkywalking FFLHISEL LA TG HTTA—H9FRCBA.

java -javaagent:<skywalking-agent-path>/skywalking-agent.jar

WAL : TCloudFinanceZone
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-Dskywalking.collector.backend_service= < A\m>
-Dskywalking.agent.authentication=<Token>
-Dskywalking.agent.service_name= <_HRHIIRSBZTR> BEEHIER

73753 D IRERNMIMERE
JLERSPIREENIMREEE R SkyWalking ZFIRAYECE | AT/ Linux as<RI7<61.

export SW_AGENT_AUTHENTICATION=<Token> (&% Fagent.authentication=Token)

export SW_AGENT_NAME= < FIRAIRSZBFR> (FTFagent.service_name= < FRAIIRSZEFR>)
export SW_AGENT_COLLECTOR_BACKEND_SERVICES = <\ = > (&5 F collector.backend_service=1Z A\ 5)

ULz

o LI E=MATUEMMARRES  RBBEE > MERE > BEXH. MARSHERESBNTRORIEE
BE.
o BEVNSEER , "< >"FSHEME | (UREE,

LRA | EERENTT AR E R IRE
HRIEN ARSI TING | IEERAENAYTSEKISRE SkyWalking Agent RIERTZ,

¢ Linux Tomcat 7/Tomcat 8

e 7 tomcat/bin/catalina.sh E—{THIILLTHE :

CATALINA_OPTS="$CATALINA_OPTS -javaagent:<skywalking-agent-path>"; export CATALINA_OPTS

o Jetty
7£ (JETTY_HOME}/start.ini BEBXA4RRINLATAS :

--exec # EIRGIEMNHSEIE TR,

-javaagent: <skywalking-agent-path>

« JAR File 8 Spring Boot

o ENFIERFEmSITHRIRNIN -javaagent S£{ ( -javaagent SE—EERIE -jar S A1) , SHARBUT :

java -javaagent: <skywalking-agent-path> -jar yourApp.jar

« IDEA

« 7t IDEA =hisfThY , B]7E Configuration HECERNFERERFHI VM option, il -javaagent £4) , S#EcEW L—
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.

LIS . EFEINFA

==

SR EIAEELRRE , 20 SkyWalking EMIES E#f/asIRFERIA.,

\|
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=N Go N
j&@id OpenTelemetry-Go ¥\ Go RF (¥
= )

WdBA :

e OpenTelemetry TH. API#]SDK RIS , AFaN. 4k, WEMSHENLGE (18R, BHERIR
15) | BBIBPOTTIREHIMERER11TA. XTF OpenTelemetry FUEZ(SEIEES#E OpenTelemetry B/
T

 OpenTelemetry #fXiEEX , HAEEIR , [ iz ETRRIEIES. BUHSER , ATREMIRS IR
AR IREERIB ERRE I SRR,

RGBT EFIRENBUEEITH XA OpenTelemetry-Go SZ4#2N Go M, OpenTelemetry-Go 12t 7—%&K
Fll API, BFRILAEID SDK B isesuEH AL 2R MNSF & fiRS IR, ASCBET&RE NN AETA , #lg0 HTTP iR

%, PEEEEES | NMBUEITET OpenTelemetry-Go AR FBMHEELEE APM |, 33F OpenTelemetry-Go HIEZS
Fi% , B8%F e+,

BRSR
WA ESR Go WEASIFMRA , Baisl.21#11.22 , WFEEARA |, BiS ErTLUEN | B RAMEFZEIFHRS
t, BIMEEIESEHK FEAE,
BIEL R | SREUE A RF0 Token
1. EAMEE RS RN A Re s > MK , BENATIER > BANKA.
2. EAMEHAOEIEZ NREES , B8 Go 155,
3. TEE Go NATIHE , iSERGIEENAE AR S R4,
4. JEFEANEREL Sy OpenTelemetry,
5. SREUE N\ aF0 Token,
N Go NH
&1 : 5|\ OpenTelemetry 18X , LI SDK ¥IIRHIELE

package main
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import (
"context”
"errors”
"time"
"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/attribute”
"go.opentelemetry.io/otel/exporters/otlp/otlptrace/otlptracegrpc”
"go.opentelemetry.io/otel/exporters/stdout/stdoutmetric”
"go.opentelemetry.io/otel/propagation”
"go.opentelemetry.io/otel/sdk/metric"
"go.opentelemetry.io/otel/sdk/resource”
"go.opentelemetry.io/otel/sdk/trace"
sdktrace "go.opentelemetry.io/otel/sdk/trace"
"log”

func setupOTelSDK(ctx context.Context) (shutdown func(context.Context) error, err error) {
var shutdownFuncs [Jfunc(context.Context) error

shutdown = func(ctx context.Context) error {
var err error
for _, fn := range shutdownFuncs {
err = errors.Join(err, fn(ctx))
}
shutdownFuncs = nil
return err

handleErr := func(inErr error) {
err = errors.Join(inErr, shutdown(ctx))

tracerProvider, err := newTraceProvider(ctx)
if err = nil {
handleErr(err)
return
}
shutdownFuncs = append(shutdownFuncs, tracerProvider.Shutdown)
otel.SetTracerProvider(tracerProvider)

meterProvider, err := newMeterProvider()
if err = nil {
handleErr(err)
return
}
shutdownFuncs = append(shutdownFuncs, meterProvider.Shutdown)
otel.SetMeterProvider(meterProvider)
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return

func newTraceProvider(ctx context.Context) (*trace.TracerProvider, error) {

opts := [Jotlptracegrpc.Option{
otlptracegrpc.WithEndpoint(" <endpoint>"), // <endpoint>&ijy_ iRt
otlptracegrpc.WithInsecure(),

}

exporter, err := otlptracegrpc.New(ctx, opts...)

if err = nil {
log.Fatal(err)

r, err := resource.New(ctx, [Jresource.Option{
resource.WithAttributes(
attribute.KeyValue{Key: "token", Value: attribute.StringValue(" <token>")}, // <token>&i# 95
R Token
attribute.KeyValue{Key: "service.name", Value: attribute.StringValue(" <serviceName>")}, // <ser
viceName>Z#a 9N 3
attribute.KeyValue{Key: "host.name", Value: attribute.StringValue(" <hostName>")}, // <hostNa
me> &z /9IPibE
)
b
if err = nil {
log.Fatal(err)

tp := sdktrace.NewTracerProvider(
sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithBatcher(exporter),
sdktrace.WithResource(r),
)
otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(propagation.NewCompositeTextMapPropagator(propagation.TraceCont

ext{}, propagation.Baggagef}))
return tp, nil

func newMeterProvider() (*metric.MeterProvider, error) {
metricExporter, err := stdoutmetric.New()
if err = nil {
return nil, err

meterProvider := metric. NewMeterProvider(
metric.WithReader(metric.NewPeriodicReader(metricExporter,
// Default is 1m. Set to 3s for demonstrative purposes.
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metric.WithInterval(3*time.Second))),

)

return meterProvider, nil

}

XIMAIFERIGARANT | BHRIESCRR IS T iR,

RIFBMRENTIE (APM )

o <serviceName> : W% , Z4MERERE serviceName AN EHE , &£ APM ASRIAERBENET
NEZANLH, NABRIKINER , REEEENE=XR. HFERDBRR" -7, BEXRLUNE=E8TTL |, #is

INEFEER,
o <token> :BIESBHZEFIFZERS Token,

o <hostName> : iZELBIR9ENE , RRALARIE—IFR , BEBER NILURKE N ASLAIRY IP ek,

o <endpoint> : BIELBEFEZIEAR.

£R2 . SDK #18a1L , }B5h HTTP fRSS

package main

import (
"context”
"errors”
"fmt"
"log"
"net"
"net/http”
"os"
"os/signal”
"time"
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp”

)

func main() {
if err := run(); err != nil {
log.Fatalln(err)
}
}

func run() (err error) {
ctx, stop := signal.NotifyContext(context.Background(), os.Interrupt)
defer stop()

// #%aH SDK
otelShutdown, err := setupOTelSDK(ctx)

if err 1= nil {
return
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/1 HHERIA
defer func() {
err = errors.Join(err, otelShutdown(context.Background()))

10

// IBsIHTTPERSS
srv := &http.Server{
Addr: ":8080",
BaseContext: func(_net.Listener) context.Context { return ctx },
ReadTimeout: time.Second,
WriteTimeout: 10 * time.Second,
Handler:  newHTTPHandler(),

}
srvErr := make(chan error, 1)
go func() {

srvErr <- srv.ListenAndServe()

10

select {

case err = <-srvErr:
return

case <-ctx.Done():
stop!()

}

err = srv.Shutdown(context.Background())
return

}

SNREII Gin FEZRSLI HTTP BRSS | BRAORSFEKE , BNESEHRAY 122877 EEHMERNERTT
.

B3 . X HTTP EOHITIERIERE

func newHTTPHandler() http.Handler {
mux := http.NewServeMux()

handleFunc := func(pattern string, handlerFunc func(http.ResponseWriter, *http.Request)) {
// STHTTPEE I TIER
handler := otelhttp.WithRouteTag(pattern, http.HandlerFunc(handlerFunc))
mux.Handle(pattern, handler)

}

// ERHEO
handleFunc("/simple", simplelOHandler)

// SSErEEAR TIERIERE
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handler := otelhttp.NewHandler(mux, "/")
return handler

}

func simplelOHandler(w http.ResponseWriter, r *http.Request) {
io.WriteString(w, "ok")
}

ENIGIE

Bz Go MRS , iBid8080u# iAajXIRA9ED , BN https://localhost:8080/simple , R AAFIEME APM EiRah
I HTTP iSkIBXAVEREIE. AALEERENERT , MAMEERE > NAKE > NAYERPIEERZENIILN
FB . NiFEMRENsE > MAWIE > MAIFRE > LHREPERREANRMNBLS. BFrEiEa Lt IEEE—E
IERT , AR NEEEHIEIREEIARINASELS |, BEEF30EA.

BT =mN

1518 Redis®
o ¥IA1L

import (
"github.com/redis/go-redis/v9"
"github.com/redis/go-redis/extra/redisotel/v9"
)

var rdb *redis.Client

// InitRedis ¥Jia{tRedis®Z P
func InitRedis() *redis.Client {
rdb := redis.NewClient(&redis.Options{
Addr: "127.0.0.1:6379",
Password: "", // no password

i

if err := redisotel.InstrumentTracing(rdb); err != nil {
panic(err)

}

if err := redisotel.InstrumentMetrics(rdb); err != nil {
panic(err)

}

return rdb

 #aRERIE)
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func redisRequest(w http.ResponseWriter, r *http.Request) {
ctx := r.Context()
rdb := InitRedis()
val, err := rdb.Get(ctx, "foo").Result()

if err = nil {
log.Printf("redis err......")
panic(err)

}

fmt.PrintIn("redis res: ", val)

3R MySQL
oatt

import (
"gorm.io/driver/mysql"
"gorm.io/gorm"
"gorm.io/gorm/schema”
"gorm.io/plugin/opentelemetry/tracing"

)

var GormDB *gorm.DB

type TableDemo struct {
ID int ‘gorm:"column:id™
Value string ‘gorm:"column:value"

}

func InitGorm() {
var err error

dsn := "root:4T$er3deffYuD#9Q@1tcp(127.0.0.1:3306)/db_demo?charset=utf8mb4&parseTime=True
&loc=Local"
GormDB, err = gorm.Open(mysql.Open(dsn), &gorm.Config{
NamingStrategy: schema.NamingStrategy{
SingularTable: true, // {FFREES

2
)
if err = nil {
panic(err)
}
//MN\tracing_EiRiB1E
[EERELIRERIEADBName , ZEFAPMAYEFNEF |, BIIDBNameFERHHATI R , ARG EER"mo
ckdb-mysql"

if err = GormDB.Use(tracing.NewPlugin(tracing.WithoutMetrics(),tracing. WithDBName("mockdb-my
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sql")); err = nil {
panic(err)

}

HUEHIE)

func gormRequest(ctx context.Context) {
var val string
if err := gormclient. GormDB.WithContext(ctx).Model(&gormclient.TableDemo{}).Where("id = ?", 1).PI
uck("value", &val).Error; err != nil {
panic(err)

}
fmt.Printin("MySQL query result: ", val)

}

REBEER , LAKIRE Span BB
B LA BN AESEER |, JLEZRIRYEE L R PEA—1 38 Internal A Span,

func internalSpanFunc(w http.ResponseWriter, r *http.Request) {
internallnvoke(r)
io.WriteString(w, "ok")

}

func internallnvoke(r *http.Request) {
// BJ#— Internal Span
_, span := tracer.Start(r.Context(), "internallnvoke")
defer span.End()

/] I S5ZEER

// &E&SpanfJAttributes
span.SetAttributes(attribute.KeyValue{
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&@iZ SkyWalking-Go #A\ Go NFE

SkyWalking Go 2 SkyWalking X759 Go NARHAIMRERIEAZR | AILAEARATREXRSHBRIBRT | & Go
M BN BMEREIRIE APM, XF SkyWalking Go (UEZ(ERE. |, 155% IE 4, SkyWalking Go Xt Go ZEH
KEREEROMESE , 84E Gin, GORM. gRPC & , 1Rt TEER , Bt sIFE EmpKIEFINERESE
SkyWalking #t X2t 7252715,

<5 Demo MZF3
BIZET Demo 88 , ATLABEI— M MRIEEAY HTTP ARSS -

package main

import (
"net/http”
)

func main() {
http.HandleFunc("/hello", func(writer http.ResponseWriter, request *http.Request) {

writer.Write([]byte("Hello World from skywalking-go-agent"))

)
err := http.ListenAndServe(":8080", nil)

if err = nil {
panic(err)
}
}

BIELE | SREUZNSF0 Token

1. MR BA=ISEN FRReatE > NAKE , BENAYIE > AN,
2. EAMBRHAYESURIE A HERES , BE Go iE=.

3. ERE Go WFTRE , ISREFTER RIS RER,

4. EIRENIMYEREL S SkyWalking.,

5. SREUE N =F Token,

¥\ Go MF

$B1 : TF; Agent
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Bi{E SkyWalking F#i71 , 7€ Go Agent #2H , s Distribution , & tar #&=0H9 Agent & , SIHEREA
tgz,

BB, 185 bin BRTHNITHEINMY | RIBSRHMERFIEEXD NI ZIHHISUY , BD9 Agent 324, N7
Linux &%t , Agent {45 skywalking-go-agent-0.4.0-linux-amd64 ,

B2 . I Agent
SkyWalking Go f@fft 7 2M75m\%%< Agent , AJLUSEE—FHTIZRE -

Agent JFANFT
MREAZEERIETEE MBS |, oTLUEE Agent SFABR. HITHSWT :

/path/to/agent -inject /path/to/your/project [-all]
Heb, /path/to/agent JZEER1HEEIRY Agent X4, /path/to/your/project /9 Go IIBEHR.

(EELT Yo
AT T A< | SRIGTRERIMEL -

go get github.com/apache/skywalking-go

£ main 5| N\ K :

import _ "github.com/apache/skywalking-go"

B3 EBUEN APM RIECE

MAEXEY FUABCE S SRENECE SRR | (RFAAN , AJLlas&73 config.yaml ,
BNEEXY , EOFEREWN T3

agent:
service_name: "<serviceName>" # <serviceName > & IN FAZ
reporter:

grpc:
backend_service: "<endpoint>" # <endpoint> &y iRt
authentication: "<token>" # <token>#&Rl5Z &S Token

XIRIAYFERBAROT
o <serviceName> : W% , Z/MEFAHERE serviceName NIV AHE , £ APM TN AERINAT
NZANLG, RABRK63INER  REEa/INEFE. B#FROB/A -, BERRLVNEFEFL , #i5Fak
INEFBERE.,
o <token> :RIELTRHEZFWSEESR Token,
» <endpoint> : BIELBFEIIEAR.
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#'4 . HF SkyWalking-Go RiZINE
1ERiE Go BMIAHR , IS4 -

-toolexec="/path/to/agent" -config /path/to/config.yaml -a

Hreh , /path/to/agent AZE1IPERIR Agent X, /path/to/config.yaml AL EEIBEINECEF.
BRIRIRIFN=HA test , TEHBSL

go build -toolexec="/path/to/agent -config /path/to/config.yaml’ -a -o test .

BNISIE
[Ba) Go NAfE |, BiZ8080imiHEXIMAYEN , A4l https://localhost:8080/hello , A& APM _EHR4ME
HTTP IERAEXAVEIREEE. ERLESRENER T , NAMERE > NAEE > NAFIRPBERENINA

R FAMtRENE > MG > NAFR > SLAEEPRRRARMALE], BT NSRS EFE— e
Y, NRENEEEFISREENRINAEELS | BFF30RESR.

BHEN SERIER

LEMERTNHECNREE TN SRERR | iI52%FXAY Tracing APL 322, FEAUTRHRIRINE E X
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BT TCE RIFBHEAEEE (APM )

1N Node.js N
E#1d OpenTelemetry-JS 5N Node,js
N

WdBA :

e OpenTelemetry 2TH. API#]SDK RIS , ARG, 4k, WEMISHENSGE (18R, BHERIR
15) | BBIBPOTTIREHIMERER11TA. XTF OpenTelemetry FUEZ(SEIEES#E OpenTelemetry B/
T

 OpenTelemetry #fXiEEX , HAEEIR , [ iz ETRRIEIES. BUHSER , ATREMIRS IR
AR IREERIB ERRE I SRR,

ASCBBIHEFIRIENBAMITEL OpenTelemetry-JS 52N Node js K,

OpenTelemetry-JS 5&=3+F Node.js REVEBEHRFIESR , B3 Express. mysql. gRPC & |, 12t BaiE |
EAFRERCIBRIIER FTHRECIE SR IR, BSOS EERAMERFIMESEBES % OpenTelemetry #1X
IR T,

5 Demo

AFURES main js i@8id Express 23 HTTP #%20 , XIMAY MySQL # Redis® IRFZSIBEITHER | slEZEER™
FasLfl,

"use strict";

const axios = require("axios").default;
const express = require("express");
const redis = require('./utils/redis’);
const dbHelper = require("./utils/db");
const app = express();

app.get("/remotelnvoke”, async (req, res) => {
const result = await axios.get("http://cloud.example.com”);
return res.status(200).send(result.data);

D

app.get("/redis", async(req, res) => {
let queryRes = await redis.getKey("foo")
res.json({ code: 200, result: queryRes})

)

app.get("/mysql”, async(req, res) => {
let select = “select * from table_demo’;
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2 BAETCE FUFBYERRUSE (APM)

await dbHelper.query(select);
res.json({ code: 200, result: "mysql op ended"})

)

app.use(express.json());

app.listen(8080, () => {
console.log("Listening on http://localhost:8080");

)

BIESE | SREUEN=F0 Token

1. AR RER A A MR > fEkE , BERFSZE > A,
2. EEMERHNEIER N EES , 88F Node IEE.

3. TE#E A\ Node NFTUHE , EREMERARIMIHIAR IS RE,

4. EEFEE MY EEEL Y OpenTelemetry,

5. SREVEAYIE N =0 Token,

#A Node.js N

SR | LRFIRRE

npm install --save @opentelemetry/api
npm install --save @opentelemetry/auto-instrumentations-node

2 NINEITEE

SN~ an< =N Node.js N2

N
&

]
i

export OTEL_TRACES_EXPORTER="otlp"

export OTEL_RESOURCE_ATTRIBUTES="token= <token>,hostName=<hostName>'

export OTEL_EXPORTER_OTLP_PROTOCOL="grpc'

export OTEL_EXPORTER_OTLP_TRACES_ENDPOINT="<endpoint>"

export OTEL_SERVICE_NAME="<serviceName>"

export NODE_OPTIONS="--require @opentelemetry/auto-instrumentations-node/register”
node main.js

XS RIAYFERGBAAOT
o <serviceName> : WA , Z/MEMAERE serviceName #ENRINFHE , £ APM R 9EER AT
NZANLH, MASRK63INFR , REEaNEFE. HFROBRR - ", BEVRLUVNEFEFL | #5F5K
INEFBLER,
e <token> : BIBEXEFEZNISZERS Token,
e <hostName> : iZZLFINFENE , ERAXFINE—TRR , BEER FULUKE AN ALGIRY IP ik,
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BT TCE RIFBHEAEEE (APM )

o <endpoint> : BIELBEFEZIEAR.
TRARBLANFEEZ A myService , WEZRSE Token 5 myToken , E#14 192.168.0.10 , #ALLL
http://pl-demo.ap-*${Region}*.apm.tencentcs.com:4317 A%l , ZENBNHSH -

export OTEL_TRACES_EXPORTER="otlp"

export OTEL_RESOURCE_ATTRIBUTES="token=myToken,hostName=192.168.0.10'

export OTEL_EXPORTER_OTLP_PROTOCOL="grpc'

export OTEL_EXPORTER_OTLP_TRACES_ENDPOINT="http://pl-demo.ap-${Region}.apm.tencentcs.com:4
317"

export OTEL_SERVICE_NAME="myService"

export NODE_OPTIONS="--require @opentelemetry/auto-instrumentations-node/register”

node main.js

BENRIE

[0 Node.js RN Af5 , BI38080umARIXINAYEO |, FIA0 https://localhost:8080/ . EBIEERENERT , N
FatEgeintE > MR > MASIER PEENEANNRA , MAMEEEE > MAKE > MAIFE > LflisE+E
FERENSINASES). TSR IR E—EERT , NRENEEEHSIREENRIN LS |, BEF30
EA.

BENXIER ( 7k )

LUENEAANEES S ETEEN SEESRT , ET2BTARS |, £ OpenTelemetry APLIRINEENX
18, ANERREEANEEIESA , OpenTelemetry # KIZH TELZ RENBEEIESAE , BMERS
&R 2% OpenTelemetry T XIRMAY Javascript BiE MIEA SR,

const opentelemetry = require("@opentelemetry/api”)

app.get("/attr", async(req, res) => {
const tracer = opentelemetry.trace.getTracer(
‘my-service-tracer'
);
tracer.startActiveSpan('new internal span’, span => {
span.addEvent("Acquiring lock”, {
'log.severity':'error’,
'log.message’:'data node found’,
)
span.addEvent("Got lock, doing work...", {
'log.severity':'11111",
'log.message':'2222222',
'log.messagel"'3333333/,
)
span.addEvent("Unlocking")
span.end();
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D

res.json({ code: 200, msg: "success" });

)
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¥ Python NFH
@< OpenTelemetry-Python 3ZA Python
NZF3

WdBA :

e OpenTelemetry 2TH. API#]SDK RIS , ARG, 4k, WEMISHENSGE (18R, BHERIR
15) | BBIBPOTTIREHIMERER11TA. XTF OpenTelemetry FUEZ(SEIEES#E OpenTelemetry B/
T

 OpenTelemetry #fXiEEX , HAEEIR , [ iz ETRRIEIES. BUHSER , ATREMIRS IR
AR IREERIB ERRE I SRR,

A STEERREN BUTETH KA OpenTelemetry-Python J5ZZHEA Python FIf.
OpenTelemetry-Python 75ZX3F Python RAVE FBBIKERZEFITESE , €4F Flask, Django. FastAPI, MySQL
Connector % |, IRt 7 BENER , AAREEVBHER Tt EEMN LR, HitsdF8 s maHKkEE
FITEZRIE S OpenTelemetry # XM THEFI5E,

RIS

7557 Python 3.6 RUAEMRA,

45 Demo

FRERAENT

pip install flask

pip install mysql-connector-python
pip install redis

pip install requests

UL app.py i@iY Flask #ZEZ2R424t3 HTTP 20 , XIMAY MySQL #0 Redis® REZEE1THERE , SEEECIE=
FEERSEA,

from flask import Flask
import requests

import time

import mysql.connector
import redis

backend_addr = 'https://example.com/'

app = Flask(_name_)
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BT TCE RIFBHEAEEE (APM )

# TRiR)AMERLA R

@app.route('/")

def index():
start = time.time()
r = requests.get(backend_addr)
return r

# 1| JEHERE
@app.route('/mysql’)
def func_rdb():
cnx = mysgl.connector.connect(host='127.0.0.1', database="<DB-NAME>", user='<DB-USER>', pass
word="'<DB-PASSWORD>", auth_plugin="mysql_native_password")
cursor = cnx.cursor()
val = "null"
cursor.execute("select value from table_demo where id=1;")
val = cursor.fetchone()[0]
cursor.close()
cnx.close()
return "rdb res:" + val

# i7315)Redis
@app.route("/redis")
def func_kvop():
client = redis.StrictRedis(host="localhost", port=6379)
val = "null"
val = client.get('foo').decode("utf8")
return "kv res:" + val

app.run(host='0.0.0.0', port=8080)

BIELE | SKEUE A\ =50 Token
1

FEAMBEBEEREEN At nE > NAGE , BENATIZR > #ANA.
2. EANGEHAEYERENMEET , B Python iEE,
3. 7R Python RIFETRE , IEEEFIERARIR LIRS RS,
4. EFRENIYEEEL S OpenTelemetry,
5. SREXE N /2F0 Token,

N Python iFH

LB’ | RTEIRRE

pip install opentelemetry-instrumentation-redis
pip install opentelemetry-instrumentation-mysq|l
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pip install opentelemetry-distro opentelemetry-exporter-otlp

opentelemetry-bootstrap -a install

opentelemetry-instrument \

--traces_exporter otlp_proto_grpc \

--metrics_exporter none \

--service_name <serviceName> \

--resource_attributes token=<token>,host.name=<hostName> \
--exporter_otlp_endpoint <endpoint> \

python3 app.py
XIMAYFERUTBAANT

o <serviceName> : N , ZMERAIER serviceName NN EHE , £ APM FSRIAHERNET
HZANELH, MARRKINER , REEEES/NEFE. HERLBRA" - ", BEVWRLVNS=ETFL |, iz

INEF=RER,
o <token> :BIEZEBHPZEZIFZERS Token,

o <hostName> : ZBIENE , RNAFINE—TR , BEER FELUKEINASTEIRY IP itt,
o <endpoint> : BIELBFEIIEAR.
TRRBLANFEEZ S myService , WS ZES Token 5 myToken |, EHZH 192.168.0.10 , #EAHLL
https://pl-demo.ap-"${Region} ".apm.tencentcs.com:4317 A , TENBEGHSH :

opentelemetry-instrument \

--traces_exporter otlp_proto_grpc \

--metrics_exporter none \

--service_name myService \

--resource_attributes token=myToken,host.name=192.168.0.10 \
--exporter_otlp_endpoint https://pl-demo.ap-${Region}.apm.tencentcs.com:4317/ \

python3 app.py

BNIGIE

[Saf) Python N5 |, B3 8080imiHIAIRIRAYEEO , HI4N https://localhost:8080/ , AEBIEEREIBER T |, AL
FAtREE > MRS > NAYIRPBREREANNONA , MAMERE > NARE > NAFRE > LhlisETg
FEENRIN LS. BT TMNEIREREFE—EER , IRENGEEHSIREERNZIN AR | 1554530
MWEA.

Django N FiEFEEIN
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WRIEHIR AR Django 1228 |, 1&id OpenTelemetry-Python AREABIEE T2 FEI :
1. HEZ(ER uUWSGI ARERBIRSS | BB ANIES®E 1217 uWSGIIEE Django [ , BiZiET Python @5$/3
A eEERL EHRE.
2. OpenTelemetry-Python BI3|\ , ATREE S Django NAFBFEAZANEEN 4 , EEBEIINESTEEH
IEEitEXY -

export DJANGO_SETTINGS_MODULE=mysite.settings

BENXER (7ik)

LEMERANFHEENZERE ST RIEINSEERN , SaSBTARS |, A OpenTelemetry APLIFINEENX
B8, ANEREEANEENIESAT, , OpenTelemetry #KIEH TEZ RFNEEIELAR , BNMERS
iEZAI8% OpenTelemetry T XI2HAY Python HEWIEARY,

from opentelemetry import trace
import requests

backend_addr = 'https://example.com/’
app = Flask(_name_)

@app.route('/")
def index():

r = requests.get(backend_addr) # X3 Frequests.get() &FEAIINDIEK , OpenTelemetry-Python&BzfiE
=1

slow() # JAR—1NBENXREL

return r

def slow():
tracer = trace.get_tracer(__name_)
# BEMNBEEAEOpenTelemetry-PythonBaitESEEIA , FIIEN—MNEEXIESR
with tracer.start_as_current_span("child_span")
time.sleep(5)
return
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BT TCE RIFBHEAEEE (APM )

1=\ PHP Lz

j&@id OpenTelemetry-PHP X\ PHP Kz
S
(=)
W4RR :
e OpenTelemetry 2T H. APIF1SDK RIS , FERtGN. 4k, WEMSHENEEE (18tx. BEFR
15) | BBIBPOTTIREHIMERER11TA. XTF OpenTelemetry FUEZ(SEIEES#E OpenTelemetry B/
podaiy,

 OpenTelemetry #fXiEEX , HAEEIR , [ iz ETRRIEIES. BUHSER , ATREMIRS IR
A eSS ERIE RRRE D SRR,

RGBSR RN BANTEI AR OpenTelemetry-PHP 228N PHP FifE.
OpenTelemetry-PHP 755253 F PHP AT FHKIMEERIESS , filtn Slim 25 , B4t T EFES , EAREERAIH
R T AAETIE ISR LR, EOS AR AR ERESES % OpenTelemetry HKIR 55515,

RIS

TERNTIA :

o PECL
e composer

FH@ER shell FAILUEITLAT &<

php -v
composer -v

EliEIN
e PHP 8.0+
» BRIBINERSGHRIESRRFIRIFBIBESM OpenTelemetry B354,

FaEAN
PHP 7.4+
Demo WH
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BT TCE RIFBHEAEEE (APM )

TS index.php 22— HTTP Server {&£F3 PDO &% MySQL #UEEEEURRERE , XIMNAY MySQL SSiE8R1THE
&, EZCEEmSES.

1. ¥Rz AR

mkdir <project-name> && cd <project-name>

composer init \
--no-interaction \
--stability beta \
--require slim/slim:"A4" \
--require slim/psr7:"~1"
composer update

2. REWHEKEG
EERTEIE— index.php 324 , FINEITFTRS.
LATABEER— HTTP Server #OEHAEA PDO & MySQL T RIEERIR(E.

<?php

use Psr\Http\Message\Responselnterface as Response;
use Psr\Http\Message\ServerRequestinterface as Request;
use Slim\Factory\AppFactory;

require __DIR__ . '/vendor/autoload.php’;
$app = AppFactory:create();
$app->get('/getlD’, function (Request $request, Response $response) {

$dbms = 'mysql’; /] BUEREREY

$host = 'localhost’;  // #UEEENZ

$dbName = 'Mydb; // {FEFREEERE

$user = 'root’; /] EUREEREAPE

$pass = "; // SINIRYEERS

$dsn = "$dbms:host=$host;dbname=$dbName";

try {
$dbh = new PDO($dsn, $user, $pass); // ¥R —1PDOITSH

echo "&EEMIN<br/>";
foreach ($dbh->query('SELECT id from userInfo') as $row) {

$response->getBody()->write($row[0] . "<br/>");
}
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2 AT TCE

$dbh = null;
} catch (PDOException $e) {
die ("Errorl: " . $e->getMessage() . "<br/>");

}

return $response;

D

$app->run();

BIELE | FREUZ AT Token

1. MR IEEN AR EE > MRk , BENAYIR > BANA.

2. EEMBRHREIRZ A\ MERET , Bd PHP 1BS.
3. £ PHP NFAETUE , ISR EERARIR LR WS RS,

4. EIREIMYEREL S OpenTelemetry,

5. ERAEREFFEEN LIRS | SREVEaEN RF0 Token,
HiBg -

RIFBMRENTIE (APM )

o RM_ER - fERIL LIRS BIRSFEITHERFE VPC, B VPC EEEKE |, fEBRs i

EZEXEER , TS LIRREFHE.

o AN EIR | HIEHIRSSEBEAMHIERTE VPC I, ATLUE IS EIREUE. iEFRIMNIE

EEEREX , FRiftteER—E LRRE.

BoiEALE (#EF)
S L : #9% OpenTelemetry PHP Extension
WiBA :

WRBELZHET OpenTelemetry PHP extension , AJBKT MEEE,

1. F&i#9% OpenTelemetry PHP extension FrEEMNT AR :

e macOS

brew install gcc make autoconf

e Linux (apt)

WAL : TCloudFinanceZone 2026/7/23 09:12:37

FA6WHE 111 R



2 AT TCE

sudo apt-get install gcc make autoconf

2. {§5F8 PECL #3 OpenTelemetry PHP & :

pecl install opentelemetry

R

RIFBMRENTIE (APM )

AR ASHIREI YT (BRI R TE—H)

Build process completed successfully

Installing '/opt/homebrew/Cellar/php/8.2.8/pecl/2020829/opentelemetry.so’

install ok: channel://pecl.php.net/opentelemetry-1.0.3

Extension opentelemetry enabled in php.ini

3. J5F OpenTelemetry PHP ¥ /&,

WeBA :

WNER F—HHH T Extension opentelemetry enabled in php.ini , XIAEZERA , iSHUT XSS E,

£ php.ini XHHRFIIITRE :

[opentelemetry]
extension=opentelemetry.so

php.ini 4RI BEFFERINIE

(ON)

Linux

Mac OSX

Windows (with XAMPP installed)

4. IR SRR R,

s Fix—:

WAL : TCloudFinanceZone

PATH
/etc/php.ini
/usr/bin/php5/bin/php.ini

/etc/php/php.ini
/etc/php5/apache2/php.ini

/private/etc/php.ini

C:/xampp/php/php.ini

AT 111



2 AT TCE

php -m | grep opentelemetry

FREAI

opentelemetry

o ik

php --ri opentelemetry

TRERsEI

opentelemetry
opentelemetry support => enabled
extension version => 1.0.3

5. JRIFEAN OpenTelemetry PHP BEahiE s EBAVERIMKER,

pecl install grpc # IX—SHIE AR

composer require \
open-telemetry/sdk \
open-telemetry/exporter-otlp \
open-telemetry/transport-grpc \
php-http/guzzle7-adapter \
open-telemetry/opentelemetry-auto-slim \
open-telemetry/opentelemetry-auto-pdo

open-telemetry/sdk : OpenTelemetry PHP SDK,

.
WdBA :

open-telemetry/exporter-otlp : OpenTelemetry PHP OTLP tiMY&uE_EHRFAERIKIER,
open-telemetry/opentelemetry-auto-slim : OpenTelemetry PHP £t%g Slim {EZ8sLIIRBEENERE.
open-telemetry/opentelemetry-auto-pdo : OpenTelemetry PHP £t%J PHP DataObject SCEIRBaNER

RIFBMRENTIE (APM )

XEBS N open-telemetry/opentelemetry-auto-slim #1 open-telemetry/opentelemetry-auto-
pdo BEREARME] demo FEFAT PDO # Slim #E28 , AILURIEEMSHTERE, MRWSHEH
=% OpenTelemetry Bali#ER , FEEMEHFSANNNEMNERE , BIERESASRERFES
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201 OpenTelemetry B7531Y,
T2 =T A
1. HFITLAT < -

env OTEL_PHP_AUTOLOAD_ENABLED=true \
OTEL_TRACES_EXPORTER=o0tlp \
OTEL_METRICS_EXPORTER=none \
OTEL_LOGS_EXPORTER=none \
OTEL_EXPORTER_OTLP_PROTOCOL=grpc \
OTEL_EXPORTER_OTLP_ENDPOINT=<endpoint> \ # |ttab BB E R 1RSI R
OTEL_RESOURCE_ATTRIBUTES="service.name=<service-name>,token=<token>" \ # [lt&b<servic
e-name>XUANBEEMIRS S |, <token>EHap LT ER1H5XERTtoken
OTEL_PROPAGATORS=baggage,tracecontext \
php -S localhost:8080

2. FENLEER B LA T GEE

http://localhost:8080/getID

FRENIZIUE , OpenTelemetry ESBmNIEIEE Trace , FHIGHEIREUIE_LIRE APM,

ENIQIE

S50 PHP RFBfE | 1@128080im iRt MiAgiEE |, fFIan https://localhost:8080/getlD , EBEIEERENERT |
RIFMEaESE > MR > MAYIR PERAEANRNIRA | AR > MNANE > NEFS > THliEE
BRNEANNMALG., BFaNSIERGIEEE— LR  RENEEEHERBEERRIN AL |, BEF
30/,

BENXES ( Bk )

LEESANHEEENESREEEEINSEREENT , FSBTARS , £H OpenTelemetry PHP SDK i7iNE
ENIEE, A NEREREANEEXIEAST , OpenTelemetry #t XIEHTES RFNEEXIERLT , BINME
B75iEe] 2% OpenTelemetry #H X2 PHP BEiE VIES R,

<?php
use OpenTelemetry\API\Globals; // JRHIE
require __DIR__.'/vendor/autoload.php’;

function wait(): void

{
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2 AT TCE

// B3 GlobalsE RN HRIE &L ECERYproviders

$tracerProvider = Globals::tracerProvider();

$tracer = $tracerProvider->getTracer(
'instrumentation-scope-name’, //name (required)
'instrumentation-scope-version', //version
'http://example.com/my-schema’, //schema url
['foo' => 'bar'] //attributes

);

/] BENXIER

$span = $tracer->spanBuilder("wait")->startSpan();

/1 WBAES
sleep(5) ;

/] BENXIERER

$span->end();
}

wait();

FARNSE

# PHP NBIRAAEEHES.O+ , (BEERHE7 4+ , JLUERFMER LR, ANNERRETNIFIMMERTT

RIFBMRENTIE (APM )

OpenTelemetry #t KIMtTEZ RENFNERAT , BRERGETS%E OpenTelemetry #XIR3tA9 PHP F5/

A =N

E N OpenTelemetry PHP SDK AKX OpenTelemetry gRPC Explorer FrEfiih

1. 7% PHP HTTP ZFinfE , AFHEREUE LR,

composer require guzzlehttp/guzzle

2. % OpenTelemetry PHP SDK,

composer require \
open-telemetry/sdk \
open-telemetry/exporter-otlp

3. T#fEA gRPC LiREGRERIATEHKER.
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2 BAETCE FUFBYERRUSE (APM)

pecl install grpc # AR ZBIBE TEIZgrpe , AJLABKEX—%
composer require open-telemetry/transport-grpc

435 OpenTelemetry #iat THEE
£ index.php X4FTEERFEIEE opentelemetry_util.php 34, FESHFFRINGI TS :

<?php
/] BERBENAR. TraceBHA. Trace RN , HEiEL B TraceProvide

use OpenTelemetry\API\Globals;

use OpenTelemetry\API\Trace\Propagation\TraceContextPropagator;

use OpenTelemetry\Contrib\Otlp\SpanExporter;

use OpenTelemetry\SDK\Common\Attribute\Attributes;

use OpenTelemetry\SDK\Common\Export\Stream\StreamTransportFactory;
use OpenTelemetry\SDK\Resource\Resourcelnfo;

use OpenTelemetry\SDK\Resource\ResourcelnfoFactory;

use OpenTelemetry\SDK\Sdk;

use OpenTelemetry\SDK\Trace\Sampler\AlwaysOnSampler;

use OpenTelemetry\SDK\Trace\Sampler\ParentBased;

use OpenTelemetry\SDK\Trace\SpanProcessor\SimpleSpanProcessor;

use OpenTelemetry\SDK\Trace\SpanProcessor\BatchSpanProcessorBuilder;
use OpenTelemetry\SDK\Trace\TracerProvider;

use OpenTelemetry\SemConv\ResourceAttributes;

use OpenTelemetry\Contrib\Grpc\GrpcTransportFactory;

use OpenTelemetry\Contrib\Otlp\OtlpUtil;

use OpenTelemetry\API\Signals;

// OpenTelemetry ¥RV ECE ( EEIEPHPRIFBYIBETFRLHITOpenTelemetry#JiALECE )
function initOpenTelemetry()

{

// 1. 1% & OpenTelemetry ZFREE

$resource = ResourcelnfoFactory::emptyResource()->merge(Resourcelnfo::create(Attributes::create([

ResourceAttributes::SERVICE_NAME => '<your-service-name>', // N , WH , Wllphp-opentelemetr
y-demo

ResourceAttributes:HOST_NAME => '<your-host-name>' // £H1% , i&iE

'token' => '<your-token>" // B BR1HIREAY Token

D)

// 2. B Span it EHzHISH) SpanExplorer
// $spanExporter = new SpanExporter(
// (new StreamTransportFactory())->create('php://stdout’, 'application/json’)

/1)
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// 2. 8RBT gRPC ik Span A9 SpanExplorer

$transport = (new GrpcTransportFactory())->create('<grpc-endpoint>' . OtlpUtil::method(Signals:: TRA
CE)); # BHap P BIFIREAEAREE

$spanExporter = new SpanExporter($transport);

// 3. gL Em TraceProvider , BTG tracer
$tracerProvider = TracerProvider:builder()
->addSpanProcessor(

(new BatchSpanProcessorBuilder($spanExporter))->build()
)

->setResource($resource)

->setSampler(new ParentBased(new AlwaysOnSampler()))
->build();

Sdk::builder()

->setTracerProvider($tracerProvider)
->setPropagator(TraceContextPropagator::getlnstance())

->setAutoShutdown(true) // PHP 2R /5 BshXF] tracerProvider , {RIEEEREUEERHE_EHR
->buildAndRegisterGlobal(); // 1 tracerProvider iFINEI2F

&N AT |, {EFE OpenTelemetry API £l Span
1. 7£ index.php HHFENRHRE :

<?php

use OpenTelemetry\API\Globals;

use OpenTelemetry\API\Trace\StatusCode;

use OpenTelemetry\API\Trace\SpanKind;

use OpenTelemetry\SDK\Common\Attribute\Attributes;
use OpenTelemetry\SDK\Trace\TracerProvider;

use Psr\Http\Message\Responselnterface as Response;
use Psr\Http\Message\ServerRequestinterface as Request;

use Slim\Factory\AppFactory;

require __DIR__.'/opentelemetry_util.php’;

2. @M initOpenTelemetry F5i&5R#IIA . FEAE PHP RFBYIAHATRUHATT OpenTelemetry #JIGHECE :
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// OpenTelemetry ¥J8att , BIEIRERIAE. TraceSHi7T. Trace LIRENR , FHEIELBTraceProv
ider
initOpenTelemetry();

3. 7£ rolldice #Z=OEIEE Span,

/**

* 1. ZOThee : BIMER T |, IRE—N1-6Z [BIRIBEHLIEEEE]

* FERAEIeESpan, iRERMY. B TEEMNSH

*/

$app->get('/rolldice’, function (Request $request, Response $response) {

// $RBX tracer

$tracer = \OpenTelemetry\API\Globals::tracerProvider()- >getTracer('my-tracer');
// €Uz Span; i&&span kind , RZEZASIKIND_INTERNAL

$span = $tracer->spanBuilder("/rolldice")->setSpanKind(SpanKind::KIND_SERVER)->startSpan();
// 73 Span iREEM

$span->setAttribute("http.method", "GET");

// A Span iREEH

$span->addEvent("Init");

// RETHEMERISE

$eventAttributes = Attributes::create([

"keyl" => "value",

"key2" => 3.14159,

1;

// WSBAEE
$result = random_int(1,6);
$response->getBody()->write(strval($result));

$span->addEvent("End");
// $88% Span
$span->end();

return $response;

D

4. BIEEE Span,
#FEE— rolltwodices 00 , BN NMERTF |, IREIRNL-6ZEIRYFENEREEL., A MREERNEEIERRE
AY Span :

$app->get(‘/rolltwodices’, function (Request $request, Response $response) {
// 3KBY tracer
$tracer = \OpenTelemetry\API\Globals::tracerProvider()->getTracer('my-tracer’);
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// €# Span

$parentSpan = $tracer->spanBuilder("/rolltwodices/parent")->setSpanKind(SpanKind::KIND_SER
VER)->startSpan();

$scope = $parentSpan->activate();

$valuel = random_int(1,6);
$childSpan = $tracer->spanBuilder("/rolltwodices/parent/child")->startSpan();

// WBARE
$value2 = random_int(1,6);
$result = "dicel: " . $valuel . ", dice2: " . $value2;

// $58% Span
$childSpan->end();
$parentSpan->end();
$scope->detach();

$response->getBody()->write(strval($result));
return $response;

D

5. A Span IERABTAENRE.
i error FZM , WUEORERE, UTBERDAIERBARERERER Span BRRE :

$app->get('/error', function (Request $request, Response $response) {

// 3KBY tracer

$tracer = \OpenTelemetry\API\Globals::tracerProvider()->getTracer('my-tracer’);

// 6 Span

$span3 = $tracer->spanBuilder("/error")->setSpanKind(SpanKind:: KIND_SERVER)->startSpan();
try {

/] BRI RESRE

throw new \Exception('exception!’);

} catch (\Throwable $t) {

// ®E&Spanik&error
$span3->setStatus(\OpenTelemetry\API\Trace\StatusCode::STATUS_ERROR, "expcetion in span
31");

// iCRE R

$span3->recordException($t, ['exception.escaped' => true]);

} finally {

$span3->end();

$response->getBody()->write("error");

return $response;

}

D;
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E{TR A

1 HTIATa< -

php -S localhost:8080

2. TENIDEREPIELA T

http://localhost:8080/rolldice
http://localhost:8080/rolltwodices
http://localhost:8080/error

BE)XBAEHE , OpenTelemetry SGIESEIREIHE | FISHEREUHE LIRE APM,

BANIIIE

JE50 PHP RIFAJT | BIF80805 iSRS RIAHEN , N https://localhost:8080/getlD . EHEXEREBHIBERT |
RIFIMERESTS > RIFBIEES > RIFBSIE -RISETIEANINA , RAMARSE: > MAKE > RS > SpllkE &
BRNENWRIFL. T TENERENEEE— TR , NSRS AR e ENBIR AR | HEs
30MEA.
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N Net N
j&@id OpenTelemetry-dotnet 3Z A .NET RZFE

(#E7= )

» OpenTelemetry 2T H. APIF] SDK &S , BTN, 4k, WEMSHENLSYE (1815, BEMIR
15) | BBIBPOTTIREHIMERER11TA. XTF OpenTelemetry FUEZ(SEIEES#E OpenTelemetry B/
T

 OpenTelemetry #fXiEEX , HAEEIR , [ iz ETRRIEIES. BUHSER , ATREMIRS IR
AR IREERIB ERRE I SRR,

OpenTelemetry-dotnet 73Z2X4F .NET RYE FKERLARAESR | €48 ASPNET, HTTPCLIENT,
MYSQLCONNECTOR % |, 12t TEEN | EARRERIBRIIER Tt iEEN iR, BfttsSaanks
NIYKEREEFRINELRIE S % OpenTelemetry IR 52527135, ASTERENBAN{THER OpenTelemetry .NET
SDK ##\ .NET RZFEEUE,

RIS

OpenTelemetry .NET SZRFEaHENFIFIHEN.
BalEA
o STHRIBHHENAINRA :
o .NET SDK > 6

o .NET Framework A IEEEIHEN
o ZEIBEIENRIEZRIBEESI OpenTelemetryE75 31

FaEAN
o SHFFaHENRIRRTA
o .NET > 5.0
o .NET Core > 2.0
o .NET Framework > 4.6.1
o SHEFFENIMEZRRIBS OpenTelemetry B33

Demo WH
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2 AT TCE

RIFBMRENTIE (APM )

~MHIMCES Program.cs 22— WebApplication {88F8 MySQLConnector i&E# MySQL #URBEERIE , XIRAY MySQL

FERTEE  BEERETTmEA.

1. ¥R,

dotnet new web

2. 5|\ Demo FAZIRIAKIRE.

Hrh Microsoft.Extensions.Logging.Abstractions & MySqlConnector FriAFEHIE,

dotnet add package MySqlConnector;
dotnet add package Microsoft.Extensions.Logging.Abstractions;

3. 1824 Properties/launchSettings.json X{4ARRA.

{
"$schema": "http://json.schemastore.org/launchsettings.json”,
"profiles”: {
"http": {
"commandName": "Project”,
"dotnetRunMessages": true,
"launchBrowser": true,
"applicationUrl": "http://localhost:8080",
"environmentVariables": {
"ASPNETCORE_ENVIRONMENT": "Development”
}
}
}
}

4. f/BEISZCHE Program.cs

Program.cs #{§5F8 WebApplication #Z1#&E#I{ER MySQLConnector iEZE MySQL EiEEERIE,

using MySqlConnector;

var builder = WebApplication.CreateBuilder(args);
var app = builder.Build();

app-MapGet("/", () => "Hello World!");

app.-MapGet("/todo", () =>
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{

string connectionString = "server=localhost;port=3306;User Id=root;password=;Database=My
DB";

using (MySglConnection myConnnect = new MySqglConnection(connectionString))

{
try
{

myConnnect.Open();
using (MySglCommand myCmd = new MySqglCommand("select * from MyTable", myConn

nect))

{
using (MySqglDataReader reader = myCmd.ExecuteReader())

{

List<Int32> results = new List<Int32>();
while (reader.Read())

{
/] BREFEA IR IRE—FIHIEEREID
results.Add(reader.GetInt32(0));
}

return "ids:" + string.Join(", ", results);

}
}
}

catch (Exception ex)

{
Console.WriteLine($" B ERIELE: {ex.Message}");

return "EUEERIELE"

BIELE | SREUZ N AF0 Token

1. EAEMSERAZ AR A Reiats > RA%I%R |, BTN,
2. EANGEHAEBYEENMEES , B NETIES.
3. 7=\ NET R |, RO ER AR AR SRS,
4. JEIFEAMYEREL Sy OpenTelemetry,
5. ERAGEREFEER LRG0 SREUEAUENSF] Token,
WA ¢
o IRI_EIR - SRR HIRAG T MRS HIEITERFEVPC, @i VPC EiEENE | iR INwiE
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ERIREXKEER , JUTE EIRREFHE.
o HN_EIR | HIEHIIRSHMEBEASBIERFEEVPC R, ATLUBIS IS EIREERE. B TEINRES
FHERENK , BiftERIER—E LRRE.

BalEANGER (=)
S . &% opentelemetry-dotnet-instrumentation
1. FEF#H4T OpenTelemetry .NET BB a2,

curl -L -O https://github.com/open-telemetry/opentelemetry-dotnet-instrumentation/releases/I
atest/download/otel-dotnet-auto-install.sh

chmod -x otel-dotnet-auto-install.sh

sh ./otel-dotnet-auto-install.sh

2. 1B BEIETEFEIT OpenTelemetry NET BEIEERIZA,

chmod -x $HOME/.otel-dotnet-auto/instrument.sh

export OTEL_TRACES_EXPORTER=otlp \
OTEL_METRICS_EXPORTER=none \
OTEL_LOGS_EXPORTER=none \
OTEL_SERVICE_NAME= <service-name> \ # Itt4k <service-name > ANBEEN KRS SA
OTEL_EXPORTER_OTLP_PROTOCOL=grpc \
OTEL_EXPORTER_OTLP_ENDPOINT=<endpoint> \ # Ittab B E R 1HEREATEA R
OTEL_RESOURCE_ATTRIBUTES="token=<token>" # [thabEmpkEE1h5k5AYtoken

. $HOME/.otel-dotnet-auto/instrument.sh

WA :
WNER7E macOS k&% opentelemetry-dotnet-instrumentation , FE&WINLE coreutils TH,

brew install coreutils
FE2 IE{Th
1. EHIEITRA,

dotnet build
dotnet run
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2. FENLEERRIAIE LA TS -

http://localhost:8080
http://localhost:8080/todo

BRANZIUE , OpenTelemetry E<BRIEIEE Trace , FIEHEIREIE _LIRZE APM,

ENIGIE

[Bah NET N[ , @i28080iwi5aXIMAYEE , g0 https://localhost:8080/todo , ERIEERENER T ,
N FEMERERTE > NAEIRIE > MR PERREANNNE |, NAMREIRE > NS > MAFS > sLflisEPiE
FRRENRIRIFSLA], AT NSRS IREE—EER , IRENEEEHEIREENRIN AeLf , BEFRF30
MrEA.

BEMER (1)

HEMERTHEENZSSRERTEBINSEIERR , SIS TANS | £ opentelemetry-dotnet-
instrumentation iFIIEEMIER. AMXNBETREERNIEEMERTII , OpenTelemetry 1 XIEH 78 RiERY
BENIESRAR , BIMERGETS%E OpenTelemetry #HKIZHAY NET EE WV IE S 71,

5|\ System.Diagnostics.DiagnosticSource #K#it

dotnet add package System.Diagnostics.DiagnosticSource

Bz ActivitySource L

private static readonly ActivitySource RegisteredActivity = new ActivitySource("Examples.Manuallnstru
mentations.Registered");

BlEE Activity

using (var activity = RegisteredActivity.StartActivity("Main"))
{

// N Activity Tag

activity?.SetTag("key", "3.1415");

// 73 Activity 01— Event

activity?. AddEvent(new("something happened"));

/] —LNSHAS
Thread.Sleep(1000);

£ OpenTelemetry.Autolnstrumentation #jEff ActivitySource
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2 AT TCE

BT EFIEE OTEL_DOTNET_AUTO_TRACES_ADDITIONAL_SOURCES | i&B BB &8
ActivitySource AL LIR.

export OTEL_DOTNET_AUTO_TRACES_ADDITIONAL_SOURCES=Examples.Manuallnstrumentations.Regi

stered

FIHENTLTE

% NET SDK hRAFRKTF 65 .NET Framework , {BEEHEFIMENEM , ATLUSEREFIHEN LR, AXNER
REANFMESRTS . OpenTelemetry I KIBERHTEZS RIENFMERS | EMMERGEZTSE
OpenTelemetry 1L X2HAY NET iz A0,

TB—  REFMENTHER OpenTelemetry HBXHKEH
1. LEFIENFTER OpenTelemetry tH¥{KEH,

dotnet add package OpenTelemetry
dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol

dotnet add package OpenTelemetry.Extensions.Hosting

2. tNREETF ASPNET Core BRI , IFFES|AN OpenTelemetry.Instrumentation.AspNetCore K,

dotnet add package OpenTelemetry.Instrumentation.AspNetCore

£, #)ia1 OpenTelemtry SDK
1. 8JEE—™ tracerProvider FHB{RAINA FCIBEZIVEFRFIRLE.

var serviceName = "<service-name>"; // <service-name>&iaiEHENIRE R
using var tracerProvider = Sdk.CreateTracerProviderBuilder()

AddSource(serviceName)

.SetResourceBuilder(
ResourceBuilder.CreateDefault().AddService(serviceName)

AddAttributes(new Dictionary<string, object>

{
["token"] = "<token>", // <token>&Enp I B EDIKER Token

["host.name"] = "<host>" // <host>&EapLBEN T3
h))
.AddOtlpExporter(opt =>
{
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opt.Endpoint = new Uri("<endpoint>"); // <endpoint>&i&pkEI &L BHHRENEARGER
opt.Protocol = OtlpExportProtocol.Grpg;

i
.Build();

FE= . (XM AR , A ActivitySource gl Activity

1. ENRESREFIEANMT |, B — ActivitySource FBFEI& Activity
HE&HEZSF oI 4RiEaY Tracer .

var MyActivitySource = new ActivitySource(serviceName);

2. 24 ActivitySource RIEESF/E , BIFE— Activity ,
HAEES T NGERY Span .

using var activity = MyActivitySource.StartActivity("SayHello");
// 700 Activity Tag

activity?.SetTag("key", "3.1415");

// 3 Activity FI0— Event
activity?.AddEvent(new("something happened"));

LB . ETEF

HOERFHE(TRIF,

dotnet build
dotnet run

BENIGIE

=17 NET NA , AEEBRENERT , NAMREEE > NARE > NASIR PREREANNNA |, NAMRER
= > NARE > MAFE > LOREPRREREANNASLA. BT NEIERGEFE—EER  NRENG
e REEINZINASELS |, BFH30ESA.
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BRAHESRERIN A

RZFAMEREN = APM iEfE OpenTelemetry il , IE_ ESXFFHRNFIBIES RSN, BPRILUNFFFREXER
BOSRAHENTT R | SisizdE HREIN Atteeints APM RSBi0R , EF TSR APL ST Tl iEIBERLAKN
Rz FRMEREETE,

BALER

NG E

RIEARNREES | URERAFSINIEZERSZEE , M OpenTelemetry FHRAT XIREIRAHENTSZE | 1¥IEB
£% OpenTelemetry 11X API & SDK 7175, XSFARANES , OpenTelemetry (T XIBHABENSEFEER | 1B
RRERAMEAN S R SHEE SAIERIMNRATES.

SREUIEN =F0 Token

1. EAEMSERAZ AR A Relats | BENAIE > BALA.

2. EANGEHASIERANMEETS , BHEE—FES | BREERANNIR LIRS RS,
3. IR INNEERLS OpenTelemetry,

4. FREENFFD Token,

(EBEEINIT -
ETIERREEUENSR , (EB0N FEER :

o AR : 7£ OpenTelemetry #EANARF , ARBER endpoint FEEFRIX , i3k APM RSSimiE M iR
it , FESRAENEFISRANEN A,

o N % : 7 OpenTelemetry #EAN/GERF , NABEREA service.name FERFIA, S MERAERNASEN
IR FRHEZ , £ APM hXRIAERMA TSNS, NRABHKE3NFR , REEB/NEFE. H#FR
Rt -, BRRLVNEFEIL  BFs\EFEER.

« Token : E3 Resource BIEHEIEN | IR key A token ., FHESENEMIEFHIGIREEI Token,

o SLAI4Z : E79 Resource RUBMEAEN , XIRZAY key 79 host.name , STTFE—MNENRIRIALA , STHIZ 2K
—tmR |, BEER FILUKE AR FSEAIR IP i, EBoEANGRATLIEERE IP il EASLFIE |, &R
RELIRE AR D EES LA,

%TF OpenTelemetry xR Resource , i58% Resource /144, LA OpenTelemetry-Python BalEANT
Eys I ERe YN =i =120 =12 S I

opentelemetry-instrument \
--traces_exporter otlp_proto_grpc \
--metrics_exporter none \
--service_name myService \
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--resource_attributes token=myToken,host.name=192.168.0.10 \
--exporter_otlp_endpoint https://pl-demo.ap-guangzhou.apm.tencentcs.com:4317/ \

python3 app.py

BN
ETHXFFFESERINES|  STAIEANTIE. MTIFETHRALR | URBTHRNSEFEESRERSAN , TJeel

BNIE
EHNAE  FEEERENER T , RN At > NAJRPBRENENNNA, RENAER/ID #A

RIFRFBN , FBiEEsLfliatE , BT EEHRNRINASLE], BT NESEIRIMETE—ERERT , NRENGEES
SIREEREINAEEES  BFFRHF30MEA.
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ES =)
RIFEE
FHFEA RS PR

WERFRTHREEEGINA , EILUREARUSRERERRRFEINK. ERIRIME. AS3OEAENB0E
SRS,

L gl N el
EREEER
1. TSR RN P AR > FREIE,
2 NGB , A | MRS ROIE,

3. (RIE TRECERAER.

BCEIN 188

WERFZR BENX SRR,

EZ NS HERERFERORESRIFEANA | BONTXK | SHHEFEE
WS RFEEN LA R SRR RS,

4. TRfE | BRERERE.
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r‘ﬁﬁwkwﬁ
R FRSIZR

BRIEL R

L. fEA s =i R RE IR TS > N AR,
2. FENRLFA5ZR .

ERIEA
RS RS
EALMERE LS RO EE e,

ggﬁ*&%ll/—
RS R st T IR SAIE AR R SRR A R R, BRI LAEECENANBRMZERER. fl
N BIE. FYWMNEE, FERERECTISEIREL. Apdex IR SERIEHE,
B MEREIRERRM TIFH AR | SEEEFARRN AR ERSRENZEN. EETLIBENARTR , THhEIN
FRisERE  EEZNAE TR TR,
BN

EEFEERNFHRSHERNEZRS , JUS RN,

1w LTS, BRERANA,
2. ERNIEER |, BERNES. BALIN. LRG0, ARIEEHISTE5153m LR,

HEFR M

EIRIESEINARATE)., FEME. FINRBIRE. Apdex, NMARSHITHIF  BHRESHRE , BNNNER
RS, BITIENERE CRHIFNERT , SHFRIEARRTHEE | RRHYRNASE, FEITE. FIER
R, Apdex FMEERINESHER. HIINIEEFIIMMNATE , REERGRRTYRNREHET |, WA ERISHEFEE
ZIR

YR im N FR 2R

e R EFRMIIRS A AR | S EEH TRREERE D1,

o MRS © HOAATT | BMEMERSSTS | IRSBIREKE Finis R FHRARSS.
o B : 77, BIERTT | ERRAERIERSERS IR,
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Yetriiing

(=

RIS

S 0e Nz
]

YRS

FIFTHRE

Apdex

WAL : TCloudFinanceZone
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iz

HRIERMNASEF IR ERITS | BN AES R,
{LF?: AR AR N A A0 %—‘?—1?13 ERIN R TR BRI,
L BN RERITHIE AR EE L RERE | BHIBRERNEHEREE.
ET%‘ BN RERREHEMNFIE, MM ERSEEROA 500ms | IR
LRSIERIAS %,

R FRRTERIIMRMEIRSS R ORIIMART &) ; N B tLERIFE LR,

1ot N ERE.

RIEFMEIRSSERXRT , FIERONFIERE , MERELS T ;| BEM% LHESR , AT
HREIFEMN AR RYEREIESK,

RIEFMEIRSERX RS , FraZOmNiEiErARE  HRNAFREEER , HERERN
193¢,
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WS IES =

RIENENBINAEENRFE , THRLAHRIN, BKE. WNRE. ERS. FHEFER.

BRAELTR

1. AN EEN At RE R > NI,
2. BERERINARTR , HANAFBIRE.

3PSl

MEREENS
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https://opentelemetry.io/ecosystem/registry/?language=python&component=instrumentation
https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/metapackages/auto-instrumentations-node#supported-instrumentations
https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/metapackages/auto-instrumentations-node#supported-instrumentations

O BRETCE RIFBHEAEEE (APM )

SIS
PR

RFAtERENEEE (APM ) SEpiEmisERERED |, NRAFREN AT UFRTZ.
RZFBtERETE (APM ) ROFARERIZIRITINTE

Py suen Btz ageh
"
Ak
v
AT
.

$EinTFfides

]—'&ank e

3| ER5EREN inlk: ‘

gateway { queryApi ](—gﬂg{ tapm-api ]7£pr4{ ApmizHI& ]

F3| Sl EE

‘Q

Rt —>

Telemetry
tapm-collector span

% es R ERSHHEN

<«

APM RIRZOAM

o tapm-collector : F— ERIEANR , BEECSFFREINY |, BWAP LIREGYE | HHTEURIE | ERERT ISR

=,
o tapm-api : IHIGIRSS | AEXIEBINISTRETRE T,
Btz et

o gateway : F—RIX , FEEUE.

o flink : WHE , BREiER  EAREHMIE.
trace-writer : $EEEENAY | FiRKEFE.
metric-writer : IEIRENEH | FEREEFHE.
ruler : &Z5&i,

alertmanager : S£2&&E1H,

query-api : EIEH , FiEEFE.
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2 AT TCE

B

1. IEHEIG RS

s AT 528

1 HEKIQI7IZFR HEKIETHESR

2 wENAMREisEEde BENRAYRERERERIES
3 EKafkalkzs BEkafkaB2BIEE

4 te&ElasticsearchikZ& BE&Elasticsearch2

5 FREFIinkiR7ZS BEFInkZRIER

6 HWEEMpodIAT BEHMERESIER

7 GEHEfER BEKHERLER

2. B EssES
EREFIREN G  EENRAMERITIRESLES

o BUREM:
ESRBFEFIRK S,
o BMELER
EREFIRR AsEEEESES | BENBEFIESFIRNIEE,
o IELER
IEE : TELRE  YWRAIUEERR , HEEERR .
BE  TEERE  SkikEiiE.
o FELIE:
R (SHFM) PEFERMEEDHTHIE S,
o IR
TCo

3. 1eEkafkalkZ
ERzkflkaftkaTimm |, 1oEkafkalRSERBIEE.

o BIIRERM:

CiRE kT mfkafkay mERELE.
o BEP R

HAZKEBBRIbINBRT , 13172kClish , =17 Is kafka/kafka/brokers/ids,
o INEER:
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WNERIRE(1, 2, 3]8%[0,1,2] NFRRE3&kafkaTTREEITH , IRRD , BT RERE , BF—E
MRS | (BINERRES.
IR ERASIREID T3, RIABTREE , #iiTget kafka/katka/brokers/ids/0 , BTLUSEF Ripfs
B (idiy%mS N EIBRYREIERE ) | BREIRidEOXHIT | iRkatkagBEMipXIiR , BErTAIERFRY
kafkaTTRIEE.

o BELE
ERBENkafkaTim | ps -ef|grep katkaBEHEREFE , WAFHE  EAbINBR , #147sh kafka-
server-start.shUEEFHIEC,

o IBHERY:
Kafka¥y saBEH 28N Ecrontab , AEFEEREN BEHGE,

4. t8&Elasticsearchifz

fe&ElasticsearchIASEBIEE.

o BEL R
curlesl.barad:9200/_cat/health?v , EEIR[EIRYstatus & Agreen,
curlesl.barad:5100/search/clusters, EEIR([EI4ER P URIERFAVEFRE.
o IELER:
IEE : 8BRS Agreen, HaisEaFAldisk_used / capacity.disk <= 0.8,
BE | £RPREIredalyellow , aT&EEFAYdisk_used /capacity.disk > 0.8,
o FHELE:
SERERS redMlyellowaTaEReskInodetfilE , FEERnodeBEHZEEREE , MRIHEFENT/
bin/elasticsearch&$hiiz,
=R disk_used /capacity.disk > 0.8 , RIFERSERTE , FEHTTA.
o IEHERY:
f&Elasticsearch 5 RATRL R SEFAZRISITIEE,

5. i EHEfbpodiAE
EFRtcs-masterEHl , EEapmiBXpodEBIER.

o BITRERM:
E5xENtcs-masterEHBEREE,
o BEL R
EFtce-master=EHl,
1T 'kg tcloud-apm , EFpod 2B ZrunningiAz.
o WEAR:
IEE . apmiExpod&BEiziTH.
FE : apmiEXAIpodBIEEITHRVIRE.
o FELLIE:
EEREpodiIHEHHMHMER | IRIESHERHITIE,
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o IEHERLS:
BEWRBRSHEpod , AT ERSpod.

6. ELfth IR S
BRIk iitcsRYRRIGEH TG,
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O BATTCE FUFBYERRUSE (APM)

AL TE

1. tfELM R R

i. ApmIETREIESER:
ApmiBidcollectortBf4 , JEiEinEE FiRZbarad-nws , barad-nwsit#EEBENRIUGEFSIkatka , kafkaZiREin
NElflink , flinkEigEiRItELER N kafka , kafkaFHiGEEEE Awriter , writer5 \es , BEFERIIREESUE . B
Flapi , apiMeshiEEERER.

il R
SR T SERRZE  ASRSEARL SERBINEEMNEladpEEZEN , adpEZEUSNEZ EkafkasREUEE
HIRHTRENEETHEEZIN , FENElampHELIX , ampEERERLEELREIER , HEBEZEHEEER

FElestriz.
e )
el o I > Kafka > fink > kafka | wiiter
ZEHE || BEAER _ . >
A
\\ ' {
=l =] iz EhZHN ZE3+HEIM S S=An es < API
SR EhEsuE A SeitAn SEHRE SEM ~
S :/—/ !
=ik BT (baradiiuaEs) B adpEEten f—w| ampEEa =z

— EOHEERR

—_— R
— S

£iF: £—Ekafkaz)\, £ EkafkaER

iii. HEEBR:
a. TEMES | 48/ EE.
b. X318 {Rcase .
c. DT 1BF—HEE.

2. HFERMECASE

i. ISR TC R

» HFEER
RiESER AT — AN
 HIEISR:
PRz S rar REE R R EEEE.
» BRI
a. IeEESEHRRIEREE :
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» fEpodMcurlesl.barad:9200/_cat/health?v , aNREEERS IgreenUIEE.

b. EEFERESRIEREIRNK

= curl esl.barad:9200/_metrics , IEENiIRSviewName indexfV&ES , BIRFTINRELFZindex , TE
EERIWIIAH SR , FETEN , sRBEEBt@ R~ Ectsdb , FHERHERERCIE , BIX
AS#Ectsdb ossEFEITRY,

» BEEERRNMEEERESES : curl esl.barad:9200/_metric/cvm_device-60,Z R AR format/y
epoch_secondRIAIEE , HAepoch_millsRAFE., IFEFERFZEMIESEZE (NEERINRIE
FEHMIELERBINE , TEFRUmMetricliisEE = THIBHIA ) .

c. ALALEIER | BSREFASIZEE —RBRIEERANEE  tTaGesHERaHEH,

= curl esl.barad:9200/cat/allocation?vfiydisk.indicesAI&EE HFIEFERAInode=E ,

= curl esl.barad:5100/_search/clustersE] LABZINI N EEBFFRSE D ECAInodefi = A, MNEIAEISD TS
2 WFEENESHITH &.

ii. EFNEITCEGE

= HEEREE:
XFE R LS EREtaw-streaming B4 AR MUSEIRIFAEITIRT |,
. RIS
WHNETCERE | TTEEMRKRE.
» BSERERL
a. A LA collectorBIFR BB S Nkafkagliz+.
b. AIFSLEBA |, e&streamingtlISEEREERLUE | 18,
c. {IigE | tBwriter-traceR2BIERHES NesH,
» TR
d. SRR IR EF—E B,
e. RBNEEICAERE,

iii. W T

. HERA:

B eREER N MRUMNEE
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kafka > SRS > G-ETRS HBES

A

barad-api
EEFSREE

- HEEM:

EI£4EHtcloud-barad-alarm-synchronizer

&L %tcloud-barad-alarm-amp
£ZigMtcloud-barad-alarm-detector

& StormCloudConf , alert_management_platform_new , manager,

- BIERIEEIE:
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1 EERGALEE  EXREHIE , WAERR (KhiziE) #TELL
2. EEEHIRELRSE  WFESEELHAMNATE | RIEESREHITHIE.

WAL : TCloudFinanceZone
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<123/ \473
JIT1 ]

ol

1. RS FzEPod BinfE

RIFBMRENTIE (APM )

HRTAPMBETEERFNAHHIEZ TR , Kubernetes&B¥ & livenessprobe ( FiERE ) KHEMINERS
2% , fEMreadiness probe ( MRS ) KAETREDCEMNETLUEZRE. BT ERIME

BRETRIENXANT

livenessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 3
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 5

readinessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 5
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 3

P NREHERRVERZMIA/tce/healthchk shETHRE , HEARRGIHNASRIBRGETNBMEHTEN | NREAHE
TIEBENLIORE , BNLAIFORY. EMEERIHAIHE R kubenets &EFHRIE SSIBRAIIEF LI,

2. NFRERE

ERBERZ , AE@E I crontabESXHHEEHIRNE , BAIHIESEEINSBINEHERIER | #%
kubernetesitpodEEHKINEIRLK, WfEbarad-apiasst , BN NENES :

[root@tcloud-barad-api-7b5dc6d55b-6hd65/]# crontab -lI|grep monitor.sh
*/1 * * * */usr/local/services/ConfigClient-1.0/admin/monitor.sh >/usr/local/services/ConfigClient-1.0/I

og/crontab.log 2>&1 &

*/1 * * * */usr/local/services/barad-php-5-6-29-1.0/admin/monitor.sh >/usr/local/services/barad-ph

p-5-6-29-1.0/log/crontab.log 2>&1 &

*/3 * * * */usr/local/services/barad-php-5-6-29-1.0/tools/php-master-monitor.sh &
*/1 * * * */usr/local/services/tnginx_1_0_0-1.0/admin/monitor.sh > /usr/local/services/tnginx_1_0_

WAL : TCloudFinanceZone
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0-1.0/log/crontab.log2>&1 &
[root@tcloud-barad-api-7b5dc6d55b-6hd65/]#

3. APMBE S8R
SAPMBE SRE TSN SRR ET =4 SRR Fprometheusi#fTH., TFEZRITSDBH , TG ER LR |
NRHESEN BT alertManagertZ R TREE MG S, BEhzGEENGEHIEERNTRS -

e KIS WiRA
1 H2SAYtaE CPU , B7F
) i EEEBEFETFXHE—78 | 13— EARKEUENRRE T eE— M Rkt

2 FlinkBEEER et macae.
3 K;fka%ﬁ&%ﬂ}i Kafka topicHEHEFREEE

B
4 NWSHzI = NWSEIK I EEHEST
5 ESARPIRS intz ERFIGE , TR, Ro|liakE

KRARFFE : TCloudFinanceZone 2026/7/23 09:12:37 % 100 W # 111"



BT TCE RIFBHEAEEE (APM )

WESVES

1. LSRR ETREE

o SRR
BT RERTHE. =, VeSS SIEER ESBES R SHRGS R/ R ERS |
SHE ST,
o IRELE:
a. ERIERASHGS |, FARTBTESEEFFHIRENBEE M.
b. A S LIETRIHER B EEERGE,
c. iAyarnfREEE5N , TN UiFREER,

2. KafkafrSS IR SERFERANETIZE

o BIENE:
twEkafkalAZSEEEE
a. BAZKEBBRIbINBRT , 13172kCli.sh , 1517 Is/kafka/kafka/okers/ids
b. 1R EiAaGSIREIDTF 31, HBBETREE | #fTget /kafka/kafka/brokers/ids/0 , BJLAEZ
c. iplER (idiYmSMN LIBRYREIZERE ) | HRERJiIAEOXRHNIT | IRkafkaZBERVipXTEE , BEaTA]
EBREkafka T RER.
o BRPEFIIm:
KafkafRSBIEAREHIERNEF DR  @RniTENEE—R , ERER TEEHE TE. SR
&, BUBRLEENERF , SEEEEYEDRT , isd.barad$iELiEER. WIEEELEEELRY | EY

e. IBHESELEED , FEIFH—aMNFMEEETHAE.

f. #itlashYkafka=idE2#0IEHEE—2 , kafka-idESRETLAMZKHEREY,
9. #EMkafkait 2S5 , =Bz Nkafka#iEkE.

h. ZRkafka#/|28 , HifTkafka-topic-describefp< , FRENSERTIRTS,
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BAESEE

1. MIETEAITEEE. TEMXIRETERE

TERE(VPC) SEFX eEmuARE - deg-muejzqit
T El =»vs wx =888 o nE v O
ERE
R Rt
=2
ID/EFF =8 FRIEEMIS
PSR FRE AT e
NATRE T i )
poEe=
VPN Hag
@ e 9 v &+ %
Fice dom U5 )] Y5 G55 g Ml ot Do WS, Wit O W Oy oo et it Somit
50 ms. 100 ms 150 ms 300 ms. 350 ms. 400 ms 450 ms 500 ms 600 ms. 650 ms. 700 ms. 750 ms.
o i R it
trfGetMonirDstatin- 000AGISITS
\onitor/GetMonitorData8win=100004603176
PO, e .
» BIRIERTCEGE , F12FKEXAZHI frontNameSpace #01 frontMetricName
< C A F=2 | consoleyf-m17.tcecqpoc.fsphere.cn/dc/dc/detail/dc-okcbqeed x @B
& Home 55 Wiki fae =i =03
P Application  Security Lighthouse 2% X
& v_vhghuan.
o + ]
ﬁm(Dc) ¢ sagd JS CSS Img Media Font WS Manifest Other [0 Has blocked cookies [ Blocked Requests

| ooms s0ms 50 ms Sm:  100ms  120ms

160 ms 180 ms 200 ms 220 ms 240ms 260 ms

X Headers
Referer: it

User-Agent: I
66 Safari/s37.36

12/5.0 (Windows NT 10.0; Win6d; x64) Appleiebkit/537.36 (KHTML, like Gecko) Chrome/s7.9.4280.

X-CsriCode: 1974337261

X-Referer:

ttp://console.yf-nl7

detail/dc-okcogeed

X-Requested-With: XiLHttpRequ

= — X-Seqld: 516c£029-19c1-9485-1971-0cBF£31522c
PR 2 b
. * Query String Parameters  vie
- iz monitor/GetMonitorData
- uin: 100004603270
AR 0D 2 o

~Request Payload  view source

" &3

, cmd: "GethonitorData”, regionld: "50000001"..}

v da MetricName: “outbandwidtn’, StartTime: "2020-11-15T21:38:41408:00",..}

sqees”
frontMetricName

==y frontNameSpace

149 KB

What's N

rk request blocking x

Highlights from the C

New WebAuthn tab

- RN ES2IAY frontNameSpace # frontMetricName ZZIGiHMBEEERREEUELIR |

2. Fahile:
ERISEEIRREIEE (—fRmysql22003FT AEIEH IS |, Bl T 512, MREFAZEMyYsql22003#HAE | LUE

=]
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FRISERREAAE )

0 : select *from StormCloudConf.cApiMetric where frontNameSpace = 'qce/dc’;

BRMREIRIRR R AR HRANERR . BZkbarad-nwspod EHTHMEHIAN : tcpdump -i any -sO -nn -A 'dst port 80|
grep'qce/dc' |grep ‘inbandwidth’

3. EANBGERTENRIERA | slisiRiENMEEIR , EEEIRERBHEX namespce FHEAEBE |, IRIFEAY.dbITALLER, TEJL
AR ERNTLHARTIEALGE T , 8B &I qce/dc qce/dexqce/deg i&REEN.

o MzRbarad-isdiZHtAImizEcE P OREAM=RE R DEXAIGmRZE.
ABIMELE © http://isd.barad.Example.com ( i E7Etcs mastersREX , kubectl get ingress -A |
grepisd.barad )

vm_uuid

qee/om_rib

qee/br_qos_stats

] StormCloudConf_...d A~ StormCloudConf_...d A~ ] StormCloudConf2db ~ | @ Q29udHivbGXici..ica A ] StormCloudConf_...d A~ CloudAlarmV2_1...db A~ e®Ex | X

o fFlanTEStormCloudConfEEEH{Tselect * fromcShowProductConfig where namespace = {$namespace}’ ; Zif
FiCR,

o select * from cApiMetric where namespace = '{$namespace}; TCEUBSEEIENA L | $FH2IREZEApIIEIR
1.

o select * from cObservationMetric where namespace = '{$namespace}’ FoEURSE LR AR L

4. BRIRTTEE -
ENSANIENEE. BNEFPEEEEHbarad-isdiF&E.
EiIR&E (H&Ebarad-isdiRERRIBENECE qce/dc qce/dexqee/dcg 24T )
# A\barad-isd pod ,
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http://isd.barad.example.xn--com(tcs-q15k72nvmhoj324a5lc/
http://isd.barad.example.xn--com(tcs-q15k72nvmhoj324a5lc/

O BRETCE RIFBHEAEEE (APM )

cd /data/release/product.pkg/tools , shsync_product.sh qce/dc qce/dcx qce/dcg
WTEIRERE | BANHEEREHERRESRE.

5. CRIEETCEUE | SERBEUE

i ST :
SIRHEEERE | 7REUERE:

Z==# | ins-0wv1zv07 (JQ_research_trans1)

28 R AT E R2E BFEE=E
Faret | EFE | BSEE @ ek B v
CPUMSHE CPURIRIE ()
0.166% 0% 0.003%
ERCPUBRBE(D
0.166% 0% 0.003%
WF%E WEEBRIEG
1406.5MB 1385MB 1387.928MB
AEFRIAEE O
= 17% 16% 16.078%
< Z==EH# | ins-0wvlzv07 (JQ_research_trans1)
23 BRI 2ARIP wrs 2 BFR
=57 iE24/hat bizp Sl EE0E [ 2RI vhag v
CPUIE CPURIBZE (G SteT AR B
SUHEER
ERCPURREO 2020-06-01 21:00:00 1
0% I\ 0.038% 0% 0
o UL
Pt AEERE0) %
ARG

2. TREERERA :
SIEERREMN |, REETREHAN , WMASTERZMNREGEHE  RZUERSHT—HE | WRBBEEF/N\ETHK
BIEERE |, 5D, BEUR1DH.

3.BRRAER
FEMEERAT FERAISQL , MBRREREH , FAEARSHHHRITE36000940E | (TR FRISMNITFEIERE.
DELETEa from cAssociationMiningRule as a, cDimensionView as b, cDimensionGroup as cwhere
a.outputDimGroupld=c.dimGroupld and a.outputPeriod>300 andb.dimensionGroup=c.dimensionGroup and
b.namespace=c.namespace and b.namespacein("qcce/nat_gw_bm","qce/bm_Ib","qce/cmq","qce/cvm"”,"qce/
vpc_region_conn","qce/cmongo”,"qce/bm_intra_lb","qce/cmqtopic”,"qce/internal_loadbalance_rs","qce/
docker","qce/Ib","tnm/vsr_vpnconn","qce/nat_qos_stats","qce/cbs","qce/dcg","qce/cos","qce/pcx”,"qqce/dc”,"qce/

dex","qce/Ib_total","qce/cdp”,"qce/cdn”,"qce/ckafka","qce/bm_pcx","qce/scf","qce/ov_cdn

"qce/
apigateway","qce/loadbalance","qce/qaap","qce/nat_rs_bm","qce/internal_scf","qce/rlb","qce/cdb","qce/
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redis","qce/phy_host","qce/bm_rlb","qcce/sqlserver”,"qce/tdsql","qce/ctsdb","qce/iotmq","qce/csg","qce/
vpc_net_detect”,"qce/ces","qce/emr”,"pce/bm","pce/cos”,"pce/netdevice","pce/stgw_lb_ld","pce/lb_Id","pce/

,"pce/

cfs_resource","qce/vpc_gateway","qce/vpc_nat","qce/vpc_jnsgw","pce/cdb_privaate","pce/redis

ccb_weblogic");
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R/ S5 TIREE B4R

tcloud-apm-api s B ER AR R

tcloud-apm-collector - irFHFJ:TEE'\JﬁTEiEﬁW’E‘E , FEpapmAgN S A FKafka
;clljc()):;I-apm-offline- iéﬁi‘l‘%ﬁ B SRaIK

tcloud-apm-writer P B\EhitissEiE

tcloud-apm-writer-trace 5E5 BNEREYE

yunapi-a pm Apm=EfRE

2. —fRER TpodER
—hRIER TEEERAHERIpod , k8sBMTEAREIRET | deleteZ R BahiEHEITIZIEES,

i. ¥XkBXbarad pod%!/z : kubectlget pod --all-namespaces -o wide |grep tcloud-apm
ii. Delete Pod : kubectl delete pod -n tce ${pod}

iii. FFALRIASA
1/1 Running

3. RAMER

i. ¥kBlbarad pod%l% : kubectl get pod --all-namespaces-o wide |grep tcloud-apm-api
ii. #Apod : kubectl exec -it -n tce ${pod}bash
iii. —MREREHFRERIESR : /usr/local/services/
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[root@tcloud-barad-nws-88f47995f-7slvh services]# 11
total ©

Lrwxrwxrwx
drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

root
root
root
root
root
root

root
users
users
users
root
users

36
42
42
42
20
64

Oct 26

Nov
Nov
Nov
Nov
Nov

2

2
2
2
2

16:
19:
19:
19:
19:
19:

40
e
44
a4
44
a4

ConfigClient -> fusr/local/services/ConfigClient-1.0
ConfigClient-1.0

barad_nws-1.0

custom_alarm_nws-1.0

etc

nws_dict_loader-1.0

4. sh/usr/local/services/barad_nws-1.0/admin/restart.sh all IF& :

[2020-11-07 17:45:55,536] INFO: start all successfully

[2020-11-07 17:45:55,536] INFO: restart all successfully

WAL : TCloudFinanceZone
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EipiRe

1. #iERE
i. mysqlEUEEFEFMERN R RAVEIE.

EHEEEREE | Litapm_dbAfi , AIfERMN TSRS,

BHEE

mysqldump-h${host} -P22001 -umysql_user -p'mysql_passwd' tapm_db> tapm_db.sq|
WEEWERE | R LAFHNMHHITRE

mysql-h${host} -P22001 -umysql_user -pmysql_passwd -D tapm_db< tapm_db.sql

2. IS8R
ElasticSearch5| N G ES1REBAIMESSCHL 7 RSB MD SRE
i. QG

curl-xPOST http://${ES_IP}:9200/_snapshot/my_backup_1 -d'{
"type": "fs",
"settings": {
"location": "\/data\/elasticsearch-5.1.1\/data\/back\/my_backup_1",
"max_snapshot_bytes_per_sec":"20mb",
"max_restore_bytes_per_sec":"20mb",
"compress": true
}
y
HPSHRENT -
type : BERRBEARLENHEHRS
location3ETEGEEMIIRE , ¥/ /9path.repo NFER
max_snapshot_bytes_per_secIREGEIRH N\ CEER, 2SI LU IS AR IR, BIA S EF20M
max_ restore _bytes_per_sec: NG EEIRSHUER, iZSEI=HIHFZRRBR . BUAME : 7020M
C REANRRANTEBRE | MiZGEEEZE | AETRERER Hi%.
compresséﬁ EREYE

2. RERERS|
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REBFTETHRIZRS|
curl-XPUT http://${ES_IP}:9200/_snapshot/my_backup_1/snapshot_1?wait_for_completion=true
REBIEEZRS|
curl-XPUT http://${ES_IP}:9200/_snapshot/my_backup_1/snapshot_3 -d'{
"indices":"my_index_1,my_index_2",
"ignore_unavailable™: true,
"include_global_state": true

y

3. IRETRAR

curl-XPOST http://${ES_IP}:9200/_snapshot/my_backup/snapshot_1/_restore?wait_for_completion=true
4. REBER

SRENEMRIGRIER

curl-XGET http://${ES_IP}:9200/_snapshot/my_backup/snapshot_1

IRENCE B RIRIIER
curl-XGET http://${ES_IP}:9200/_snapshot/my_backup/_all
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/usr/local/services/tapm-api/conf

/usr/local/services/apm-collector/

/usr/local/services/tapm-offline-

Jusr/local/services/metric-writer/conf

/usr/local/services/metric-writer/conf

w53 RREZ BCEN 42 BCE IR
tcloud-apm-api EHARSER config.yam|
tcloud-apm-collector HUEREER config.yaml conf
tcloud-apm-offline- S config.yaml
quota quota/con

, NEHIESANE  metric-
tcloud-apm-writer .

e writer.toml
tcloud-apm-writer- PERREIEEANE  metric-
trace e writer.toml
2. BeEHHF AR
i. BHFEE
BA&ME

RR

tcloud-apm-api
tcloud-apm-collector
tcloud-apm-offline-quota
tcloud-apm-writer
tcloud-apm-writer-trace

metric-writer

oceanus-ctcwl

oceanus-galileol
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/usr/local/services/tapm-api/log
/usr/local/services/apm-collector/log
/usr/local/services/tapm-offline-quota/log
/usr/local/services/metric-writer/log
//usr/local/services/metric-writer/log
/usr/local/services/metric-writer/log

/data/logs/tstream_cluster_admin
/data/logs/tstream_cluster_master
/data/logs/tstream_taskcenter
/data/logs/tstream_watchdog

/data/logs/tstream_galile
/data/logs/tstream_netcenter

2026/7/23 09:12:37

=R

ApmEIFERNBEE

& EIRIBE
THEENIIKAVEERE
kafkaiHZEHIEE NesHE.
kafkaiEZEHEE NesAE

kafkai HZ2EUBE NesHE

ESHTRIRBRAE

XFHIMEAES
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et A& BE&ER

oceanus-servantl /data/logs/tstream_servant RStENBEE
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	应用性能监控（APM）
	 产品白皮书
	  • 产品概述
	  • 产品优势
	  • 应用场景
	  • 产品架构
	  • 功能特性
	  • 使用建议
	  • 产品术语

	 快速入门
	  • 快速入门

	 接入指南
	  • 接入概述
	  接入Java应用
	   • 通过增强版 OpenTelemetry Java 探针接入（推荐）
	   • 通过 SkyWalking 协议上报

	  接入 Go 应用
	   • 通过 OpenTelemetry-Go 接入 Go 应用（推荐）
	   • 通过 SkyWalking-Go 接入 Go 应用

	  接入 Node.js 应用
	   • 通过 OpenTelemetry-JS 方案接入 Node.js 应用

	  接入 Python 应用
	   • 通过 OpenTelemetry-Python 接入 Python 应用

	  接入 PHP 应用
	   • 通过 OpenTelemetry-PHP 接入 PHP 应用（推荐）

	  接入 .Net 应用
	   • 通过 OpenTelemetry-dotnet 接入 .NET 应用（推荐）

	  • 接入其他语言编写的应用

	 操作指南
	  资源管理
	   • 新建业务系统

	  应用监控
	   • 应用列表
	   • 应用详情
	   • 接口监控
	   • 错误监控
	   • 数据库概览
	   • 数据库分析

	  调用查询
	   • 调用查询

	  访问管理
	   • 概述
	   • 策略语法
	   • 策略授予

	  告警服务
	   • 新建告警
	   • 查看告警

	  系统配置
	   • 业务系统配置
	   • 应用配置


	 参考信息
	  • OpenTelemetry 方案支持的组件和框架

	 运维管理指南
	  • 产品架构
	  • 日常巡检
	  • 故障处理
	  • 监控介绍
	  • 应急预案
	  • 最佳实践
	  • 节点重启
	  • 备份恢复
	  • 参考信息



