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**%iﬁigﬁ** **%ﬁ** **-E'_EHB** **E_]-J\ilﬁj**
N g ST T, \5'5 2;%
VPCID LLEREYER VPC BY |, 15E8% i

BFETERIZRAY VPC (52

API Server =[RS VPC BY , G135 .

etk B¥ API Server [GinfiRSS A
o BNEENEREFHIT IRERE
TEIOEAR EEREEMEE BT F AR ERT eE
] s SEREME o ALENERNG  BNGEITRE
m o AHHTRERTE
- - o FiE
A=Y ey = $ SEINEE .
Bt BEFEEHNEMEEINEE o %

4. f HEEEN M, BEEE | EERNMXHE | BETAENRITRAERER.
ES= g

o NMSIUENBEER  MREHNEHERENREGIRE , FRE IP AR RAMIERINTIE AT IP ity

ik,
o IREMRIRSS R LER K8s BEBEXME , FRE LI EN Y. 4Rk K8s BeEXMHRIRMMEE , BEEI
4Rk K8S BB

o EEEENH , KINFEE IM LIR.

4 pk K8s BLE S
SIS S A B R S BENR MR K8s FEH. EaSBERE B RRETH  iEan R,

AR

o BEIRSSES LiE5E K8s &8, BAR(E . B8 K8s X E 5314,
o B%&% Docker RS,

IREL TR
1. LA Root BI9E R K8s ££8f master Fi{EiRSSEE,
2. WA THS |, Bl E2=EFIPREE.

# 1. BliEds2=SA © tcss

# 2. fliEp B Eltcss FTRYEIEMAE © tcss-admin

# 3. 4iERABtcss-adminFlFE, tess

# 4. BIEMAHLSPEIRSUS - tess-agent-secret , tcss-agent
# 5. Bl RISHISEREAE © security-clusterrole

# 6. YREER A fsecurity-clusterroleR RS MK Stess-agent
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apiVersion: vl
kind: Namespace
metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: tcss
name: tcss-admin
rules:
- apiGroups: ["extensions”, "apps”, ""]
resources: ["*"]
verbs: ["get”, "list", "watch", "create", "

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: tcss-admin-rb

namespace: tcss
subjects:
- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: vl
kind: Secret
metadata:
name: tcss-agent-secret
namespace: tcss
annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: vl
kind: ServiceAccount
metadata:
name: tcss-agent
namespace: tcss
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secrets:
- hame: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1l

kind: ClusterRole

metadata:
name: security-clusterrole

rules:

- apiGroups: ["", "v1"]
resources: ["namespaces”, "
verbs: ["get", "list"]

- apiGroups: ["apps"]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.io"]
resources: ["networkpolicies"]
verbs: ["get”, "list", "watch", "create", "

- apiGroups: ["batch"]
resources: ["jobs", "cronjobs”]
verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses”]

verbs: ["get", "list"]

pods”, "nodes"]

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: security-clusterrolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: security-clusterrole
subjects:
- kind: ServiceAccount
name: tcss-agent
namespace: tcss
- kind: User
name: tcss
apiGroup: rbac.authorization.k8s.io

WaBR :

T EAGS , WREEER Pod HEBRIAFGRATE NEEHEXER , WRNZEHEEETHN , EE&ZE/
root/tcss.conf BA],
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— SRR
£ mater TRF , EHETFUUAT A —EREE SRR E Y
BB :

INEFEIRRIRE Openssl,

#1/bin/bash
set -e;

# API_SERVER FEIRE Mol 1EaRItEE NGO
# API_SERVER =https://XX.XX.XX.XX:XXXX

# LA ES R AP RIS REL IR BN IRE
KUBECONFIG_TARGET=/root/tcss.conf
CA _FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss

# SNSRZEOpenShiftiiis , AILAERES oc
KUBECTL_CMD=kubectl

if [ ! $APL_SERVER J; then
echo "API_SERVER does not set.”;
exit 1;

fi

if  which kubectl ; then
echo "kubectl does not exist.";
exit 1;

fi

if [!-f"$CA_FILE" ]; then
echo "$CA_FILE does not exist.";
exit 1;

fi

if [!-f "$CAKEY_FILE" ]; then
echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR J; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: vl
kind: Namespace
metadata:
name: tcss
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: tcss
name: tcss-admin
rules:
- apiGroups: ["extensions”, "apps”, ""]
resources: ["*"]
verbs: ["get”, "list", "watch", "create”, "

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: tcss-admin-rb

namespace: tcss
subjects:
- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: vl
kind: Secret
metadata:
name: tcss-agent-secret
namespace: tcss
annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: vl
kind: ServiceAccount
metadata:
name: tcss-agent
namespace: tcss
secrets:
- hame: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1
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kind: ClusterRole

metadata:
name: security-clusterrole

rules:

- apiGroups: ["", "v1"]
resources: ["namespaces”, "
verbs: ["get", "list"]

- apiGroups: ["apps”]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.io"]
resources: ["networkpolicies"]
verbs: ["get”, "list", "watch", "create”, "

- apiGroups: ["batch"]
resources: ["jobs", "cronjobs”]
verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions”]
resources: ["ingresses”]
verbs: ["get", "list"]

pods”, "nodes"]

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: security-clusterrole
subjects:
- kind: ServiceAccount

name: tcss-agent

namespace: tcss
- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."
$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yaml;

# BUEEUserfA$h tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# BIEEIEPEZIBK tess.csr
openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"
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# SJBUEP &AL tess.crt
openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out $TCSS_
TMPDIR/tcss.crt -days 365

# BB EER R E

$KUBECTL_CMD config set-cluster tcss --server=$API_SERVER --certificate-authority=$CA_FILE --embed-cert
s=true --kubeconfig=$KUBECONFIG_TARGET

# QIEHRERFEE

$KUBECTL_CMD config set-credentials tcss --client-certificate=$TCSS_TMPDIR/tcss.crt --client-key=$TCSS_T
MPDIR/tcss.key --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# B contextfil &
$KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig=$KUBECONFIG_TARGE

T

# tHcontextlic &
$KUBECTL_CMD config use-context tcss@tcss --kubeconfig=$KUBECONFIG_TARGET

echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"

4Rk Openshift BLEIE

AIESEAE R BRELTEEENR/IMUIR OpenShift BEEEX 4., SIS BERBESNE , SiESl —#HK,

HUREM

1. BEIRSSES L83 K8s &£Rf, BEMNE(E , 158 K8s B i,
2. B3 Docker B,
3. FX37#F OpenShift3. 0K LA EMAIEN | (KT ZhRA T SeFEAHE R,

BREDER
iAR :

BRI NBIEFI Kubernetes 2501 , RISMEXEEGSITIEXS] , A1RERE master TR EEL%%MY kubect!
TE , NELi5E4E Kubernetes E2EHENSUHITEN,

1. LA Root BE5% OpenShift £28% master FT{ERRSS 28,
2. AN |, Bl A= AN RSEE.

# 1. QAR 2 =SE) © tess

# 2. Qi =iEtcss FRYBEMAE © tecss-admin

# 3. 4hEMAEtcss-adminFlfE tess

# 4. QUBRAHLYPEIRSIKS « tcss-agent-secret , tcss-agent
# 5. B RISAVSERTAE © security-clusterrole

# 6. YiEEER fatasecurity-clusterroleZIIRS M Stcss-agent
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apiVersion: vl
kind: Namespace
metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: tcss
name: tcss-admin
rules:
- apiGroups: ["extensions”, "apps”, ""]
resources: ["*"]
verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: tcss-admin-rb

namespace: tcss
subjects:
- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: vl
kind: Secret
metadata:
name: tcss-agent-secret
namespace: tcss
annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: vl
kind: ServiceAccount
metadata:
name: tcss-agent
namespace: tcss
secrets:
- hame: tcss-agent-secret
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namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: security-clusterrole

rules:

- apiGroups: ["", "v1"]
resources: ["namespaces”, "pods", "nodes"]
verbs: ["get", "list"]

- apiGroups: ["apps"]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]
resources: ["networkpolicies"]
verbs: ["get”, "list", "watch", "create", "

- apiGroups: ["batch"]
resources: ["jobs", "cronjobs"]
verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses”]

verbs: ["get", "list"]

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: security-clusterrolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: security-clusterrole
subjects:
- kind: ServiceAccount
name: tcss-agent
namespace: tcss
- kind: User
name: tcss
apiGroup: rbac.authorization.k8s.io

3. HNECEBSR ( /etc/origin/master/ ) , MIANIIT&< , SIEESR.

# Bl UserfA$H tcss.key,
openssl genrsa -out tcss.key 2048
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# BIEEIEPEZIBK tess.csr
openssl req -new -key tcss.key -out tcss.csr -subj "/O=K8s/CN=tcss"

# SBUEP 4R tess.crt
openssl x509 -req -in tcss.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out tcss.crt -days 365

4. MmN |, BESERRCE N,

# BREFREERECE, HPRETE server Ml ET 5 AlE
KUBECONFIG=/root/tcss.conf oc config set-cluster tcss --server=https://xx.xx.xx.xx:60002 --certificate-author
ity=/etc/origin/master/ca.crt --embed-certs=true --kubeconfig=/root/tcss.conf

# QlEHRERFEE
KUBECONFIG=/root/tcss.conf oc config set-credentials tcss --client-certificate=tcss.crt --client-key=tcss.key
--embed-certs=true --kubeconfig=/root/tcss.conf

# igEcontextic &
KUBECONFIG=/root/tcss.conf oc config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig=/root/
tcss.conf

# t#contextBic &
KUBECONFIG=/root/tcss.conf oc config use-context tcss@tcss --kubeconfig=/root/tcss.conf

5. MINIIRap< |, WIESERECE )4 LIEECE.

KUBECONFIG=/root/tcss.conf oc -n tcss get pod

Ae
PUT EiRap< | WIRBERRPodEE B 2Rl R TE MRBEXBRNFRNZEH T EZ A , EE%ss /
root/tcss.conf BJA],
— A
£ mater HRF , BAIETFTLUUT—REAE—RIREERSERECEN Y
18R

INEFEIEAILE Openssl,

#!/bin/bash
set -e;

# API_SERVER FEIRE N LM eliGRaTtEtANimO
# API_SERVER=https://XX.XX.XX.XX:XXXX

KRARFFE : TCloudFinanceZone 2026/4/18 09:41:32 % 80 2141



2 BAETCE Sz (TCSS)

# LA AP RIESEEF LR IEIRIZE
KUBECONFIG_TARGET=/root/tcss.conf
CA _FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss
KUBECTL_CMD=0c

if [ ! $APL_SERVER ]; then
echo "API_SERVER does not set.";
exit 1;

fi

if | which $KUBECTL_CMD ; then
echo "$KUBECTL_CMD does not exist.";
exit 1;

fi

if [1-f"$CA_FILE" ]; then
echo "$CA_FILE does not exist.";
exit 1;

fi

if [1-f "$CAKEY_FILE" ]; then
echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR ]; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: vl
kind: Namespace
metadata:
name: tcss

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: tcss
name: tcss-admin
rules:
- apiGroups: ["extensions”, "apps”, ""]
resources: ["*"]
verbs: ["get", "list", "watch", "create", "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
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metadata:
name: tcss-admin-rb
namespace: tcss
subjects:
- kind: User
name: tcss
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role
name: tcss-admin
apiGroup: rbac.authorization.k8s.io

apiVersion: vl
kind: Secret
metadata:
name: tcss-agent-secret
namespace: tcss
annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: vl
kind: ServiceAccount
metadata:
name: tcss-agent
namespace: tcss
secrets:
- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: security-clusterrole
rules:
- apiGroups: ["", "v1"]
resources: ["namespaces”, "pods”, "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps”]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]
- apiGroups: ["networking.k8s.io"]
resources: ["networkpolicies”]
verbs: ["get”, "list", "watch", "create”, "
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs”]

update”, "patch”, "delete"]
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verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions”]
resources: ["ingresses”]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: security-clusterrole
subjects:
- kind: ServiceAccount

name: tcss-agent

namespace: tcss
- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."

$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yaml;

$KUBECTL_CMD adm policy add-scc-to-user privileged -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user hostaccess -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user privileged tcss;

$KUBECTL_CMD adm policy add-scc-to-user hostaccess tcss;

oc adm policy add-cluster-role-to-user cluster-reader tcss;

# BlgEUserfA$H tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# QIEIEPEEIBEK tess.csr

openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"

# BBUEP 4RL tess.crt

openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out $TCSS_
TMPDIR/tcss.crt -days 365

# QIR ESRERE

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-cluster tcss --server=$API_SERVER --certifi
cate-authority=$CA_FILE --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# QS ERFERE

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-credentials tcss --client-certificate=$TCSS_
TMPDIR/tcss.crt --client-key=$TCSS_TMPDIR/tcss.key --embed-certs=true --kubeconfig=$KUBECONFIG_TAR
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GET

# B contextfil &

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --user=tc
ss --kubeconfig=$KUBECONFIG_TARGET

# f)icontextBic &

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config use-context tcss@tcss --kubeconfig=$KUBEC
ONFIG_TARGET

echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"
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