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Connection Method:  Standard (TCP/IP) E) Method to use to connect to the RDBMS

Parameters SSL  Advanced

Hostname: Port: Name or IP address of the server host - and TCP/IP
port.
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Default Schema: The schema to use as default schema. Leave blank
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

=E2H|, (CBH)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,
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IEFAUTF-84%5.
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IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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SHER
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{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :
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BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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ETX , S5 ESFTHER.
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ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,
IEBURF=4H
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InvalidParameter.Resourceld THEIRID , BFRREAFAESEE .
UnauthorizedOperation.NoPermission TCIRERSUR.
UnsupportedOperation BMEASTH,
ResourcelnUse R SR,
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MissingParameter ROSEERIR,
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InternalError HEREIR.
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HIFAFE.
ERFHRE,

SHEEEIR,
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2 BAETCE EE24 (CBH)

REcEEXIZO
FTEE AR

< R
1. Ok

ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,
HTERIAEAPR

FRAEZ BRI IRS : 200R/FD,

O SEFATE : 2023-09-05 03:35:32,

EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SEER W% AEFNULL k8 fER

Action = B String AHSE, AZEOBYE : CreateAc!

Version =2 S String NHESE, AEOEYE  2019-10-18
I\t HEEAEOARE >

Region = = String L\%&/?ﬁ , W ERAROANTELBILL

RPREFR , TA32FFF , FeBB=H

Name = = String oo
THWE : acll
=i S c
AllowDiskRedirect = & Bool ’fﬂﬁ%ﬂﬁﬂ%gj
~NE : true
o B SRR SF E1T
All ClipFileU = = Bool s S=pay=]
owlLlipFrileUp A s 00 0l - true
- B SRR T
owclipriiebown N °° TIE - true
A||OWC||pTextUp é I;§ Bool EEFEE@)”\E*&IZK ( é)zll_ ) J:’?—.I_'

HHE : true
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2 BAETCE EE24 (CBH)

SHER Wk AIFNULL 3R fEiA

REFEELRYA (SE R ) ™7

AllowClipTextDown iy ry Bool ™
P N TS - true
AllowFileUp & = Bool REFTE SFTP X+ L%

~HWE : true

& DIEX/NRSE (TR SEL, Bl

MaxFileUpSize B S Uint64 BHARERA )
~EHE : 0
=Pz >
AllowFileDown & & Bool Z—EEFE oFTP TR
~fE - true
B T EA/NRE (FREESEL, BRI
MaxFileDownSize & & Uint64 HERER)
g : 0
EANTFEEKSER
= = AET/JCE
A”OWAnyACCOUHt xE (=] Bool /__I_TW!HE false
Array of KEFAFIDES
= =~
UserldSet 5 |8 Uint64 TOUE - 1]
Array of KEXAYFEF4EID
Pz Pz
UserGroupldSet A 2 Uint64 FEIE 1]
‘ Array of KEXRRIDES
= =~
DeviceldSet = | A Uint64 T - 1]
. Array of KERRIZEF4AID
i~ Pz
DeviceGroupldSet i = Uint64 FENE ¢ (1]
Array of KEAIMKS
Pz Pz
Accountset = = String A : ["root”,"ubuntu’]
Array of KEXHIR S S1RIRID
= =~
CmdTemplateldSet A = Uint64 TRBUE © [1]
Array of KEXEEDBIRIRID
Pz I
ACTemplateldSet = = String ~HE : ["templatel”,"template2"]
AllowDiskFileUp S = Bool EESRIIPEEIRILS
~HE : true
=P Ny >
AllowDiskFileDown 5 & Bool ERT R ERATT T

TMEME : true
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2 AT TCE

SHER

AllowShellFileUp
AllowShellFileDown

AllowFileDel

ValidateFrom

ValidateTo

Departmentld
AllowKeyboardLogger
AppAssetldSet

AllowAccessCredential

3. WIHES#

SHER S

e

Id Uint64

Requestld String

4. SEIRAS

WAL : TCloudFinanceZone

ik FRFFNULL

= =
= =)
= =
(= =
= =
= =)
= =
= =
= =
=) =)
= =
= =
== =
=] =
= =
=] =
= =
= &=
s
I

HTEZ P TIRYEIAIAZFRID

wHE 1

E—IEK ID , ERiEKEP<IRE],

57

Bool

Bool

Bool

Datetime_iso

Datetime_iso

String

Bool

Array of
Uint64

Bool

2026/9/1 08:20:26

=E2H|, (CBH)

U

BEHBrz sz34 L&
TMENE : true

BAFRrz sz34E TE
~HWE : true

EEBFFE SFTP {4R:
HHE : true

A BRAERRHSE |
40:"2021-09-22T00:00:00+00:00"
R KA AN AR ARSI
<& : 2021-02-04T15:23:52+08:00

PAEBYEES Y CRIET
401:"2021-09-23T00:00:00+00:00"
A KAETEAENBRSRERE
5N : 2021-02-04T15:23:52+08:00

THIABRATEERIJAIID
~ME : 1.2.3

AT REICR
A : false

KA FAF=IDESR
BNE : [1,2]

BEFERBRE , AT
~HHE : true

E AR B ERHIZRIEKE Requestld,
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WAL : TCloudFinanceZone

2 AT TCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg
UnsupportedOperation
MissingParameter
InvalidParameter
InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation.DuplicateData

FailedOperation.DataNotFound

2026/9/1 08:20:26

Hk
BREASZHS,
BROSEEIR,
SEGHIR.

REBTEIR.

IERAIREGEIT T SMERPRE,

IS ECEPR .
BRAATA.
RIBEAFE.
U SN
SHEEEIR.
BEEHIE.
BirEEA T,

=ELH (CBH)

% 25503t 394



2 BRETCE
W =/ S TRIR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
FEEemIER
EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:35:31,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FeEFFNULL RE
Action =2 &= String
Version = & String
Region = = String
Name = ey String
CmdList 2 & String
Encoding o) = Uint64

3. S

SEBR ESit] feik

[y

ik
+

H2% , AEOBYE : CreateCmdTemplate

0>

NHBE, ANMZEOBYE : 2019-10-18
NH2E , HHERREOAZTE LRI S,

BiRE , BAKE32FHR , FEEaTaFR/
~HWE : cmd-temp-name

woyIE  \nDfE , RAKE32768FT
HHE : rm -f

FriRcmdlist=ERBiimE R Ibase64 L.
0:%%7~3Ebaseb64 1%

1:&REbase6d iz
THE: 0

WAL : TCloudFinanceZone 2026/9/1 08:20:26

=ELH (CBH)
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2 AT TCE

SHETR ESig
Id Uint64

Requestld String

4. SEIRAY

=ELH (CBH)

T

FEMNIOEREAHERID
E 1

K—iEXK ID , ®XEKEIRE, EAICRIFEREIZRIEK Requestld,

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

IR A

InvalidParameter.Resourceld T EIRID , BTFREAFESREE .
UnauthorizedOperation.NoPermission TCIRERUR.

UnsupportedOperation BMEARS,

ResourcelnUse RFH SR,

UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue

FailedOperation

WAL : TCloudFinanceZone

RIZRUR(E.
ROSEEEIR,
SHER.
CAMER/ERER.
REREEIR.
IERADREGEID T SAEPRE,
BREE.
B ECEpR .
BIRAETHA.
BRI FE.
BRERIEL,
RIREE,
SHMEER.
BAERM,
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2 BAETCE EE24 (CBH)

Hi=hg fiER
UnknownParameter FASEEER.
FailedOperation.DuplicateData EEHIE.
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2 AT TCE

MBI 1a1E PR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

ARSI IEIA R
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:35:29,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region P &
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String

4. FEIRAY

Sl
String
String

String

Array of Uint64

t2 ¥, AEOEYE : DeleteAcls

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

SHBREBRIDER S
w~BlE - [1.2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

IR

WAL : TCloudFinanceZone

2026/9/1 08:20:26

)
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2 BAETCE EE24 (CBH)

HiRhS R
InvalidParameter SR,
InternalError HEBEEIR,
ResourceNotFound RIRAFE.

InvalidParameterValue SEEVEEIR.

KRARFFE : TCloudFinanceZone 2026/9/1 08:20:26 % 260 Wt 394 ™



PR e s SRR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

MRS Ea<tER
BOMZCIERIERIRS] © 200%/7D,
EOSEFATE : 2023-09-05 03:35:28,

EOARGER NEN,

2. WNSEY

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER & RIENULL
Action 2 &=
Version 2 &
Region 2 &
IdSet 2 &
L X
3. HSE
SHBR et A
Requestld String

4. FEIRAY

KRB
String
String

String

Array of Uint64

N

NHESE, AZEOBYE : DeleteCmdTemplates

\N
7

IS, ANMEOBYE : 2019-10-18
ANHSBE , MIFEERNEOFAEEEGBIL S,

FMPRRIIDEES
~ElE - [1,2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/9/1 08:20:26

)
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2 BAETCE EE24 (CBH)

HiRhS R
InvalidParameter SR,
InternalError HEBEEIR,
ResourceNotFound RIRAFE.

InvalidParameterValue SEEVEEIR.
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2 AT TCE

EIAGIRIR RS IR

<7 4R
1. E A

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
EIRNHIEPRSIZR

EOAEZOERIRERRS : 200K/70,

EOSEFRAYE : 2023-09-05 03:35:27,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHAR ik SRFENULL 38
Action = & String
Version = & String
Region = & String
AuthorizedAppAssetldSet & = 'Sir;ig:f
fdSet g | & Sirrruat)é:f
Name = = String
Offset = B Uint64
Limit & & Uint64
Exact & B Bool

WAL : TCloudFinanceZone 2026/9/1 08:20:26

=ELH (CBH)

t 23, AEOHYE : DescribeAcls

t2% , AEOEYE : 2019-10-18

\

RNHEBH , MREENEOAFEEGELS

BiLN RN ARIDES
HE - [8,9]

B BRIDEES
wBE - [1,2]

IHIAPRER |, 1ERIEE |, RIN64FHT

~FE : aclname

DIURBAE , BUMENO
THE: 0

BUEBHE | B0A20 , &AK500
HfE : 10

EERIEName#tTaHRER , EA(Efalse
HE : true

% 263 394



2 AT TCE

SHER

Filters
AuthorizedUserldSet

AuthorizedDeviceldSet

Status

ExactAccount

Departmentld

A sl
3. IS
SHBFR il
TotalCount Uint64

Array of

Acl
clSet Ac

Requestld String

4. SEIRAS

PAIMXGIH T #OM S EERREIRND | B ERADFE N A THERD,

THIRAS

UnsupportedOperation

WAL : TCloudFinanceZone

Wik FePFNULL

& =

= &

= &)

B &

B =

& &
fEiR

IR BRSEL
HE 1
HIRMRBR =

e . =5

57

Array of
Filter

Array of
Uint64

Array of
Uint64

Uint64

Bool

String

=ELH (CBH)

Hk

TiEEE
THIE : EE

BiLERAIAFIDES
~EHE : [1,2,3]

BILANRAYAEIDES
~BIE : [8,9,10]

THERPRAE , 1 - BAER, 2 - REM,
3 - B
BE : 0

BEARE#EAuthorizedDeviceldSet, XH&R=M
SHITRSHRITED , Bkilfalse, IR Etrueld ,
fRAuthorizedDeviceldSetRE— Nt
g : false

EBIJID , BT iRE TR IREAMER
~EHE : 1.2.3

E—EK ID , BRIEREPSIRE. EMARATHEERAZRIERE

Requestld,

2026/9/1 08:20:26

Hk

BRAEASZHS,
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2 AT TCE

SIS
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

U
SEGEIR.
BRI,
BRI,
SHEUEER.
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EiFapSEIRYIR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
B SRIRIZR
EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:35:25,

EOARGER NEN,

2. INSE

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RENULL KA

Action = = String

Version = & String

Region = = String

IdSet B B Array of Uint64

Name B & String

Type & = Uint64
Offset = 5 Uint64
Limit B B Uint64

3. iS5

WAL : TCloudFinanceZone 2026/9/1 08:20:26

AHE# , AEOYE : DescribeCmdTemplates

N

NHESE , AMEOBYE : 2019-10-18
NHBH, MIFEENEOATEERLSE,

i SERIDES | IFTH
~ENE - [1.2]

MRS |, EHIEE , RAKE6AFR
HHE : CmdTempName

ap SHEIRRE 1-NEER 2-BE &R
hHE: 1

DTURBAE , BHAMERO
U : 0

BUKEHE | B0A20
wHiE : 10
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& BRTTCE

SHER S
A f
CmdTemplateSet ray

CmdTemplate

TotalCount Uinto4

Requestld String

4. SEIRAY

=ELH (CBH)

Hk

SRR IR
THE : EE

RICRE
~HE - 10

E—iEK ID , @RiERESRE, EAIARRA R ERAZIXIE
kA9 Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

FEIRG
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

[my

Hik
SEGEIR.
REREIR.
BIRFFIE.

SEHIEEIR.
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2 BAETCE EE24 (CBH)

{Z807IaIE R

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
&R R
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 03:35:24,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FSFNULL 3R R
Action = B String NHSE , AEOBUE : ModifyAcl
Version =2 & String nHE&8, ANZEOBYE : 2019-10-18
AT HEEAREOARAE >
Region = = String ;;,'\/éﬂl , M EEAEORNTEERBL
578
HASPREFR , &XAR32FF , F e
Name 2 a String THFER

R~GE : test-acl

AllowDiskRedirect 2 B Bool %EFEW@H%Q#
~BUE : true
. \ _ EEFF IR LT
AllowClipFileUp B B Bool =0l - true
R EFEIN 7
AllowClipFileDown B B Bool ;gﬂ;ﬁ trtézf&jﬁ:—l:ﬁ
. ] ] EEFENMRE (SER ) L7
AllowClipTextUp B B Bool =l - true
AllowClipTextDown & B Bool RAFEBIHOIE (SES) T

~BUE : true
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2 AT TCE

SHER

AllowFileUp

MaxFileUpSize

AllowFileDown

MaxFileDownSize

AllowAnyAccount

UserldSet

UserGroupldSet

DeviceldSet

DeviceGroupldSet

AccountSet

AllowKeyboardLogger

CmdTemplateldSet

ACTemplateldSet

Id

AllowDiskFileUp

WAL : TCloudFinanceZone

iy

iy

iy

]

iy

i

iy

Iy

iy

BFNULL

Py
[

iy

iy

iy

iy

iy

iy

iy

iy

iy

fi

iy

iy

iy

iy

57

Bool

Uint64

Bool

Uint64

Bool

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
String

Bool

Array of
Uint64

Array of
String

Uint64

Bool

2026/9/1 08:20:26

=ELH (CBH)

03
REFFEXGHEE L%

TMENE : true

SR EEXR/NRS (TREESEL, BRI

EARER)
whE - 1
REFF SR T2

HHE : true

SR T ECK/NRS] (FREBSEL, BAl
EAER)
HE : 1

EERIHIEKSER
HHE : false

REXRIAFID
wBHE - [1]

KEXHIFF4EID
HE : [1]

REXRIEID
HUE : (1]

REXAIERTAID
~HE : [1]

RERAIK S
PHE : ["admin’]

EERTFREZICR
~HUE : false

REXHIBEaSIRIRID
HE : [1]

KEX= e DBIERID
g - ["1"]

TIAABRID
g : 1

EEFFE RDP #E2e9S04 H1&
TMEME : true

#2693t 3941



2 AT TCE

SHER

AllowDiskFileDown
AllowShellFileUp
AllowShellFileDown

AllowFileDel

ValidateFrom

AppAssetldSet

ValidateTo

Departmentld

AllowAccessCredential

3. WIHES#

SHER KRB

Requestld String

4. FEIRAS

PATNFIE T OSSP EERRERD , EAERGIFE N A HE R0

TEIRD

WAL : TCloudFinanceZone

ik FRFFNULL

= 3=
[==) [==)

iy
iy

iy
iy

iy
iy

iy
iy

iy

il

iy
iy

iy
iy

ol
iy

5

E—EKID , BRERES

57

Bool

Bool

Bool

Bool

Datetime_iso

Array of
Uint64

Datetime_iso

String

Bool

2026/9/1 08:20:26

=ELH (CBH)

U

EETFFE RDP #E2 G4 T
TMENE : true

BAFErz sz £
~HWE : true

BEFErz sz3U T
HHE : true

BAEFFE SFTP Z{4IER
~HWE : true

EGEES VR
40:"2021-09-22T00:00:00+00:00"
HY. KATEAENBRSPRERE
g : 2021-02-04T15:23:52+08:00

KA AR F-IDESR
EHE : [1,2]

I PRASAATE]) |
40:"2021-09-23T00:00:00+00:00"
R RS ARG R EAE R
<& : 2021-02-04T15:23:52+08:00

FBREFEERIIAIID , a0 : 1.2.3
s : 1.2.3

BAEHERBAS
~HHE : true

REl EAIERARERANZRIEKRE Requestld,
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2 AT TCE

IR
InvalidParameter.Resourceld
UnsupportedOperation
MissingParameter
InvalidParameter
AuthFailure

InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

R

THHIRIRID , BFRFEAFERSHE,
BRAEA ST,

ROSEER.

SHEEIR,
CAME R /ENGEIR.
AEREEIR,
IERADREGRIL T SRR,
RIS ECRRPR .

RIFAATA.

BRI,

BRERIEE,

SHEUEEIR.

BRIERIY,

BEEHIE.

BirEIEA L.

2026/9/1 08:20:26

=ELH (CBH)
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2 BRETCE
(EEEmSRIR

= H
1. #EOmA
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
B EEmSER
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2023-09-19 10:27:17,

EOARGER NEN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR Wik FEFFNULL ESig)
Action = = String
Version = & String
Region B = String
Name = = String
CmdList 2 =5 String
Id = & Uint64
Encoding ) = Uint64
Type B = Uint64

3. iS5

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

W

H28 , AEOBYE : ModifyCmdTemplate

T4,

7N

ZANEOEYE : 2019-10-18

>

\

NESY , WEERRNZOFFREELSH.

BiRE , JIK32FR |, R RTHER
~HE : test-name

woyIE  \nDfR , &IK32768FT
~HHE : rm -f

apHEIRID
THE - 1

CmdList=ERmilimERbase64E(E.,
0:8,1: 8

g : 0

I STERER 1-WEER 2-BEXEIR
~E : 1
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2 AT TCE

SHER KA i

Kt

=ELH (CBH)

Requestld String ME—iEK ID , ®RiEkEPSIRE]., EfRAHEERAIZRIEKE Requestld,

4. S8R0

ARG T 2O S EERREIRD | B ERADFE N A TR,

IR
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure

InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue
FailedOperation

UnknownParameter

WAL : TCloudFinanceZone

A

TR BIRID , AT RRAFEREISH.
FIRAERUR.,

BEAH,

R S R,

RIZRURLE,

BOSHEEIR,

SHEEIR.
CAMER/EUEIR.
WEREIR,
ERADREGEIS T SRR,
RIFAB.

HRITECEPRE .

RIRAETA.

RIFEAFE,

RIEIRIEYE,

RIRERE,

SHEEEIR.

1RIELRL,

RANSEGEIR,
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2 BAETCE EE24 (CBH)

Hishd A
FailedOperation.DuplicateData EEHIE.
FailedOperation.DataNotFound BRI T,
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2 BAETCE EE24 (CBH)

ARFPEXEO
FEERR

<7 R
1. #ZOEA
#EOiEKES : bhsaas.api3.finance.cloud.tencent.com,
FEERR
FOAROIERRIRS : 200%/70,

EOEHATE - 2023-09-05 03:35:23,

ORI R,
A M2
2. MANSE
LUTFERSEFIRNFIH T EROBRSEIS D A HESH , TEAHSHFIRN A ALERSE,
SEBR Wik EENULL k3 R
Action £ & String NIESE , AEOBYE : CreateUser
Version 2 ra String NS, NMEOEBYE : 2019-10-18
Region = B String AHSH, WHERAEORTEGRILSH.
FFPA, 3- 200, SR FETL , BEAREEETE. #F. .. .. -LUMIFE
UserName P S String =

~FHE : zhangsan

BPfEE , BRAKE20MNFR , FERE=HFR

= = 1
RealName = & String SOl . =
Phone & 5 String KXEHEFHNESEHES , MREEMER. XS, KB ERBXAE
. - - . B PR
Emai a A String A : 1980%*76@email.com
FAP&EsAT(E] |, #0:"2021-09-22T00:00:00+00:00"
ValidateFrom 5 & Datetime_iso 43, KXMAEAENEFKEIBEMR
~5ME : 2021-01-01T08:00:01+08:00
FAFSATIE] , $i0:"2021-09-23T00:00:00+00:00"
ValidateTo & & Datetime_iso 4. SEEEAEUAFPKEIER
~5HE : 2021-01-01T08:00:01+08:00
- - Array of FERFAEIDES
GroupldSet = = Uint64 UE ¢ [1,2]
AuthType = = Uint6a ii\iET:‘it ,0-7idth, 1-LDAP, 2 - OAuth REMEKIAFIO0
~HE : 1
IGIRIRTEERBRE , H0. 1ARMIFRE | KEL68(7 x 24) , KFZBAFE—E+HR
HFHEIERREER. FRFEPENNIEFRRE—FPINENNNG , 0 - RERRIFS
ValidateTime & & String i, 1-KEREFH

AHE :
0000000000000000000000000000000000000000000000000000000000000000
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2 AT TCE

4. FHiRt5

ARG T 2O S3ZIEHERATEIRT | EERIGIFEN A TSR,

RS
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter

AuthFailure

InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue
UnknownParameter
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

SHEWR Wi SREFNULL %R
Departmentld & & String
A M2
3. S
SEEIR ESid] R
. FEAFWID
Id Uint64 l
" UE © 1
Requestld String

fEk

FR/E@&RIJID , 40 : “1.2.3"
MEME : 1.2.3

E—EK ID , XIEREBSIRE. ERINRERMZXIERA Requestld,

A

FTHHIERRID , BT &R,
TR,

BEARSTHS.

BRI .

RIRURAE,

FRDSEEEIR,

SR,
CAME R /ERUER.
ORISR,
BERAOREGRT T SRR,
BIFARR.

B ACEPR .

RIEAT A,

BRAFIE,

BFRIEYE,

wREE,

BHNERIR,
RANSEEIR,

BRI FAE,

2026/9/1 08:20:26

=ELH (CBH)
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2 AT TCE

|3zl

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

MERFAF
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:35:21,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T ZOBRSERR D2

BHER % ARIFENULL
Action = &
Version 2 &
Region = =
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String He—53k ID

4. FEIRAY

#7

String
String

String

Array of Uint64

g NFaN=E

, BKN18

\:/tté—%

£ RBERHSHPIRNAHIERS,

t 230, A$EOHBYE : DeleteUsers

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

SBRRIRFIDES
w~BlE - [1.2]

KEPIRE]l EZERERBEERALZXIBRE Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/9/1 08:20:26
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SRR
InvalidParameter
InternalError
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

U

SEGEIR.
BRI,
SHEEIEIR.
BirEiE AT,
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2 AT TCE

FHERRSS

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

FHEIRSS | IR EIR , REXIHWRIR
BOMZCIERIERIRS] © 200%/7D,
EOEHATE : 2025-09-17 11:24:36,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SR Wik FEFNULL
Action = =
Version 2 &
Region 2 &
Resourceld 2 &
ApCode = B
Zone 2 5
Vpcld 2 &
Subnetld = -
CidrBlock 2 &

WAL : TCloudFinanceZone

£ BRI

String

String

String

String

String

2026/9/1 08:20:26

Hk

>

>

\

it
=
D>
i
il
ok
W

ju
HB% , KIZOBYE : DeployResource

HS%, AEOBYE : 2019-10-18

=ELH (CBH)

NESY , WEERNZOFFEREELLSH.

\

EEFERSZRIRID
TMBHE : bh-saas-test

EEFEIRSHY
~BIE : ap-city

FRIFTERT AKX
~EWE : ap-city-3

HEFERSAIVPC
~5IE : vpc-bhtest

FEERSAIFMID
~BHE : subnet-bhtest

FEFERSZAIFRIMER
~MEME : 10.10.10.0/24
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2 AT TCE

SHER

VpcName
VpcCidrBlock
CdcClusterld
SubnetName
ShareClbId
InternalVpcld
InternalVpcCidrBlock

InternalSubnetld

3. IS

SHBR St

Requestld String

4. SE1RAS

=ELH (CBH)

ik SSFFNULL 33 HEiA

HEERSHIVPCEIR

B B String RO - vpcl

o e Strin EEFERSHIVPCXIRAIMIES
= = 9 RpUE: 10.100.0/16

o o Strin EETELHIFFEICDCEERFID
= = 9 RE : cdc-bhtest

o e Strin FEFERSIOTFMBIR

= = 9 ~AE : subnetl

o o Strin FEE2IEEEZ=Mclbld

= = 9 R - lb-xefesef

- | g EETDEARGAIHIVPCI

= = g ~5HE : vpc-bhtest

o o Strin SFEBAMIGIRAIVPCIIMAIRES
= | = 9 RME: 10.10.10.0/24

= | g BETBARHEHIFRID

= = g g : subnet-23sr32

U

E—IEK ID , RiEREEIRE. EMEENFERRHIZXIEKAY Requestld,

PAIMMXGIHE T O S EERREIRND | B ERAGFE N A TR,

TS
InvalidParameter
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone

fk
SEGRIR.
REBTEIR.

BERAATA.
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2 BAETCE EE24 (CBH)

FEIRG R
ResourceNotFound RIRAFE.
OperationDenied BRI,
InvalidParameterValue SHIEREIR.

FailedOperation.VPCDeployed IZVPCEFEIRSS | 1BEEEMVPC,
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2 AT TCE

ERHEPYIER

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAFSIER
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 03:35:19,

EOARGER NEN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR ik FRFFNULL K8
Action = & String
Version = & String
Region = & String
Array of

IdSet & B .

¢ = = Uint64
Name & B String
Offset B B Uint64
Limit B B Uint64
UserName B & String

WAL : TCloudFinanceZone 2026/9/1 08:20:26

=ELH (CBH)

N

¥, AEEOEYE : DescribeUsers

b
O

AN

IS, ANMEZEOBYE : 2019-10-18

H24  WRERAROATEEGEL

W >

NRIdSet R~ A= , NBIEEMSEL
~ElE - [1.2]

1EHAEna |, IdSet. UserName. PhoneX
SRR, WAFENGRH TR E
i
& : zhangsan

DRBALE , BUMENO
whlE : 0

BREBHE |, BiA20, &A500
T5HE : 10

¥EFRENA) , [dSet AZSRT AR
~BIE : zhangsan
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2 AT TCE
SHEWR

Phone

Email
AuthorizedDeviceldSet

AuthorizedAppAssetldSet
AuthTypeSet
Departmentld

Filters

A sl
3. WS
SHBMWR S
TotalCount Uint64

Array of

UserSet
User

Requestld String

4. FEIRAS

UM 7O SSEEAXRAYEIRS . EfttERiBiFER

WAL : TCloudFinanceZone

Wik FRFFNULL 28

iy

i

il

Iy

Iy

iy

iy

& String
& String
= Array of
Uint64
= Array of
= Uint64
= Array of
Uint64
e String
= Array of
Filter
fEIA
FFE#1
~HHE : 2
P

THIE : EE

E—EK ID , ®RiEREE
Requestld,

2026/9/1 08:20:26

NHFEIRED

=ELH (CBH)

A

¥EHEa |, IdSet. UserNameZSad A4
A,

KIGEFHSEZFES , NREHMESR.
XS8R BRI XA

HR%E | AETRES
~HHE : 109****@email.com

EREGREERIDHESBRAIEF
w~BlE - [1.2]

ENEBEENARIDIEEN R AEF
~ElE - [1.2]

INIEFS= , 0 - ANith, 1 - LDAP, 2 -
OAuth, MEAZEEB
fUfE : [0,1]

ZBI7JID , BT EETEAERI JRIEF
THHE - 1.2.3

SENT ISR

ThE . =5

REl EAIERARERAZRIERE

% 283703t 3941



2 AT TCE

IR
UnsupportedOperation
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

Hk
BREASZHS,
SRR,
REREIR.
BB,

SHEYEEIR.
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2 AT TCE

(ZEARPER

L. gOEA

EOiEKEHS : bhsaas.api3.finance.cloud.tencent.com,

1EMREPER

BUAZCIERIREIRE : 200%/70,

EOEHATE - 2023-09-05 03:35:17,

UTERSHGIFFIH TEOBRSEIRO ALY, RBAHSHGIRI

EOBRREE A,
A M2

2. NS
SHEMR WAlEE
Action 2
Version =2
Region =
Id =2
RealName =
Phone &
Email B
ValidateFrom &
ValidateTo S
GroupldSet &
AuthType &
ValidateTime &
Departmentld &

WAL : TCloudFinanceZone

FEFNULL

=

iy

7|

iy

iy

iy

iy

iy

iy

iy

iy

o

String
String

String

Uint64

String

String

String

Datetime_iso

Datetime_iso

Array of
Uint64

Uint64

String

String

fiik

AHBE, AEOEUE : ModifyUser

>

>

FBFID
HE : 1

RAFHE , fAKE20MNER , TREEE=I
& : zhangsan

KIEFHSEEES  MREEMER. X SHEER"ERIXA

FEF R

A : 198***@email.com

FEBP&ER4HTIE) , 40:"2021-09-22T00:00:00+00:00"
4. AR AEN R KEIE R
f5{& : 2021-01-01T08:00:01+08:00

FBPSAYIE) , 40:"2021-09-23T00:00:00+00:00"
M. KA EAENBFKEER
REE : 2021-01-01T08:00:01+08:00

FTEFFEIDES

~BHE : [1.2]

INEAR, 0 - Atth, 1 - LDAP, 2 - OAuth REMERIAS0

wHHE: 0

=

18

x

240

=

HB% , AEOEYE : 2019-10-18

HEY , WHESREOTTECBI S,

=ELH (CBH)

IGIERTIEERIRE] . B0, LEMMIFRIS , KEL68(7 x 24) , KFRzRBAFE—E+R
FRRDIRARIERR, FRFERPENDFRARE—ATENNNG , 0 - KERRVFS
|, 1- RS

AHE :

0000000000000000000000000000000000000000000000000000000000000000

FAFFrESBI JAYID , 401.2.3

EE - 1.2.3

2026/9/1 08:20:26

% 285t 394



2 BAETCE EE24 (CBH)

3. S

BEER i R
Requestld String H—iEK ID , BRIEKERE], EARRITREEREZRIEKRKAY Requestld,

4. FEiRtS

AT B T 5Ol 5B EERA0EIRD | BERE N 2 iR,

HIRD R
InvalidParameter.Resourceld THRIRID , ATFREREAFEREIIHE,
UnauthorizedOperation.NoPermission TR ERR,
UnsupportedOperation BEAR .
ResourcelnUse BRMR S,
UnauthorizedOperation RISRURIE.
MissingParameter ROSHEER.
InvalidParameter BHEEIR,

AuthFailure CAMEZ /LR,
InternalError REBEEIR.
RequestLimitExceeded EREOREGEIS T SRR,
LimitExceeded B ECEPR .
ResourceUnavailable RIEAT A,
ResourceNotFound BIFAFE.
OperationDenied B,
ResourcesSoldOut RIREE,
InvalidParameterValue BHNEER,
FailedOperation BER,
UnknownParameter FANSHEER,
FailedOperation.DuplicateData BEESHUE,

FailedOperation.DataNotFound BirEEATE.
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2 AT TCE

HERH

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

EERF
BOANZEOIBRERERIRE © 200/,
O EHRATE : 2023-09-05 03:35:16,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region = =
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String He—53k ID

4. FEIRAY

Sl
String
String

String

Array of Uint64

t2#0 , AEOEYE : ResetUser

NHEE, ANMEZEOBYE : 2019-10-18

\

N

~HE ¢ [1]

 BRIERERIRE], EAIEEETFERAZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

AHBE, EEE N EORFEEBLSEL
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2 AT TCE

SRR
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

U
SEGEIR.
BRI,
BRI,
SHEYEEIR.

BirEEA T,
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2 AT TCE

FFHEEXREO
N ERK R

L. FZOfER

ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,

WNINFAFERR

BOMZ AR : 200%/70,

O EHATE : 2023-09-05 03:35:15,

EORIGER NEN,

2. WANSEY

UNBRSHGIRMGVH T ZOBRSENT o A H S

SHBFR WAIE
Action =
Version =
Region =
Id =

MemberldSet =2

3. WHES#

SHER KRB

Requestld String

WAL : TCloudFinanceZone

FEEFNULL 258U

& String
-y String
- String
B Uint64
= Array of

Uint64
TR

Ny
;&l

=E2H|, (CBH)

RNHEHSH, NEORYE :
AddUserGroupMembers

NHSE, AEORYE - 2019-10-18
NH2¥ , HFEEREORAEEERBILSEH,

FAF4RID
HE 1

P RFFIDES
HE - [1,2]

E—EK ID , ®REREEIREl. EAIEEIFERHIZXIBEKAY Requestld,

2026/9/1 08:20:26
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2 AT TCE

4. $EIRAS

ARG T 5Ol S5 @8 KR E IR
IR
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

, EfERAGIF R 1

2026/9/1 08:20:26

tHIRMS.

=ELH (CBH)

R
SEGEIR.
REREIR.
BRI,
SHEEIEIR.
BEEHIE.

BirEEA T,

% 2903t 3941



2 AT TCE

FiERPAE

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

HERPE
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:35:14,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

Namss

=ELH (CBH)

H2H | TERHSEGIRN TSRS,

SHAR ik FSEFNULL RE
Action = & String
Version = & String
Region 2 iy String
Name B = String
Departmentld & B String
A Y 4
3. FiHE#

SHER RE ik

: FEMINARIRF4EID
Id Uinté4

HE 1

Requestld String H—i5K ID , &KX

WAL : TCloudFinanceZone

2026/9/1 08:20:26

NHBE, AEOBYE : 2019-10-18
NHBH, MISEENEORATEEBLSE,

FBFEE  BRRKE32FFH
HE . EHERFE

BFREFRESSIIANID , a0 : 1.2.3
g : 1.2.3

KEPIREl ERBEREERAIZRIERE Requestld.,
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2 BAETCE EE24 (CBH)

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

HiRtY A
UnsupportedOperation BMEARE.
InvalidParameter SHGEIR,
InternalError AEBEEIR,
LimitExceeded I FoRRPR .
ResourceNotFound RIFEFE,
InvalidParameterValue SHEYEEIR.

FailedOperation.DuplicateData EEHIE.
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2 BAETCE EE24 (CBH)

PR P ERR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HBRFEF 2Bk

BOAZEOIBIIRERIRE : 200%/FD,

EOEHATE : 2023-09-05 03:35:12,

EOREIRE A IS,

2. MASEL
ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SHER WIEE ARIFNULL  3EE A

NESH, AEOBE

. = = .
Action = = String DeleteUserGroupMembers
Version 2 & String NHESH , ANEOBYE : 2019-10-18
Region 2 & String AHBY , WRERTNEORNTEEZBULSE,
. FF4RID

Id = B Uint64 —

= " IE 1

Array of EHERAIRFAFIDES

= i

MemberldSet 2Z A Uint64 IE : [L2]

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. $EIRAS
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2 AT TCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

SIS
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

U
SEGEIR.
EBHEIR.
BRI,
SHEYEEIR.

BirEEA T,

#2943t 3941



2 AT TCE

il S eS|

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

pRFF4E
BOANZEOIBRERERIRE © 200/,
EOEHRATE : 2023-09-05 03:35:11,

EOARGER NEN,

2. WNSEY

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region P &
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String

4. FEIRAY

KRB
String
String

String

Array of Uint64

t28 , AEOBYE : DeleteUserGroups

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

BRI FEIDES
w~BlE - [1.2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

IR

WAL : TCloudFinanceZone

2026/9/1 08:20:26
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2 AT TCE

SRR
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/9/1 08:20:26

=ELH (CBH)

U
SEGEIR.
BRI,
BRI,
SHEYEEIR.

BirEEA T,
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2 BAETCE EE24 (CBH)

ERAFPEMRYIZR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAPERRTIE
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-08-28 10:48:57,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FRFFNULL 268 A
Action = & String  AHSE, AEOBYE : DescribeUserGroupMembers
Version 2 &= String nHE&8, ANZEOBYE : 2019-10-18
Region 2 & String  AHSE, ERERREOARSTEEBILSE,
. FEF4RID
Id = & Uinted =
= |7 E 1

FAFZ8RAFPYE , &RK6ANFR , RHES

N a i .
e a 2 >tring ~FNE : zhangsan
true - EIRAERIIEIZAFEANARF | false - ERFRHIN
Bound 2 & Bool EiZFPERNER
A : true
/\F—T =~ ol &) o
Offset & & Uint64 7_3 R E , ERAERO
& : 0
imi : HREBEHE  BA20, &FA500
Limit & & Uinte4 _
S | FUE : 10
Departmentld & = String FTEERIJID

HE : 1.2
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2 AT TCE

A sl
3. lmHS#
SHBMR S
TotalCount Uint64

Array of
User

UserSet

Requestld String

4. SEIRAY

=ELH (CBH)

R

FFERREEL
ThHE : 2

FIF4ERRYIFE
THIE : EE

E—EK ID , ®REREEIRE, EAIEEFEERHZRIBEKAY
Requestld,

PAIMXAIHE T 2O S ZAEERREIRED | EfERBIF AT 5 R,

FHIRAS
UnsupportedOperation
InvalidParameter
InternalError
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

ik
BEASH.
SHEER.
REBEIR,
SHEYEIHIR,
BrEERFE,
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2 AT TCE

EIHAFHYIFE

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAPES I
EOAEZOERIRERRS : 200K/70,
EOEFRAYE] : 2023-09-05 03:35:08,

EOARGER NEN,

2. INSE

LATNBERSHFIRNFIE TEOBERSHMEBO AHESEH , =B

SHAR ik FRPFNULL 268U

Action = = String

Version = & String

Region B = String

IdSet r r Array of Uint64
Name B & String

Offset B & Uint64

Limit 5 5 Uint64
Departmentld & & String

3. iS5

WAL : TCloudFinanceZone 2026/9/1 08:20:26

HBHGIRNATLERSEL,
fiais
/\1t.

\N
7

IS, ANEOBYE : 2019-10-18

=ELH (CBH)

NHESE , AZEOBYE : DescribeUserGroups

RNESY  WEHERRNROFFEEGBLL S,

BFREIDES
REHE : [1,2]

FRFPAR , RHERKE @ 0-64FFF
E . IE4EA

DRBAIE , BUMENO
whHE: 0

BREBHE , f&20, &A500
E : 10

BRJID , AT EiEET RN ERIRRAE
~ME : 1.2.3

% 299 W 394 ™
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SHER

TotalCount
GroupSet

Requestld

4. SEIRAY

ESid]

Uinto4

Array of
Group

String

=ELH (CBH)

fiid

FAFYBREL
g : 2

FF4E%IZ%
~hHE - EF

E—EK ID , ®IRIEKERIRME, EARR R ERANZRIEKAY
Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

HiRtY

UnsupportedOperation

InvalidParameter

InternalError

ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

R
BEASZHS.
SEEIR.
REREIR.
BB,

SHEEER.
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2 AT TCE

R |

=z -
1. E=OfFR
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
& FFA
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2023-11-15 14:45:55,

EOARGER NEN,

2. INSE

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FePFNULL RE
Action = = String
Version = =B String
Region =2 = String
Id B B Uint64
Name = B String
Departmentld B - String

3. IS

SHER St )

t2% , AEOBYE - ModifyUserGroup

H28 , ANEOBYE : 2019-10-18

>

NESY , WEERNZOFFREELLSH.

\

FBF4ID
N ;1

FF4A%E
EHE - EHEA

FAFZERATERYERIJID , a0 @ 1.2.3
g : 1.2.3

Requestld String Me—1E3k ID , Rk EPIREl., BRI HERZXIEREY Requestld,
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2 AT TCE

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

Hi=hg
InvalidParameter.Resourceld
UnsupportedOperation
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o C W AEFNULL KR
Action B & String
Version 2 5 String
Region = = String
Id = & Uint64
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UnsupportedOperation BMEASTH,
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ResourceUnavailable RIFEAAF,
ResourceNotFound RIFAFE,
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FailedOperation BB,
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	     • 清除设备账号绑定的密钥

	    资产组相关接口
	     • 添加资产组成员
	     • 新建资产组
	     • 删除资产组成员
	     • 删除资产组
	     • 查询资产组成员列表
	     • 查询资产组列表

	    • 数据结构
	    • 错误码





