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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

=E2H|, (CBH)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 207 W 394



=ELH (CBH)

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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Integer

Integer

String

String

String

String

String

WAk
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il
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Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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{HlicenseXEEBEFEiFlicense BE

BOMZ AR : 200%/70,
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EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHAFR Wik FEFNULL

Action = &
Version 2 iy
Region = ray

3. WHES#

SHBMR S
A f
ProductList fray o

ProductList

Requestld String

4. $I2F
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ESig U
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String HSE, AEOBYE : DescribelicenseUsage

\

String NHESE, ANEOEYE - 2019-10-18

String RNESY , WEERNROFTREEBISH,

\

R

~licenseBEFIER
~HHE - EE

E—EK ID , ®IRIEKEPSIRE. EARRHERAZRIEKAY
Requestld,
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fEIRAD iR
InvalidParameter SEEEIR.

InternalError AEPEIR.

HRIFTE : TCloudFinanceZone 2026/8/18 05:33:45

=ELH (CBH)

% 215 394



2 AT TCE

FHHEEREO
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s s
1. #FOfEAR
ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,
IEBURF=4H
FRAEZ BRI IRS : 200R/FD,
O SEFATE : 2023-09-05 03:35:47,

EORIGER NEN,

2. WANSEY

LITNERSEGIFRNGIH TEROBERSEMEO LS, 5T

SEER Wik FeIFNULL ESix]
Action P B String
Version 2 =5 String
Region 2 5 String
Name Z & String
Id 2 Fi Uint64
Departmentld & =B String

3. IS

o C KA fiaid
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H&% , AEOBYE : 2019-10-18

N
b
\

RNESY , WEERRNROFTRESBISH.

BEHE | FAKE3ER , FEERT
T~6& : device-name

&r=4HID
~HHE : 1

BrHFEERJID , 0 : 1.2.3
~ElE : 1.2.3

Requestld String HE—igK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

HiRtY A
InvalidParameter.Resourceld THEIRID , BFRREAFAESEE .
UnauthorizedOperation.NoPermission TCIRERSUR.
UnsupportedOperation BMEASTH,
ResourcelnUse R SR,
UnauthorizedOperation RIZHUERE.
MissingParameter ROSEERIR,
InvalidParameter SEHEEIR,
AuthFailure CAMEZ /ENGER.
InternalError HEREIR.
RequestLimitExceeded TERADREGERIY T SRR,
Resourcelnsufficient RIFAE.
LimitExceeded RIS ECEPRE .
ResourceUnavailable RIFAAF,
ResourceNotFound RIRAFE.
OperationDenied BREREL,
ResourcesSoldOut RIRERE,
InvalidParameterValue SHEEEIR.
FailedOperation HERERIN.
UnknownParameter RASEGER.
FailedOperation.DuplicateData EEHIE.

FailedOperation.DataNotFound BT,
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UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHAFR Wik EFNULL

Action B =
Version 2 &5
Region = &
Limit & =2
Filters B 2
Offset = 82

3. IS

o C KA
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TESEIES
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E—EK ID , @RIEKERIRE, EARREHERAZRIEKAY
Requestld,
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TEIRA

InvalidParameterValue

InternalError

InvalidFilter
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EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-01-23 14:32:02,

EOARGER NEN,
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER W% SBEFNULL 28 R
Action 2 & String AHSE , KEOBYE : ModifyOAuthSetting
Version =2 & String &80, ANEOBYE : 2019-10-18
Region 2 & String AHBY , WHERNEOANTEERBUSEL.
. OAUthi\iIES =,
AuthMethod & = Strin _
= = g E : okta
) . OAuthi\iEZEFimld
Clientld = = St
en = = fing ~MHNE : client-id
. i OAUthi \IEE Fima5tH
ClientS t 5 =
ientsecre = = String MEIE : client-secret
_ SKENOAUthi \IESZIAZURL
CodeUrl 5 = St
odesr = = nng MHHE : https://some-url/oauth2/v1/authorize
. $EENOAUth<FEURL
TokenUrl &= = St
oKentr = = fing A : https://some-url/oauth2/v1/token
3K =B
UserInfoUrl & 2 String REROAUthFIFMERURL

TBHE : https://some-url/oauth2/v1/userinfo
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InvalidParameter
InvalidParameterValue
UnknownParameter
InternalError
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FailedOperation
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OperationDenied
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REcEEXIZO
FTEE AR

< R
1. Ok

ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,
HTERIAEAPR

FRAEZ BRI IRS : 200R/FD,

O SEFATE : 2023-09-05 03:35:32,

EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SEER W% AEFNULL k8 fER

Action = B String AHSE, AZEOBYE : CreateAc!

Version =2 S String NHESE, AEOEYE  2019-10-18
I\t HEEAEOARE >

Region = = String L\%&/?ﬁ , W ERAROANTELBILL

RPREFR , TA32FFF , FeBB=H

Name = & String &
THIE : acll
=N £ T
AllowDiskRedirect 2 = Bool Tnﬁ%mﬁwj
HHE : true
=2 I=1) 1=
. — — RAEF BRI E1T
AllowClipFileUp i = Bool IS true
o STy =] Bve L Ny
AllowClipFileDown 7 = Bool =R
WHIpriiebow = = EHE : true
AllowClipTextUp . = Bool BREFBEMRYA (2B F ) £17

HHE : true
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SHER

AllowClipTextDown

AllowFileUp

MaxFileUpSize

AllowFileDown

MaxFileDownSize

AllowAnyAccount

UserldSet

UserGroupldSet

DeviceldSet

DeviceGroupldSet

AccountSet

CmdTemplateldSet

ACTemplateldSet

AllowDiskFileUp

AllowDiskFileDown

WAL : TCloudFinanceZone

Iy

iy

Iy

iy

fim

i

iy

ol

iy

iy

i

iy

i

iy

BFNULL

P
[

iy

Iy

Iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

57

Bool

Bool

Uint64

Bool

Uinte4

Bool

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
String

Array of
Uint64

Array of
String

Bool

Bool

2026/8/18 05:33:45

=ELH (CBH)

D
EEHEEMRYA (BB K ) M7
TMENE : true

BEEFFRE SFTP {4 HE
~HWE : true

& DIEX/NRSE (TR SEL, Bl
EARER )
THHE : 0

BAEFFE SFTP 34T
~HWE : true

XHEH T EA/RE (FREBSE, Bai
BEREA)
BHE : 0

RAERTFHIEKSER
~HUE : false

KEXHIFFID&ES
HE : [1]

REXRIAFAID
BHE - [1]

KEXHIUE T~ IDES
wBHE - [1]

REXRIRTHID
HE : (1]

KEXAIIKS
~E : ["root","ubuntu"]

REXHIBEaSIRIRID
HE : [1]

KEX=EDBIEARID
~HWE : ["templatel”,"template2"]

RATBrdphtZ2Red 4 H1&
MHUE : true

EEFErdpht 2 e 34T~ E
TMEME : true
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SHER

AllowShellFileUp
AllowShellFileDown

AllowFileDel

ValidateFrom

ValidateTo

Departmentld
AllowKeyboardLogger
AppAssetldSet

AllowAccessCredential

3. WIHES#

SHER S

e

Id Uint64

Requestld String

4. SEIRAS

WAL : TCloudFinanceZone

ik FRFFNULL

= =
= =)
= =
(= =
= =
= =)
= =
= =
= =
=) =)
= =
= =
== =
=] =
= =
=] =
= =
= &=
s
I

HTEZ P TIRYEIAIAZFRID

wHE 1

E—IEK ID , ERiEKEP<IRE],

57

Bool

Bool

Bool

Datetime_iso

Datetime_iso

String

Bool

Array of
Uint64

Bool

2026/8/18 05:33:45

=E2H|, (CBH)

U

BEHBrz sz34 L&
TMENE : true

BAFRrz sz34E TE
~HWE : true

EEBFFE SFTP {4R:
HHE : true

A BRAERRHSE |
40:"2021-09-22T00:00:00+00:00"
R KA AN AR ARSI
<& : 2021-02-04T15:23:52+08:00

PAEBYEES Y CRIET
401:"2021-09-23T00:00:00+00:00"
A KAETEAENBRSRERE
5N : 2021-02-04T15:23:52+08:00

THIABRATEERIJAIID
~ME : 1.2.3

AT REICR
A : false

KA FAF=IDESR
BNE : [1,2]

BEFERBRE , AT
~HHE : true

E AR B ERHIZRIEKE Requestld,
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WAL : TCloudFinanceZone

2 AT TCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg
UnsupportedOperation
MissingParameter
InvalidParameter
InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation.DuplicateData

FailedOperation.DataNotFound

2026/8/18 05:33:45

Hk
BREASZHS,
BROSEEIR,
SEGHIR.

REBTEIR.

IERAIREGEIT T SMERPRE,

IS ECEPR .
BRAATA.
RIBEAFE.
U SN
SHEEEIR.
BEEHIE.
BirEEA T,

=ELH (CBH)
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2 BRETCE
W =/ S TRIR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
FEEemIER
EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:35:31,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FeEFFNULL RE
Action =2 &= String
Version = & String
Region = = String
Name = ey String
CmdList 2 & String
Encoding o) = Uint64

3. S

SEBR ESit] feik

[y

ik
+

H2% , AEOBYE : CreateCmdTemplate

0>

NHBE, ANMZEOBYE : 2019-10-18
NH2E , HHERREOAZTE LRI S,

BiRE , BAKE32FHR , FEEaTaFR/
~HWE : cmd-temp-name

woyIE  \nDfE , RAKE32768FT
HHE : rm -f

FriRcmdlist=ERBiimE R Ibase64 L.
0:%%7~3Ebaseb64 1%

1:&REbase6d iz
THE: 0

WAL : TCloudFinanceZone 2026/8/18 05:33:45

=ELH (CBH)
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SHETR ESig
Id Uint64

Requestld String

4. SEIRAY

=ELH (CBH)

T

FEMNIOEREAHERID
E 1

K—iEXK ID , ®XEKEIRE, EAICRIFEREIZRIEK Requestld,

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

IR A

InvalidParameter.Resourceld T EIRID , BTFREAFESREE .
UnauthorizedOperation.NoPermission TCIRERUR.

UnsupportedOperation BMEARS,

ResourcelnUse RFH SR,

UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue

FailedOperation

WAL : TCloudFinanceZone

RIZRUR(E.
ROSEEEIR,
SHER.
CAMER/ERER.
REREEIR.
IERADREGEID T SAEPRE,
BREE.
B ECEpR .
BIRAETHA.
BRI FE.
BRERIEL,
RIREE,
SHMEER.
BAERM,
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Hi=hg fiER
UnknownParameter FASEEER.
FailedOperation.DuplicateData EEHIE.
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MBI 1a1E PR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

ARSI IEIA R
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:35:29,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region P &
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String

4. FEIRAY

Sl
String
String

String

Array of Uint64

t2 ¥, AEOEYE : DeleteAcls

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

SHBREBRIDER S
w~BlE - [1.2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

IR

WAL : TCloudFinanceZone
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HiRhS R
InvalidParameter SR,
InternalError HEBEEIR,
ResourceNotFound RIRAFE.

InvalidParameterValue SEEVEEIR.
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PR e s SRR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

MRS Ea<tER
BOMZCIERIERIRS] © 200%/7D,
EOSEFATE : 2023-09-05 03:35:28,

EOARGER NEN,

2. WNSEY

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER & RIENULL
Action 2 &=
Version 2 &
Region 2 &
IdSet 2 &
L X
3. HSE
SHBR et A
Requestld String

4. FEIRAY

KRB
String
String

String

Array of Uint64

N

NHESE, AZEOBYE : DeleteCmdTemplates

\N
7

IS, ANMEOBYE : 2019-10-18
ANHSBE , MIFEERNEOFAEEEGBIL S,

FMPRRIIDEES
~ElE - [1,2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone
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2 BAETCE EE24 (CBH)

HiRhS R
InvalidParameter SR,
InternalError HEBEEIR,
ResourceNotFound RIRAFE.

InvalidParameterValue SEEVEEIR.
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EIAGIRIR RS IR

<7 4R
1. E A

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
EIRNHIEPRSIZR

EOAEZOERIRERRS : 200K/70,

EOSEFRAYE : 2023-09-05 03:35:27,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHAR ik SRFENULL 38
Action = & String
Version = & String
Region = & String
AuthorizedAppAssetldSet & = 'Sir;ig:f
fdSet g | & Sirrruat)é:f
Name = = String
Offset = B Uint64
Limit & & Uint64
Exact & B Bool

WAL : TCloudFinanceZone 2026/8/18 05:33:45

=ELH (CBH)

t 23, AEOHYE : DescribeAcls

t2% , AEOEYE : 2019-10-18

\

RNHEBH , MREENEOAFEEGELS

BiLN RN ARIDES
HE - [8,9]

B BRIDEES
wBE - [1,2]

IHIAPRER |, 1ERIEE |, RIN64FHT

~FE : aclname

DIURBAE , BUMENO
THE: 0

BUEBHE | B0A20 , &AK500
HfE : 10

EERIEName#tTaHRER , EA(Efalse
HE : true
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SHER

Filters
AuthorizedUserldSet

AuthorizedDeviceldSet

Status

ExactAccount

Departmentld

A sl
3. IS
SHBFR il
TotalCount Uint64

Array of

Acl
clSet Ac

Requestld String

4. SEIRAS

PAIMXGIH T #OM S EERREIRND | B ERADFE N A THERD,

THIRAS

UnsupportedOperation

WAL : TCloudFinanceZone

Wik FePFNULL

& =

= &

= &)

B &

B =

& &
fEiR

IR BRSEL
HE 1
HIRMRBR =

e . =5

57

Array of
Filter

Array of
Uint64

Array of
Uint64

Uint64

Bool

String

=ELH (CBH)

Hk

TiEEE
THIE : EE

BiLERAIAFIDES
~EHE : [1,2,3]

BILANRAYAEIDES
~BIE : [8,9,10]

THERPRAE , 1 - BAER, 2 - REM,
3 - B
BE : 0

BEARE#EAuthorizedDeviceldSet, XH&R=M
SHITRSHRITED , Bkilfalse, IR Etrueld ,
fRAuthorizedDeviceldSetRE— Nt
g : false

EBIJID , BT iRE TR IREAMER
~EHE : 1.2.3

E—EK ID , BRIEREPSIRE. EMARATHEERAZRIERE

Requestld,
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Hk

BRAEASZHS,
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SIS
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U
SEGEIR.
BRI,
BRI,
SHEUEER.
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EiFapSEIRYIR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
B SRIRIZR
EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:35:25,

EOARGER NEN,

2. INSE

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RENULL KA

Action = = String

Version = & String

Region = = String

IdSet B B Array of Uint64

Name B & String

Type & = Uint64
Offset = 5 Uint64
Limit B B Uint64

3. iS5

AHE# , AEOYE : DescribeCmdTemplates

N

NHESE , AMEOBYE : 2019-10-18
NHBH, MIFEENEOATEERLSE,

i SERIDES | IFTH
~ENE - [1.2]

MRS |, EHIEE , RAKE6AFR
HHE : CmdTempName

ap SHEIRRE 1-NEER 2-BE &R
hHE: 1

DTURBAE , BHAMERO
U : 0

BUKEHE | B0A20
wHiE : 10

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 2 266 W3t 394 ™



& BRTTCE

SHER S
A f
CmdTemplateSet ray

CmdTemplate

TotalCount Uinto4

Requestld String

4. SEIRAY

=ELH (CBH)

Hk

SRR IR
THE : EE

RICRE
~HE - 10

E—iEK ID , @RiERESRE, EAIARRA R ERAZIXIE
kA9 Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

FEIRG
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

[my

Hik
SEGEIR.
REREIR.
BIRFFIE.

SEHIEEIR.
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2 BAETCE EE24 (CBH)

{Z807IaIE R

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
&R R
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 03:35:24,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FSFNULL 3R R
Action = B String NHSE , AEOBUE : ModifyAcl
Version =2 & String nHE&8, ANZEOBYE : 2019-10-18
AT HEEAREOARAE >
Region = = String ;;,'\/éﬂl , M EEAEORNTEERBL
578
HASPREFR , &XAR32FF , F e
Name 2 a String THFER

R~GE : test-acl

AllowDiskRedirect 2 B Bool %EFEW@H%Q#
~BUE : true
. \ _ EEFF IR LT
AllowClipFileUp B B Bool =0l - true
R EFEIN 7
AllowClipFileDown B B Bool ;gﬂ;ﬁ trtézf&jﬁ:—l:ﬁ
. ] ] EEFENMRE (SER ) L7
AllowClipTextUp B B Bool =l - true
AllowClipTextDown & B Bool RAFEBIHOIE (SES) T

~BUE : true
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SHER

AllowFileUp

MaxFileUpSize

AllowFileDown

MaxFileDownSize

AllowAnyAccount

UserldSet

UserGroupldSet

DeviceldSet

DeviceGroupldSet

AccountSet

AllowKeyboardLogger

CmdTemplateldSet

ACTemplateldSet

Id

AllowDiskFileUp

WAL : TCloudFinanceZone

iy

iy

iy

]

iy

i

iy

Iy

iy

BFNULL

Py
[

iy

iy

iy

iy

iy

iy

iy

iy

iy

fi

iy

iy

iy

iy

57

Bool

Uint64

Bool

Uint64

Bool

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
Uint64

Array of
String

Bool

Array of
Uint64

Array of
String

Uint64

Bool

2026/8/18 05:33:45

=ELH (CBH)

03
REFFEXGHEE L%

TMENE : true

SR EEXR/NRS (TREESEL, BRI

EARER)
whE - 1
REFF SR T2

HHE : true

SR T ECK/NRS] (FREBSEL, BAl
EAER)
HE : 1

EERIHIEKSER
HHE : false

REXRIAFID
wBHE - [1]

KEXHIFF4EID
HE : [1]

REXRIEID
HUE : (1]

REXAIERTAID
~HE : [1]

RERAIK S
PHE : ["admin’]

EERTFREZICR
~HUE : false

REXHIBEaSIRIRID
HE : [1]

KEX= e DBIERID
g - ["1"]

TIAABRID
g : 1

EEFFE RDP #E2e9S04 H1&
TMEME : true
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SHER

AllowDiskFileDown
AllowShellFileUp
AllowShellFileDown

AllowFileDel

ValidateFrom

AppAssetldSet

ValidateTo

Departmentld

AllowAccessCredential

3. WIHES#

SHER KRB

Requestld String

4. SEIRAY

LIMXAIHE T 2O S ZAEERREIRED | BfbERGIFED

TEIRD

WAL : TCloudFinanceZone

ik FRFFNULL

= 3=
[==) [==)

iy
iy

iy
iy

iy
iy

iy
iy

iy

il

iy
iy

iy
iy

ol
iy

5

E—EKID , BRERES

57

Bool

Bool

Bool

Bool

Datetime_iso

Array of
Uint64

Datetime_iso

String

Bool

)

P

2026/8/18 05:33:45

NHEEIRED

=ELH (CBH)

U

EETFFE RDP #E2 G4 T
TMENE : true

BAFErz sz £
~HWE : true

BEFErz sz3U T
HHE : true

BAEFFE SFTP Z{4IER
~HWE : true

EGEES VR
40:"2021-09-22T00:00:00+00:00"
HY. KATEAENBRSPRERE
g : 2021-02-04T15:23:52+08:00

KA AR F-IDESR
EHE : [1,2]

I PRASAATE]) |
40:"2021-09-23T00:00:00+00:00"
R RS ARG R EAE R
<& : 2021-02-04T15:23:52+08:00

FBREFEERIIAIID , a0 : 1.2.3
s : 1.2.3

BAEHERBAS
~HHE : true

REl EAIERARERANZRIEKRE Requestld,
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IR
InvalidParameter.Resourceld
UnsupportedOperation
MissingParameter
InvalidParameter
AuthFailure

InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

R

THHIRIRID , BFRFEAFERSHE,
BRAEA ST,

ROSEER.

SHEEIR,
CAME R /ENGEIR.
AEREEIR,
IERADREGRIL T SRR,
RIS ECRRPR .

RIFAATA.

BRI,

BRERIEE,

SHEUEEIR.

BRIERIY,

BEEHIE.

BirEIEA L.
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=ELH (CBH)
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2 BRETCE
(EEEmSRIR

= H
1. #EOmA
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
B EEmSER
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2023-09-19 10:27:17,

EOARGER NEN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR Wik FEFFNULL ESig)
Action = = String
Version = & String
Region B = String
Name = = String
CmdList 2 =5 String
Id = & Uint64
Encoding ) = Uint64
Type B = Uint64

3. iS5

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

W

H28 , AEOBYE : ModifyCmdTemplate

T4,

7N

ZANEOEYE : 2019-10-18

>

\

NESY , WEERRNZOFFREELSH.

BiRE , JIK32FR |, R RTHER
~HE : test-name

woyIE  \nDfR , &IK32768FT
~HHE : rm -f

apHEIRID
THE - 1

CmdList=ERmilimERbase64E(E.,
0:8,1: 8

g : 0

I STERER 1-WEER 2-BEXEIR
~E : 1
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SHER KA i

Kt

=ELH (CBH)

Requestld String ME—iEK ID , ®RiEkEPSIRE]., EfRAHEERAIZRIEKE Requestld,

4. S8R0

ARG T 2O S EERREIRD | B ERADFE N A TR,

IR
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure

InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue
FailedOperation

UnknownParameter

WAL : TCloudFinanceZone

A

TR BIRID , AT RRAFEREISH.
FIRAERUR.,

BEAH,

R S R,

RIZRURLE,

BOSHEEIR,

SHEEIR.
CAMER/EUEIR.
WEREIR,
ERADREGEIS T SRR,
RIFAB.

HRITECEPRE .

RIRAETA.

RIFEAFE,

RIEIRIEYE,

RIRERE,

SHEEEIR.

1RIELRL,

RANSEGEIR,
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Hishd A
FailedOperation.DuplicateData EEHIE.
FailedOperation.DataNotFound BRI T,
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2 BAETCE EE24 (CBH)

ARFPEXEO
FEERR

<7 R
1. #ZOEA
#EOiEKES : bhsaas.api3.finance.cloud.tencent.com,
FEERR
FOAROIERRIRS : 200%/70,

EOEHATE - 2023-09-05 03:35:23,

ORI R,
A M2
2. MANSE
LUTFERSEFIRNFIH T EROBRSEIS D A HESH , TEAHSHFIRN A ALERSE,
SEBR Wik EENULL k3 R
Action £ & String NIESE , AEOBYE : CreateUser
Version 2 ra String NS, NMEOEBYE : 2019-10-18
Region = B String AHSH, WHERAEORTEGRILSH.
FFPA, 3- 200, SR FETL , BEAREEETE. #F. .. .. -LUMIFE
UserName P S String =

~FHE : zhangsan

BPfEE , BRAKE20MNFR , FERE=HFR

= = 1
RealName = & String SOl . =
Phone & 5 String KXEHEFHNESEHES , MREEMER. XS, KB ERBXAE
. - - . B PR
Emai a A String A : 1980%*76@email.com
FAP&EsAT(E] |, #0:"2021-09-22T00:00:00+00:00"
ValidateFrom 5 & Datetime_iso 43, KXMAEAENEFKEIBEMR
~5ME : 2021-01-01T08:00:01+08:00
FAFSATIE] , $i0:"2021-09-23T00:00:00+00:00"
ValidateTo & & Datetime_iso 4. SEEEAEUAFPKEIER
~5HE : 2021-01-01T08:00:01+08:00
- - Array of FERFAEIDES
GroupldSet = = Uint64 UE ¢ [1,2]
AuthType = = Uint6a ii\iET:‘it ,0-7idth, 1-LDAP, 2 - OAuth REMEKIAFIO0
~HE : 1
IGIRIRTEERBRE , H0. 1ARMIFRE | KEL68(7 x 24) , KFZBAFE—E+HR
HFHEIERREER. FRFEPENNIEFRRE—FPINENNNG , 0 - RERRIFS
ValidateTime & & String i, 1-KEREFH

AHE :
0000000000000000000000000000000000000000000000000000000000000000
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2 AT TCE

4. FHiRt5

ARG T 2O S3ZIEHERATEIRT | EERIGIFEN A TSR,

RS
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter

AuthFailure

InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue
UnknownParameter
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

SHEWR Wi SREFNULL %R
Departmentld & & String
A M2
3. S
SEEIR ESid] R
. FEAFWID
Id Uint64 l
" UE © 1
Requestld String

fEk

FR/E@&RIJID , 40 : “1.2.3"
MEME : 1.2.3

E—EK ID , XIEREBSIRE. ERINRERMZXIERA Requestld,

A

FTHHIERRID , BT &R,
TR,

BEARSTHS.

BRI .

RIRURAE,

FRDSEEEIR,

SR,
CAME R /ERUER.
ORISR,
BERAOREGRT T SRR,
BIFARR.

B ACEPR .

RIEAT A,

BRAFIE,

BFRIEYE,

wREE,

BHNERIR,
RANSEEIR,

BRI FAE,

2026/8/18 05:33:45

=ELH (CBH)
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2 AT TCE

|3zl

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

MERFAF
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:35:21,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T ZOBRSERR D2

BHER % ARIFENULL
Action = &
Version 2 &
Region = =
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String He—53k ID

4. FEIRAY

#7

String
String

String

Array of Uint64

g NFaN=E

, BKN18

SHBH , TBAHSHGIRN A HLERELL,

t 230, A$EOHBYE : DeleteUsers

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

SBRRIRFIDES
w~BlE - [1.2]

KEPIRE]l EZERERBEERALZXIBRE Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/8/18 05:33:45
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SRR
InvalidParameter
InternalError
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U

SEGEIR.
BRI,
SHEEIEIR.
BirEiE AT,
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2 AT TCE

FHERRSS

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

FHEIRSS | IR EIR , REXIHWRIR
BOMZCIERIERIRS] © 200%/7D,
EOEHATE : 2025-09-17 11:24:36,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SR Wik FEFNULL
Action = =
Version 2 &
Region 2 &
Resourceld 2 &
ApCode = B
Zone 2 5
Vpcld 2 &
Subnetld = -
CidrBlock 2 &

WAL : TCloudFinanceZone

£ BRI

String

String

String

String

String

2026/8/18 05:33:45

Hk

>

>

\

it
=
D>
i
il
ok
W

ju
HB% , KIZOBYE : DeployResource

HS%, AEOBYE : 2019-10-18

=ELH (CBH)

NESY , WEERNZOFFEREELLSH.

\

EEFERSZRIRID
TMBHE : bh-saas-test

EEFEIRSHY
~BIE : ap-city

FRIFTERT AKX
~EWE : ap-city-3

HEFERSAIVPC
~5IE : vpc-bhtest

FEERSAIFMID
~BHE : subnet-bhtest

FEFERSZAIFRIMER
~MEME : 10.10.10.0/24

% 279 394



2 AT TCE

SHER

VpcName
VpcCidrBlock
CdcClusterld
SubnetName
ShareClbId
InternalVpcld
InternalVpcCidrBlock

InternalSubnetld

3. IS

SHBR St

Requestld String

4. SE1RAS

=ELH (CBH)

ik SSFFNULL 33 HEiA

HEERSHIVPCEIR

B B String RO - vpcl

o e Strin EEFERSHIVPCXIRAIMIES
= = 9 RpUE: 10.100.0/16

o o Strin EETELHIFFEICDCEERFID
= = 9 RE : cdc-bhtest

o e Strin FEFERSIOTFMBIR

= = 9 ~AE : subnetl

o o Strin FEE2IEEEZ=Mclbld

= = 9 R - lb-xefesef

- | g EETDEARGAIHIVPCI

= = g ~5HE : vpc-bhtest

o o Strin SFEBAMIGIRAIVPCIIMAIRES
= | = 9 RME: 10.10.10.0/24

= | g BETBARHEHIFRID

= = g g : subnet-23sr32

U

E—IEK ID , RiEREEIRE. EMEENFERRHIZXIEKAY Requestld,

PAIMMXGIHE T O S EERREIRND | B ERAGFE N A TR,

TS
InvalidParameter
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone

fk
SEGRIR.
REBTEIR.

BERAATA.
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2 BAETCE EE24 (CBH)

FEIRG R
ResourceNotFound RIRAFE.
OperationDenied BRI,
InvalidParameterValue SHIEREIR.

FailedOperation.VPCDeployed IZVPCEFEIRSS | 1BEEEMVPC,
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2 AT TCE

ERHEPYIER

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAFSIER
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 03:35:19,

EOARGER NEN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR ik FRFFNULL K8
Action = & String
Version = & String
Region = & String
Array of

IdSet & B .

¢ = = Uint64
Name & B String
Offset B B Uint64
Limit B B Uint64
UserName B & String

WAL : TCloudFinanceZone 2026/8/18 05:33:45

=ELH (CBH)

N

¥, AEEOEYE : DescribeUsers

b
O

AN

IS, ANMEZEOBYE : 2019-10-18

H24  WRERAROATEEGEL

W >

NRIdSet R~ A= , NBIEEMSEL
~ElE - [1.2]

1EHAEna |, IdSet. UserName. PhoneX
SRR, WAFENGRH TR E
i
& : zhangsan

DRBALE , BUMENO
whlE : 0

BREBHE |, BiA20, &A500
T5HE : 10

¥EFRENA) , [dSet AZSRT AR
~BIE : zhangsan

% 282 394



2 AT TCE
SHEWR

Phone

Email
AuthorizedDeviceldSet

AuthorizedAppAssetldSet
AuthTypeSet
Departmentld

Filters

A sl
3. WS
SHBMWR S
TotalCount Uint64

Array of

UserSet
User

Requestld String

4. FEIRAS

UM 7O SSEEAXRAYEIRS . EfttERiBiFER

WAL : TCloudFinanceZone

Wik FRFFNULL 28

iy

i

il

Iy

Iy

iy

iy

& String
& String
= Array of
Uint64
= Array of
= Uint64
= Array of
Uint64
e String
= Array of
Filter
fEIA
FFE#1
~HHE : 2
P

THIE : EE

E—EK ID , ®RiEREE
Requestld,

2026/8/18 05:33:45

NHFEIRED

=ELH (CBH)

A

¥EHEa |, IdSet. UserNameZSad A4
A,

KIGEFHSEZFES , NREHMESR.
XS8R BRI XA

HR%E | AETRES
~HHE : 109****@email.com

EREGREERIDHESBRAIEF
w~BlE - [1.2]

ENEBEENARIDIEEN R AEF
~ElE - [1.2]

INIEFS= , 0 - ANith, 1 - LDAP, 2 -
OAuth, MEAZEEB
fUfE : [0,1]

ZBI7JID , BT EETEAERI JRIEF
THHE - 1.2.3

SENT ISR

ThE . =5

REl EAIERARERAZRIERE

% 283703t 3941
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IR
UnsupportedOperation
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

Hk
BREASZHS,
SRR,
REREIR.
BB,

SHEYEEIR.
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2 AT TCE

(ZEARPER

L. gOEA

EOiEKEHS : bhsaas.api3.finance.cloud.tencent.com,

1EMREPER

BUAZCIERIREIRE : 200%/70,

EOEHATE - 2023-09-05 03:35:17,

UTERSHGIFFIH TEOBRSEIRO ALY, RBAHSHGIRI

EOBRREE A,
A M2

2. NS
SHEMR WAlEE
Action 2
Version =2
Region =
Id =2
RealName =
Phone &
Email B
ValidateFrom &
ValidateTo S
GroupldSet &
AuthType &
ValidateTime &
Departmentld &

WAL : TCloudFinanceZone

FEFNULL

=

iy

7|

iy

iy

iy

iy

iy

iy

iy

iy

o

String
String

String

Uint64

String

String

String

Datetime_iso

Datetime_iso

Array of
Uint64

Uint64

String

String

fiik

AHBE, AEOEUE : ModifyUser

>

>

FBFID
HE : 1

RAFHE , fAKE20MNER , TREEE=I
& : zhangsan

KIEFHSEEES  MREEMER. X SHEER"ERIXA

FEF R

A : 198***@email.com

FEBP&ER4HTIE) , 40:"2021-09-22T00:00:00+00:00"
4. AR AEN R KEIE R
f5{& : 2021-01-01T08:00:01+08:00

FBPSAYIE) , 40:"2021-09-23T00:00:00+00:00"
M. KA EAENBFKEER
REE : 2021-01-01T08:00:01+08:00

FTEFFEIDES

~BHE : [1.2]

INEAR, 0 - Atth, 1 - LDAP, 2 - OAuth REMERIAS0

wHHE: 0

=

18

x

240

=

HB% , AEOEYE : 2019-10-18

HEY , WHESREOTTECBI S,

=ELH (CBH)

IGIERTIEERIRE] . B0, LEMMIFRIS , KEL68(7 x 24) , KFRzRBAFE—E+R
FRRDIRARIERR, FRFERPENDFRARE—ATENNNG , 0 - KERRVFS
|, 1- RS

AHE :

0000000000000000000000000000000000000000000000000000000000000000

FAFFrESBI JAYID , 401.2.3

EE - 1.2.3

2026/8/18 05:33:45

% 285t 394



2 BAETCE EE24 (CBH)

3. S

BEER i R
Requestld String H—iEK ID , BRIEKERE], EARRITREEREZRIEKRKAY Requestld,

4. FEiRtS

AT B T 5Ol 5B EERA0EIRD | BERE N 2 iR,

HIRD R
InvalidParameter.Resourceld THRIRID , ATFREREAFEREIIHE,
UnauthorizedOperation.NoPermission TR ERR,
UnsupportedOperation BEAR .
ResourcelnUse BRMR S,
UnauthorizedOperation RISRURIE.
MissingParameter ROSHEER.
InvalidParameter BHEEIR,

AuthFailure CAMEZ /LR,
InternalError REBEEIR.
RequestLimitExceeded EREOREGEIS T SRR,
LimitExceeded B ECEPR .
ResourceUnavailable RIEAT A,
ResourceNotFound BIFAFE.
OperationDenied B,
ResourcesSoldOut RIREE,
InvalidParameterValue BHNEER,
FailedOperation BER,
UnknownParameter FANSHEER,
FailedOperation.DuplicateData BEESHUE,

FailedOperation.DataNotFound BirEEATE.
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2 AT TCE

HERH

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

EERF
BOANZEOIBRERERIRE © 200/,
O EHRATE : 2023-09-05 03:35:16,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region = =
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String He—53k ID

4. FEIRAY

Sl
String
String

String

Array of Uint64

t2#0 , AEOEYE : ResetUser

NHEE, ANMEZEOBYE : 2019-10-18

\

N

~HE ¢ [1]

 BRIERERIRE], EAIEEETFERAZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

AHBE, EEE N EORFEEBLSEL
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SIS
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U

SEGEIR.
BRI,
BRI,
SHEYEEIR.
BirEEA T,
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2 AT TCE

FFHEEXREO
N ERK R

L. FZOfER

ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,

WNINFAFERR

BOMZ AR : 200%/70,

O EHATE : 2023-09-05 03:35:15,

EORIGER NEN,

2. WANSEY

UNBRSHGIRMGVH T ZOBRSENT o A H S

SHBFR WAIE
Action =
Version =
Region =
Id =

MemberldSet =2

3. WHES#

SHER KRB

Requestld String

WAL : TCloudFinanceZone

FEEFNULL 258U

& String
-y String
- String
B Uint64
= Array of

Uint64
TR

Ny
;&l

=E2H|, (CBH)

RNHEHSH, NEORYE :
AddUserGroupMembers

NHSE, AEORYE - 2019-10-18
NH2¥ , HFEEREORAEEERBILSEH,

FAF4RID
HE 1

P RFFIDES
HE - [1,2]

E—EK ID , ®REREEIREl. EAIEEIFERHIZXIBEKAY Requestld,

2026/8/18 05:33:45

% 289703t 3941



2 AT TCE

4. $EIRAS

ARG T 5Ol S5 @8 KR E IR
IR
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

, EfERAGIF R 1

2026/8/18 05:33:45

tHIRMS.

=ELH (CBH)

R
SEGEIR.
REREIR.
BRI,
SHEEIEIR.
BEEHIE.

BirEEA T,

% 2903t 3941



2 AT TCE

FiERPAE

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

HERPE
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:35:14,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

Namss

=ELH (CBH)

H2H | TERHSEGIRN TSRS,

SHAR ik FSEFNULL RE
Action = & String
Version = & String
Region 2 iy String
Name B = String
Departmentld & B String
A Y 4
3. FiHE#

SHER RE ik

: FEMINARIRF4EID
Id Uinté4

HE 1

Requestld String H—i5K ID , &KX

WAL : TCloudFinanceZone

2026/8/18 05:33:45

NHBE, AEOBYE : 2019-10-18
NHBH, MISEENEORATEEBLSE,

FBFEE  BRRKE32FFH
HE . EHERFE

BFREFRESSIIANID , a0 : 1.2.3
g : 1.2.3

KEPIREl ERBEREERAIZRIERE Requestld.,

% 29173t 394



2 AT TCE

4. $EIRAS

ARG T 5Ol S5 @8 KR E IR
IR
UnsupportedOperation
InvalidParameter
InternalError
LimitExceeded
ResourceNotFound
InvalidParameterValue

FailedOperation.DuplicateData

WAL : TCloudFinanceZone

, EERAGF R 1S

2026/8/18 05:33:45

IR

=ELH (CBH)

iR
BAEASTH,
SHEEIR,
PIBREIR.
R ECETPR S
BIRAFIE,
SHMEER.
SHE.

% 292703t 3941



2 BAETCE EE24 (CBH)

PR P ERR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HBRFEF 2Bk

BOAZEOIBIIRERIRE : 200%/FD,

EOEHATE : 2023-09-05 03:35:12,

EOREIRE A IS,

2. MASEL
ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SHER WIEE ARIFNULL  3EE A

NESH, AEOBE

. = = .
Action = = String DeleteUserGroupMembers
Version 2 & String NHESH , ANEOBYE : 2019-10-18
Region 2 & String AHBY , WRERTNEORNTEEZBULSE,
. FF4RID

Id = B Uint64 —

= " IE 1

Array of EHERAIRFAFIDES

= i

MemberldSet 2Z A Uint64 IE : [L2]

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. $EIRAS
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2 AT TCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

SIS
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U
SEGEIR.
EBHEIR.
BRI,
SHEYEEIR.

BirEEA T,

#2943t 3941



2 AT TCE

il S eS|

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

pRFF4E
BOANZEOIBRERERIRE © 200/,
EOEHRATE : 2023-09-05 03:35:11,

EOARGER NEN,

2. WNSEY

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action = &
Version 2 &
Region P &
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String

4. FEIRAY

KRB
String
String

String

Array of Uint64

t28 , AEOBYE : DeleteUserGroups

NHEE, ANMEZEOBYE : 2019-10-18

\

=ELH (CBH)

RNESY , WEEENROFFREELSH.

BRI FEIDES
w~BlE - [1.2]

E—EK ID , ®REREEIREl, EAIEEIFERAIZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

IR

WAL : TCloudFinanceZone

2026/8/18 05:33:45
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SIS
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U

SEGEIR.
BRI,
BRI,
SHEYEEIR.
BirEEA T,
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2 BAETCE EE24 (CBH)

ERAFPEMRYIZR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAPERRTIE
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-08-28 10:48:57,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FRFFNULL 268 A
Action = & String  AHSE, AEOBYE : DescribeUserGroupMembers
Version 2 &= String nHE&8, ANZEOBYE : 2019-10-18
Region 2 & String  AHSE, ERERREOARSTEEBILSE,
. FEF4RID
Id = & Uinted =
= |7 E 1

FAFZ8RAFPYE , &RK6ANFR , RHES

N a i .
e a 2 >tring ~FNE : zhangsan
true - EIRAERIIEIZAFEANARF | false - ERFRHIN
Bound 2 & Bool EiZFPERNER
A : true
/\F—T =~ ol &) o
Offset & & Uint64 7_3 R E , ERAERO
& : 0
imi : HREBEHE  BA20, &FA500
Limit & & Uinte4 _
S | FUE : 10
Departmentld & = String FTEERIJID

HE : 1.2
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2 AT TCE

A sl
3. lmHS#
SHBMR S
TotalCount Uint64

Array of
User

UserSet

Requestld String

4. SEIRAY

=ELH (CBH)

R

FFERREEL
ThHE : 2

FIF4ERRYIFE
THIE : EE

E—EK ID , ®REREEIRE, EAIEEFEERHZRIBEKAY
Requestld,

PAIMXAIHE T 2O S ZAEERREIRED | EfERBIF AT 5 R,

FHIRAS
UnsupportedOperation
InvalidParameter
InternalError
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

ik
BEASH.
SHEER.
REBEIR,
SHEYEIHIR,
BrEERFE,

2026/8/18 05:33:45 % 29803t 3941



2 AT TCE

EIHAFHYIFE

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HRAPES I
EOAEZOERIRERRS : 200K/70,
EOEFRAYE] : 2023-09-05 03:35:08,

EOARGER NEN,

2. INSE

LATNBERSHFIRNFIE TEOBERSHMEBO AHESEH , =B

SHAR ik FRPFNULL 268U

Action = = String

Version = & String

Region B = String

IdSet r r Array of Uint64
Name B & String

Offset B & Uint64

Limit 5 5 Uint64
Departmentld & & String

3. iS5

WAL : TCloudFinanceZone 2026/8/18 05:33:45

HBHGIRNATLERSEL,
fiais
/\1t.

\N
7

IS, ANEOBYE : 2019-10-18

=ELH (CBH)

NHESE , AZEOBYE : DescribeUserGroups

RNESY  WEHERRNROFFEEGBLL S,

BFREIDES
REHE : [1,2]

FRFPAR , RHERKE @ 0-64FFF
E . IE4EA

DRBAIE , BUMENO
whHE: 0

BREBHE , f&20, &A500
E : 10

BRJID , AT EiEET RN ERIRRAE
~ME : 1.2.3
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SHER

TotalCount
GroupSet

Requestld

4. SEIRAY

ESid]

Uinto4

Array of
Group

String

=ELH (CBH)

fiid

FAFYBREL
g : 2

FF4E%IZ%
~hHE - EF

E—EK ID , ®IRIEKERIRME, EARR R ERANZRIEKAY
Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

HiRtY

UnsupportedOperation

InvalidParameter

InternalError

ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

R
BEASZHS.
SEEIR.
REREIR.
BB,

SHEEER.
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2 AT TCE

R |

=z -
1. E=OfFR
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
& FFA
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2023-11-15 14:45:55,

EOARGER NEN,

2. INSE

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FePFNULL RE
Action = = String
Version = =B String
Region =2 = String
Id B B Uint64
Name = B String
Departmentld B - String

3. IS

SHER St )

t2% , AEOBYE - ModifyUserGroup

H28 , ANEOBYE : 2019-10-18

>

NESY , WEERNZOFFREELLSH.

\

FBF4ID
N ;1

FF4A%E
EHE - EHEA

FAFZERATERYERIJID , a0 @ 1.2.3
g : 1.2.3

Requestld String Me—1E3k ID , Rk EPIREl., BRI HERZXIEREY Requestld,
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2 AT TCE

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,
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InvalidParameter.Resourceld
UnsupportedOperation
MissingParameter
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AuthFailure
InternalError
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
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FailedOperation
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FailedOperation.DataNotFound
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UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHAER Wiz FAVFNULL St R

Action = a String NHSE, AEOBYE : DestroyDasbResource
Version 2 5 String NHESE, AEOEE ; 2019-10-18

Region 2 & String AHBY , WHERNEONTERBSEL.

BREHELMHid bh-saas-xxxx

esource = = ing TMHE : bh-saas-sefqwefsd
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SHER St fiaid
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EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2023-08-22 12:18:49,
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2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FIFNULL 2R3 fEA
Action = & String  AHS%, AEOBYE : InquireCreateDasbResource
Version =2 e String AHSE, ANEOEYE : 2019-10-18
Region 2 & String  AHSE, ERERREOASTEEBILSE,
. FAEMZEvpcld vpc-xxxx
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pcld = = String ~HWE : vpc-bhtest
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~FE : subnet-bhtest

Ib VipiEER. BUANZ , AWRISE, CMCCH

LbViplsp B B String  #f CTCC H3{5 CUCC Bk BGP SN CAP

g : CTCC
. : WIRREL, tRERR(standard)mE L hR(pro)
= = AR

ResourceEdition 2 A String —filf : standard
RIFERAT =2, BYE

ResourceNode = B Uinte4  10/20/50/100/200/500/1000
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MbpExp =~ Uintga ool R
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9 i - ap-city-1
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Uint64 —E 1

fik
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E—IEXK ID , BRIERESIRE. EMARATEERAZRIERE
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TradeUnknownError.RequestBillingFailed
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LITNERSEGIRNGIH TEROBERSEMEO AHSE

SEBR ik FRPFNULL K3
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Region = & String
Resourceld y 3 & String
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ResourceEdition & String

iy
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MbpExp Uint64
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iy
iy
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E2115L5id bh-saas-xxxx
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. IEI=R0S
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ResourceNotFound RIFAFIE.
InternalError AR IR,

TradeUnknownError.RequestBillingFailed BEXITEER
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L. FZOfER

ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,

HEEHK SR
BONZEOIBIERERIRE © 200R/%D.
O EFAYE : 2023-09-05 03:35:07,

EOBINER NEN.

2. WANSEY

LINBRSHGIRNGIH T ROBRSENE D A

o C W AEFNULL KR
Action B & String
Version 2 5 String
Region = = String
Id = & Uint64
Password p 3 & String
o s

3. MiHE#

SRR KA fEIA

Requestld String

4. FEIRRY

WAL : TCloudFinanceZone

E—EKID , 8RERES

NHESE, AEOBYE : 2019-10-18

NESY , WEERRNROFTREEISH.

FHKSID
THE : 1

FHKSERD
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SIS
InvalidParameter
InternalError
InvalidParameterValue

FailedOperation.DataNotFound
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HEEHIKSTALR
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:35:05,

EOARGER NEN,

2. WNSEY

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRFFNULL
Action = &g
Version 2 &
Region = B
Id 82 &
PrivateKey = &g
PrivateKeyPassword & ey

3. S

SEBR St 533!

Bt

Requestld String

WAL : TCloudFinanceZone
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S

String

String

String
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String
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NHSH, REENEOFSTEERISH,

FHKSID
wHE 1

FHWSFAE , BRIFIKEL28FT |, HAKES192
F15
THE : bh-test-key

FHIKSFARAS | ZRARIKE256FT)
HHE : bh-test-pwd

KEPIRE, EEREIFERAIZXIBKET Requestld,
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ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

IR A
InvalidParameter SRR,
InternalError NERFEIR.
InvalidParameterValue SHEEREIR.

FailedOperation ERERI,
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IR ERIEZZIARSS

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2023-09-05 03:35:04,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHEWR
Action
Version

Region

DeviceldSet

Domainld

Resourceld

Wik
=
=
=
=

=
=

fi

iy

i

3. IS

SHER

Requestld

WAL : TCloudFinanceZone

S

String

FBIFNULL

=
[=]
a
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=
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il

iy
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ME—i5k ID

N EE

, BKN18

el
String
String

String

Array of Uint64

String

String
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NHSE, AEOBYE : 2019-10-18

\

RNESY , WEERNZOFFEREELLSH.
ArFIDES
~HE - [1,2]

MILEIERID
~5ME : net-default

E2HIRSID
~FE : bh-saas-1la2b3c

KEPIRE, EMERIFERAIZXIBKET Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

EIRAD A
InvalidParameter.Resourceld THEIRID , BFRREAFAESEE .
UnauthorizedOperation.NoPermission TCIRERSUR.
UnsupportedOperation BMEASTH,
UnauthorizedOperation RIZHURME.
MissingParameter ROSEHEER,
InvalidParameter SR,

AuthFailure CAME R /ERNER,
InternalError NEREIR,
RequestLimitExceeded TESRADREGERIL T SRR,
Resourcelnsufficient BIFAE.
LimitExceeded I FoRRPR .
ResourceUnavailable RIFEAAF,
ResourceNotFound RIFAFE,
OperationDenied BRFRIEE,
ResourcesSoldOut RIREE,
InvalidParameterValue SEHIERER.
FailedOperation BB,
UnknownParameter RAISEEEIR,
FailedOperation.DuplicateData BEEHIE.

FailedOperation.DataNotFound BirEEAE .
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ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

EFIRESES
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:35:03,

EOARGER NEN,

2. INSE

UTERSEGIRNGIE T ZEOBERSEIIR S A HSE
SHAR Wik FEEFNULL e
Action = = String
Version = & String
Region B2 = String
Category B = Uinte4

A s

3. S
SHER eSSt TR
Requestld String He—53k ID

4. FEIRAY

UM 7O S5 ZEEXANEIRS . EfttERBiFER

HixA

WAL : TCloudFinanceZone

2026/8/18 05:33:45
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W

E2¥0 , ANEOEYE : CreateAssetSynclob

NHEE, ANMEZEOBYE : 2019-10-18

\

RNESY , WEEENROFFREELSH.

\

BLEF=HR | 1 - EHEF, 2 - BIEESR
whE - 1

 BRIERERIRE], EAIEEETFERAZXIBEKAY Requestld,

NIRRT,

.
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IR
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter

AuthFailure

InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation
UnknownParameter
FailedOperation.ConnectionFailed
FailedOperation.AuthFailed

FailedOperation.TooFrequent
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RIRBUR(E.
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REREIR.
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RIBEFE.
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ERIRSS AR R
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ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
FEETIKS

EOAEZOERIRERRS : 200K/70,

EOSEFATE : 2023-09-05 03:35:01,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHEWR DSvi FEIFNULL il b)Y
Action = & String NS, KEZEOBYE : CreateDeviceAccount
Version =2 & String &85, ANZEOBYE : 2019-10-18
Region = S String AHBE , WHEERAEOLRTEEBIL S,
. . FHIESRID
Deviceld =2 & Uint64 _
= . ROIE ;1
. =g
Ac t = = St
coun B2 A ring — /5 - admin
A A 4
3. WS
SHEMR i L)%
. FEAIHEIREAYCRID
Id Uinted 7'
~EHE : 1
Requestld String HE—iEK ID , 8RIEKRESIRE], EMRNEEREIZRIERKA Requestld,
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4. SEIRAY

PUMRFIH 7O SSEEAXA%ERS , EtERDFER

e
UnsupportedOperation
MissingParameter
InvalidParameter
AuthFailure
InternalError
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue
FailedOperation
UnknownParameter
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone
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BRDSEIEIR,
SRR,
CAME R /ERUEIR.
REBEEIR.
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SHEYEIEIR,
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ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
HBREHLIKS

EOAEZOERIRERRS : 200K/70,

EOEFRAYE : 2023-09-05 03:35:00,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wk RENULL 8 fEiR

Action = & String NS, AEOEYE : DeleteDeviceAccounts

Version =2 & String nH&#, ANZEOBYE : 2019-10-18

Region 2 & String AHBY , WRERNEORNTEEZBLSE,
FHFRVIDES

IdSet = ra Array of Uint64 flFRR] =

~ENE - [1.2]

3. JHESH

SHER ESit 533!

>

Requestld String ME—iEk ID , BRiEKRESIRE]., B EEREZRIERAY Requestld,

ﬁ\
4. 33108
AT 7O ESZEHERAEIRD |, EEiRiEiFER A 51208,

HixA )
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InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation
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ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

FRIBR=EAT
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2023-09-05 03:34:59,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T ZOBRSERR D2

BHER % ARIFENULL
Action = &
Version 2 &
Region = =
IdSet = )
A X
3. WHEE
SHEWR it ik
Requestld String He—53k ID

4. FEIRAY

#7

String
String

String

Array of Uint64

g NFaN=E

, BKN18

SHBH , TBAHSHGIRN A HLERELL,

t 23, AEOHBYE : DeleteDevices

NHEE, ANMEZEOBYE : 2019-10-18

\
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RNESY , WEEENROFFREELSH.

SMPRRIIDES
w~BlE - [1.2]

KEPIRE]l EZERERBEERALZXIBRE Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA
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InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound
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BERRFRPRE
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:34:57,

EOREIRE A IS,

2. INSE

LINERSEG RN IH T EROBRSEFED AT

H2H | TERHSEGIRN TSRS,

SHEWR Dvi FEFFNULL il TR
Action 2 & String ANHESE, AEOBYE : DescribeAssetSyncStatus
Version =2 & String nH&#, ANZEOBYE : 2019-10-18
Region = B String AHSE , WHEEAEORTEEBIL S,
N TR BT % S
Category = = Uint64 :@E’L\Fzﬂ)/xﬁ:o 1-EN&E~, 2 - BIEER
g - 1
A sl
3. IHEEL
SHEWR it fEA
RrERSER
Status AssetSyncStat
u ssetSyncStatus e
. E—IEK ID , &RIERESIRE, EAIORRA R RAHZRIEKAY
Requestld  String

4. SE1RAY
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InternalError
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ERFNKSIIZE

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2023-09-05 03:34:56,

EOARGER NEN,

2. INSE

LINBERSEGIFRNGIH T EROBERSERE D 22

SHEWR
Action
Version

Region

IdSet

Account

Deviceld

Offset

Limit

WAL : TCloudFinanceZone
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RE
String
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String

Array of
Uint64
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Uint64
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£ RBERHSHPIRNAHIERS,

tS% , A$EOEYE : DescribeDeviceAccounts
NH2E, AEOBYE : 2019-10-18
AHSH , HRERAEOANTEEBILSE.

FHKSIDES | IEFE | WRERIdSetN2EE T
IS
HE - [1.2]

ENKSR |, EHIEA |, FeesdHI , WRTF
Deviceld—#2#23z
A : root

FEHUD , KfEAIdSetit i EH
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DIURBAE , BUMEANO
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InvalidParameter
InternalError
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InvalidParameterValue
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EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:34:55,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FNULL %R A
Action 2 & String AHSE, KEOBYE : DescribeDevices
Version =2 & String &80, ANZEOBYE : 2019-10-18
. = - : NHSY , WEREEAEOATEZIELS
Region = ay String "
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EEEIDES
1dSet 5 & Array of HFIDERS
Uint64 ~HE : [1,2,3]
. BEZEATIP , 12HiES
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Name = | B otring OUE | R
. HAREA
Pz Pz
P =5 | H tring T : 192.168.0.3
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EMERZZEEY, 1 - Linux, 2 - Windows, 3 -
Kind & & Uint64 MySQL, 4 - SQLServer
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Offset = = Uint64 DRBAE , BAMESNO

THE : 0
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TagFilters
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SHER St
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DeviceSet Arra.y of
Device
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= F”tei’ BindingStatus 43EikaS
~OE : BEE
e
BrERE
~EHE : 1
BrEEEYIE
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[\, EfARRAEERZRIEKEY

2026/8/18 05:33:45 % 32973t 3941



2 BAETCE EE24 (CBH)
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ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

I A
UnsupportedOperation BMEAE.
InvalidParameter SRR,
InternalError EBEIR,
ResourceNotFound RIRAFE,

InvalidParameterValue SEEVEREIR.

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 330 394



2 BAETCE EE24 (CBH)

SNIMEPRFER

=z -

1. E=OfFR

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
SNINEBRETER

EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2023-11-08 16:15:06,

EOARGER NEN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

SHER Wik AAFNULL 28 T
1t

: = - .
Action = = String ImportExternalDevice
Version 2 & String nHEs8, ANZEOBYE : 2019-10-18
: o o : RNHESH , WEEENEOAFTEERLLS
Region = ay String -
#.
_ Array of RrsBI®
= =
DeviceSet | = = ExternalDevice ~HHE : EE
A s
3. M S
SRR et R
_ Array of BrEIDFIE
D I
eviceldSet  Uintea FOUE : [123]

E—EK ID , BRIEREPSIREl. EMARAHEERAZRIERE

Requestld String Requestld

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 331W 394



2 BAETCE EE24 (CBH)

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

RS iR
InvalidParameter.Resourceld THHIRIRID , ATFRFEAFEREIHE,
UnauthorizedOperation.NoPermission TR ERR.
UnsupportedOperation BMEASTH,
ResourcelnUse R SR,
UnauthorizedOperation RIZHUERE.
MissingParameter ROSEERIR,
InvalidParameter SEHEEIR,

AuthFailure CAMEZ /ENGER.
InternalError HEREIR.
RequestLimitExceeded TERADREGERIY T SRR,
Resourcelnsufficient RIFAE.

LimitExceeded RIS ECEPRE .
ResourceUnavailable RIFAAF,
ResourceNotFound RIRAFE.
OperationDenied BREREL,
ResourcesSoldOut RIRERE,
InvalidParameterValue SHEEEIR.
UnknownParameter RAISEEEIR,

FailedOperation.DuplicateData BEEHIE.

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 332WH 394



2 BAETCE EE24 (CBH)

(ZEER

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
EEETER

EOAEZOERIRERRS : 200K/70,

EOSEFRAYE : 2023-09-05 03:34:52,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR W% FBEFNULL 3R R
Action = - String IS, AEOBYE : ModifyDevice
Version 2 & String &8, ANZEOBYE : 2019-10-18
Region 2 & String AHSE , WHEEAEOLRT RGBS,
) &ArFFExRID
Id = & Uint64 —
= a AIE ;1
) SEmO
Port = 5 Uint64 %
. a e 22
. BEBEIDES
GroupldSet = & Array of Uinte4 =
P = | B Y I © [1,2)
: RFEFrEERJID
Departmentld = 5 Strin =
p & A 9 TENE : 1.2.3
484ah
Domainld B = String R

T5HE : net-default

3. iS5

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 333 394



2 BAETCE EE24 (CBH)

SHER KA i

[

Requestld String ME—iEK ID , ®RiEkEPSIRE]., EfRAHEERAIZRIEKE Requestld,

4. S8R0

ARG T 2O S EERREIRD | B ERADFE N A TR,

SEIRT A
InvalidParameter.Resourceld THEIRID , AT RRAFEEE .
UnauthorizedOperation.NoPermission TCIRERUR.
UnsupportedOperation BREASTHE,
UnauthorizedOperation RIZUERE.
MissingParameter ROSEERIR.
InvalidParameter SR,

AuthFailure CAME R /ERER,
InternalError EREIR,
RequestLimitExceeded IERAVREGEIY T SRERPRE,
Resourcelnsufficient RIFAE.

LimitExceeded I FoRRPR .
ResourceUnavailable RIFEAA R,
ResourceNotFound RIFAFIE,
OperationDenied BRERELE,
ResourcesSoldOut RIREE,
InvalidParameterValue SHEEEIR.
FailedOperation 1BRER.
UnknownParameter RAISEGEIR,
FailedOperation.DuplicateData EESHUE.

WAL : TCloudFinanceZone

2026/8/18 05:33:45



O BATTCE EE24 (CBH)

HiRtD TR

FailedOperation.DataNotFound BREIEATE,

HRIFTE : TCloudFinanceZone 2026/8/18 05:33:45 % 335 394 |



2 AT TCE

BRI B S ER

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

iBRIREIKSHERY
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2023-09-05 03:34:51,

EOREIRE A IS,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHER ik RPNULL KB
Action = B String
Version = & String
Region = & String
Array of
IdSet ~ & ,
¢ = a Uint64
A X
3. S
SHBR KRB R
Requestld ~ String  ME—iEKID , BIRIEKREPS

4. FEIRRY

LIMXAIE T O S ZEERREIRND | BfbiERSIFED

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

RNESE, AEOBE !

ResetDeviceAccountPassword
~HSE, AEOBYE : 2019-10-18
~HSY , WRERAROFNFTELBL S,

IDES

~BlE - [1.2]

REl. EAEEARERANZRIEKRE Requestld,

ANHEEIR,

% 33603t 3941



2 AT TCE

FEIRD
MissingParameter
InvalidParameter
AuthFailure
InternalError
ResourceUnavailable
ResourceNotFound
InvalidParameterValue
FailedOperation

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

fik

FROSHEER,
SR,
CAMER/EUEIR.
WEBEIR,
RIFAAH,
RIFAFIE,
SHEYEEIR.
1RAERL,

BRI AT,

#3373t 394



WAL : TCloudFinanceZone

2 AT TCE

=ELH (CBH)

iBbrIR K S ERIE

= H

1. #EOmA

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
BRI E S ERZH

EOABEOEKIERRS] : 200K/70,

EOEHATE : 2023-09-05 03:34:49,

EOARGER NEN,

A sl
2. INSEY
LUTERSE5IRGHE TEOBKSEFIED AHSE , REBAHSEIIRN N HHERE4,
SHEER Wik AIFENULL R A

NESH, AEOBE :

. o - .
Action = = String ResetDeviceAccountPrivateKey
Version 2 & String NHESH , ANEOBYE : 2019-10-18
Region 2 & String AHBY , WRERNEORNTEEZRBUL S,
Array of IDES
I = =
det | B | B Uint64 FOUE : [L3]
TIPS
3. WHEE
SHER e St A
Requestld  String  ME—IEKID , ®RIEKEPRIRE], EAZRREAFERAZRIEKAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

2026/8/18 05:33:45 % 338703t 39410



2 AT TCE

FEIRD
MissingParameter
InvalidParameter
AuthFailure
InternalError
ResourceUnavailable
ResourceNotFound
InvalidParameterValue
FailedOperation

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

fik

FROSHEER,
SR,
CAMER/EUEIR.
WEBEIR,
RIFAAH,
RIFAFIE,
SHEYEEIR.
1RAERL,

BRI AT,

% 339703t 3941



2 AT TCE

R HER RO
N INEEFHR R

s s
1. #FOfEAR
ZEOiEkE2 : bhsaas.api3.finance.cloud.tencent.com,
NINEFARR
FRAEZ BRI IRS : 200R/FD,
O SEFATE : 2023-09-05 03:34:48,

EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ROBRSEIH O AHSE | <8

SHER Wik FRENULL 23
Action = & String
Version = B String
Region = = String
Id = B Uint64
Array of

M I = &

emberldSet 2 i Uint64

A X
3. HZE

SHER RE TR

Requestld String  M—EK ID , @REKELIRE,

WAL : TCloudFinanceZone 2026/8/18 05:33:45

=E2H|, (CBH)

AHSE, AEOBE
AddDeviceGroupMembers

N

AHSE, AEORE : 2019-10-18
RNEBY , WEEEFROFSTEERULSE,

BFHID
hlE : 1

mEMIEEENEIDES
~ENE - [1.2]

MR R ERHIZRIERAY Requestld,

% 340 394



2 AT TCE

4. SEIRAY

PUIMRFIEH 7O S5 ZEAXANEIRD , EtERaFER 4t

Hi=hg

InvalidParameter

InternalError
ResourceNotFound
InvalidParameterValue
FailedOperation
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WAL : TCloudFinanceZone 2026/8/18 05:33:45

tHIRMS.

=ELH (CBH)

R
SEGEIR.
REREIR.
BRI,
SHEEIEIR.
HERARIRIL,
BEEHIE.

BirEIE AT,

% 341 394



2 BRETCE
HTEERT2H

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

R

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2023-09-05 03:34:47,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

SHAR Wi
Action =
Version =
Region B
Name =
Departmentld &

3. IS

Id Uint64

Requestld String

WAL : TCloudFinanceZone

FIFNULL

3=
[=]
;\
[==)

P
[

Iy

iy

fk

Namss

=ELH (CBH)

H2H | TERHSEGIRN TSRS,

=]
String
String

String

String

String

FEMINAYEF4EID

wEE : 1

NHBE, AEOBYE : 2019-10-18
NHBH, MISEENEORATEEBLSE,

B/rES  BRAKE32FH
E - EHERFE

BB ERJID , fn: 1.2.3
~oME : 1.2.3

E—IEK ID , RIEkESIREl. EZEEITFRRAIZXIERAY Requestld,

2026/8/18 05:33:45 342703t 3941



2 BAETCE EE24 (CBH)

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

RS iR
InvalidParameter.Resourceld THHIRIRID , ATFRFEAFEREIHE,
UnauthorizedOperation.NoPermission TR ERR.
UnsupportedOperation BMEASTH,
ResourcelnUse R SR,
UnauthorizedOperation RIZHUERE.
MissingParameter ROSEERIR,
InvalidParameter SEHEEIR,

AuthFailure CAMEZ /ENGER.
InternalError HEREIR.
RequestLimitExceeded TERADREGERIY T SRR,
Resourcelnsufficient RIFAE.

LimitExceeded RIS ECEPRE .
ResourceUnavailable RIFAAF,
ResourceNotFound RIRAFE.
OperationDenied BREREL,
ResourcesSoldOut RIRERE,
InvalidParameterValue SHEEEIR.
UnknownParameter RAISEEEIR,

FailedOperation.DuplicateData BEEHIE.

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 343 394



2 AT TCE

IPREEFH AR

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

BRERFER R
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:34:45,

EOREIRE A IS,

2. INSE

LITNERSEGIRNGIH TEROBRSEED AHSE ,

SHBFR Wik AIEFENULL
Action =2 B
Version 2 &
Region = &
Id £ &
MemberldSet 2 B

A sl

3. S

SHER %W A
Requestld String

H>

%EIEE

WAL : TCloudFinanceZone

ESig

String

String

String

Uint64

Array of
Uint64

2026/8/18 05:33:45

u\+

IR
NHESE, ANMEORE
DeleteDeviceGroupMembers

~HSE, AEOBYE : 2019-10-18

RESY  WEHERRROFFEEGELLSH.

Hr=4HID
wHHE : 1

FEMPRAIRIDES
~BlE - [1.2]

H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

=ELH (CBH)

% 344 394



2 AT TCE

PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue
FailedOperation

FailedOperation.DataNotFound

WAL : TCloudFinanceZone 2026/8/18 05:33:45

=ELH (CBH)

U

SEGEIR.
EBHEIR.
BRI,
SHEYEEIR.
BRERIL.
BirEIE AT,

2 345t 394



2 AT TCE

MFRES~=4H

L. O

ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,

[l V|
BOANZEOIBRERERIRE © 200/,
O EHATE : 2023-09-05 03:34:44,

EOARGER NEN,

2. INSE

=ELH (CBH)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR ik AFNULL
Action = &
Version 2 &
Region = =
IdSet = )

3. JHESH

SHER ESit 533!

>

Requestld String He—53k ID

4. FEIRAY

KRB
String
String

String

Array of Uint64

t2# , A OBYE : DeleteDeviceGroups

NHEE, ANMEZEOBYE : 2019-10-18

\

RNESY , WEEENROFFREELSH.

HRpREYE~HIDES
EHE : [1,2]

 BRIERERIRE], EAIEEETFERAZXIBEKAY Requestld,

LIMXAIHE T O S ZAEERREIRN | BfERDIF N A5 RS,

HixA

WAL : TCloudFinanceZone

2026/8/18 05:33:45

% 346 W3t 3940



2 AT TCE

SIS
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue

FailedOperation.DataNotFound

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

U

SEGEIR.
BRI,
BRI,
SHEYEEIR.
BirEEA T,

#3473t 394



2 BAETCE EE24 (CBH)

EREHRRYIZR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
EHREAMRRYIE
EOAEZOERIRERRS : 200K/70,
EOEFRAYE] : 2023-09-05 03:34:43,

EOARGER NEN,

A s
2. BINSZEY
LIS MBI T B IR SRR A s | B AR SHFIRI E e,
SHET P AEENULL s A

NESE, AEOBE !

Acti 2 & Stri
ction = = fng DescribeDeviceGroupMembers
Version 2 &= String &8, ANZEOBYE : 2019-10-18
Region = B String AHBE , WHEERNEOLRTEEBIL S,
) &r=¢HID
Id & & Uint64 =
= = ~HHE : 1
Array of BIEIDES |, £1d |, IdSet A~ 4EH,
IdSet ra = ) _
Uint64 ~BHE : [1,2,3]
. BrIrBa&reIP |, EiEa
Name Py i Strin - !
= | B 9 TS : BN

true - EREEZAHNET" , false - EIEREZ
Bound 82 & Bool A BERAT”

HE : true

/\ﬁ - s N \\
Offset = = Uint64 7 mBiE , BEAEANO

~BHE: 0

A B =
Limit = = Uint64 BIREEM , BOA20, HAS00

BiE : 10

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 348 Wt 394



2 AT TCE

SRR WAIFE
Kind =
Departmentld &
KindSet B
TagFilters o)

A s
3. WS
BHER KR
TotalCount Uinte4

Array of

DeviceSet ;
Device

Requestld String

4. SE1R0S

SIFNULL K5

=
[=]

iy

fim

iy

Uinte4

String

Array of
Uint64

Array of
TagFilter

R

BrHR RS E
~EHE : 10

B HRIE
THE . =5

=ELH (CBH)

U

Bre28Y |, 1 - Linux , 2 - Windows , 3 - MySQL ,
4 - SQLServer
~E : 1

FT/EERIJID
g . 1.2.3

BEEEBIES | 1 - Linux, 2 - Windows , 3 -
MySQL , 4 - SQLServer
~oE : [1,2,3]

Wit | RRIRESR. R TIIE. ISRRFERS
IEERE MRS RSN . Efi1ZE"AND RIX
&

e . =5

E—IEK ID , XIERESRIRE, EMEREFEREHZRIEKAY

Requestld,

LIMMXZIE T O SZEERREIRN | BERSFE N A THE5RS,

=)o
UnsupportedOperation
InvalidParameter
InternalError

ResourceNotFound

WAL : TCloudFinanceZone

HR
BAEASZSS.
SEGEIR.
REREIR.

BRI,

2026/8/18 05:33:45 34903t 3941



2 BAETCE EE24 (CBH)

HiRhg RHA
InvalidParameterValue SHEVEEIR.
FailedOperation ERERIL,

FailedOperation.DataNotFound BT,

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 350t 394



2 AT TCE

ERRHIFR

=z -
1. O
ZEOiEKE4 . bhsaas.api3.finance.cloud.tencent.com,
ERRF-Es IR
EOAEZOERIRERRS : 200K/70,
EOEFRAYE : 2023-09-05 03:34:41,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SEBR Wi FBPFNULL 33
Action = = String
Version = & String
Region 3 = String
Name "B & String
Offset B "B Uint64
Limit 5 &5 Uint64
Departmentld & = String

3. iS5

WAL : TCloudFinanceZone

2026/8/18 05:33:45

=ELH (CBH)

\

AHSE, FEORE !

DescribeDeviceGroups

NHEE, ANMZEOBYE : 2019-10-18

N

AHBE, EEE A EORFEEBLSEL

BrFAIDES
REHE : [1,2]

BB, BK6ANER | EHES
MHUE : bh-test-group

DRBALE , BUMENO
whlE : 0

BRELBHE , HE20, &A500
M5HE : 10

BRJID , BT TiEET RN ER IR E
~ME : 1.2.3

% 351703t 3941



2 AT TCE

SHER

TotalCount
GroupSet

Requestld

4. SEIRAY

ESid]

Uinto4

Array of
Group

String

=ELH (CBH)

fiid
BrREE

g : 10

BrEr%
hE : =5

E—EK ID , ®IRIEKERIRME, EARR R ERANZRIEKAY
Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

tEI=AI

UnsupportedOperation

InvalidParameter

InternalError

ResourceNotFound

InvalidParameterValue

WAL : TCloudFinanceZone

R
BEASZHS.
SEEIR.
REREIR.
BB,
SHEEER.

2026/8/18 05:33:45 % 352703t 3941



& BRTTCE

RN

ActiveDevice

TERRENENER
#HINTEEOS1/A : ShowTop

B

Instanceld
DeviceName
ApCode

Count

FileInformation

BRHERRIFRNR BRI HER
WAIT#EO31A : SearchFileSession

=i Wi
File =3 =
Mode =3 =

Time

i}
7|

Size =3 =

Protocol

RO
o

PushAccountTaskDetail

MK SHEXESIEE
HENTHENS|A : DescribePushAccountTaskDetail

BFR

Device

Status

StatusCode

OperationEvent

BEEE

#ANT#EO3| M : DescribeOperationEvent

B Wik

UserName 0

RealName 2

WAL : TCloudFinanceZone

D

i}

FEFFNULL

Wik

i}

o

FFNULL

=
=)

=
=)

=ELH (CBH)

FEYFNULL ESid) fR
. FEHUD
& string M : ins-611tanTu
. FNE
& string TONE | SRR
’ HFER
a String RUE : ap-city
TRERENREERREL
& Int64 O 1
ESic) R
String i
HNE : testixt
Ui IISHRIENIE , LA EME , 29T %, 39MIRR , 4 NERD
int64 —_
w~E : 1
Strin BRAESTHAORTIA]
9 RBNE : 2024-10-29T11:03:20.204367484 +08:00
i SRR
Uint64 SIS ;10
Strin SRAESUARTAFRROMNY
9 & : RDP
FEEFNULL ESidl) -4
2 Device BPEER
N : EE
ESRS
0 KT
1 HdT
=3 String 2 F3h
3 K
4 et
BE : 0
ESREH
0 KHUT
1 3R
&5 Int64 2 AiTh
EE-S¢
4 Rt
~E: 0
ESidl R
String e
& : zhangsan
! ez
string S K=

2026/8/18 05:33:45

% 353 394



& BRTTCE

IR Wik
Time 2
Sourcelp 2
Kind =
Operation 2
Result 2
SignValue =
ChangePwdTaskDetail
ERE RS

#FANTFIEN3S|A : DescribeChangePwdTaskDetail

&7 it
Device &
Account S
LastChangeStatus &

DatabaseStatement

HmRERE

FEFNULL

a

a

i}

o

il

AN TEOS|A : SearchStatement, SearchStatementBySid

#in e
Statement 2
Time =
Action =]
DBType &
UserName &5
RealName &
Instanceld B
DeviceName B
Publiclp &
Privatelp ES
Ruleld 5
RuleName &

Departments

EmEIES

FANTHEN3SIA : DescribeDepartments

BIR Wik

WAL : TCloudFinanceZone

FBFNULL

a

o

o

D

HD

Ho

Ho

Ho

Ho

HD

D

il

FEFNULL

FEFNULL

=]
=

2

L

#

Datetime_iso

String

Uint64

String

Uint64

String

ESid)

Device

String

Uint64

Int64

Int64

String

String

String

String

String

String

String

String

ESid)

iiija

R{ERAE

A : 2020-12-20T19:51:23+08:00

SRIRIP
~fE : 1.0.0.1

1B{ERE
HIE : 100

BIRERE
ENE : FREEN

IRIEER , 1-A0h , 2-K
TE: 1

s&E
pUfE : ad23daef34

xR

HFEER
~E : 5E

BEKS
~BIE : root

DRMFER, 0-KEE 1-HEmMI 2- R
THIE: 0

iR

SRR
HNE : select

1R{ERTIE)
ME : 2020-01-01T01:01:01Z

HATER | 1--70F , 2--1B48 , 3--#A
~E : 1

HIEEESEEY 1-MySQL 2-PostgreSQL 3- MongoDB
~E : 1

BPR&
E : zhangsan

FIFELER
E K=

#rid
& : Ins-bhtest

BFEBIR
E ¢ B

NI
& : 100.10.10.10

AKip
& : 192.168.0.3

Fmid
~IE : acrule-hxwg9lv4

AMNEFR
HUE BN

2026/8/18 05:33:45

=ELH (CBH)

% 35403t 394



& BRTTCE

R s FHFNULL
DepartmentSet 2 =
Enabled 2 =
RootManager 2 a

LogOutputSettings

BRSNERE

AN TIEN3S|A : DescribeLogOutputSettings

B

Enabled
ProductLogin

Devicelogin

Filter

Wi

O

i}

i}

HARENTIERS  BTRETIRESR

Array of Department

Bool
Bool
FEFNULL
a
=
=

Bool

Bool

=ELH (CBH)

i:ija

BBIISIR
g EE

ERFETEIIEE true - BFFE, false - KR
~E : true

HEHREUINE BRI ISER
w~UE : true

iiiiu

EARCHBRTINK
wHE : true

EARCHEFRERBERE
~UE : true

EREFBRRBRATRE
~UE : true

#HANTFHEOS A : CreateExportDeviceTask, CreateExportUserTask, DescribeAccessControlRules, DescribeAccessControlTemplates, DescribeAcls, DescribeAppAssets, DescribeChangePwdTask,
DescribeChangePwdTaskDetail, DescribeDevices, DescribeDomains, DescribePushAccountTask, DescribePushAccountTaskDetail, DescribeReportTask, DescribeReportTaskHistory, DescribeResourceAll,

DescribeTickets,

B

Name

Values

DescribeUsers

Wi FEFNULL ESid)
=] = String
= & Array of String

SessionResult

BRFIREFSIERERISessionResuliEHax

#HANTHEAS|A : SearchSession

BR

UserName

RealName

Account

StartTime

EndTime

Size

Instanceld

DeviceName

Privatelp

Publiclp

FromlIp

it AFNULL
2 &
2 B
2 &
2 &
2 &
2 &
2 &
2 &
2 &
2 &
2 &

WAL : TCloudFinanceZone

A

FELENFER.

IE
FRNTEE.

"Instanceld”

EfFEZ A Filterfid , FilterlERIXFABIES (AND ) K&K,
EHE— FilteriZEfEZMValues , [F—Filter FValues|@fUX & /9i818aL ( OR ) X&.
TfFHE : ["ext-19b6c9ece7-8cb8-1"]

S

String

String

String

String

String

Uint64

String

String

String

String

String

it

it
~E

e
~E

: zhangsan

D R=

ENIKS

~E

: admin

FRHRRTIE)
g : 2006-01-02T15:04:05Z

LERATE)
TRE : 2006-01-02T15:04:05Z

RAERN

A

REID

A

RER

OIE

PEEIp

~IE

SEBlp

~IE

KiFlp

A :

10

ins-1a2b3c

N

127.0.0.1

127.00.1

127.00.1

2026/8/18 05:33:45

% 355t 394



& BRTTCE

=1

Duration
Count
DangerCount

Status

ApCode
Protocol
AppAssetUrl
DeviceKind
Namespace
Workload
AppAssetKind
ReplayType
PodName

Mode

OperationTask

IEHHESER

#WANT#EO3| M : DescribeOperationTasks

B

Id
Operationld
Name
UserName
RealName
Type

Period
NextTime

FirstTime

GraphResult

TEEEOLS
#WANTFEEOSIA : ShowGraph

B

Sessions

WAL : TCloudFinanceZone

HO

HO

HO

HO

HO

HO

o

o

o

o

=
=

ol

D

KD

KD

KD

HD

FEEFNULL

B

iz

izl

o

o

o

o

o

o

FEFNULL

==
B

o

o

Wik

D

Uint64

Uint64

Uint64

String

String

String

String

String

String

String

Uint64

Uint64

String

Uint64

B

Uint64

String

String

String

String

Uint64

Uint64

String

String

FEFNULL

=
B

i

SIERLER
& : 50

ZRENGSHE | BERERSENZFREEN
THIE : 20

ZRENRRHOY , BREMNZFRERYX
ThE: 3

KBRS | MIKEER 221EER 3BHEL ARMDER

A 2

SiEld
A 1

REFERE
E : ap-city

RIEMY
THIfE : SSH

RIFggEF=url
BUE : https://www.dev.com

RNRRFHE
~BHE : Linux

KBSEEBF R EZ(A)

~IE : namespacel

K8SEER¥ T1FThE
=& : workloadl

RIFAESF=268Y : 1-web
E 1

[EIFEEE B0, 1-rfb 2-mp4 3-ssh
aBE : 0

KBSEER¥AEREMR
~lE : pod0

WBIAA 1-E5 2-5Pi% 3-web KEBDERTRE2
E 1

i

IEHEHESERID
E 1

IEHHESSID
BHE : ops-zc8n78qv77368032

EHHESER
RUE : test1012-70M

BIEAF
RUE : bh_jingsan

IEHEA RIS
E : K=

EBER, 1 - FTHITIES | 2 - BEIES
~E 1

RS HUTIENG | SR
IE: 7

AT
~IE : root

TR THTE)

A : 2022-03-17T20:30:32.79977276+08:00

s

Array of KeyCount

2026/8/18 05:33:45

ik
BEfAEHTIENE

=ELH (CBH)

% 356 W3t 39411


https://www.dev.com/
https://www.dev.com/

& BRTTCE

=1

Commands
Dangers
Statements

DangerStatements

Clb

b=l

il

D

iz

il

FEEFNULL

D

D

Array of KeyCount

Array of KeyCount

Array of KeyCount

Array of KeyCount

=ELH (CBH)

R
~HE  EE

BRG] =Rt
~E  5E

BEfIERH SR
ThIE  EE

BHAfOsqli
~E : EE

BEFfIREsqlaEs
~E  5E

#ANT#EOS|FA : DescribeAcls, DescribeAppAssetGroupMembers, DescribeAppAssets, DescribeChangePwdTask, DescribeChangePwdTaskDetail, DescribeDeviceGroupMembers, DescribeDevices,
DescribeOperationTaskDetail, DescribePushAccountTask, DescribePushAccountTaskDetail, DescribeResourceAll, DescribeResources, DescribeTickets

=t Wik
Clblp =

PushAccountTaskInfoResult

TESHEXESERER

FWANTFENS|A : SearchPushAccountTaskInfo

B

Id

Operationld
RunAccount
CreateAccount
PasswordAuth
PrivateKeyAuth
AuthGenerationStrategy
HomePath

ShellPath

GroupSet
UserDepartmentName

UserDepartmentld

ShareClblp

HZclb

FENTENS|A : DescribeShareClblps
g1

Clbld
Region

Vpcld

WAL : TCloudFinanceZone

FEYFNULL

ik

o

il

iyl

iyl

o

o

o

o

o

ESic)
String
FEFNULL ESid)
= String
2 String
=] String
=] String
2 Int64
2 Int64
f= Int64
2 String
2 String
2 String
= String
= String
FEEFNULL ESidl
= String
& String
& String

2026/8/18 05:33:45

b

TEIIEHIP
NE : 192.168.0.4

A

EHHISERATID
~ME : 1

BHHESID
~fIfE . ops-taskld
PTIKE

BIE : root

FRIEWS
A : ubuntu

ERSAIE
A 1

FASHINIE
EE 1

INIEAE R
EE 1

homeig2
& : /home/account

shellE&#2
~5HE : /home/account/test.sh

BFA
~IE : user

FBFERIIBRR
IE - FFRER

FBFEBRIJid
E : 1.2

ik

clbRysLAlid
A : Ib-sefewqer

clbRithis
A : ap-city

clbFR/@vpc
& : vpc-wasleiaf

% 357 Mt 394



O BATTCE EE24 (CBH)

E=t P2 FEFNULL ESid] 1%
- ) clbBIARip
o & a Sting FHIE : 103021
WSO
ListenedPortCount & = Uint64 ﬁ:{g?;milﬁ

ChangePwdTaskInfoResult

BERESERER
WAIT#O3|F : SearchChangePwdTaskInfo

B WhiE FEFFNULL ESid) filik
Id & & String ?f;ﬁg%ﬁf%m
Operationld & 2 String ?{g;g%lgps-bhtest
TaskName B 2 String ;{;ﬁgﬁ B
ChangeMethod = =1 vint64 ?Zgit 0
RunAccount = 2 String i%?;g% root
AuthGenerationStrategy = 2 Int64 iﬁéﬁﬁ?ﬂ%
PasswordLength = 2 Int64 iﬁgfg 12
SmallLetter = 2 Uint64 gﬁﬁuggfﬁ
BigLetter & = Uint64 gﬁ;@?@
Digit = 2 Uint64 :%_Ef;? 111@3
Symbol &= = String ?ﬂj{;ﬁ eHI6
CompleteNotify = 2 Int64 aﬂ;ﬁ;ﬁﬁ?ﬂ
NotifyEmails a 2 Array of String iﬁgﬁum[ﬁgh@emaH.com","bhtest@emai\.com"]
FilePassword & 2 String 25521?%;22456
UserDepartmentld & = String i};ﬁ; 12
UserDepartmentName = = String i};ﬂ;ﬂﬂ i
AccountWithDeviceCount
KSERAEXRBWSHENHE
#WENTEO3|A : DescribeAccountsWithDeviceCount
R Wi FEFFNULL ESid) filk
Account 2 & String g_lzzz . admin
DeviceCount 2 = Uint64 %E??g@%iﬂﬁi
Command
WOEE
#ANTEOS|A : SearchCommandBySid, SearchCommandSession, SearchSessionCommand
R Wi FEFFNULL ESid) fiR
Cmd & a8 String ;EZE: pwd

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 358 Wit 394



& BRTTCE

=1

Time

TimeOffset

Action

Sid

UserName

Account

Instanceld

Fromlp

SessionTime

SessTime

ConfirmTime
UserDepartmentld
UserDepartmentName
DeviceDepartmentld
DeviceDepartmentName
Size

SignValue

DeviceKind

DeviceCount

= G

#HANTEOS|A : DescribeDeviceCountSummary

B Wi
Count =
Kind &
Acl
3IEIABR

FANTENS|A : DescribeAcls, DescribeTickets

B Wik
Id &
Name )
AllowDiskRedirect &
AllowClipFileUp )

WAL : TCloudFinanceZone

izl

o

o

o

o

o

o

o

izl

FEFFNULL ESic)
= String
) Uint64
= Int64
2 String
2 String
2 String
2 String
=z String
=3 String
= String
= String
=3 String
=1 String
=1 String
=3 String
= Uint64
= String
= String
FEVFNULL
=
=
FEEFNULL ESidl
= Uint64
= String
= Bool
&5 Bool

R

ALHENAIRT A
RBIfE : 2020-01-01T01:01:01Z

=ELH (CBH)

WPUTH B FATRRIEFFARERIRS R | Sfims

~E : 1

WEPUTIER | 1--RiF | 21646 , 3--FIA
~E : 1

K1Fid

<& : bh-test-sid-1a2b3c

Bra
A : zhangsan

i&f&account
~E K=

i&&ip
UfE : ins-onwx8ey

source ip
~NE : 1.1.124.125

Zi S RRIENIRIEFRrE
7~ : 2020-01-01T01:01:01Z

Zi S RRIEIRIEFFRRE
~fE : 2020-01-01T01:01:01Z

Stzadia
~fE : 2020-01-01T01:01:01Z

FAFERIJid
~IE : 1.3

FAFEBi Jname
NE : EBIIBR

RE&EBIid
~E 1

REHBI Jname
BIE - EBIIEBIR

RAERN
THIE : 10

foz=
E : adef2345defdadaefdcl

s
UE : TKE

ESid)

Int64

Int64

g

IEMBRID
~HUE : 1

IBIENPREFR
A : testacl

BATT SRR
RNE : true

EEFFERIMARS A E1T
A : true

2026/8/18 05:33:45

filik

HEHE
IE : 10

arsm
U : 1

#3593t 394



& BRTTCE

=1

AllowClipFileDown
AllowClipTextUp
AllowClipTextDown
AllowFileUp
MaxFileUpSize
AllowFileDown
MaxFileDownSize
AllowAnyAccount
UserSet
UserGroupSet
DeviceSet
DeviceGroupSet
AccountSet
CmdTemplateSet
AllowDiskFileUp
AllowDiskFileDown
AllowShellFileUp
AllowShellFileDown

AllowFileDel

ValidateFrom

ValidateTo

Status

Department
AllowAccessCredential
ACTemplateSet
WhiteCmds
AllowKeyboardLogger

AppAssetSet

EventAlarmSetting

EHEERE

AT O3 : DescribeAlarmSetting

WAL : TCloudFinanceZone

o

ol

ol

ol

o

o

o

o

o

o

ol

ol

vl

o)

o

]

FEFNULL

A

o

o

iyl

iyl

o

o

o

o

o

o

iyl

o

o

HD

D

HD

Bool

Bool

Uint64

Bool

Uint64

Bool

Array of User

Array of Group

Array of Device

Array of Group

Array of String

Array of CmdTemplate

Bool

Bool

Bool

Bool

Bool

Datetime_iso

Datetime_iso

Uint64

Department

Bool

Array of ACTemplate

Array of String

Bool

Array of AppAsset

2026/8/18 05:33:45

=ELH (CBH)

i::7%
RET IR T
~MIHE : true

REFERWRYA (BRISER ) £17
~UE : true

BEFEEWRYA (BRISER ) ™7
~UE : true

BEFBEXHER L&
wUE : true

e EER/NRS) (TREES %, BRERA)
THIE: 0

REFEXHER TR
~UE : true

XAHERTHA/NRS (RS, EREA)
THIE: 0

EEAHIEWSER
HE : true

KEXRIFAF5IZR
TE  EE

KERBOFPAESIR
~IE : 5E

REXHIRF=FIR
TE  EE

REXHUEF=AFIE
~IE : EE

KBRS IER
~HHE : ["root”,"ubuntu”]

REKIB R SRIRTIER
g 5E

EETFE RDP BRI L&
~MINE : true

EETFE RDP HIRMREGTI TE
~E : true

BEFIE rz sz X L&
RHE : true

RBEFE rz sz X
~UE : true

BEFE SFTP XX{HHER
~UE : true

VI BRAERATIE) , #0:"2021-09-22T00:00:00+00:00"
AR, SR IE AN AR EE R
~ME : 2021-02-04T15:23:52+08:00
VIE)ABRECRAATIE) , #0:"2021-09-23T00:00:00+00:00"
AR SRR IE AN R IS EE R
~ME : 2021-02-04T15:23:52+08:00

AR 1 - BAERR, 2 - REX, 3 - BidHS
E 1

FrEERIIANER
~IE : 5E

BEAVHERAES , BIARYF
WA : true

REKHBIERER R R TIR
E  EE

XEHAH RS
~HHE : ["'rm”,"rm -]

BEAWCRER
~IE : false

KEXHORIFREE =5z
lE  EE

% 360 T3t 3941



& BRTTCE

B

AggregateSwitch
RealTimeCountLimit

EventAlarmRule

TrialGuide

E2AFE51S
#WANT#EO31MA : DescribeTrialGuide

iR i
Id &
Appld B
GuideStep =
Status =

SystemTaskStatistic

RGEST

WANTENS|A : DescribeSystemTaskStatistics

BR

Total

Used

Running
LastWeekRunningTask

LastMonthRunningTask

UKeyUser

USB key4BERF 2%

AN TEOSIA - CreateUKeyBatch

ER Wi
Keyld 2
KeyName 2
KeyContainerName =
KeyCertificate =2
UserName 2

ModifyLogDeliveryDetail

1B EFIGEIEE

#WAITEEO51A : ModifyLogDelivery
EIR Wi
LogType =]

WAL : TCloudFinanceZone

o

o

o

FEFNULL

==
B

o

o

FEEFNULL
B
B
£
&
S
&
&
&
FEEFNULL
=
B
&
&
&
FEEFNULL
a

ES:s)

Uint64

Uint64

Uint64

Uint64

i::7%Y
id
~E 1
EFappld
~E 1
ElS22
~E 1
~WE: 0
FREFNULL ESid)
=3 Int64
=3 Int64
=3 Int64
2 Int64
= Int64
. UKEY ID
String
Strin UKEYS#R
9 O keyl
Stri UKEYZS 23
g E : containernamel
Stri UKEYIEH
e TOUE : MTIZNA==
Stri RS ERFIAFE
ring

ESid)

Uint64

Uint64

Array of EventAlarmRule

=ELH (CBH)

g

RAEFEX. OXHF, 1R
A 1

SERPEEEORE IR
E : 2

HEEEN
A EE

SIS 0-KFHASIS  1-5184 , 2-5IS4R

EEHE
~HHE : 1

CEREsHE
~E: 1

REIESHE

~E 1

RE—ETESHE
HE: 1

BE—NBITESHE
THE: 1

MHE : 92b82594-d500-46¢8-8f36-22d0122b5f3a

fIfE : TestUser

2026/8/18 05:33:45

HHE, EREYE :

CommandLog % HE

% 361t 394



& BRTTCE

IR Wik FEFFNULL ESid)
TopicName =S & String
Enabled =S = Bool

RunChangePwdTaskDetail

SZBMHATREES NS

#WAIT#O51F : RunChangePwdTask

B WAl FEVFNULL ESid]
Deviceld = = Uint64
Account =3 & String
OperationTaskDetail
BYHESEE

#ENTEN3SIA : DescribeOperationTaskDetail

k=1 Wik FEEFNULL ESis)

Id =3 & Uint64
Name 2 & String
Operationld 2 & String
Type 2 B Uint64
Period 2 = Uint64
FirstTime =2 = String
Account 2 = String
Timeout =2 = Uint64
Script 2 S String
Devices 2 =5 Array of Device

NextTime 2 2 String
UserName -3 B String
RealName 2 -3 String

AccessWhiteListRule

P ===l

WA T4EMO3| A : DescribeAccessWhiteListRules
gz Wik FEFFNULL ESid)
Id B & Uint64
Source =3 & String
Remark 2 5 String

HRIFTE : TCloudFinanceZone 2026/8/18 05:33:45

R
FileLog M{4HE
& : CommandLog

Ckafka topic,
RBIfE : topic-5kj2h52b5

=ERMA.
w~UE : true

R

&r=id
IUE : ext-19b6c9ece7-8cb8-1

RS
& : root

filik

IEHHESERID
& : 100

EHHESEIR
E : EHEURES

ITHEESID
HE : ops-bhtest

ESEE, 1 - FTITES | 2 - FEMES
mE: 1

REREAES HUTIRNG | BAGrR
mhE: 7

BERHUTRT A
T : 2023-12-20T19:51:23+08:00

HATRF
& : root

ESSHBRIATIE) | ERfRD
THIfE : 30

[E=2 e
& : #!/bin/bash

PUTESHIEFER
hE: 5E

TRAESS TR
~E : 2024-12-20T19:51:23+08:00

BP&
& : zhangsan

HE
TIE K=

iiiu

FNID
~IE : 10

IPEERER
~FE : 10.10.10.1

=R
ENE : HmL

=ELH (CBH)

% 362703t 3941



& BRTTCE

=1

ModifyTime =1

Cvm

cmLHIBE , SATHRIER
#HANTEOS|A : ImportDevices

B

Instanceld
InstanceName
OsName
PublicIpAddresses
PrivatelpAddresses
Vpcld

Subnetld

SecuritySetting

RARSIRE
FANTHENS A : DescribeSecuritySetting

IR

AuthMode =]

il

Password

KD

Login

LDAP

HD

OAuth

o

AuthModeGM

il

Reconnection

o

SystemTaskStatistics

RRESFIHER

HWANT#EO351 M : DescribeSystemTaskStatistics

B

PushAccountTask S

Ckafkalnstance

ckafkasLlESE

#WANT#E031 M : DescribeCkafkalnstancelList

BR

Region

WAL : TCloudFinanceZone

FEEFNULL

a

Ho

Ho

i

i}

i}

i}

e
Datetime_iso
FEYFNULL ES:id
a5 String
a5 String
a String
& String
= String
= String
= String
FEYFNULL ESic)
S AuthModeSetting
&5 PasswordSetting
B LoginSetting
S LDAPSetting
& OAuthSetting
& AuthModeSetting
a ReconnectionSetting
FEFFNULL ESic)
b3 SystemTaskStatistic
FEFFNULL ESid)
=1 String

2026/8/18 05:33:45

iy

1EREIE)

=ELH (CBH)

RME : 2020-12-20T19:51:23+08:00

)%
cvm3Efllid
& : ins-19a230a87c-92e0-1
ENE
ONE : BHEE
BERABR
& : CentOS 7.6 64bit
SNRIIP
& : 127.0.0.1
IMIP
& : 127.0.0.1
vpc ID
R : vpc-dffmkim
FMID
RE : subnet-dsj8y4b
ik
INESHIRE
~ME : &5
ERRLIRE
~ME : 5
BRRLIRE
~E  5E
LDAPECE(ER
~E  5E
OAuthEEEE
~E  5E
EFAESRIRE
~E  E5E
BFEEERE
~E : =5E
)%
WSHEEESRIHER
wE  EE
i34
b
THHE : ap-city

% 363703t 3940



& BRTTCE

=1

Ckafkalnstanceld
CkafkalnstanceName
Vpcld

Subnetld

Resource

B2HBEES

o

FEFNULL

=

il

D

D

=ELH (CBH)

ESid) R
Strin ckafkasLfild
9 W& : ckafka-zaprzgxe
Strin ckafkasLfis
9 O BEHlckakaAFltest
. vpcId
String RNE : vpe-dffmkim
. subnet Id
String

RE : subnet-dsj8y4b

#ANTEOS|A : DescribeAcls, DescribeAppAssetGroupMembers, DescribeAppAssets, DescribeChangePwdTask, DescribeChangePwdTaskDetail, DescribeDeviceGroupMembers, DescribeDevices,

DescribeOperationTaskDetail, DescribePushAccountTask, DescribePushAccountTaskDetail, DescribeResourceAll, DescribeResources, DescribeTickets

BIR

Resourceld

ApCode

SvArgs

Vpcld

Nodes

RenewFlag

ExpireTime

Status

ResourceName

Pid

CreateTime

ProductCode

SubProductCode

Zone

Expired

Deployed

VpcName

VpcCidrBlock

Subnetld

SubnetName

CidrBlock

PublicIpSet

PrivatelpSet

WAL : TCloudFinanceZone

Wit

a

i}

o

o

o

o

o

o

o

i}

o

o

o

o

o

FHFNULL

&

i}

o

il

o

o

o

o

o

o

o

il

o

o

o

ESidl

String

String

String

String

Uint64

Uint64

Datetime_iso

Uint64

String

Uint64

Datetime_iso

String

String

String

Bool

Bool

String

String

String

String

String

Array of String

Array of String

ii3u

BRSSSLMIID , fNbh-saas-s3ed4rSe
TRfBIfE : bh-saas-s3ed4rSe
MRS

IE : ap-city

RS SLHFUSER
FME : sv_cds_dasb_saas_xxx

VPCID
~HE : vpc-adfer-ade

PRSSHUIERI IR AT~ 48

~HE : 50

BT | 0 - RREUAMRE | 1 - RrBshsE | 2 - FriAEmhsEk
NE 1

IS HARTTE)

~IE : 2021-02-04T15:23:52+08:00

BRIAT , 0 - KAGAML , 1-1ER, 2 - 13, 3 - 5%, 4 - ¥IMAMLRRe , 5 - ¥tk
E: 1

BRSSSCHIR | ANT-Sec-E24) ( SaaSE! )
THHE : T-Sec-£R2#, ( SaaSE! )

TEMREID
~E : 1007488

RIREIZERTE
~IE : 2021-02-04T15:23:52+08:00

FfAES, p_cds_dasb
~IE : p_cds_dasb

FRImMAE, sp_cds_dasb_bh_saas
RE : sp_cds_dasb_bh_saas

AKX
A : ap-city-3

S | true-iZH , false-RidHh
~MHE : true

EBTHE | true-FHE , false-KFiE
UE : true

FHEIRSSHY VPC ZFR
E : vpcl

FHERRSSHY VPC SRIAIMIER
~E : 10.10.10.0/16

FHEIRSSHIFMID
& : subnet-adecft-exder

FHEIRSHIFREFR
& : subnetl

FHEARSS A FRIRIER
~E : 10.10.10.0/24

HNERIP
HHE : 192.168.41.10

ERIP
~E : 172.10.12.13

2026/8/18 05:33:45 #3643t 3940



O BATTCE EE24 (CBH)

=1 Wi FEFFNULL ESid ria

IRSFHERBRIAETI | 20:(DB]

ModuleSet F & Array of String UE - ['DB"]
) EEFRERE
UsedNodes a B Uint64 RENE - 10
) B TEHROS
TUICmdPort & & Uint64 SME : 10001
) _ ) FREEROS
TUIDirectPort & & Uint64 SME : 10002
ExtendPoints B & Uint64 gﬁ;ﬁ 50
. - ) HERT REMNEM)
PackageBandwidth B B Uint64 wEE 1
) R REANI(50m)
PackageNode Ey 5 Uint64 ENE ;1
) o . BERBIIEER
LogDeliveryArgs El = String BE : sv_cds_dasb_saas_xxx
BEH=cb, true-t=clb , false-JH=clb
ShareClb & & Bool RHUE : false
) = . EEHRE  MRATFRHBRRTAMEE
LbViplsp & 2 String MIfE : CMCC/CTCC/CUCC
) BB BUIAO 0-cvm 1-tke
DeployModel & Fy Uint64 EHE : 0
) #t5clb id
OpenClbld a a String RUME : Ib-5fa81478
. ) BEERRIMLEIE NI
UsedDomainCount = = Uint64 SlE 1
. ERYLHIRI R SEELHid
I0AResourceld B a String TBIE : ioa-bh-1-833ae717984772235e780aa
) ) RIRTIREiIp
IntranetPrivatelpSet & a Array of String ~E : ['127.0.0.17]
ELHERLB
| Al f Clb _
ClbSet & & rray o Tl E5E
) _ . FHERKIIEVpCHIFIER
IntranetVpcCidr = a String RENE : 172.9.9.1/0
ClentAccess = = Uintéa iﬁ%ﬁiME , BREIBAEFGE , 0 BFHAAXE , 2 BREAAFET , 3 ZERmhEXETH
~IE 1
PackagelOAUserCount = = Uint6a ?%’EL%EM}EEF'?I‘ REN. NN RENR200EFE
I 1
_ R cdctEEfid
CdcClusterld El & String )& : cdc-dead-exdeas
termalAccess = - Uint6a 1_5%)5%@ | SNRITIEFS | 0 SMRISIEIRED | 2 SNRSIEIEFRES | 3 SRiEiEkiE G
~IE 1
) ) (EES gy 41
DomainCount & E Uint64 TEHE : 0
WebAccess = = Uintéa 1 EOAME , webiBiRIFTFE , 0 webiBIRR , 2 webifiFfiET , 3 webihRXi+
~IE 1
IOAResource & & Uint64 O_%‘;i}\fﬁ. O-SEBR (R ) foa , 1-f1HHifioa
~HUE: 0
T AR | RS AN, —AN ZR =
packagelOABandidh = = Uintéa _?f:&izm%m}r REM. — N REFTAMEE
~E: 1
) ) 0 IEAFAR , 1 iXFR
Trial & & Uint64 HE O
) . BEEISER
LogDelivery & & String A : sc_cds_dasb_saas_xxx
ItanetAccess = = Uint64 O_%Xi}dé, EAIRAIE) , 1 PIRDISIE) , 2 PIRGIAIEEFFES , 3 AR
~IE: 0
. FHERMIEAIVPC
IntranetVpcld & B String RIS : vpc-se23s3rf
. FHBEARMSIEAIsubnet
IntranetSubnetld & a String A : subnet-323s4
LoginEvent

KRARFFE : TCloudFinanceZone 2026/8/18 05:33:45 % 365t 394



@ BT TCE RELH (CBH)
BREE
#ANT#EO351 M : DescribeLoginEvent
B Whise FEYFNULL ESid) i
. BFE
UserName = a S
= = tring & : zhangsan
. a2
RealName = a Sti
= = o OUE : K=
Time 2 =& Datetime_iso f;_Tg{‘EEiHEI
& : 2020-12-31T17:34:17+0800
Sourcel =2 = " SKIRIP
P = a String SIS - 1001
Entry 2 = Uinté4 BRAA : 1-FRRM,2-EfRHE , 3-webITHE, 4-API
~E: 1
Result = = Uint64 BRELER , 1-pkT0 , 2-KI
~E: 1
SearchFileTypeFilter
BFEEHEMERE HERHZRBprotocolfimethodi#{TITiE
AN TFEEOSIA : SearchFileBysSid
g1 P2 FEEFNULL ESidl iy
Protocol 2 = String %_‘%%Ei’@ﬂ@ﬁﬁ%ﬁﬁ?@&” , ANSFTP/CLIP/RDP/RZSZ
~ME : SFTP
Method = = Array of Int64 ?i':é’lETHEEE'\Jprotoco|Ti&—iﬁﬂ?@iﬁiﬁ’%{‘ﬁ?é&”,ilﬂ@mﬁﬂiiﬁ:t{? | BB RS
~IE : [1,2]
AssetSyncFlags
BRSNS
#HANTHEAS|A : DescribeAssetSyncFlag
IR Wi FEEFNULL ESid) ik
RoleGranted 2 & Bool RECTMABERN
~E : true
AutoSync 2 = Bool REEHEEDNRFLS
BIE : true
ParamDeviceAccount
RIS, AT RIEIPS K SEEsEH
AN TEOSIA : ImportDeviceAccount
2R Phise FEYFNULL ESid] A
I 5 N ! &r=ip
P s a Sting ~pifE : 10.10.10.1
Account 2 = String WSEFR , 1-64 , FELEBESZAFH
& : root
Password = = . WS , 1-6454F
- - string BIE : testpassword
Instanceld = = - SEIID
. = string BHE : ins-xxxxxx
PrivateKe = = - MKS=H
Y . = String A : test-privatekey
PrivateKeyPassword & = i K SERHIEED
Y . = string THHE : test-privatekey-pwd
Kubeconfi = = i HEWSEE
9 . = string & : test-kubeconfig
TopResult
P, . BRTopHE LA #LS
AN TEEOS1/A : ShowTop
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B Wik FBEFNULL
OnlineUser =3 &
DangerUsers = &
ActiveUsers = &

ActiveDevices
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KeyCount

DEFARMY

AN TENSIA : ShowGraph, ShowTop

B Wik FE¥FNULL

Key 2 )

Count

HD
v

SessionCommand

BETHFMBESIE

#ANTEOS|A : SearchCommandSession, SearchSessionCommand

&R Wi FFNULL
StartTime = a
EndTime =3 =
UserName =3 =
RealName 2 =
DeviceName = =
Privatelp 2 a
Publiclp 2 a
Commands = B
Count = a
Id =1 a
Instanceld 2 &
ApCode =3 a

InstanceType

SCfFIZERY

AT #O3|F : DescribeAvailableInstanceTypes

B Wi FEFFNULL
Region = =
Typeld a &

SearchFileBySidResult
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s
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UE : EHEE
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BIE : 127.0.0.1

ShERIp
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THUE : EE

1BRE

~BIE : 10
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~HHE 1

i&#&id
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THHE : ap-city
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AT OS5I/ : SearchFileBysSid
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Time

Method

Protocol

FileCurr

FileNew

Size
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DeviceDepartmentName

Account

UserName
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DeviceDepartmentld

SignValue

Instanceld

ConfirmTime
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Sid
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D
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RuleName
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SQLCommand

SelectRowsCount
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SAHERINIY
~IE : SFTP

methodJg b8, T#. MIBRESSCHEIRSS 2R LAVUE, SiERS. BalXHRIUFAIIE
EE : /home/1.txt

method NEGHE. BaXHEIREEANEAHLE HitiER anull
RGUE : /home/2.txt

method 3 L&, THECH. MIBRSURIERIM4AN. iR anull
~pE : 1024

ERHEEBR 1-BHUT, 2-4%EN
~E 1

&#&ER Iname
NE : EHER
BEKES
~GUE : root

BPa
RE : zhangsan

KiRlp

BIfE : 113.10.10.10
R Jid

E : 1.2

F&E
E : 12wel231wersa

SEfid
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Shatia) , HAction238) , EESKATE
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FAFERI Iname

N : B

K1Fd
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ESid) Fiz)e
Stri RuleID ZRERID
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Strin RIEEFR , 1~60FF , (SHFHY. HXFH, #HF. .
9 TS © EHEHEIES
0: HE 1: BEX
Int64 U 1
Strin REEHAA |, 0~100FFF
9 O RIS
) P, S22 1048
Array of String i;}g . ['i?fl.l"]
Array of Strin BiRpEE  &E104
Y 9 R : ["bhtest_db’]
) REWR , &S104
Array of String Rf5fE : ["bhtest_table"]
. SQL&< , RE104
Array of String A : ["select”,"update"]
Uint6a PRHUSELECTEERETEAT ST UL, FASA0 , APRH,

~E : 0
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ExecuteBeginDate
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ExecuteEndTime
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i}

o

il

o

o

|

ACRuleResponse

U =E e

FEYFNULL

2

D

HD

D

D

HD

D

D

il

Array of String
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AN TEOS|A : DescribeAccessControlTemplateRules
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Ruleld
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Description

User

RBFER
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#WENT4#EO3|A : CreateUserBatch, DescribeAcls,

B WIS
Id &
UserName 2
RealName 2
Phone B
Email B

ValidateFrom &5
ValidateTo =3
GroupSet =
AuthType =

ValidateTime &

Department =

Departmentld &
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String

String

String
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DescribeTickets,

Datetime_iso

Datetime_iso

Array of

Group

Uint64

String

Department

String

i

FERE  BE504
UE : ['id","name"]

0: RR1: 8K 2 : ISERER
~HE : 0

FHABHR , &=L : YYYY-MM-DD
BIfE : 2023-12-01

FroARdIE] , 24/MB9%) | #8: HH:mm:ss

BIfE : 10:00:00

ZERAH , &=L YYYY-MM-DD
BIfE : 2023-12-02

LETRAYIE) , 24/\BH) L 8= HH:mm:ss

& : 12:00:00

0 : FEMF 1 : BT
~E 1

FRENFREBEIES KNBESM. 0:or; land

~IE: 1

KEXEMRE R
HIE : 10

FEFNULL
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=

HO

HO

iR

FAFID
E: 1

P, 3-200 4% WARISE 8Tk , BfEaaTE. #F. .

UE : jack

BFRgE , BRR20NFER , FeEBE=EFH
E K=

s

String

String

String

DescribeUserGroupMembers, DescribeUsers

f#hiA

HNid
E : acrule-qw122

MMZFR
ENE : ERTHAR

MR
E : #id

_ RSN

FNSH, AEFNSERAS  NRREMER. BXSHEER BEFXAH

BT AR
BIE : 177+**1234@163.com

FAFP4E34aT1E) |, 40:"2021-09-22T00:00:00+00:00"

4R RBEEASER AP KA
& : 2021-01-01T08:00:01+08:00

FAPZR34ATIE) , 40:"2021-09-22T00:00:00+00:00"

X, KMENEMENBFKEIERL
~5fE : 2021-01-01T08:00:01+08:00

FrRFFE5I%=
~HE  EE

JNEAR , 0- &, 1- LDAP, 2 - OAuth
THIfE: 0

=ELH (CBH)

IIEIRSEIERPRE , FHO. LEMAYFRE  KEL68(7 x 24) , KFRZAFE—ATAFHIINMER. FHBHENDIZRRRE—ETHIENNNG, 0-

REFEARVERE | 1 - RERVFHIE
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FFmEER] (BTHE)

~E : 5E
BFAER] (BTAS)
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IR Wi FRPFNULL KB
ActiveStatus = 2 Uint64
LockStatus = 2 Uint64
Status & 2 String
IOAUserGroup &5 =S IOAUserGroup
AclVersion & = Uint64
UserFrom & = Uint64
UKeyStatus S & Int64
ChangePwdTaskInfo
1EMEBESER

HANTHENS|A : DescribeChangePwdTask

B

Id

Operationld

TaskName

Department

ChangeMethod

RunAccount

AuthGenerationStrategy

PasswordLength

SmallLetter

BigLetter

Digit

Symbol

CompleteNotify

NotifyEmails

FilePassword

AccountSet

DeviceSet

Type

Period

FirstTime

NextTime
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iyl

iyl

iyl

iyl

iyl

o

o

iyl

iyl

R
BB 0 - RBE 1 - B0E
E 1
BB 0 - RBIE 1 - BiE
w~EE 1
IR SFilterdh—
~fE : 0
ioaRIFSITRAABFEXER
g 5E
IUBRARA
EE 1
FFskR , 0-bh,1-ioa
E: 0
ukeyBEEIRAS 0 - RYBE 1 - B4BE
~E 1
FEFNULL ESid]
2 Uint64
a5 String
2 String
2 Department
=2 Uint64
=3 String
2 Uint64
82 Uint64
2 Uint64
=3 Uint64
=3 Uint64
=3 String
2 Uint64
2 Array of String
2 String
2 Array of String
2 Array of Device
=2 Uint64
=2 Uint64
2 Datetime_iso
7 Datetime_iso
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EE 1

fE55id

HHE : ops-testl
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EE : EHEREES

FriEER ER
TE  EE

BEHR. 1 ERITIKS. 2 EXE5%E0
A 1

PATIKS
A : root

R AR
EE : 1

TRRKE
E 12

BENEFE
E 1

BEREFE
E 1

BEHF
~IE : 1

BENEHRFH | base64
~UE : bh-test-symbol

WESTREA. 0-18K1 , 1- i@kl
E : 1

BRIABBRE
RHUE : ["113***1@email.com","bh@email.com"]

B
TUE : jI789

FEREAIKF
FHE : ["ubuntu”,"account"]

FERENEN
ThE EE

{EBKE : 4Fa, SEE
THIE: 4

A
mhE: 7

BERIAITRTE
~ME : 2020-12-20T19:51:23+08:00

TRIAATRE
~E : 2020-12-27T19:51:23+08:00
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E=ta Wik FEYFNULL E:Sid) iz
LastTime = B Datetime_iso LRIATESIE)

RME : 2020-12-27T19:51:23+08:00

LoginSetting

BRRLIRE

#AITEO5 A : DescribeSecuritySetting

EIR Wi FEFNULL ESidl R
TimeOut = = Uint64 %i%iﬁiﬁﬂﬁ. 109349, 2095%h , 30989 , ERA2093 %
~HIE : 20
LockThreshold g = Uints4 SRR BIEKS , 3-5
~UE : 3
) = ) MK SHIER , 10980, 20058h , 3058
LockTime 2 & Uint64 & : 10
) - ) APSOXRTER , WSBE
InactiveUserLock S = Uint64 B -« 180
LogDelivery
BEHEERE
#ANTENS|A : DescribeLogDelivery
B P2y FEEFNULL ESid) iy
BN,
Domain i3
AccessType 2 & String In:::!; g}’?ﬁ;ﬁ)\
& : Domain
Ckafkalnstanceld 2 2 String ;_lf;;l{(ga%iiul::;ka—zaprque
ML,
Address 2 i String WEBZANER TRBEMR0 ; SHERERANER FEEtinE0.,
BNE : 9.143.169.69:6021
CkafkaUniqVpcld = 2 String ?;Eg*iéj,fﬁ;ﬁ:ﬁm
CkafkaUnigSubnetld 2 2 String $;;E;1if£)i?dt)sl;:;fg
CkafkaRegion 2 2 String %lf;;g*@sﬁﬁi&ﬁ
N
Details 2 2 Array of LogDeliveryDetail ?—1;JT§]5§§
ExternalAppAsset
RIFARFS4 , RIS NINEBENBSER
HWANTFHEOS A : CreateAppAsset
EIR P2 FEFNULL ESidl %
N FERFEEEY, 1- i
Kind g & Uint64 ggﬁf’fﬁ“ L-web/iiF
P =L ]
ClientAppKind 2 = String %’;ug;%;ie
Deviceld = = Uint64 Z:l_;?]?;%%fm IR AR
Devicelnstanceld & & String gﬁg%ﬁf@?bgi&ég)\ﬁm
Name B B String g{;ﬁg;?tgb?asset
’ = - . EFimLEER
ClientAppPath = & String PHE : C\Chrome\chrome.exe
v A=} 3 L,
DeviceAccountld & & Uint64 gﬁgﬁfﬂhw o IRIERE A
DeviceAccount & & String MRRSESE MBS

~IE : root
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E=t P2 FEVFNULL
Url = a
Departmentld = a
ExportAuditLogTask
HitHESHESICR

WA THEOSIA : DescribeExportAuditLogTask

B Wi FEFNULL
TotalRecords & &
LogKind & =
Status & FS)
CosAddr & 5
CreateTime & )
StartTime & &
EndTime = )
Id = &
TaskName & =
Progress & &
RemainTime & &

OperationTaskStatistics

IEHHES SR

FWHNT#EN3|A : DescribeOperationTaskStatistics

B P2
Total 2
Used 7
Periodic 2
Manual 2
Running =3

EventAlarmRule

EFEEN

#ANTEOS|A : DescribeAlarmSetting, ModifyAlarmSetting

k=i P2
Enable &
AllowAllDay &
AllowStartHour =
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Uint64
Uint64
Uint64
String
Datetime_iso
Datetime_iso
Datetime_iso
Uint64
String
Uint64
Uint64
FEYFNULL
F
F
&
=
=
FEFFNULL ESid)
= Uint64
= Uint64
= Uint64

Int64

Int64

Int64

Int64

ESic) 1%
Stri webRzFEEF=url
1ing UE : https://www.bhasset.com
. &BiJid
String i - 123
1%
ESSHNATRICRE
& : 10
SHESHE
~E: 1
ESRE
~HE: 0
cositiiit
A : https://bhtest.cos.com/202409/file
fESS LR E)
~pHE : 2024-10-20T19:51:23+08:00
S AR ARE
ffE : 2024-10-20720:51:23+08:00
SR SIRGEREE
~pHE : 2024-10-20T21:51:23+08:00
{E51d
wE: 1
fESBR
~GHE : char_session_log_20210802010104_20220107020304.csv
fESHE
fpE : 10
FESRIRASE ()
fE : 50
iy
LRIAEBAEHES RAME
iE : 10
LRIERENSHESHE
~IE : 3
LRICRENEIREM R SIS HE
~E: 1
LRERENTF IMRISHESHE
~IE : 2
LRIEERTHINEEESHE
A : 1
i34

HEFX, 0XiF, 175
BE: 1

SXREE, OFRYF, 1R
THIE: 0

FYFFHAEZ/NT. BE0-23
THIE: 0
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AllowStartMinute
AllowEndHour

AllowEndMinute

AlarmType

Domain

gL

#ANTENS|A : DescribeDomains
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Domainld
Resourceld
WhitelpSet
Enabled
CreateTime
DomainName
Status

Default

OAuthSetting

OAuthiAERCE
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a
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o
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o

AT #O3|F : DescribeSecuritySetting

BR

Scopes
Enable
AuthMethod
Clientld
CodeUrl
TokenUrl

UserInfoUrl
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HER, BFAFE. FNAE
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o

FEEFNULL
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il

FEFFNULL
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o
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iyl

o

iyl

S

Uint64

Uint64

Uint64

Uint64

Uint64
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Uint64
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Array of String

Uint64

Datetime_iso

String

Uint64

Uint64
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filik

RYFFHAEES . BYE0-59
THUE: 0

VPR R/, EX{EO-23
IE : 23

RVFEREES ., BYEO0-59
TBIE : 59

MMid
TIE: 1

HEBEMEE, inuxa$EE , 2-sqiETEE , 3-XXHRFER
NE: 1

iy

Bitid
~E: 1

Rgggagid
HE : net-bhtest

224id
BIE : bh-saas-rldck9

ip, MR
W& : ip 192.168.0.1 RIER 192.168.0.0/24

AR A 1EH 05
~E: 0

R4 Bl R A A
BIfE : 2021-02-04T15:23:52+08:00

REIHEFR
TOUE : ZFANE

WZ 0-BHIFF 1-BisEk
HE: 0

EERFEOANLES, 1-ERIIARLEE 0- AP RIS
~UE : 0

*E ik

Array of Strin fEFOktal AERTHE B
Y 9 & : ["openid","email"]
FEBRFBOAUthIAIE

Bool ~MENE : false

OAuthiAIEAT .

String E : OAuth

OAuthiNIEZFiRId,

String & : Ooai8ntest

FREROAUthI NIERFABURL,

String oUE : https://bh/vl/authorize

FREXOAuth<HEURL,

String TUE : https://bh/vl/token

FREROAuthFF{SRURL,

String TUE : https://bh/vl/userinfo

#ANT#EOS|FA : CreateUserBatch, DescribeAcls, DescribeAppAssetGroupMembers, DescribeAppAssets, DescribeChangePwdTask, DescribeChangePwdTaskDetail, DescribeDeviceGroupMembers,

DescribeDeviceGroups, DescribeDevices, DescribeOperationTaskDetail, DescribePushAccountTask, DescribePushAccountTaskDetail, DescribeTickets, DescribeUserGroupMembers,

DescribeUserGroups. DescribeUsers
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Strin E4SERFISE
9 & : TestRealName
Department E4BEMAFAYER SR R EDepartmentName
e EE
Stri KIFEd
nng E : 100f238e-226f-4a8a-b3el-db93610d7162
. BFRE
String A - jack
String HBEHER
A : ap-city
Strin. Filid
9 RNE : ins-611t4n7u
String A
RNE : LdapETA
Strin BT HERX IR R 4HE
9 TE: cd/
Strin BEmSHUTRIE
9 TRBIE © 2024-10-23T11:11:14.507458832+08:00
Int64 KA, Wshell$, XHERZS
~E: 1
I ETypef/BFRE , W Type AXHERET , HFRAFRIHR( LT
nt64 —
~E: 1
ESidl i
Strin HREFIER id
9 A © tmp-20230111
Uint64 EUEATESTE | B /N ( EHARER )
~HE : 10
Uint64 ISR 0 15408 1 BER 2EEE 38BKM 4 £k

~HUE: 0
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& BRTTCE

IR Wi
Id =
Period =
User =
CreateTime &5
LastReportTime &
ReportType &
TemplateName &
Enable =
Department =
DataStartTime =
ReportCount &=
DataEndTime =
NextReportTime =
ReportName =
Description =
PasswordSetting
EISEKIRE,

AT O3/ : DescribeSecuritySetting

EIR Wi FEFFNULL
MinLength = &
Complexity =3 =
ValidTerm 2 &
CheckHistory 2 5

LDAPSetting

LDAPEEE(ER

WANTHENS A : DescribeSecuritySetting

BR

Enable
Ip
IpBackup
Port

EnableSSL

WAL : TCloudFinanceZone

i}

i}

i}

i}

FEFNULL
&
&
B
a
a
a
a
a
a
a
a
&
&
&
&
ESid]
Uint64
Uint64
Uint64
Uint64
FEVFNULL
&
&
&
&
&

=ELH (CBH)

ESic) )%
. REMAS id
vintod TOUE : 1
Strin & cron ikt
9 UE: 12
Strin BIEERIR
9 & : zhangsan
Datetime_iso ElEERS(R)
- E : 2020-12-19T19:51:23+08:00
Datetime_iso DRIESRARIE
- ~FHE : 2020-12-18T19:51:23+08:00
Ui RFASHE « 1 IR 2 BHRIRE
int64 —
wE: 1
String IR
TIE : EHEREIRE
) FEK 1 0XHA 1HTFF
Uint64 FolE 1
) BIER
Department TOE B
Datetime iso HOREFFIARTIE) (BURIRER )
- ~FHE : 2020-12-20719:51:23+08:00
. BERIRREE
vinte4 TOUE : 1
Datetime iso HURLERATE) ( FURIRE )
N ~FHE : 2020-12-21T719:51:23+08:00
Datetime iso TORERRESE (EEIRE )
N & : 2020-12-22719:51:23+08:00
Strin REAESER
9 wOE : LBBIEE
String EisESnl):

TIE ;iR

R

ERE/IMKE |, 8-20, BRIAS,
IE : 10

EBERE
BE : 0

OFIRE , 1BEFENMF , 2ZPUEASFE. N\5FE. HF. FHFS , A2

THEXES , ORPRE] , 30X, 90K , 180K.
~IE: 0

MESIANREBIREEZEFEHERT  2-10, BUAS.
IE: 5

ESid) A
Bool EABFFELDAPINE | false-AFFRE |, true-FE
A : true
Strin. S5 Esithit
9 FUE : 10.10.10.1
Strin. = FARSS RSt
9 FUE : 10.10.10.2
) FRSSH0
vint64 e : 389
EBFFESSL , false-AFFF |, true-Fi3
A : true

Bool
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Q) AT TCE FESHL(CBH)

B Wit FEEFNULL s A
BaseDN 2 ES String Base DN
~MHE : true
AdminAccount 2 = String HERKS
A : test-account
AttributeUser 2 = String BFEtE
RNE : test-attr
AttributeUserName 2 = String BrREREE
~UE : test-username
AutoSync El = Bool BE4E | false-FFE |, true-FE
EHE : true
Overwrite =2 = Bool BRAPER , false-THE | true-FE
GUE ¢ true
SyncPeriod 2 = Uint64 [RIEEHEA . 30 ~ 60000 [EIFIEEEL
~E : true
SyncAll 2 = Bool BERELE , false-FFE |, true-FF2
TGUE ¢ true
SyncUnitSet 2 B Array of String RIEOUFIZE
HE : ["xx", "00"]
AttributeUnit a2 = String FRBTEME
HE : unit
AttributeRealName 2 = String BrRgEREt
A : realname
AttributePhone 2 & String FHSEMYE
~IE : phone
AttributeEmail 2 = String HRFERME
~MHE : email
Resourceld = 2 String EKLDAPRSEHIE 2SI
TRBIME : bh-saas-xxxxx
Domainld = = String PI4EiaId

TRBUE : net-xo0omxx

AppAsset

RIFFEFEE

#WANTIEOS|A : DescribeAcls, DescribeAppAssetGroupMembers, DescribeAppAssets, DescribeTickets

B Wi FEEFNULL ESid] R
Department = = Department BRI
~E  EE
Deviceld = x5 Uint64 RIFRRRSS#Rid
~E: 1
BindStatus & = Uint64 FERS. 0-XtE , 1-ERE
~E : 1
Devicelnstanceld = x5 String RIFARRSS#ESElid
A : ins-1a2b3c
DomainName = ES String RALEIHZFR
E : default network domain
DeviceName ES x5 String RIFARRSSREEFR
OUE : BN
Resourceld = = String B2413Chlid
BIE : bh-saas-1la2v3s
Resource = & Resource L%%*ﬂi@ﬂﬁ%
~E  EE
Instanceld P = String scflid
BIE : ext-asset
Name = = String BF=EIR

THE : iEfEwebRIFR

ClientAppKind = = String EFimTRNR

& : chrome
url = = String RiFgEF=url

HE : https://www.bhasset.com
DeviceAccountName = F String RIFBIRSSERMS BN

aHHE : admin
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& BRTTCE

=1

GroupSet

Id
DeviceAccountld
Kind
ClientAppPath

DomainId

ExternalDevice

ENBE , SAIMEBENRIER
FANTFHEN3S|A : ImportExternalDevice

g2 P2y
Name =
OsName 2
Ip 2
Port 2
Departmentld =
IpPortSet a5
SSLCert =
EnableSSL &
SSLCertName &

SubtaskResult

BHFESPITER
AT O3 : SearchSubtaskResultByld

EIR Wi
Id -
Instanceld -3
Name &
ApCode &
Publiclp &
Privatelp B
Status =
Reason =
ExitCode S

WAL : TCloudFinanceZone

o

iyl

o

FEFNULL

a

o

o

o

o

o

FEFNULL

=
a

o

o

oy

=ELH (CBH)

FEFFNULL ESic) )%
RFEER
& Array of Group O BE
h RIFAERF=id
a vintod U : 1
; RIFAARSS BRIk Sid
& Uint64 = 1
) RIFFEF=26E, 1-webfif
=
B Uint64 IE - 1
= Strin BFin TEIEERE
= 9 ~EHE : C\Chrome\chrome.exe
. L& iid
& String UfE : net-default
ESi) iy
Strin EHE , THE
9 & : Instance-name
Strin, BERFBR . REERLinux. WindowsEgMySQL
9 HHE : Linux
Stri IPiBhE
1ing THUME : 192.168.0.1
. RO
Uint64 SOUE - 22
Strin BEF=FTERIERIJID
9 O : 123
Array of Strin HST : FRipHH0
Y 9 RMBE : [127.0.0.1:2001,127.0.0.1:2002]
stri SSUIEH , EnableSSLATAE
ring ~ENE : true
Int64 FEBASSLLER 0 : 2/, {(ZFfRedisE™
~E: 1
. SSUIEFEFR , EnableSSLATIAE
String — .
A& : bh-redis-test.crt
ESic) i34
Strin PATEHID
9 TR : ops-x2julw6p75997988
Strin PATENSEHIID
9 FHUE : ins-611t4n7u
Strin PUTENER
9 A - MRS
String PUTENEL
RBUE : ap-city
Strin PUTENINIP
9 FHUE : 127.001
Strin PUTENRKIP
9 FHUE : 127.001
Uinté4 EHESKS 1 - YT, 2 - BIh, 3 - K, 4 - B8R
~E : 1
Strin IEHES KRR
9 U . ARAELE
EHESH ORI
Int64 —BIE: 0
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& BRTTCE

IR Wi
StartTime &
EndTime =
StdOut &
StdErr =
DeviceName =
Account =

Accesslnfo

INIHER

HWANTEOSIA : AccessDevice

=1 Wik RIEFENULL R

Ip a =3 String

Port & 2 Uint64

User & b=3 String

Password &5 2 String

AccessURL &5 =S String
ReconnectionSetting
IEHERFEIERE

HENITHEOS A : DescribeSecuritySetting

B

ReconnectionMaxCount

Enable

IntranetAccessEntry

ARHEIAG

AN T#EEOS1A : DescribeAccessEntry

B

Resourceld
Url

Vpcld
VpcCidrBlock

IntranetAccessStatus
KeyboardLogger

REICRESER

UNTEN3S|A : SearchKeyboardLogger

WAL : TCloudFinanceZone

FEEFNULL

a

i}

D

D

fix

bk

~IE

w0

~IE

WS

~E

=B

HE : 980930

127.0.0

80

v_feifei

.1

IEHESE | wsshHERE
~IE : tsecbh://
CgexLjluMS4xEgNtcmQaDzEyMy4yMDcuMTA2LjIXNyDFQSoNMTkyLjE20C4xMS4xMZIr546w572R546v5aKD5YaF572R6K6_6Zeu6ZW_5pyf5L2_55SoLeWLv-
WIoDoNYWRtaW5pc3RyYXRvckIQemYwU1pIQ0ozemIFQ1IVbOgBUIAIWIAGEeAA

iyl

iyl

iyl

iyl

iyl

o

o

FFNULL

=
=)

o

o

o

o

S

String

String

String

String

String

String

FHFNULL

&=
=)

izl

R

IEUHESSFYARTIE
RBUE : 2022-04-13T19:44:57+08:00

IEUHESSERATIE
BUE : 2022-04-13T19:44:57+08:00

EYHESHUTERMH
A : stdout data

EYHESHUTERIER
~IE : stderr data

o=t

A : push_account_ubuntupush_account_ubuntu

BEIKS
A : root

' EERE
Uint64 SO 0
true : BJLAEIE , false : RAJIAEE
Bool —
HHE : true
ESid) )%
Strin EE2HLplid
9 & : bh-saas-sefqwefsd
Stri PAIRizIEurl
ning aUE : https://10.0.0.1/login/html
Strin ARI5EIAvpCid
9 BIE : vpc-safweij3
Strin PIRITIEIAIRIER
9 FAE : 1000.1/0
Ui 0 IREFFE , 1 ANEFHE , 2 ARILEFHES
int64
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O BATTCE EE24 (CBH)

Pt WAl FYFENULL ESid) R
Instanceld = = Stri SEfIID
= = fing A : Ins-bhtest
UserDepartmentName &= & Stril FIFEE &R
- a "o N : D
DeviceDepartmentName & & Stril REE B
: - e A - R
UserName & = Stri i)
= = ring & : zhangsan
Fromlp = = Stri EFRIP
- = 1ing RS 1111
Timestamp = = Stri SESHTIE
- - g I : 2024-08-21 11:45:03
Account = & Stri S
ring BlE : zhangtest
Resourceld & & Stril %D
ring A : bh-saas-bhtest
UserDepartmentld & & Stri FAFERIJID
e A - 1
sid & & stri SIEID
nng SRS - alb2-c3d4-e5f6-7h8
KeyTime = = String IREEEMRTE |, 1R PRI
E : 2024-08-21 11:45:03
Keys = = Stri RBER
- = nng RUE : abc1234
StartTime = = Stri RAFRSE
- = nng I : 2024-08-21 11:45:03
DeviceDepartmentld & & Stri REHIIID
& ) ring i 1
LicenseltemlList
licensefEFREAE
#WANT#EOS|A : DescribelicenseUsage
EIR WAk FEFFNULL ESid) iy
RuleKey = = String Er%mid
MAHE : sv_bunker_sli_1n_lic
Usage &= & Uint64 i
= = n ﬂfuﬁ . 120
CreateLogDeliveryDetalil
BIEETIEIEE
#AIT#EO5|A : CreateLogDelivery
EIR P2 FEFFNULL ESid] 1%
A&, BRITYE :
LogType 2 S String C'ommandLog BLRE
FileLog 3X{4BE&
~lE : CommandLog
TopicName 2 = String Ckafka topic, BEHNEFEMtopic.
~E : topic-kéb7c8
Enabled = = Bool ZEEA. AR,
E : true
AuditLogResult
HitAE
#WINT#EOSIA : SearchAuditlog
B W% FEVFNULL ESid) R
Sid =2 F String HEITRIERISId

~IE : 6d751c7c-c428-4216-b50e-63449737ed22
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& BRTTCE

IR P2
Uin =3
Time =
Clientlp =2
Operation =
Instanceld 2
DeviceName b3
Protocol b3
Privatelp =
Publiclp =3
SubAccountUin 2
AppAssetUrl a
AuthModeSetting
INEARIRE

HENITFHEOS A : DescribeSecuritySetting

B Wi
AuthMode 2

ACTemplateResponse

Pl ENS EY

#WANT#EO5|FA : DescribeAccessControlTemplates

B

Templateld
TemplateName
Description
AclCount

RuleCount

TaskResultDetail

BHQUESPITERIES
WA O3 : SearchTaskResultDetail

k= Wi
Id 2
Operationld 2
Name 2
Type 2

WAL : TCloudFinanceZone

o

iyl

iyl

iyl

iyl

FFNULL

a

a

o

ol

ol

o

o

o

o

oy

FEFNULL

&=
=)

FEVFNULL

=
a

=
a

FFNULL

=
=

=
=

HD

HD

Ho

Int64

String

String

String

String

String

String

String

#

)

Uint64

=

String

String

String

Uint64

filik

HHERNRS
E : 1000*****486

A ERAERIRT ]
BIE : 2024-10-29T04:04:16+08:00

HiHERp
BIME : 192.168.0.1

ERITENEREY | 1--[EIg. 2--chiif. 3--iEiE
E: 1

HERLT AR
~E : ins-08438w5e

WAL ENENS

& : push_account_os

WEHILTSIEMEAE , MFHRIE
BIE : SSH

WA AIRERP
~lE : 10.10.1.1

W EAISMNRIP
7~ff& : 100.100.100.100

HIHENFIKS
BE : 1000*****845

HELTEFurl
THUE : https://www.baidu.com

iiiiu
WEFIAE , 0-AFF , 1-0TP, 2-5&(5
~E 1
Stri 1&hRid
ring & : temp-bhtest
String BT
UE : IEERBRAER
String A
TE  XREERRER
) RRRRKEXAYaclzE
Uint64 FE - 10
. TRERRKERATruledsiE
Uint64 TE - 11
b))
IEHHESERBTID
~E : 1
IEHHESID

UE : ops-x2julwbp75997988

IEYHESBIR
HUE - MRES

ESER L - FTES , 2 - BEES
E : 1
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& BRTTCE

=1

Period
StartTime
EndTime
UserName
RealName
Account
Timeout
Script

Fromlp

SearchFileResult

MHHERITREER
AN T#EOS|F : SearchFile

B

Time

UserName
RealName
Instanceld
DeviceName
Publiclp

Privatelp

Action

Method

FileCurr

FileNew

Sid

ConfirmTime
UserDepartmentld
DeviceDepartmentld
FromlIp
DeviceDepartmentName
SignValue

Account

WAL : TCloudFinanceZone

D

HD

D

HD

D

O

il

ol

ol

KD

D

o

o

iyl

iyl

HD

D

D

D

HD

D

i

il

FEEFNULL

&

o

o

iyl

iyl

iyl

oyl

o

iyl

o

o

iyl

iyl

FEEFNULL

&

&

o

o

il

o

o

o

e

String

String

String

String

String

String

String

Uint64

Uint64

String

String

String

Datetime_iso

String

String

String

String

String

String

S
Int64
String
String
String
String
String
Uint64
String
String
fhik
XHAERAIRTIE)
BIfE : 2022-01-01701:01:01Z
P&
~fGIfE : zhangsan
e
TE : K=
#FID

~BHE : ins-bhtest

BRI
NE - B

BFEANIP
7~ : 100.100.100.100

BHFEARIP
~E : 192.168.1.100

BEER 1 - BHYT, 2 - RN
E: 1

BYENEL 1 - XL, 2 - SRR, 3 - MR | 4 - XHFCRTEEN |, 5 - XIFCRERS | 6 - BNk, 9 - BRIk

THIE: 1

TEAIF (K ) BRERETR
~IE : /home/abc.txt

feEEmES M () BERER
=g : /home/abc.txt

21Fid
TRfIfE : bh-test-sid-1a2b3c

SiZadE
E : 2022-01-01T01:01:01Z

FAFEpIlid
ThE: 1.2

REEDIlid
ThE: 1.2

Skiid
TE : 1111

1R&EEB Iname
~NE : BB

sHE
T~BE : fadc2368ed

JiS=]
& : root
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i

IEHHESERR (B X)
& 7

TS FFIARTIA)

~E : 2022-04-13T19:44:57+08:00

IEHHESLERATIE

~FHE : 2022-04-13T19:44:57+08:00

EHESCIRARBFS
~5H& : okzhang

IS SIRARME
~5l& : okzhang
IEHHESHATIKF
i : root
IEYEHESSHBRTAYE, A
E - 30
EHESHS

~BHE : #!/bin/bash

EHHESSHIRIP
~pifE : 10.10.1.1
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& BRTTCE

=1

Protocol
Size

UserDepartmentName

ACTemplate

URIEHIERRISR

WENTIENS|A : DescribeAcls, DescribeTickets

B

Templateld

TemplateName

Description

ExportAppAssetFilter

SR SR

WANTENS|A : CreateExportDeviceTask

B

TagFilters

Limit

IdSet

Name

AuthorizedUserldSet

Offset

KindSet

Departmentld

Filters

Ticket

EHET 8

Wi

a

o

o

o

il

o

#HANTEOS1/ « DescribeTickets

B

StartTime

EndTime

Status

ApproveUser

Aclid

ApplyUserName

WAL : TCloudFinanceZone

o

o

o

IR, AHRIRIRER. ARSI TIEIE. NMRERHEERERIIRSTIREY | Bli1ZEA "AND HIRR

ITEEEE. ST « BindingStatus, Instanceld, Url, DeviceName, Devicelnstanceld, Resourceld, Domainld

TR, ORHRA(EERR) , LAFERAL | 2iibnE , 3BHYT , 45XE] SHIRR , 6138

R
&fid
RUE : temp-B5J6dasT5P

RAREFR
R~UE : 0105ceshiFiny

TR
ENE : MHAPRELR

FYFNULL 3 A
= String . son
= Uinté4 A
& String ggfgm:j fuon
Wi FEEFNULL ESis)
= 2 String
ES 2 String
ES 2 String
FHFNULL %8 fiioa
= Array of TagFilter Ol B
F Int64 ?ﬁgﬁéﬁi B0
= Array of Uint64 gﬁ?ﬁﬁ.z]
& String F,ﬁﬁﬁﬁﬁﬁm
~HUE : iEHtwebiIF
= Array of Uint64 zzé’f{uﬁ‘?ﬂﬂﬁaﬁﬁﬁ)ﬁmﬁﬁ
= Uint64 gggﬁgﬁ , BRAMEA0
& Array of Uint64 gggﬁﬁ%]
B String gﬁg?lizg
= Array of Filter E  EE
SOEENULL ES:) g
& Datetime_iso ?ﬁgﬁ;ﬁﬂgg1-oz-o4ns:zszsz+08:00
& Datetime_iso ?ﬁg%?gmz-mns:zs:52+os:00
& Uint64 FEUE: 0
& String ?ﬁtﬁfgu:inlooooswma
= String HiEARFE

& : operator
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& BRTTCE

=1

Id

TicketType
ApplyRealName
ApproveTime
DepartmentName
ApplyTime
ApproveUserSet
ApproveDesc
UpdateTime

Departmentld

DepartmentSequence

Ticketld

ApplyUser

Name

ApplyTimeVersion

Acl

ApproveUserInfoSet

ProductCost

FERNEIR

o

o

ol

o

o

o

o

o

FEYFNULL

B

i}

iyl

o

o

o

o

o

o

AN TEN3SIA : InquireCreateDasbResource

B

TotalCost

RealCost

Currency

IOAUserGroup

B skaioaFIF S AR

WiiE

=
=

i}

i}

ST

Uint64

Uint64

String

Datetime_iso

String

Datetime_iso

Array of String

String

Datetime_iso

String

Uint64

String

Uint64

String

Int64

Acl

Array of DepartmentManagerUser

FEVFNULL

=
a

=ELH (CBH)

R

HumpEERE
TNE: 1

TER , O-Epa T, 1-BPRTE, 2-#iRFEE T8 3-BaiuTa<S/MATR
THIE: 0

FRBARSLER
RME : operator

AT A
IE : 2021-02-04T15:23:52+08:00

BBIIBIR

~lE . =FE

AT
~E : 2021-02-04T15:23:52+08:00

FEAREST | AAHMIA
RHE : 10000597843

TeEftEE
TE . R

EHRE
R~E : 2021-02-04T15:23:52+08:00%

&BIJID
E : 1

EBiISequence
~E : 10

TEHID,id-s3ed4r5e
UE : id-s3ed4rSe

EEARFI
~fE : 101

EREAAR
~E : EETR

AR IR |
~FE : 1703769950580478

aclipR
E  EE

HHARS
E  EE

#ANT#EOS|A : CreateUserBatch, DescribeAcls, DescribeTickets, DescribeUserGroupMembers, DescribeUsers

BR

Orgld

OrgName

OrgldPath

OrgNamePath

WAL : TCloudFinanceZone

Wi

a

FEFNULL

"

ESidl Fiz)e
B#HA
Float I 12003
Float RBEEMMN
BIME : 1800.3
. &5h
string ~IE : yuan
ESid) i
. ioaFiF4E4Aid
vint64 e 85232
Stri ioafAFERER
nnd T : FRED
strin ioafIF4RRIdEER
9 A : 2321.23341.2334
. ioafAF{AREZFRIZE
String

TOUE . SR ETELFFRED
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& BRTTCE

=1

Source

SearchCommandResult

WORTIRRER
N TEN3S|A : SearchCommand

B

Time

UserName
RealName
Instanceld
DeviceName
Publiclp

Privatelp

Cmd

Action

Sid

TimeOffset

Account

Fromlp

SessionTime
SessTime
ConfirmTime
UserDepartmentld
UserDepartmentName
DeviceDepartmentld
DeviceDepartmentName
Size

DeviceKind

SignValue

Department

BINER

#WANTFEOS A : CreateUserBatch, DescribeAcls, DescribeAppAssetGroupMembers, DescribeAppAssets, DescribeChangePwdTask, DescribeChangePwdTaskDetail, DescribeDepartments,
DescribeDeviceGroupMembers, DescribeDeviceGroups, DescribeDevices, DescribeExportDeviceTask, DescribeExportUserTask, DescribeOperationTaskDetail, DescribePushAccountTask,

DescribePushAccountTaskDetail, DescribeReportTask, DescribeReportTaskHistory, DescribeTickets, DescribeUKeys, DescribeUserGroupMembers, DescribeUserGroups, DescribeUsers

WAL : TCloudFinanceZone

o

o

o

o

o

o

o

o

o

o

o

FEFNULL

a

FEYFNULL

==
a

o

o

o

o

HO

HD

Ho

D

o

i

i}

i}

i}

ESis

String

String

String

String

String

String

String

String

Uint64

String

Uint64

String

String

String

String

String

String

String

String

String

Uint64

String

String

s ik
. ioaKEXFFIREEL
vints4 E : 0

biiiia

LENAIATE
B : 2022-01-01T01:01:01Z

BFRaE
A : userl

e
~UE K=

HF<ID

TRBUE © INS-XXXXXXX

BRI

~E : FRH
BFERKIP

& : 100.100.100.100

BFRRIP
BIfE : 192.168.1.100

we
~ME : pwd

WOPUTIER | 1--FeiF | 2B
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