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o AF7ERYE CKafka SEAIRIRHER , RASRERWER , AFEIEWSLR LFE CKafka AUMISFIMGSERHK , R
SKBMITEWINNE. ERABAMERFREBEXENE.

» CKafka IEZERI=KEPD4ERL | —2LFIR0ZER  BURTRFERAISTHIRE , —BHEY B&H , BlUATER
EFRSRISCANIAE HBINIHEEE | =2FYMESLR Partition 218 , BUR TR EFHZAISTHIRIAE _HB N
Partition #4&.

o IEMSCHIRT , SEEMIFXISIEERE. Partition HHHESENMGE  REWIRISTHIRSZMH = (B
EXBZA + Partition B8} x Euyh Partition #(& + 100 + MESEHMN x WHEBE + 100) x WSLAY
K,

SR AR

HEBAF CKafka RIEIEESRIHIERENRMETEARR , D NARERILEIRE. BRUERFEIzE RN EEERE
FEFPRSECERS M AISEBIUN TR,

YRR
AL IEETEEMNTEE (MB/s ) E2 Partitionfl#& (1)
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=ELA 900 700
b8y 1200 1500
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o BEE . FEEERE , REABEYH IP A oihEiz Topic , BRIESIER S (FERHE Topic M4wiE
Topic TWENYAILAFFEHRBE ) .
5. B [#23X] ek Topic IR,

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 16| 333



@ AT TCE B CKafka IR

I3, N0 VPC 4R RS

BRIEmS

SLhlelETeRE . FEMSLAIRIT—5% VPC MR | iZESESEET CKafka i=HIGXIEEZIFAISLEIRIN VPC /LS
23z

Ellfr= e

B elgEshl.

BAEL R

1. #£ CKafka sLIFIZ 0E |, B PER1 EUZAISLHIRYID/BAFR".
2. TESCHNFBTRE |, RN TS TURRRRGARINES B ERES | #riE—5% VPC MERESH. AINEIRE VPC WESHRIRIES

Mz,
s N ER SR
VPCWZ& v
PLAINTEXT v
vpc-g@ mm = = b subnet-1 "~ 7 m |1v

MENEMS B EfE W 2

RR K]

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 1I7m# 3337



A BRSTCE B CRafka I

BABARO TRINES SR8

AR BABN S R{E

vpc-k

VPCRA%% PLAINTEXT 092 7

AR

IR : TCloudFinanceZone 2026/9/1 04:00:39 5 18T 333@



2 AT TCE

L4, BRER
{£F SDK IUAiHE (#5ZF )

BIEns

ZfESLA Java ZFEEAFIIESEERVPCRILKENEES CKafka FTEHE.

HitES = imis5% SDKXH.

HRSM

o %51 88k LAERRAS JDK
o Z224E2 5RLA ERRZR Maven
o &, Demo

BFTR

F£B— N0 Java (Kl
£ pom.xml SERIALATKER.

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld > kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

TR HEERE
1. 8BS BASI CKafkafic &S24 kafka.properties,

## EEERANE | EEHSRISTAFBIREHRN SRR BT IS H).
bootstrap.servers =ckafka-XXXXXXXXXXXXXXXXX
## Eg&Topic , fEZHIE EtopicEIEREEH.

topic=XXX

## EEEConsumer Group , A LAIBENIEE
group.id=XXX

B 158e

bootstrap.servers  EARE , FEEHGHISTHRFERE BEAG] RRAIWEIISH,
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& BRTTCE

28 54RE

BARRO

PLAINTEXT i l[173

topicBFR , R LIEEHE L [topicEIE) mmEEH.

EXER topicEE Consumer Group iz ACLIKRREE APER
topic
:ZE:;?‘V\ i 1 2 topict 2022-01-07 16:38:24
group.id ERILIBENIRE | demoiz{TAIIEAILAE [Consumer Group] TREEZRIZHEES.

2. RIEBCE A InEFERFCKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {
return properties;
}
/ZRENECE X4 kafka.propertiestINE,
Properties kafkaProperties = new Properties();
try {

THEBAFY CKafka hR

ANDNES H SRS

jo)
o
|

i Mk =3 v

kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));

} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}
properties = kafkaProperties;
return kafkaProperties;

TE=  RXBER
1. IRE&EF=HERER CKafkaProducerDemo java,

public class CKafkaProducerDemo {
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public static void main(String args[]) {

//IN#kafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/MREENR | BB GRS TopicAHEN A,
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iEEBATIKafkalRHERIFFIL A, tkabdemo {FERRYEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
/EREAREFETA.
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimAEREIIREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/R BEF NS AR,
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥3i&ProducerId&,
KafkaProducer<String, String> producer = new KafkaProducer< > (properties);

[FFE—NERNTIKafkahRiER.
String topic = kafkaProperties.getProperty("topic"); //iEEFTE I Topic , IBERHEHIBEZS | ESEXE.
String value = "this is ckafka msg value"; ///HERIRA.

try {
/MR FutureXISRATLAUNNRIEE, (B8, HIBAEKK.
List<Future<RecordMetadata>> futureList = new ArrayList<>(128);
for (inti=0;i<10;i++){
//REBR , FERE— 1 Futurelts,
ProducerRecord <String, String> kafkaMsg = new ProducerRecord < > (topic,
value + ": " +i);
Future <RecordMetadata> metadataFuture = producer.send(kafkaMsg);
futureList.add(metadataFuture);

}
producer.flush();

for (Future<RecordMetadata> future : futureList) {
//RIEIREFuture Xt SRINLEEER,
RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());

}

} catch (Exception e) {
//EFIRREEIRZ /G | RRIERN , WS ENIIILSEIR,
System.out.printIn("error occurred");

}

2. #RiEFHETT CKafkaProducerDemo java KiXHE.
3. IE1T4R.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. £ CKafka 141619 [topicETE] TUmE , RN topic , & [E£] > [HEEA] | EERNRAXIGHEE,
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wemn @

@ HEZNRSACKakaXZANFRAE, RVEREM\SWTEZN, 4
HEEURSRTRAN0FHER.

test

BUREN

0 628 2 17:25:31 EEESIE

0 629 2 17:25:31 EEHSIER

LB HEEE

1. g2 Consumer iJ5iEEFER CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {

public static void main(String args[]) {
//n&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/REEANR , BB EH GRS N TopicAHEA R,

props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//FERPoll Z [BRIER A T FIEIFR.

/EEEBNZESEREOY , RBiHFENEHELTIFFERS | RESmEHEZEEMConsumer Group#lfFHflzRebalance , B4

TA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//BRPOlIERAEIE.

[ERZEAREREARK , SNRPolIXSHIRE | IAREE TRPOllZRTEESS | MR —RGAESE , FERI.

props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

/[BERRFFIETTE.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//EBTFR—MARGHEZELS] , RREEHEER.

props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));

//FEIEEENS | BRI —NEZESLA.

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/&EEERITRENTopic , ILATEZA.

//ANERGROUP_ID_CONFIGE—#£ , NIT Y TopictBE Mg B —E.

List<String> subscribedTopics = new ArrayList<>();

JANRFEITS N Topic , MEXERINFZERIA,

/1B TopicE B Ei=H et ToIE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {
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subscribedTopics.add(topic.trim());
}

consumer.subscribe(subscribedTopics);

/MENEZER.
while (true) {
try {
ConsumerRecords<String, String> records = consumer.poll(1000);
//50FE TR Poll Z BTiHZ X LR, BSWERAS#BIZ SESSION_TIMEOUT_MS_CONFIG,
/7B BRI R EEER | AEFSREZER.
for (ConsumerRecord <String, String> record : records) {
System.out.printin(
String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}
} catch (Exception e) {
System.out.printIn("consumer error!");

2. iFFHiTCKafkaConsumerDemo.java iHZEEE.
3. B1TER.

Consume partition:0 offset:298
Consume partition:0 offset:299

4. 7 CKafka $=HI&HY [Consumer Group] TUHE , WEEXIMAYEZEBIR , HEEBFREA topic B , =i [EEFRE] EF8EEF

5.

test / partition-0K{Ri¥1§

I =2 ETR | WEAE @ HiESI 1954 v REEE

LT Hoffset ()

13

634 541 598.525
Y5 R BAoffset o
® 634 626 629.424 —
FIH BB R ca
89% 0% 30.898% —
HERE ® o 2021-C TA
A 89%/min 0%/min 1.576%/min =
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i=1T Kafka 2 i

BIEmS

ZfESIESHSIEMISE CKafka BRS3SE | {5 Kafka APIL, ETCloudFinanceZonef5328 E183# CKafka IREf5 , Aith
TEFHHEE Kafka THEE , F3x7 Kafka AP #{7{E U,

T =
=l
1 Zeik JDK RS
1. 168 Java &2,
FIF & , YT TS ¢
java -version

AR Java MRAE |, iBE Java L3ERRTD ; WNERIRERE Java |, 15 a4 Java UGFHAEM (JDK)

2. 188 Java I iE,

BE JAVA HOME IRIEZTE , FHSHIEHIEE Y Java ZEE R,
A Java JDK 1.8.0_20 kA , #IERGRVEHINT -

BERSR i
. Set the environment variable JAVA_HOME to
Windows

C:\Program Files\Java\jdkjdk1.8.0_20
Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

& Java JRiFESHUERINEI R AR RS -

BERR T
Windows B, C:\Program Files\Java\jdk1.8.0_20\bin"FINBIRFZE" " Path"HKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required
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5 EERZEIRY java -version @p<SISIE Java T3,

$£IE2 - T Kafka TES
FHIHEIE Kafka 26, ( Kafka 250 SR ekt > )

13 - Kafka API iz
BT CLI SSAr=fEEEa , =3 /bin BET.

L IR &mEthiEEE.

bash kafka-console-consumer.sh --bootstrap-server XXXX:port --topic XXXX --consumer.config
../config/consumer.properties

o ¥ XXXX:port EipVPCRLZIHIARER SinO , FEERIEEFFEREN EATLIV] HRIREY,

BABRO i DI S EH SRS

VPC 45 PLAINTEXT 172808 9092 bl 153

o topic : B XXXX&igmktopicER , FE=HE [topicEIE] THEIREL,
2. BHMF— N EIRBE O EaE=E,

bash kafka-console-producer.sh --broker-list XXXX:port --topic XXXX --producer.config ../config/
producer.properties

o ¥ XXXX:port & VPCRLZIHIARNEE SinO , FEERIEIAFBEREN EATSTIU] HRIREL,

BABRO i DIt EH SRS

VPCH PLAINTEXT 17 29092 IS

o topic : ¥ XXXXEHapktopicBiR , EfRHIE [topicEE] TUEIAEN.
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MANHERBZEZREE  EREZERE/LFREEHES.
EFEHEE

M 'l B bin % bash kafka-console-producer.sh --broker-list ckafkal
) n .ap-guangzhou.ckafka.tencentcloudmg.com:6014 --topic test --producer.co

nfig ../config/producer.properties

>hello world

>this is a message

>this is another message

(]

- - - ™) pbin % bash kafka-console-consumer.sh --bootstrap-server c|
kafka-'sm W .ap-guangzhou.ckafka.tencentcloudmg.com:6014 --topic test --consum
er.config ../config/consumer.properties
hello world
this is a message
this is another message

3. 7£ CKafka Z=HIGEEERRE , ERNINAERIHRRE.

S ckafka- v
Topic test v

52 BEEY
2XID 0 <
4 g 0

2SEID fiim ENIEIE S BRIE

0 0 2021-02-23 14:48:44 BEEHRIFE
0 1 2021-02-23 14:50:46 BEEHBIFE
0 2 2021-02-23 14:53:05 BEEHREE
0 3 2021-02-23 14:53:39 EEHBIFE

HEFBT -
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HEFE X

@O LpIEWHEBERRIRHIIRANSingKE, WIHEIELS, BEOMEEBNFFIMERIARHIBIER

Key

Value
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ES=i(ET
LS
Bl

1L

=

IZESESEEY CKafka I=HIGBIZSLAIF Topic , HRIETHE CKafka I=HI GER(ERTE.

BRAELER

1. &7 CKafka =HI&.
2. EEMSHESRE [SEFFIR] |, BE gl #ALHWER,
3. fELHIMER | RIEEBISFRITEWIER.
o IR | KB
o Ml : PEFEANERE S FinHYRIRBUTAIMhE
o PPl | IRIEIRER MRS BIREINATES,
o JHEYRE : SBEME 24 ~ 2160 /)N\ET.
o EHBEBREANE ( AIHEKALATI0% ) it , BRRIMBRIBRYER | LIERRIRS TRAMY.
o FABME | IEERRISIRIFRISCYM—ERIFABNG., SR FERANEMFABMNSERISE 71 H AR &5
EEERIEAA,
o SCAIBFR | WSESPLBIRT |, SIS eI SLAE ST B eI AR IS EE R IREE,
4. B [MZBDWSE] | SepksEplelE.

EhIFIZE CKafkaZBBIRY 2

ID/ZHR s K& CPU%RS FRmSRE B SCfiE RS POLEHRE FREIRE g 1B
TopickiE
LBR: 200
0
TR PartitionZ{
ckafkz AR : 2R
e WERE N
o X86 1223 az1 2441 4004 1 1 ECEEE
test24 . B - az2 e i :lzjbaZ1 7 N RRRIE
#): ssD =20
=R MB/s

BES
£2:
200GB
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WEEEmREIEERIRNA

3711
FEOIRREA CKafkasiiEeh , MRERBLMEHEE— RGN , B BRUH B O PISR BT
BELURIERIERINEE , BATUBI TSROV APL ORI SC,

o VREHFEMNFART | URBESNMIBER MKEXLFIETR  BAERESRELIN LS FIIR R RIRSS
“NCKafkascfl ( fFlaickafkal, ckafka2, ckafka3 ...... ) o
o IEERIE
o IEEBRMERSE | BRETEELE n NIOIFHEEXLFISTRHEFSEFSM x FHIRIBER (5N
ckafka3. ckafka4. ckafkas...... )%

o HEZMENS | ERTHRELRE n MEZ T IIRES N RISHEEFSHILEIZFRET ( Fldnckafka3-
bigl0-test, ckafka4-bigll-test, ckafka5-bigl2-test......) .

BRAELTR

R F BN
A EMWSLRISLARR B NRISRIER | (NFSiBERIsLEIEFR.

=
BUFRRIHAVSCHIBIA RS N IFFIRIBIE | BEARREEETRIFES.
AT ELABIEE 7 31 CKafkashfl , HABLBAERMAISLHIBEFRS “"ckafka+FS" ( BISCHIZFRA ckafkal, ckafka2

0 ckafka3 ) J94l.
MSETuR(E

1. & 6FRLAHIESE3INLA] |, HEWSERLL BI85+ S "I MNBESLAIEZFR , BIELFIEFRES N
ckafka ., A0TNEF :

I B ckafka
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2. {RIETNEIRTE LB | F5emisZfT.

API $#24E
£z API [ModifylnstanceAttributes] & , i@ BHEXFER
SCAIBFR ;45 InstanceName FEIETES ckafka .

IEERI R
R EWLRISLAIRENERBIEERF SHILHIRTR, LABHCHFHEER N HESMENS | ERELHIETR

RS, BIRIESCIRR R TIRE. IBEESRIE | (R}, x RREMSLHIBMEWINBRFS | JRSISIER , F505
CERNE REL

TEER MR
IR ELAGEEEIZEINLS , BISELFIFS M 3FHREE /5.
MISCTUR(E

1. &% BIEEsLH WSESLAI |, HEWSETIL M Bisk + IEEIR LB (R} *AUds B NIES BB FR , BISESLBIEFR
IHSA ckafka{R:3} . ATEFTR :

e (| A

L5 B AR ckafka{R:3}

2. IRIETUEIR B | F5emisZfd.

API 12{E
f£= API [ModifylnstanceAttributes] & , @ BHEXFER :
SLAIZFR © 48 InstanceName FERISEN ckafka{R:3} .

IEES MRS
IUTRELUSE BRI , FHEBEMLHIETREE ckafka, big 1 test 55k , B ckafka # big BIEXEE
FS , FESBIM1I3F2FF RS ( BISEBIGFRA ckafkal3-big2-test, ckafkald-big3-test. ckafkal5-big4-

test ) 7931,
ML TTRE

1. 2% [SUgsehl] WE3ASLH , FAMSLRLA"RISR +fE R (R} -BISR +IEERTU AR R} -RISR A& 2 M
NIEEXLFIEFR , BIELFIEFRIES A ckafka{R:13}-big{R:2}-test . WITEF® :
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LA B R ckafka{R:13}-big{R:2}-test

2. {RIETUEIR B | F5emisZfd.

API #21E
£z API [ModifylnstanceAttributes] & , i@ BHEXFER
SLHIRFR : 45 InstanceName FEAEE ckafka{R:13}-big{R:2}-test .

IGIETNRE

SRS RREF BN R EE AL EEIEAE |, IIET A TR FIRIERESLAIRTR.
B CKafka = EEHCZNLA , BRI &I EMWEAISLHISARBEER ERMNFH TR, WNTERR

ckafka-b 16 '
ckafka14-big3-test ,*

ckafka-ya y r
afka-y b) I . .

ckafka13-big2-test ,* . .
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I=E=p Nl

ZESESEEE CKafkaizHl BB LA EE BRI,
CKafka J3BNLHNGREBTKIGIER | KREFSAEZLARERE. HEFRAEO. EFEETE. HEEET
B SxEENEY —ENEERSERRERIRS. WP

=0 BB RS

N < 80% <br>fi2Es
EEREL ( BUARA(ES000) 80% < N < 95% o

N > 95% L

N < 80% R
<br>#EFERBDL<br> 80% < N < 95% i

N > 95% (=5

N < 80% R
<br>4FIEERHRE ( ASRIA™HE ) <br> 80% < N < 100% s

N > 100% =

N < 80% R
<br>E&EIEETR <br> 80% < N < 100% HE

N > 100% 58
R -

EREEUARAERS000 , BEAMEETRAEBENBDILHITHR. TAERBSZRANESSHEFRITALE
FHNER | IHEIXRKEESLR S P ASE A LR RS HIET K.

1. &R CKafka =HIA.

2. TEMISHMRE (SEHFIR] | BEEREARYID/ERR , £ [(BEXER] ', IEELARRERE. BERE
B BATGIL. BRRBHER.
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BERER topicE 12 Consumer Group ag 2 ACLIRIREIE ArPERE

BEXER MEER
wE vpc-T T N N /8 )
Ckafl . subnet-r “ * "~ )
108, . JW_[
EZZS
=1EM18 EEES
X86
yfm18_Hygon_x86_64 IERR-IR ST R
s’ 1 MB/s
»’ 10GB
117
4/45
50
BABRO SRONEE B SRS
HTHE
ItRES
REITE

2022-01-07 17:51:21

HERE BE

1X @

15488 :

(BeEER) AR IP im0 (5Ig0 10.6.206.110:9092 ) , RATFHREGHRSAERMENE , ESTAR
iR O REFES D | NRIEHIIRSS[ECE TIHIAMRE |, IBEMRSS 23 LiE9092 - 9192ux[ ( broker AIgES
BHaf & | SehENBROSEN , FEMEREHE ) .
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2 BRETCE WIS CKatka 1
tHE7 IRIASLH

BIEmS

FFPABEEHESRAY CKafka SLHIRY , RTLASHERHRERUZSLA,
iHEBAY CKafka SEGIRYAE AR EIERZISSEAIN Bl EIRMETE BT, BEXIEFIMNESHESEERIRENSIENETE |, 7
RIZTTT 6] ERIN R FREE R ST RAEARSS . SEAIBLATRE -

7N NSRS KSR

ellfees PEMRS  SEAIRIEE  BAETHRZEEPRE.

-I—-E:t_ =y = AL —/— | e Ny —T ¥ S [
ﬁrg RERES LIHIEBETRES  RPEORE. RE. EEEELCTHLEER,

illzSes FIEPRES  SCAHIREHSEET API HFUTRIFRERE.

ERE RIEATS  SEAIREHISEET APl FUTHERIRFEISRISLAIEERET , HATRRBERE.

EEEES NI LI EHEEIEY APL HRTIISTRENEMINE S BESLHIR | IERIXFMEIISRERIE
FhEPAZS =

U AR,

S R SLOFaIMPREEERIA14RE ( BfRAS14X ) Rit74E2% | CKafka FUTHIRERIETR

mﬁ O, 10N Mo

= 1=
T%%VE&Q?%
I
R SR SRS SR ERTIRE | BIRRISHEIE,
1. Z5 CKafka =514,

2. TESCHIBIZRTTRVIRIELS | EIRIRIEIZRY $HEY/1RIR.
3. (EHERSLPIRYEE T |, Bt T, $HERSLhY , BInTHEERIZsA.

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 34mH 3337



O BASTCE

HEBAFI CKafka iR

Lt X
(1 QT
12855k 1 N Efl, EFIFEA

No. EFID 1764 RME

1 ckafka-naeogmwa test241111new kR
HHERBAYM

sEfiD s 73358 SeliEtopicEy SIS XE

ckafka- 20 MB/s 200 GB 2/200 0/400

naeogmwa

i S X
§HERSChl X

Q sz > @ memn

TUBRESLH,
2. HREATEHIRGHERENIHE, SRS HEIE.

= HEHR

® 1. IERERLHIST AL AN SIOFIRER, AT ST SFaE )
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A&

At

s INESES

S

ZESIESEEFERIBES CKafka it , BITIEHISEERBBANMN | 1E3Exd N RIERPAIE - MEihiaEsl,
WA ¢
TSN SESL BT FFAE LR FFIEIE THERAY VPC 3REE (a0 VPC A) |, FR(XEERMEERA VPC A i5a{EASE SRS

CKafka fRSS ( &£/, HBHIES ) | BREERIERRIEM VPC FE (0 VPC B) BFEKE VPCA R
AOHEBASY CKafka BRSS , NAJLUBTECERZANG T | 15EE VPC RISHITRERRER,

BAFL R
1. &% CKafka =#I5.
2. EEMSHERE [SEFIR] |, BEBEREAIRY'ID/EMR" , HEABRSMMSER.
3. ELHIEAEETE , BHEREANSGTUERFTR) [RINEERE] .

4. ERES | ERRHRRENRNG .

R NEE F SRS X
VPCR% v
PLAINTEXT v
vpe-g~ L v subnet-~ ;. D )

MEMENE ZMEFN 2

R”R XK

15888 :

EHlE ERER VPC MgiaatiE (Fa0 172.16.0.12:9092 ) , BFABGEHRRSAVETMELE , ESTihEis
Htim A EFES S | BERIIIRSS 28 EIU@9092/5RFa RN |, LAMEIRSS A LAERE IS,

5. B [1832] | FehkBSHSREAIN.
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T

TopicE1E

BIEmS

Topic ( £/ ) RE—FM2ENEF , IBETE Topic FalLIEFiERA. CKafka X39MsER Topic R9BES: , &7=&1E Topic
FEHER , BEEMN Topic FIEEER. ATHEVKET R , — Topic SEFRERZA Partition ( 9K ) Hak , 1BEHEIN
B, BTLUBISIENN Partition FOEEHTREET S,

IZIESIES @Y CKatka =55 | EEBLHIT Topic HITEHE.

BFL R

B IEH 5 F el Topic
1. &5 CKafka =418,
2. ESLIFIRT , R BEREHIRYID/EFR" , HENTHIFER,
3. FESEAIFEIR , BT TREINERAY Topic 1 , BAEMHE,
4. 15 Topic BOF , EZFES XEFRIFEHEER.
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#hiE Topic X
BFR & A\ topicEFR
=9 i, BaANEIER

1 3000
ERELRMEIAROITR, PXEESEN NS, FESHESE.

SXEEEEN 2

alA g ® 1 21 EIAR 3
EENMBIAE, RZR1F8(n-1)&brokersil
LR ERAS X BIASE: 400, HEEECAH121, LHIATHRZ0IE19441 28]
AKX
MEEZHX, oTRELFIFE, EANNNA @2
=E1--NQ)
retention.ms 3 * v

topicEEAYESEREE, SEE1 S#FI90 X

NS (=1

o &R : Topic B , QIEELEEN , BMREEESFE. #F. Tk, -

o DXE  —MIE LS XS, — Topic ILABE— P EES/ partition , CKafka LA partition fEA%
BeEAfiz,

o BIASEL : partition FIBIAEY , FATREE partition NS , NIREEIET RN , BOAFE2EIE., BIA%
HESRN , FIINZEFEIET 1A Topic, 6MDK. 20EIAR , BBASKEE—HATL* 6 * 2 = 124,

o BER . AERERE . REE&FETR ip A=A Topic,

o retention.ms : TopicEERTHERERE , SEEL 2090 X,

5. B [#832] 5Tk Topic BIE.
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THEBAFY CKafka hR

& BRTTCE

s

EXER topicEE Consumer Group s ACLRKIRERE BAreEe

A7) Q o 3
topic-k711yi
opie yve h 1 2 topict 2022-01-07 16:38:24 B MR B2 v
topic1 I
20 v 1 /1T

BEidEFimBsitlE Topic
"Bntl Topic"FRrZFimA— Topic £F-8iHZHRN , *Bahalliz Topic &BTFE , & Topic AFE , B Topic
EMFEmENN , ZFEoBshtIEL Topic,

FEBahelE Topic

1. &% CKafka &E=HI&.
2. ELIFIZRT , REBRELHIRYID/EFR" , HANTHIFER,
3. BB Topic R , |mEA LARIBCERE , FEEENEIE Topic,
4. i EYF Topic P XEFEIFEE , BERZ | THEE.
IZLHITRIB ENEIEERY Topic IR EHM MG FIECEN S REFIEIALAYE,
o DXEL  —MIE LS XS, — Topic ILABE— P EES/ partition , CKafka LA partition fEA%
BCER(iL,
o BIAEL : Partition BIEIANR , FAFRIE Partition RUSATA. AREHIETIEY | BUAFE2EIR. BIAEE
BEOXANE, flnEFeIET 1A Topic, 6P XK. 20EIA |, BPADKEE—HHETL x 6 x 2 = 1219,

5. i [$832] 5Ehk Topic BlIEE,

&1

EXER topicEE Consumer Group Wi ACLKIRERE BreEe

FRO17) Qo

topic-k711yi
°pfc yve h 1 2 topic1 2022-01-07 16:38:24 "E MR BEZ v
topic1 Ig
20 v 1 /1]
flE& Topic

TR
o fHB& Topic BIREIRT , FEAETEI Topic SRATEEISHMIER | SEIERIE,
« Topic IFREFLEME | BeEMBRAING | ZooKeeper BEEESEIDHEEM. ELEREEIERSR Topic , &
SatEiaixty [4000]10011 , ERIEE/REEER.
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1. FESLBIFIRT , BAE BARSERIRY " ID/BFR" | EASLHIFIBTT.
2. fESCHFIBTT , B topic EIRFRETT , fERIF=REMER.
3. SR EOEATHRIA | Topic BHMIER.

& Topic BREH

1. FESLIIRT |, BATE BARSERIRY ID/EFR" , EASLHIFIBIE.
2. FESLHFIBTT , BB topic BEEIRET.
3. REERFIINRE > ErafkiE  REUTSH:

cleanup.policy delete v

x5 BSRREFNEIMER, 3E HEiRkey£45 (kafka connectBt & &1E M
compacti®Zzi)

min.insync. 1
replicas

A=

Hproducerik Erequest.required.acksJ-10J, min.insync.replicasigE
replicasiV &/ \EX B

unclean.leader. ()

election.enable

segment.ms ms v

Segment? FIREIAVETK, SBEIT £90 X

retention.ms 1 x v

topicEERYE B RERTE, SEE1 2#EI90 X

max.message.bytes B v
EPIRRIZBIEN, SRRER—T2XNBIERSER, f—KIE, RS

IR LLRES—HORIGEEA/), SEE1 KBE12 MB

"R KM
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cleanup.policy delete v

* ¥ B ERREFNEMER, 3E HSikkey[E48 (kafka connectBIFTBE(E
FHcompactiEzt)

min.insync. 1

replicas
Yproducerig&request.required.acks -18F, min.insync.replicasigiE

replicasf&/\E B

unclean.leader. ()

election.enable

segment.ms ms v

Segmenty FRGMAT, SBE1 E/90 X

max.message.bytes B v

BPRRRIIEN, RBRERA—THROKERSER, £—K5%, R
SHALLES—HORAGEEAN, TEE1 KBE12 MB

SEURBIT -

SHE BINME  S¥CTE Lz
cleanub.polic delete delete/ XIFRSIRRIFRIEMBR | 5& BEHR key E48

P-pOlicY compact ( Kafka Connect RtFEE(#FA compact 125 ) .
min.insvnc.replicas 1 i 24 producer % & request.required.acks J1[7 ,

nsync.rep min.insync.replicas 8% replicas B95&/)\&4 8.
unclean.leader.election.enable  true true/false IEERBRLILIREAE ISR & replicas £ leader,
seament.ms i 1day - Segment o5 ARSI , B8 ms , &/IMEAS
gment. 90days 86400000ms,
ic SRR BN, IS MR A ST IR

max.message bytes i 0B - 12MB Topic HERNREXNHEERN. NMESNEOASLHILEREH

BA/NALIMB,
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Consumer Group
A%

Consumer Group JAZ15E8

iHERERSIZET G Consumer Group HPRESEES Dead, Empty, PreparingRebalance, AwaitingSync, Stable
JUFh , EhisEAYR Empty, Stable #1 Dead =R, Consumer Group FRSRSH LRGN BRI :

/" Preparing "\«
\_ Rebalance /

'y e YA

AwaitSync > Stable

Dead

o Dead : [HE:EAHRNTHRFAE Metadata ELHBER.
o Empty : HEBRSEHALRIETAMR. MNRABANEFE offset ZBEITHE , NSZ 9 Dead RS, —HRFEIEN
Group BKIAJ9 Empty K.
FHIR Kafka 0.10.x hRARIE , ZEZEDEHRIKBHIRRERNSHEGEI7X | EEDHIESHE MR,
o Stable : [HESEPEZNEHRECEMA |, LTFRERE.

Rebalance IKEiFER

Rebalance R&EEEH
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IRHE Consumer Group APIRSHLETAD , 24 Consumer Group 3 Empty, AwaitSync g Stable XZ&SHS , Group 7]
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o MFFTE : REEMBRIRERLRIRS.

o TS | AT EENTREEIRERaETRE.
4. BBEHRE | TohdmiE.

{E AR Mt RIR
IR TR | SRR,

1. & CKafka =414,
2. EEMISIM=RTESEBIFIER | FESLAIFIZRTURER , G,
3. ELfFIFIFRA LRRUERIE , BhEN , T R,
4. BRSSP IRRINRESHE.
f5an , e HgBE 7 EAMREHEE (40 name ) RIS, BN name” (RDANE ),
5. [EEFHERTER icon , HITHER,
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THEBAFY CKafka hR

HEEN

BIEm=
HRBEIHEEERE , AJLIE CKafka EHIEERREHEKAIETR. ZESESEREY CKatka HEEIHE.
CKafka ZEHIEFHEMSRENNZNAEERMNONEES  ERBIRUT

o RUAEE : FAFREERAEERAEZE Topic (75X ID UUKREBRAIMA.
 IZATEES . BRAREEENME | (BffEERRZHRTE.
P =1

o BXENRSENRINNEEERRURZER20FER | AAFIHAEHE.
o BIHEHSEE—ETERIR , YI5MERE.
o BRTHEEACHFER 1 MB RATHE.

BRELER

1. &% CKafka z#le , EEMSIMSEREERER.
2. WEEEARE , EEEFTESTALAEIR Topic, UREAAR , BEER , BEEHRER.

HeE

® HEEFGACKakapIIERER, BIVERER/NETE, FERERE.
HEEES ENEEN R B RERI20 5.

s FSEETHID v
Topic BIEEL B Topic v
i AR
SXID EikZ o
EIAA BRNES

=i

X ID : jEHEM Topic HIX.
o iR IHERIHERAA.
o Ff8J& : /9 ProducerRecord #fJ timestamp .
o #F : BEERIFEIEEHRM key F value,
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HEIE x

@ HETONHEELREHERNSringRY, MHMELS, EOHEHEBNFIIERARREES
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BT TCE A CRafla 5
H&IErE
CKafka EE3E1H

Kafka RUEESSTHRER N T SHHED HTUMER TR FIHREMIRITHY. ERTFEFEEAKXERIHREEAITE
MEAI—EE | AR ERES R BRI EA— BT R P, LITRE Kafka FERIEEMSHIINREN A,

SRR

EENER

R VP ESPRIERFEASENL) , EASEKRM. Kafka BIRESESHRERNTEREARMINBARE
AR, BARBA,

—EE P ESERTRE | SUERISAIZ RS —EL

“IREY P ESZERRERBARMIUAY , — N ESHUT AN IEMMESAIHT.

AN P —BESHIRR , HEREXAUY  BMERGAEREAEER.

FEENTIERIE
Kafka RUSES TIEREEEGEUTIINEER

1. **[EhEss - “EFEERXBEEZANERA initTransactions() 7EEAIBIES.
2. PRIEER  EFETLURESKERE SN T , XEBERSEIMCASESZER.
3. IR LEESS -
o *MERES  *NRFIAIREENIIAE , £F-EEA commitTransaction() 73EKRRES , iBH
BEHEAE Kafka,
o **h)FEES  *IRARXIEFTEEER =& JLAAA abortTransaction() 73iAkKFLEES | Fr
BEERBIREEAN.

EENEE
E(FF Kafka NESTHRE , BEEEEFERETREUTSE
e transactional.id : BNESHAEFEHETE— ME—AWRRET. XA ID BFnRESNFREER.

o acks :IREN all LABRFTBRIAEHAER.
 enable.idempotence :i8&AH true LISAESY  HIREEREHESRIE,

FSHIPRE
o MREFHHE | ERESRSINGIMIMRETHE | RAFEEHTEZAIMETIHIA,
o EE55HBAY : Kafka WESHBEAIIRE] , FABR T 60 70, MRBSHEMRIEAFRRERZHPLE , BEEEH
sk,

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 64T 3331



2 BAETCE HBIAF CKafka I

o HERERILE  HBREELESESHERNTELIR  REEESRENE  BRESHEEIIXLER.

S5 {ERRA

producer

import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache.kafka.clients.producer.ProducerConfig;
import org.apache.kafka.clients.producer.ProducerRecord;
import org.apache.kafka.clients.producer.RecordMetadata;

import java.util.Properties;

public class TransactionalProducerDemo {
public static void main(String[] args) {
// Kafka E2&
Properties props = new Properties();
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, "localhost:9092"); // Kafka broker 1Bt
props.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG, "org.apache.kafka.common.serializati
on.StringSerializer");
props.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG, "org.apache.kafka.common.serializ
ation.StringSerializer");
props.put(ProducerConfig. TRANSACTIONAL_ID_CONFIG, "my-transactional-id"); // &5 ID
props.put(ProducerConfig.ENABLE_IDEMPOTENCE_CONFIG, "true"); // IBFEEZF4

// 6l Kafka &r/=&
KafkaProducer<String, String> producer = new KafkaProducer<>(props);

/] A ESS

producer.initTransactions();

try {
/] FHaEFE

producer.beginTransaction();

/] BIEHER
for(inti=0;i<10;i++){
ProducerRecord <String, String> record = new ProducerRecord<>("my-topic”, "key-" + i, "val
ue-" +i);
RecordMetadata metadata = producer.send(record).get(); // KiEEEFHEFHIA
System.out.printf("Sent message: key=%s, value=%s, partition=%d, offset=%d%n",
record.key(), record.value(), metadata.partition(), metadata.offset());

]
A

E

daR

/1%

i
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producer.commitTransaction();

System.out.printIn("Transaction committed successfully.");
} catch (Exception e) {

// MRERERE , BIRES

producer.abortTransaction();

System.err.println("Transaction aborted due to an error: '
} finally {

/] RiAEF=E

producer.close();

}

+ e.getMessage());

consumer

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import org.apache.kafka.clients.consumer.ConsumerRecords;

import java.time.Duration;
import java.util.Collections;
import java.util.Properties;

public class TransactionalConsumerDemo {
public static void main(String[] args) {

// Kafka Bt &

Properties props = new Properties();

props.put(ConsumerConfig.BOOTSTRAP_SERVERS_CONFIG, "localhost:9092"); // Kafka broker bt

props.put(ConsumerConfig.GROUP_ID_CONFIG, "my-consumer-group"); // i&z#&4H ID

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG, "org.apache.kafka.common.seriali
zation.StringDeserializer");

props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG, "org.apache.kafka.common.seri
alization.StringDeserializer");

props.put(ConsumerConfig ISOLATION_LEVEL_CONFIG, "read_committed"); // RiEENERIZZAIES
HE

// B2 Kafka jE#ZEE
KafkaConsumer<String, String> consumer = new KafkaConsumer< > (props);

// T FER
consumer.subscribe(Collections.singletonList("my-topic"));

try {

while (true) {

// FIEGER
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ConsumerRecords<String, String> records = consumer.poll(Duration.ofMillis(100));
for (ConsumerRecord <String, String> record : records) {
System.out.printf("Consumed message: key=%s, value=%s, partition=%d, offset=%d%n",
record.key(), record.value(), record.partition(), record.offset());

}
}
} catch (Exception e) {
e.printStackTrace();
} finally {
/[ RABEE
consumer.close();

}
}
}

Kafka EEEE

£ Kafka & , ESEES RIS MAGFEIRES , IBESESNEFEI—EY. ESEENNELSRAEESIUT
JINFEBEX :
2455 1D #1 Producer ID

=5 ID : SAESHE—NE—ES D, BFRRNZES, 55 D BRESFEELLESIEEN  EBEE—
S,

Producer ID : &/ MEFFETEERS] Kafka B4 E—ME—HY Producer ID, X4 ID FITHRRLEFZA0HE |
FHE SR IR R,

FEENRTEE

Kafka (ER—1FR8 FEREAE HIREERKREESZZIRE. XMETCRTEBNIESIRE (WHiTH. BiR
R, BlE) URSZESEXER. FSRSATHEERSRIATVANGH !

o AFEPRIEIREN © Kafka TERTFR4EP— MRS (PIIERREIRST ) | BT EMESRIENNESE
B. XEEREEES ID. Producer ID, S|HRE. AR,
o AWM | FSFNEATSBIFANEE | LIBRTE Katka IRSBH[ECEHHTERETBEBIKEFSNE.

EREENREFESR
EEERNNFLAEEIARTFIATRNEHES

o ENESHNHE  BRIEEHTHESHEERNRESR. 8NENESHERTHOA—ENZE.
o ESHTTEIE | BNFSHTTEYE (HI90555 ID. Producer ID, &% ) thahBRT. BEMNRTLREE
BURTIXETTEIRAIA/N,
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EERBE
ATHIERESAES | Kafka SAREECERSEIREIEE B BIECTeRISSS |, BUAREE 7 X, ITHEIMIRR.

S5 E W FullGC / OOM [a)f

NEFEEOLEY EBEESHARENE. EHmESERIARFEANISERENMMNERNMEZ : F5 1D
B9%%&2#0 Producer ID BY348.

o HhES55 ID HEEISRIRE FiniE Broker #1110, RRXBSHHNE | XN SEFIRAIESIGRINZREE
Ko
* Producer ID #5892 Broker & Topic 5 XZERY producer KL, , Btk Producer ID B985
broker B9 XEE381EK.
E=5mES |, 555 DA Producer ID 3848 , WIRE—1MN5555 ID 4BERY Producer ID #F broker WATE
O XEPEIEEE , BBA— broker WEY Producer ID {UEEIEIC_ R EZEEARIES ID #1825 broker B9
XEERIFI, BRIR—LHITHES ID #E t, —1 broker TR XEES p , BBA Producer ID AI#1
EHABEAE t * p,
1538A
Et |, fRig— broker THIES ID #E29 t, IISESRHRFESAKR/NA th , — broker TS XEZ
A p, FHY— Producer ID 5K/ pb , BBAZ broker RFHFXTESEROBNATANA 1 t
*tb + t* p * pb,

JLUEHERIE R SHATORSRK

o BN EESLAIRIA ISR IS ID,

o E—NESE ID ABNMOXEIESIE , Producer ID IXREES FIKAVIFER G , RABBRIFTH.
Wi
Eit , FTieEXT Flink Z2Fimid 2B SLIIESS producer , REERIXFFMIAR. HI20XF Flink
BILUEHPHE checkpoint AYSAEE , LUR/NHTEE55 ID RIS +FEH SR 1HEANESS ID AR, Bihet
BERERIEE—NES ID FE— MO REIESUE,

Flink EFESEEEIN

33T Flink BLATMAHFR | KRESSERFASRIFAK :

o EFURMALESEL : Flink iIX checkpoint (&R (EERISM #X ISSUE) ,
o Flink &={F&0{ftit, sink.partitioner 3 Fixed #&z{,
flink 2&5%BH : https://nightlies.apache.org/flink/flink-docs-master/zh/docs/connectors/table/kafka/
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CKafka hRZANIZIFERIN

KX FENE CKafka FIE KRR Katka ROsREM | FEENETERERRRE CKafka BIHRIEWV S HEXIERENMES AR,

A

#tXhiz Kafka BRIFEH T 0.7.x 2 3.3.x K30 MRA , MBEAFIRNAERT D ATENMER : 0x. 1x. 2x. 3X,
BRIZFEHXA MK EENBISRE T = LRBIRE | EABEETHFERNER Kafka iR,

Hep 1.x f1 2.x XN KARAEZERXT Kafka Streams BMEACFIRGHE | FEEES ZAEIERSINAKSHIEATREF
(2.x EESBHEHEERAZOH ) . Kafka Streams 1 2.x iRAERANGE | REEXLASHENER |, BEDiE
1 2.x BORAS. 3.x BRATE KRaft. mirrormaker2 ZEAEERABGH , FBALAS MK release notes,

LA ealls

CKafka F&1tX Kafka , HPERAMHEIRASZT2E TSR, FI40 : B# 0.10 AR Kafka , = Lk
0.10. 1.1.1, 2.4.1hxARY CKafka 37] ; SIREEESMA , FEMISRERE ( BATHE LS EEHERERAE

A ) .

AT 2SR
CKafka iz AJFREH KR e
0.10.2 (E=E8) <0.10.x 100%
111 (BEFE) <1ll1lx 100%
24.1 < 24x 100%
281 (#4=) < 2.8x 100%
323 < 3.2 100%

*7F CKafka2.4.1 hgZAi A

CKafka E%:2 4B , HRAMRESDSZA24. UK , ERHERKE—NMFESZ24.205% , #HT-EEEENG | B
F2A24RK, FEAXMERT2.4.20A , 2K EigE2.4.20M4 , Bt CKatka ZEIRRE92.4. 2ARAFIIE R
B92.4. LhRAFITT.

CKafka hirZSiaEEE2IN

« NREEH Kafka £x , BIEEXINAIARARIA, a0 : B Kafka 22.8.1hA , Mz CKafka AY
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~ o —
RS TCE B CKafka IR

2.8.1hRA,
o JHET EBAZIRINATRARTS , BINE LIEERA, Hla0 @ BEE2.8.00R4 , NN ER2.8.1MA ; BER
L11hRA , NENERRA2.4.1 ( EJ Broker FIEMMRAZR TFHRERT ) .
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CKafka H W ZS&MBEc &1

Broker Bt &S5 H
a1 CKafka broker igfU—LEECEWT |, HE% .

# HERRSRAK/N , BUEFT
message.max.bytes=1000012

# REIFEREE Topic, BUAR false , SRIFJLIBIESEHIGE= API Bl

auto.create.topics.enable=false

# BEFRABEOMER Topic

delete.topic.enable=true

# Broker SiFHIERAIBERA/N16MB
socket.request.max.bytes=16777216

# 8 IP 5 Broker &xZ##375000N%&E
max.connections.per.ip=5000

# offset {REBRTIE] , BRIAAT7R

offsets.retention.minutes=10080

#1928 ACLIRERT , R¥HERIAILE

allow.everyone.if.no.acl.found=true

AE&5 R ARNAI1GB
Iog.seg ment.bytes=1073741824

BAERGEERRSDH , HIRERERE/NTFSOHE , AR ESHS A RBETAE

Iog.retentlon.check.lnterval.ms-300000
izlilz
HthRFIHA Broker BEeES I 7 Kafka FUARCE,

Topic BeESE0H

1. ERSENS XEE

MNEFENRERE | AAREM partition BARTEFHITH ; NEBRBWNRBERE | HAEGEEURT partition BY
B2 (NS consumer HEAT partition #82 , N4E consumer [HE ) . EENSERS REENFLIE
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CKafka sEfIRIMRET D EE.
partition A EFEREEFHERNEILRART. BERERT , TLIBTIN TATURFMT o XAYEE !

Num = max(T/PT,T/CT) =T/ min(PT, CT)

Hep , Num U3 partition & , T ARBIREHE , PT AREFEBANEA partition FIEAEML , CT KFHEZE
AN partition JEZERIRAERNL, N partition BENIZZFT T/PT 1 T/CT FRERAIBE—.

TESCRRIER T , EFFEBNEA partition RIRAEM PT RIRBRFFIMAMEAIUR, EEEE. #ATE. BIAE
FHX., HBBENEA partition iHEINSEAEM CT (IMRRISZEEX , FEEAEHS FEUEL.
EFEREIY partition B —EEXRTFTIHERENHERLIEAF R, WRHEBREHERZ 5, N partition AIEL
BBANIZZ > 5 i, *El , §2M5RESHEFEIANFEAIRSFERGUEN , BB AENIS oK., Z4t
EEG

o B/ partition EILASCHLERRIMFS AR,

o BB/ partition REEKEIREHEBNR NHEEEHIEHE,

o B/NEEBEFIETIRRNEERZA partition , B partition PRI T iEZRIHAIFREES.

o partition #ZNLW/S leader FEARIFERT IS,

o offset HIERMEIE partition ZEIRY , partition #Z5 , &Fif offset FHLELFERT,

o partition FUEMEERTASNIENNR , ReSENAseml . EEINSEINER rebalance B9ER.

2. I EIERIRI A
BRIATRIEAMRIAEUARTET2 , IRFERESTEZIN3EE,

pEI=
BIAERWET/IBERE | WBRIANSRRE = £F-RE x 3.

3. H&RERE
Topic B9 log.retention.ms Bt E@IT1EH SLAIRMREBRIESR—IRE.

4. Hfth Topic KAIBCE 1A

# Topic RAIEAHE RN
max.message.bytes=1000012

#0.10.2 frAERHETI9 V1 &30

message.format.version=0.10.2-1IVO

# £ ISR B[ replica RPFIEiEA Leader , JMETAIEY | FESUEELXEG,

unclean.leader.election.enable=true

# ISR IRZEFEBEKIR/NEIARE. NRESRSHEIRENTZE | IRF[EABIES. request.require
d.acksfg-18kall 9B NIEK.
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min.insync.replicas=1

= Y W=t i=(=]
PR MEEIT | BNEPIRER S R AR

# A e=BWE AXEERRY Partition FUIEE &8 &1XE! Broker , batch.size RESGHIA/N LR, B
A 16KB, batch.size IRAX/NESEHEIT T , IRARKSSHAFERTS.
batch.size=16384

# Kafka producer i ack & 3 Fwl# , 9BIRBBIIT

# -1 8 all : Broker 7E leader WEIEUEFREILELEATA ISR B follower f5 , ARE44 Producer L R1%T—
% (#it) BR. XMERERETESHNEETRNE  REG— EBRSHEIREEMASEREEER. T2 :
XMECER R NEI AT B NIZEUEZIRE , AJLAES Topic BIE#L min.insync.replicas {#F.

#0 : AEFERERERE broker @ETHAIRIA , RERIXT—5K (#t) BE. XMRELTtiRs  (BEUE
IRMRE ( MRSEHFEITURESEHIEEL |, IR leader BIHER producer NS , M broker ARZIE
)

#1: 47=E7E leader ERINEINEUEHBEMIAEERXT—% (iit) BR. XMEEREEFSFHFILUE
AT BRI (ANRleaderBIHEREERES , MBERATEEEX )

# AFAZEIEER , BOMESL. AFREE SRS ERHITIRE

acks=1

# BEE T ERREFHRFEFRIXE Broker NNTF. BREREEEMEHENAFSKNET
buffermemory=33554432

# BAEFEHBRNERLL Sender ZF2&1XZF| Broker IEER , S2 buffermemory EcEHIAFATITSBZEAEF
& send #BE , 1Z2HIRE R KHIPEZERTE]
max.block.ms=60000

# REHBIERKIXRIRGE(ms) , XEFATLUFFEZHHEAM batch &iX. BUANORTRIZAIAE. HRFRIE
RYHRIAE! batch.size IRERIX/NET , FEREBIXEF lingerms IREAIRTIE , IERBEIZRNKIE

# HEEF R IRIESCIRERSS | 18Elingerms7E100~10002 8 , EARBUEERIEEAMEIHESAERE AT
ik

lingerms=100

# B XEFBERE(bytes) , KENZBENE~EBENBE RKiXLEbroker, FAAE16384 , 13/ \fibatc
h.sizeSIEINRXTBERRE A et ERerEmicEM | AFRIESSRAR | aESgXizE. £ 1ZzEAL
RIE , HERAZIEREELXElingermsiHEFESRIEXHEHR

batch.size=16384

# LB BB RERNERE AN LR , BUAPIMB, HIESZERIEEAEEET Broker BEERIBA/NN EFR16M

B
max.request.size=1048576
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# [E4RETVECE |, BAI 0.9(B8) A TRAARIHERESE | 0.10 (238 ) LUEARIFER GZip E48
compression.type=[none, snappy, 1z4]

# ZFin&RIXLS Broker BIESKAUEATAYE) , A~BE/)\F Broker EEERY replica.lag.time.max.ms , BEli{E/910
000ms
request.timeout.ms=30000

# BERIRES MNEE ERSTRERNIRARNRABRE , iZS58AT1H retries KTOR A BESEEURELF.
HEHRTREFE , BNEPBZEREL
max.in.flight.requests.per.connection=5

# IBEREEBRNETRRE , BBZERENATO , KMEXFAEEFRIEBEARESK
retries=0

# RIXEREMETR T —RERIERZ AR E
retry.backoff.ms=100

HERABCETSr
EERERSRENT | NSRBI R -

# ERCEEBEEEE offset @%Z Broker , 24 Consumer LS HREM Broker SFENEFHHY offset
enable.auto.commit=true

# 24 auto.commit.enable=true i , BafiEaX Offset RYRTIEIEIRG , EIIREZE/11000
auto.commit.interval. ms=5000

# 2 Broker im®F offset ( 1FE—IRig# T, offset #BIF7RKITHR ) FSaNEI¥IIAIL offset , ZUWeZ OFFSET_OUT
_OF_RANGE $5iRAT , Y{aIEE Offset

# earliest : R RENEEZ| partition BI5/ offset

# latest : BRIA9 latest , RAxEZNEEZ! partition A& K offset

# none : RNENHIT offset BE , #it OffsetOutOfRangeException &

auto.offset.reset=latest

# IR EFTERYEE D
group.id=""

# {EA Kafka iBZEDENIHIRY , iBZEEEITATEL. 23 Broker fEiZATEINISBIEIEZERVOBRET | INIZiBEE
EHPERML , Broker RECEHT Rebalance 1378, BRNZBRIBCELRIE Broker EEEgroup.min.session.timeo
ut.ms=6000F1group.max.session.timeout.ms=300000 Z[&]

session.timeout.ms=10000

# (£ Kafka iEEDEHERT , IBZEERSOHRER. XAMEX/NTF session.timeout.ms , —f/NFERY
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=nZ—
heartbeat.interval. ms=3000

# {EA Kafka ig&2ENHIRY , BRIER poll /AIFHISRKER. WMREZIERIREEXIER poll , MEIAAIZ
IHEBETRLEM , Broker &E#FTA#R Rebalance IBHELE T partition HELSEMEERE
max.poll.interval.ms=300000

# Fecth IS REDIREIRVEIEA/N. FUAREN 1B, FRBKEEBRRIRE., IBANZESEINEL  RiftEs
HEDNREIR
fetch.min.bytes=1

# Fetch iR ZIREIRVEHEA/)N , BOAIRE S 50MB
fetch.max.bytes=52428800

# Fetch {5 KE1F01E)
fetch.max.wait.ms=500

# Fetch I5REA partition IREIEAEIEA/N , ZHAF1IMB
max.partition.fetch.bytes=1048576

# 7E—R poll EFRRERNETRE
max.poll.records=500

# BFiuRIEREINEE , RETXMIERBEREINE , NEKREITEK
request.timeout.ms=305000
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CKafka H&3 FiRalSREHG

Kafkai@id &m0 hika) S AERBIMUFHERE. LUTESS RN ESRERENRIBEN EE TFRESE
=V}

Iu\D H_Iﬁz_:jj

7 Kafka r , 4NERR ( topic ) #IDRENDX ( partition ) , BN XBEWA—LLD AZENDH
(segment) . Kafka BELATFREMHAIEFHBED FENRD :
o ETFMEIANASRN (segment.ms) : HHFNEND FAVFERTEREIECER segment.ms B , Kafka &K%
B R HBIE— NI R
o HEFK/NHUASN ( segment.bytes ) : HLFHERNS FRIAINAEIEER segment.bytes B , Kafka &% 712

A R EIE— NS .
—BEEDR®XE  eMEAIEENIRES , 9 BTREBRIBRIEIENSR.

H&REEIRIE

Kafka FUEEREBRIGRE 7 HEEHMER AT LMRE S KAt e S AZ A8, Kafka #2ELATRF{RERRS
o ETFAIBIAYREE ( retention.ms ) : ELE retention.ms KISEHEAIRERTE., BZAHBAAEEED FiEH

fRIBR.
o EFXK/RIRER (retention.bytes ) : ECE retention.bytes SRKIBEE NP RAIFABEA/N. BIFIZANN
B9 RS 4RmIER.

L ERME—FRMHTER , Kaftka KBRS RAREEEID R

Bi&0 R SREFRERSE

UTREES RS RERENTEE !
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Partition 0 Partition 1 Partition 2

EEm e o

@ segment.ms g segment.bytes JXZIFHERS, RET—DDH
;@ segmentfGHE 2RI, HEEHBFEN, RNEI TN 0R

#8id retention.ms Bf retention.bytes 5, MR

BSECE RS

SegmentEC &R
FEEIR BIME fECE SN 3Ve
segment.ms 7X 1X~90 X HED RFINSEEHERLR.,
segment.bytes 1GB ElE1GB BMEEDREENLIGB , TiEEH,
38R

o BT segment.ms RIEARALK , FittKaftkaZ SER1IKEFICIESRDH | BMED R XINKAE!
1GB,

o BMEEDRNUREKRBEN 1GB |, FAZKNGRBLRINERF D,

Retention B2 &[R4

BeEI BWANME EETE SERRE X
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[TW=1111 ZNUNME FESTHE SN YV

retention.ms 3K 1958 ~90K HERRIG IR BT /EEZE 158,

retention.bytes 1GB 1GB~1024GB AERER/NSENIGB (AIEMRELIDFBEE) .
BB

Kafka 2ETHIEEEE |, WEE—FARIA BEMER.

7=yl

hE—  HEAREHELX
BEFRE

e retention.ms iIZEH1XK,
o segment.ms IRBH1IK,
WimiER ( BE=EERK ) 917
o Kafka A9 segment.ms &/NREEALX , ZHEERRIDRIIHE , BEBXRRI—IX , £p—NHTHY segment

o Elt , REEH21 segment FERTFE :
o FEIXRF4H segment ( BERNFEEER ) .
o FE2XRAFNERAY segment
o JFEDN segment TEHEIREE KA A SMIBR
o BEFFEREAIXEE1 segment AIIER,
o {BHEEDN segment E/DEIXE 1K A B K AFFRC AIEED.
o Elt , LFREEAIRERARE 22X ( 1NEN+1MEEID R ) «
2
o HEEPDRIFNMR , RiRER T , ERERABERERIREIAE : 2K,
« HEEIEENRHER , BEHEAREBELIZ1IX.,

R HERBHESL/
BFRE

o retention.ms IRE AL/,

e segment.ms BB HIX,
RimiER ( BEFEERE ) 917 :

o RIREAETERD , RAFILGB , IETEMAET segment.bytes (1GB) BYiRFf) , Katka REEFELR/EEHIR
—IR.

o [EAYES segment IBEBFLNIANBEE , REEAEIEDIXA R,
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o XMMERT , BEGSERR ERTRERIRER « 1K (REaID A ) + VN ( BRESHARIE) ) | SAIKAEIARI25/\d,

i

o BEEDREHR , MBI T , SEREAKATRETEEAT] © 12X + LIS (BI25/\T) .

[=TEVES
B R
10

12/\Be

1X

NX

WAL : TCloudFinanceZone

retention.ms

BRI

1xX

12/

1X

N * 86400000

segment.ms
BCEFEIN
1X

1X

1X

1X

2026/9/1 04:00:39

SEPRERAREERT K

25/7\Bt (1K + 170
B )

1.5K (1K + 12/h
RY )

2R

(N+1)X

#=E
segment.ms g/\ 91
PNIELIR

segment.ms g/\A1

KPR,

INEEID R (&K1
X) + 1N EEID A
( LRPIMIER )

segment.ms HXR5) ,
=RZIREN + 1XBE.
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CKafka #uEE45

BIEmS

FUEEGETTLURA WG 10 (EaE |, B HEFETE, SRLIBEARN | THEIEEESGSRIERSI  FHRE
EKRECEEIREEYE.

BRI

Bal CKafka SZFPSSHEIETL | DBIAVIMRAMV2ERA ( 7£0.11.0.05|\ ) . Bal CKafka %209, 0.10, 1.1,
2.4, 2.8%13.25RA,
RERASNARREE | 50T

o HERAERRETERNTHREEIRANBRERERF | £ CKafka B EERMFAFSHIRARIEEER
(VIN2).

o Broker ¥ IHFhRAEEHITAEMRASRNER | 1ZIBPP RiE SR EE IS EE.

o HERTURIRXIMERERIR DR | BRTIEMEVMNYESRIRRESREEZI , =ik CKafka TAEMFER S
W ( Zero-copy ) i, AL , —EBEFRIEEEEANSE—.

o TN (Zero-copy ) : BUBERHETMEZRITERAY , BRSSNNIZSEIEEN , NI ERAIZERE
.

[E4EEIEXTEL

BAEEERNESEE LR Snappy &ix, HITEFENT :
HE—NEEEENNS | TEERWMER | [E48t. E/fRERETLE.
CKafka 2.1.0ZBIBORASTIS=MEMREL : GZIP. Snappy. LZ4,

£ CKafka BYSCRR{ERAF , =FMEZRIMEEIEIRIELANT -

o [E4ALY : LZ4 > GZIP > Snappy
o HFME : LZ4 > Snappy > GZIP
YIEZRSAENT
o s - BT Snappy RIE4ELCERARE | EtL S BRIME TR R K.
o CPU : 7E/E4ERT Snappy fERESH CPU , fEREEYERT GZIP {FRESH CPU,
Ei , IEEER F=FEEEENEEFHEF : LZ4 > GZIP > Snappy.
ZITKATRIRIIIZE TG , RIAERZEHIER T LEHAVREERIEN., ERAFEIRRERT LZ4 EE8
ZRSH CPU fREIg X,
ZOTRVSHNREIERNESA—F , SEERRENMERIA—F. SEXT CPU 188U XAE
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FFEER Snappy EREEE.
=
CKafka FHEFZ(ER Gzip E4885%, FFE Gzip [E48%T CKafka IRSZimEEIMNG CPU jEfE, RIBENIEL
18, WNRFFS Gzip [E48 , FINTAER 75% AGRYwS buffer ( FTREBLLAN S | SLRRERRTFENN
BRI USEEEURAIRT ) .

g0 - FEE 40MB/s RISLRY , FFS Gzip [F48/E , EIEHEERFTE 40/ (1-75% ) = 160MB/s,

BeEEUREYE
TR PR AR E SR -

Properties props = new Properties();

props.put("bootstrap.servers”, "localhost:9092");

props.put("acks”, "all");

props.put("key.serializer", "org.apache. kafka.common.serialization.StringSerializer");
props.put("value.serializer”, "org.apache.kafka.common.serialization.StringSerializer");

// Producer [S5ljg , RIS NERESHSET RS , BEBRIF T EW&EHTEa Kafka Broker imhY
HiE SR

/] BEBABRIINARRIEE | 0.9RLAFIRAASRIHEREDE. 11K FRAFNARSSF Gzip E461%
.

props.put("compression.type”, " 1z4 ");
Producer<String, String> producer = new KafkaProducer< > (props);

KEPDERT | Broker M Producer IZWEEEE | (IXRARERERNERT , MASTEHTEDTIEN

IBASIER

o RIZEEUEE CKafka , NBEIRE compression.codec,
o LIRLAFARABIAARS S Gzip B8 | IRFEXSS |, BIERTHHE,
o Gzip [E48%3F CPU WUiE#ERS | £ Gzip 2SHMBIIHRERZ InValid JHR., CKafka FHEEFRER Gzip

4.
FFRS Gzip /5 CPU (SRS , RSB, EIFE Gzip , AL =1stlingerms. batch sizef
%0

o (£F LZ4 [F4875050Y , IR AREIERIEIT , JRERIRER | iHRKSTUEIR. B E CKafka kA , #HIAER
AUHRSIUE SR,
* K[ CKafka Client 9 SDK IREHS AR , ERILUBEFFRAAKHTER (FIg0 C/C++ Client BT ) , IR
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ENERAEZE Kafka

CKafka 0. 9REEAYST=/EBED ( ERATIAEEIISEIMRA IS 24.1. 281, 323 kA ) , MSENEE
(BISN0.8KTZ ) HOESHE Kafka , (EBERHECIHFAANENE, ASOBMAEF-HFIEZIAITLL0.81TA Kafka ATRSHRA
Kafka , FHEGEHOET,

Kafka Producer

HEIA
Kafka 0.8.1hx4<H , Producer APl {{EE., 1ZEFin NELIEFIRAE , EfREEFIIMEENESRITHEE | Tt XIEGLHR
#hRZAR Producer API,

#IBiRA Producer API 3LV,

o ¥kl Producer API Demo

Properties props = new Properties();

props.put("bootstrap.servers”, "localhost:4242");

props.put("acks”, "all");

props.put("retries”,0);

props.put("batch.size", 16384);

props.put("lingerms", 1);

props.put("buffermemory”, 33554432);

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
props.put("value.serializer”, "org.apache.kafka.common.serialization.StringSerializer");
Producer<String, String> producer = new KafkaProducer< > (props);
producer.send(new ProducerRecord <String, String>("my-topic”, Integer.toString(0), Integer.toStrin
g(0)));

producer.close();

¢ |HhR Producer API Demo

Properties props = new Properties();

props.put("metadata.broker.list”, "broker1:9092");

props.put("serializer.class”, "kafka.serializer.StringEncoder");

props.put("partitioner.class”, "example.producer.SimplePartitioner");
props.put("request.required.acks”, "1");

ProducerConfig config = new ProducerConfig(props);

Producer<String, String> producer = new Producer<String, String>(config);
KeyedMessage<String, String> data = new KeyedMessage<String, String>("page_visits", ip, msg);
producer.send(data);
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producer.close();

LB ERARNERTEZEA—H | RE—LSHEERE , SUEUINTK,

MG

XIF Kafka = , 0.8.x hixAAY Producer API #rTLAIRFIEEN CKaftka , TTHERUE, HEFFERIFTHR Kafka Producer
API,

Kafka Consumer

AR
FFE Apache Kafka 0.8hRAIRIHE T FFNEZEE APL, D58 :

o High Level Consumer APl ( RS T )

o Simple Consumer APl ( BCBMTIHET )
Kafka 0.9.x hiRA&S5|NT New Consumer , Ef#& 7T Old Consumer ( 0.8hiz4s ) FFH Consumer API 941 |
AZT ZooKeeper HItAEK,
E 45 H T0.85k4A Consumer #53#2:90.95k4~ New Consumer RIS,

#FrIBRZA~ Consumer API IEL,

0.8k7ZA Consumer API

e High Level Consumer API ( £}l Demo)
WMMRIGREEHIEMAEEHE offset HHXARERRT , High Level APL A LR —ARIEEZRER, High Level
Consumer API E|5eE Consumer Group ZiEHLEEFT , Fk Offset 18, B7A Broker BFENE,
Consumer TEt9EINEE. FEFAETLURELF Consumer i,
T£f$F High Level Consumer REZETELIT/1LA ¢

o WIRIHZRLEAZAT Partition PNy , FEHBAIRG T LRGEUE.

o YN Partition NMATEHIZEE | RLEESIHZEEZA Partition,

« Partition FIjHERETEISE/0E Rebalance,

e Low Level Consumer API ( £ Demo)
ANERFEAEXOERRY offset HBREHITES HENEINTENRE. NSERLEIEERL partition H{TiHZE
RIFNRREREE ZiHERIE AT HEZ (R Low Level Consumer APL, {BREMAEFTEE A Offset LUK Broker B9
FEBER,
7£(#H Low Level Consumer FIEEF=ELAT/LE ;

o BYTIRERHEIR Offset , IHEZIE,

o Bk Topic #8RZ Partition A9 Leader , LAK4ME Partition ZX81E)R.

0.9hrZA New Consumer API
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Kafka 0.9.x fRA3|INT New Consumer , Hg& 7T Old Consumer ##h Consumer API 4514 , BRTRALEZEERY
A& APDFD lower-level i8] , FHAZBEENAIHZEREE, New Consumer IRE{L T IHEEZFim , SIAFD
Coordinator , f#R9BiERE ZooKeeper F=4AY Herd Effect #0 Split Brain [a)f& , BERSHEEET ZooKeeper iyt
o
e
o Coordinator 5|\
HEIkRAAY High Level Consumer 77{£ Herd Effect #1 Split Brain AY[aJRR, 1EEMIRNF] Rebalance AUIZ4E
BRI S AL Coordinator , BBAXFINERBEIRI#RR, FIRHERIRATEERIR /D ZooKeeper Yt
=
o LFBE 2L Partition
NTEREEB N XA —LEIREARZE |, FTAEENS Partition FUMETHIRIFAZ., B 582N TiE
Consumer 5ithig#ExAY Broker xEX,
o RIFESEE Offset
FLURIEECEELSIE Offset , SLIMES. HERHBHIER.
* Rebalance [t FFEERIENE
 JEPHZER; Consumer API

#rIBRA Consumer API IhgEXIEY

Offset Offset Rebalance Leader
* o ‘#/— (=] |\ nd ,ﬁ\
[UES SINRA SRS EGeE Bl iTRELE BTN — &R
Herd
High Before Effect
Level 0.9 FF AxHF FF FF FF |
Consumer ' Split
Brain
impl Bef
Smple efore  rem ks R REE o
onsumer 0.9 BEB
i
mew After s Fas S Fa Fa 3R
onsumer 0.9 e
KIETE

Old Consumer &2 New Consumer

e New Consumer

//configthEBETH{YLRE ZooKeeper SEHRERIR T
Properties props = new Properties();
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props.put("bootstrap.servers”, "localhost:9092");
props.put("group.id”, "test");
props.put("enable.auto.commit”, "true");
props.put("auto.commit.interval.ms”, "1000");
props.put("session.timeout.ms”, "30000");

props.put("key.deserializer", "org.apache.kafka.common.serialization.StringDeserializer");
props.put("value.deserializer”, "org.apache.kafka.common.serialization.StringDeserializer");
// 18tkold consumer M= , XECEHEHEEMER
KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);
consumer.subscribe(Arrays.asList("foo", "bar"));
while (true) {

ConsumerRecords<String, String> records = consumer.poll(100);

for (ConsumerRecord <String, String> record : records)

System.out.printf("offset = %d, key = %s, value = %s", record.offset(), record.key(), record.valu

e():}

e Old Consumer ( High Level)

// old consumer & ZooKeeper
Properties props = new Properties();
props.put("zookeeper.connect”, "localhost:2181");
props.put("group.id”, "test");
props.put("auto.commit.enable”, "true");
props.put("auto.commit.interval.ms", "1000");
props.put("auto.offset.reset”, "smallest");
ConsumerConfig config = new ConsumerConfig(props);
/] TEBFE connector
ConsumerConnector connector = Consumer.createJavaConsumerConnector(config);
// BlE&message stream
Map<String, Integer> topicCountMap = new HashMap <String, Integer>();
topicCountMap.put("foo”, 1);
Map <String, List<KafkaStream<byte[], byte[]>>> streams =
connector.createMessageStreams(topicCountMap);
// SRENE =
KafkaStream <byte[], byte[]> stream = streams.get("foo").get(0);
Consumerlterator<bytel[], byte[]> iterator = stream.iterator();
MessageAndMetadata<byte[], byte[]> msg = null;
while (iterator.hasNext()) {
msg = iterator.next();
System.out.printIn(//

" group " + props.get("group.id") + //

", partition " + msg.partition() + ", " + //

new String(msg.message()));
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BJLIER , B0&ER New Consumer REENNER , REBENTHEIE ZooKeeper SEATMNERAL T Kafka tblittg)
A. @RS, New Consumer 131175 Coodinator A BERISHFEEE , —lRiER MERABARESHER.

FE M1

CKafka 5FFRtXEhRAR Kafka —2 , STIEFES/EHI New Consumer APl , itk 7 Consumer ZFiRS

Zookeeper B9ZZE ( Zookeeper"BHHAFSEE ) . New Consumer fBRREHS Zookeeper HiEAZEHAY Herd
Effect #0 Split Brain [@8% , LARBIE 7/BA Old Consumer A4S |, (EZRRTEIITE.
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Ex{E3Ci%
Kafka Connectiz A\ CKafkasCi:

Kafka Connect Bzt {T&ET,, : standalone 0 distributed,

L'\ standalone #&{/25] connect
BITLLTES LA standalone #&z{25h connect :

bin/connect-standalone.sh config/connect-standalone.properties connectorl.properties [connector2.p
roperties ...]

N CKafka SIEANFHR Kafka iRBXE! , (NFEEIEK bootstrap.servers AERIESLHIRT S ECAY IP.,

LA distributed #8251 connect
BTLATESLL distributed =250 connect :

bin/connect-distributed.sh config/connect-distributed.properties

iZt&EI T |, kafka connect £¥% offsets, configs F1 task status {SETEHETE kafka topic & , TFfiBRY topic £
connect-distributed FPHILA N FERELE -

config.storage.topic
offset.storage.topic
status.storage.topic

X=A topic FEFHENE , ARERILCIZRIEMERTS connect RIZEK,

» config.storage.topic FEARIERB— partition , ZEIAEJ3 compact #2z{.
o offset.storage.topic EEH S partition , ZEIAEA compact &z,
« status.storage.topic EEGE partition , ZEIZAEA compact &=,

BcE bootstrap.servers ARRIELAIE S ERI IP ;

BE group.id , FBFHRIH connect £8 , EESEHEDERXDTER.
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Storm#zZ AN CKafka

Storm 2— "DV EELR | seR IR TRIUNEEIIRALB A S\ RPC A |, SJLASSIA S AR RAY
SER |, EBRTERERIR SRR IR =R,

Storm LT{FRIE

1£ Storm PERPERmAT S |, 1548/7 5 Master Node F1T{E = Worker Node ., Master Node =17 Nimbus ##
2, BFRRoESIRSEE. Worker Node Liz{T Supervisor ##2 , YSIF T{E(ESS , [B5h executor H14T7, EBA
Storm EEEHKH zookeeper MEBAHEUEF. EEPASIEIT. ESoEENEE.

FAF#RR %, Storm RUEUENERZFFRD topology , BXERIR/INERERALZ tuple , —MERIISRATEL
{H, topology Hi spout # bolt #I5% , spout 2F4 tuple AYJRsk , bolt ATLUTIFIER spout 8 bolt & HAY tuple #

C
/C >c
T

-

Storm with CKafka
Storm ETLUE CKafka B3 spout , SSZREIRMHTANE ; tHELUWER bolt , THEEITANB SR A H T A NS,

MK IR

Centos6.8& %
package version
maven 3.5.0

storm 2.1.0
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package
ssh 5.3
Java 18
= E
RIS

o THHLEIDK 8, BfEREIE , i58 NI Download JDK 8,
o TEFLLEEStorm , &% Apache Storm downloads,
» B8l CKafka L1,

RIELER

H£1. $KEX CKafka SCAE b
1. B [CKafka =581 .

version

THEBAFY CKafka hR

2. EEMSH=ERE [SEFFIR] | BESLHIRY'ID” , EALHIEAREE .

3. FELPINBEAEE AN [(EATS] HR |, AIERESLAIRGAMBIL,

BABNO

VPCW % PLAINTEXT

S, gl Topic
1. ESCHIEASETE , TR (TopicEiR] M.
2. FETopic SR , 8 [#2] | elE—4" Topic.

topic-q41mv3aé I ; 2 *FE
storm_test I : KB
0w

3. 70 Maven Kk

HRIFTE : TCloudFinanceZone 2026/9/1 04:00:39
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pom.xml| EEE4NTF :

THEBAFY CKafka hR

<project xmlns="http://maven.apache.org/POM/4.0.0" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-inst
ance" xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.x

sd">
<modelVersion>4.0.0</modelVersion>
<groupld>storm</groupld>
<artifactld>storm</artifactld>
<version>0.0.1-SNAPSHOT </version>
<name>storm</name>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
</properties>
<dependencies>
<dependency>
<groupld>org.apache.storm</groupld>
<artifactld>storm-core</artifactld >
<version>2.1.0</version>
</dependency>
<dependency>
<groupld>org.apache.storm</groupld >
<artifactld >storm-kafka-client</artifactld>
<version>2.1.0</version>
</dependency>
<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka_2.11</artifactld>
<version>0.10.2.1</version>
<exclusions>
<exclusion>
<groupld>org.slf4j</groupld >
<artifactld>slf4j-log4j12 </artifactld>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>4.12</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<artifactld>maven-assembly-plugin</artifactld >
<configuration>
<descriptorRefs>
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<descriptorRef>jar-with-dependencies</descriptorRef>

</descriptorRefs>
<archive>
<manifest>

<mainClass>ExclamationTopology </mainClass >

</manifest>
</archive>
</configuration>
<executions>
<execution>
<id>make-assembly</id>
<phase>package</phase>
<goals>
<goal>single</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld >
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>
</project>

TR EFFHR

{#5F3 spout/bolt
topology 1{#5 :

//TopologyKafkaProducerSpout.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;
import org.apache.storm.kafka.bolt.KafkaBolt;

import org.apache.storm.kafka.bolt.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.bolt.selector.DefaultTopicSelector;

import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerSpout {
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//BiERIckafkasLfllip:port
private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/EEERFHES NiJtopic
private final static String TOPIC = "storm_test";
public static void main(String[] args) throws Exception {
//&EproducerfEtE
//EREB%E : https://kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/clients/consumer/Kaf
kaConsumer.html
//BHES% | http://kafka.apache.org/0102/documentation.html
Properties properties = new Properties();
properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);
properties.put("acks”, "1");
properties.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");

/18IS Nkafkafibolt , BRiAsEAfields("key" "message" WE AL F=EEAkeyFflmessage , tBrJLATEFieldNam
eBasedTupleToKafkaMapper()=iEE
KafkaBolt kafkaBolt = new KafkaBolt()
.withProducerProperties(properties)
.withTopicSelector(new DefaultTopicSelector(TOPIC))
.withTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper());
TopologyBuilder builder = new TopologyBuilder();
//— N IR RS EERIspoutz | HitifieldEsentence
SerialSentenceSpout spout = new SerialSentenceSpout();
AddMessageKeyBolt bolt = new AddMessageKeyBolt();
builder.setSpout("kafka-spout”, spout, 1);
//73tuplefin E&F=ZlckafkaffrEE ZRYfields
builder.setBolt("add-key", bolt, 1).shuffleGrouping("kafka-spout");
//S Nckafka
builder.setBolt("sendToKafka", kafkaBolt, 8).shuffleGrouping("add-key");

Config config = new Config();
if (args != null && args.length > 0) {
//5RHET , AT HIEjar , FHiEIstormiz(T
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
} else {
//753E
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test", config, builder.createTopology());
Utils.sleep(10000);
clusterkillTopology("test");
cluster.shutdown();

}

BIE—MRFAERHRA] spout 3£

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 93m# 333|



2 BAETCE HBIAF CKafka I

import org.apache.storm.spout.SpoutOutputCollector;
import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseRichSpout;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class SerialSentenceSpout extends BaseRichSpout {
private SpoutOutputCollector spoutOutputCollector;

@Override
public void open(Map map, TopologyContext topologyContext, SpoutOutputCollector spoutOutputCollect

or) {
this.spoutOutputCollector = spoutOutputCollector;

}

@Override
public void nextTuple() {

Utils.sleep(1000);

/15— PNUUIDFRFE RIELE T— N

spoutOutputCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override
public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
outputFieldsDeclarer.declare(new Fields("sentence"));
}
}

73 tuple Nk key, message BANFER , 2 key 4 null Bt , &P AGEEIISHELEIEA partition , I8 T key [FIEI&RAR
key {8 hash FIFE partition E :

//AddMessageKeyBolt.java

import org.apache.storm.topology.BasicOutputCollector;
import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseBasicBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

public class AddMessageKeyBolt extends BaseBasicBolt {

@Override
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public void execute(Tuple tuple, BasicOutputCollector basicOutputCollector) {
//BHE—MiledE
String messae = tuple.getString(0);
// System.out.println(messae);
[IREET— A
basicOutputCollector.emit(new Values(null, messae));

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
//BERIEE T — M BHAIschema
outputFieldsDeclarer.declare(new Fields("key

}

, "message"));

{8 trident
{s5F8 trident 2845, topology

//TopologyKafkaProducerTrident. java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.trident.TridentKafkaStateFactory;
import org.apache.storm.kafka.trident.TridentKafkaStateUpdater;

import org.apache.storm.kafka.trident.mapper.FieldNameBasedTupleToKafkaMapper;

import org.apache.storm.kafka.trident.selector.DefaultTopicSelector;
import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerTrident {
//BiERckafkasLflip:port
private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/MEEEREES NItopic
private final static String TOPIC = "storm_test";
public static void main(String[] args) throws Exception {
/& &producer/gEM

THEBAFY CKafka hR

//REES*E : https://kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/clients/consumer/Kaf

kaConsumer.html
//BMHES% : http://kafka.apache.org/0102/documentation.html
Properties properties = new Properties();
properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);
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properties.put("acks", "1");
properties.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache. kafka.common.serialization.StringSerializer");
/& &Trident
TridentKafkaStateFactory stateFactory = new TridentKafkaStateFactory()
.withProducerProperties(properties)
.withKafkaTopicSelector(new DefaultTopicSelector(TOPIC))
/& E(FEfields("key", "value"WERBEBN F&FieldNameBasedTupleToKafkaMapperGEiiME
.withTridentTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper("key", "value"));
TridentTopology builder = new TridentTopology();
//I— M EFE4 S FRYspout Fitifield/asentence
builder.newStream("kafka-spout”, new TridentSerialSentenceSpout(5))
.each(new Fields("sentence"), new AddMessageKey(), new Fields("key", "value"))

.partitionPersist(stateFactory, new Fields("key", "value"), new TridentKafkaStateUpdater(), new Fields

Config config = new Config();
if (args != null && args.length > 0) {
[/EEHE , TI8jar , HiEIstormizfT
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.build());
} else {
[/
LocalCluster cluster = new LocalCluster();
cluster.submitTopology(“"test”, config, builder.build());
Utils.sleep(10000);
cluster.killTopology("test");
cluster.shutdown();

private static class AddMessageKey extends BaseFunction {

@Override
public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {

//BHE—Miled(E

String messae = tridentTuple.getString(0);

//System.out.printin(messae);

[IREE T

//tridentCollector.emit(new Values(Integer.toString(messae.hashCode()), messae));
tridentCollector.emit(new Values(null, messae));

}

BlE—MtEEMHEAY spout 25

//TridentSerialSentenceSpout.java
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import org.apache.storm.Config;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.trident.operation.TridentCollector;
import org.apache.storm.trident.spout.IBatchSpout;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util.UUID;

public class TridentSerialSentenceSpout implements IBatchSpout {
private final int batchCount;

public TridentSerialSentenceSpout(int batchCount) {
this.batchCount = batchCount;

@Override
public void open(Map map, TopologyContext topologyContext) {

@Override
public void emitBatch(long |, TridentCollector tridentCollector) {
Utils.sleep(1000);
for(inti = 0; i < batchCount; i++){
tridentCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override
public void ack(long 1) {

@Override
public void close() {

@Override

public Map <String, Object> getComponentConfiguration() {
Config conf = new Config();
conf.setMaxTaskParallelism(1);
return conf;
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@Override
public Fields getOutputFields() {
return new Fields("sentence");

S, HEHR
5/ spout/bolt

//TopologyKafkaConsumerSpout.java

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.spout.*;

import org.apache.storm.task.OutputCollector;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.topology.base.BaseRichBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util. HashMap;
import java.util.Map;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerSpout {
//FRiBRYckafkasLfilip:port
private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/[IEEBERHEB A\fJtopic
private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

[EEER AR

KafkaSpoutRetryService kafkaSpoutRetryService = new KafkaSpoutRetryExponentialBackoff(
KafkaSpoutRetryExponentialBackoff.Timelnterval.microSeconds(500),
KafkaSpoutRetryExponentialBackoff.Timelnterval.milliSeconds(2),
Integer MAX_VALUE,
KafkaSpoutRetryExponentialBackoff.Timelnterval.seconds(10)

);

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(
(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), r.value()),
new Fields("topic", "partition”, "offset", "key", "value"));

/& Econsumers%]
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//BRESFE http://storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafka/spout/KafkaSpoutC
onfig.Builder.html
//882*%http://kafka.apache.org/0102/documentation.html
KafkaSpoutConfig spoutConfig = KafkaSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object> (){{
put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //i&&group
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessionfBAT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& EigKtaad
1)
setOffsetCommitPeriodMs(10_000) //i& BB zFEIARE
setFirstPollOffsetStrategy(LATEST) //i8 BHIENGRIIHE
.setRetry(kafkaSpoutRetryService)
.setRecordTranslator(trans)
Jbuild();

TopologyBuilder builder = new TopologyBuilder();
builder.setSpout("kafka-spout”, new KafkaSpout(spoutConfig), 1);
builder.setBolt("bolt", new BaseRichBolt(){

private OutputCollector outputCollector;

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {

}

@Override
public void prepare(Map map, TopologyContext topologyContext, OutputCollector outputCollector) {
this.outputCollector = outputCollector;

}

@Override

public void execute(Tuple tuple) {
System.out.printIn(tuple.getStringByField("value"));
outputCollector.ack(tuple);

}
}. 1).shuffleGrouping("kafka-spout");

Config config = new Config();
config.setMaxSpoutPending(20);
if (args != null && args.length > 0) {
config.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
}
else {
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test", config, builder.createTopology());
Utils.sleep(20000);
cluster.killTopology("test");
cluster.shutdown();
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{$F3 trident

//TopologyKafkaConsumerTrident.java

import org.apache.kafka.clients.consumer.ConsumerConfig;

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.generated.StormTopology;

import org.apache.storm.kafka.spout.ByTopicRecordTranslator;

import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutConfig;
import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutOpaque;
import org.apache.storm.trident.Stream;

import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.uti.HashMap;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerTrident {
//FRiBRYckafkasLflip:port
private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
//FEEZERBEB A\Itopic
private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

O

WAL : TCloudFinanceZone

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), r.value()),

new Fields("topic", "partition”, "offset", "key", "value"));
/iR Econsumer&3y
//RESE http://storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafka/spout/KafkaSpoutC
onfig.Builder.html
//E2815% http://kafka.apache.org/0102/documentation.html
KafkaTridentSpoutConfig spoutConfig = KafkaTridentSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPI

.setProp(new HashMap <String, Object> (){{

)

put(ConsumerConfig. GROUP_ID_CONFIG, "test-groupl"); //i&&group

put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true"); /iR EEz0HHA
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i& & sessioniBhd
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& & iEI+BRT

2026/9/1 04:00:39
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setFirstPollOffsetStrateqy(LATEST) /AR BHENGEIIER
.setRecordTranslator(trans)
.build();

TridentTopology builder = new TridentTopology();

THEBAFY CKafka hR

//  Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutTransactional(spoutConfig));

E ==pis

Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutOpaque(spoutConfig));

spoutStream.each(spoutStream.getOutputFields(), new BaseFunction(){
@Override
public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
System.out.printIn(tridentTuple.getStringByField("value"));
tridentCollector.emit(new Values(tridentTuple.getStringByField("value")));
}

}, new Fields("message"));

Config conf = new Config();
conf.setMaxSpoutPending(20);conf.setNumWorkers(1);
if (args != null && args.length > 0) {
conf.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], conf, builder.build());

}

else {
StormTopology stormTopology = builder.build();
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, conf, stormTopology);
Utils.sleep(10000);
clusterkillTopology("test");
cluster.shutdown();stormTopology.clear();

}

186, 23 Storm

{£A mvn package %wi¥f5 , ATLURARZIAHIERFHIT debug MK , B LURARBIET VR A TIZIT.

storm jar your_jar_name.jar topology_name

storm jar your_jar_name.jar topology_name tast_name
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Spark StreamingiZ A\ CKafka

Spark Streaming & Spark Core (5— 1\ B , BTFS&ItEREHIRFEEMRIENE | BRiszTSa9sMBaAE Kafka,
Flume, HDFS/S3. Kinesis. Twitter #0 TCP socket,

Kafka

Flume C’\Z _, HDFS \
HDFS/S3 Sp Qr K Databases |

Kinesis Stf (Cq Omin 9 Dashboards |

Twitter

Spark Streaming J&iE4eEdEMS AL DStream ( Discretized Stream ) , ] DStream Fi—Z&FIE4:AY RDD (38457
¥EES ) YHpk , B RDD 22— ERJHIEIFRMAF-ERIEEE, (ERRENT DStream #HTRMEESLED/ORXLE RDD #1740,

RDD @ time 1 RDD @ time 2 RDD @ time 3 RDD @ time 4

datafrom = datafrom ' datafrom ' datafrom -

DStream ===+« °* : . .
timeOto1l time 1to 2 time2to3 time3to4

{53 Spark Streaming {£/9 Kafka BIEUERINRT , AIsc#F Kafka FRERRASSEAGHRAS

Kafka Version spark-streaming-kafka-0.8 spark-streaming-kafka-0.10
Broker Version 0.8.2.1 or higher 0.10.0 or higher

Api Maturity Deprecated Stable

Language Support Scala, Java, Python Scala, Java

Receiver DStream Yes No

Direct DStream Yes Yes

SSL / TLS Support No Yes

Offset Commit Api No Yes

Dynamic Topic Subscription No Yes
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& BRTTCE

B8l CKafka F&Z 0.9% LA EAIMRA , ZARSEEEERS 0.10.2.1 hrAHY Kafka {&E.
1tt5h , EMR 5hf9 Spark Streaming 3735 B1E331% CKafka , ¥R [SparkStreaming X33 CKafka fR53] .

EELR

F 1. 3KEY CKafka SCAiEtAE
1. &% [CKafka =48] ,
2. EEMSHEERE [SEFIFIR] | BESEAIRN'ID” , ASEHIEAEERE.
3. ELAINEAERTEA (BASFR] ER | cERBELAIRGEALIL , AR P EZRFEREIN bootstrap-

server,
BABZAOG AN B SR
vpc- -
VPCI % PLAINTEXT 10~ - w092 il

~—

2. Bl Topic

1. ELHIEAERTTE |, imFRER (TopicEE] W&,
2. ETopicBEEE , B [F] | SliE—EHtestl Topic , B TRELIZ Topic ABINBAMEIEF=HZE.

topic-mhsknylix 3 e .04 - o HH
testlf h 1 2 KHE FAB 2001-07-14 11:04:38 48 B 5

T3 EBTIRBESINE
Centos6.8 &4t

package version

sbt 0.13.16

hadoop 273
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package version

spark 210

protobuf 25.0

ssh CentOS BRIAZ%E
Java 1.8

BRRRERESEIENE,

FBA. XHECKafka

mCKafkadhdr=E A
Baj CKafka z#%F 0.9.0.x. 0.10.0.x. 0.10.1.x. 0.10.2.x hrA. XEB{#HEH 0.10.2.1 ix4A8Y Kafka {kifi.

1. 7£ build.sbt ZFRIN#KE

name := "Producer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.kafka" % "kafka-clients" % "0.10.2.1"

2. B2& producer_example.scala :

import java.util.Properties

import org.apache.kafka.clients.producer._

object ProducerExample extends App {

val props = new Properties()

props.put("bootstrap.servers"”, "172.16.16.12:9092") //sLHHEEHAIAN IP SikO

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer")

props.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer")

val producer = new KafkaProducer[String, String](props)

val TOPIC="test" //{8EE4HJ Topic

for(i<- 1 to 50){

val record = new ProducerRecord(TOPIC, "key", s"hello $i") //47= key £"key",value £ hello i FSiER
producer.send(record)

}

val record = new ProducerRecord(TOPIC, "key", "the end "+new java.util.Date)
producer.send(record)

producer.close() //BREERTT

}

BE%Z 8% ProducerRecord B9 £1EE*# [ProducerRecord] 3244,
MCKafkaigZEHE
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DirectStream

1. 7£ build.sbt FRhnfkEs

name := "Consumer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.spark” %% "spark-core" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming-kafka-0-10" % "2.1.0"

2. B2& DirectStream_example.scala :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.kafka.common.TopicPartition
import org.apache.spark.streaming.kafka010._
import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils
import org.apache.spark.streaming.kafka010.OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf
import org.apache.spark.SparkContext
import collection.JavaConversions._
import Array._
object Kafka {
def main(args: Array[String]) {
val kafkaParams = Map[String, Object](
"bootstrap.servers" -> "172.16.16.12:9092",
"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],
"group.id" -> "spark_stream_testl",
"auto.offset.reset"” -> "earliest",
"enable.auto.commit” -> "false"

val sparkConf = new SparkConf()
sparkConf.setMaster("local")
sparkConf.setAppName("Kafka")

val ssc = new StreamingContext(sparkConf, Seconds(5))
val topics = Array("spark_test")

val offsets : Map[TopicPartition, Long] = Map()
for (i <- 0 until 3){

val tp = new TopicPartition("spark_test", i)
offsets.updated(tp , OL)
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}

val stream = KafkaUtils.createDirectStream[String, String](
SSC,
PreferConsistent,
Subscribe[String, String](topics, kafkaParams)
)
printIn("directStream")
stream.foreachRDD{ rdd=>
//BEIRERTER
rdd.foreach{iter =>
val i = iter.value
printIn(s"${i}")
}
//3k15offset
val offsetRanges = rdd.asInstanceOf[HasOffsetRanges].offsetRanges
rdd.foreachPartition { iter =>
val o: OffsetRange = offsetRanges(TaskContext.get.partitionld)
printIn(s"${o.topic} ${o.partition} ${o.fromOffset} ${o.untilOffset}")

}

// Start the computation
ssc.start()
ssc.awaitTermination()

RDD

1. Bc& build.sbt (EERL , 2HEE ).
2. ig& RDD_example :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.spark.streaming.kafka010._
import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils
import org.apache.spark.streaming.kafka010.OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf
import org.apache.spark.SparkContext
import collection.JavaConversions._
import Array._
object Kafka {
def main(args: Array[String]) {
val kafkaParams = Map[String, Object](
"bootstrap.servers" -> "172.16.16.12:9092",
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"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],
"group.id" -> "spark_stream",
"auto.offset.reset" -> "earliest”,
"enable.auto.commit" -> (false: java.lang.Boolean)
)
val sc = new SparkContext("local", "Kafka", new SparkConf())
val java_kafkaParams : java.util.Map[String, Object] = kafkaParams
//AZIRFFE parition REVAERL offset SEEIRVNER . MISRHEAZIN B EE R BS S S Ra & FrEr- B RIARIRL
HRVEE
val offsetRanges = Array[OffsetRange](
OffsetRange("spark_test", 0, 0, 5),
OffsetRange("spark_test", 1, 0, 5),
OffsetRange("spark_test", 2, 0, 5)
)
val range = KafkaUtils.createRDDI[String, String](
sc,
java_kafkaParams,
offsetRanges,
PreferConsistent
)
range.foreach(rdd=>printin(rdd.value))
sc.stop()

}
8% kafkaParams Fiiz&% kafkaParams 3Zt3,
BCEMER
T4 sbt

1. 7£ sbt B T sbt &,
2. FRIE/STE sbt WERTEIEE— sbt_run.sh BIAFHEINETHTAUR , BARSUTF :

#!/bin/bash
SBT_OPTS="-Xms512M -Xmx1536M -Xss1M -XX:+CMSClassUnloadingEnabled -XX:MaxPermSize=256M"
java $SBT_OPTS -jar “dirname $0°/bin/sbt-launch.jar "$@"

chmod u+x ./sbt_run.sh

3. PUTIAT A<,

/sbt-run.sh sbt-version
EHeeEE sbt NRAIRBARTLAE EIE1T.

%4 protobuf
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1. &k protobuf HHRARA,
2. RERHENER,

.Jconfigure
make && make install

FELLE gec-g++ , HUTHAIEERE root IR,
3. BFTER , ST PRATEARSA.

protoc --version

4. Z88E%| protobuf AR LAEHEIETT.

%% Hadoop

1. 173(8) Hadoop EM TEFTFRZAIRA.
2. 110 Hadoop AAF.

useradd -m hadoop -s /bin/bash

3. IEINEE R,

visudo

4. 7 root ALL=(ALL) ALL F&Hn1—17.
hadoop ALL=(ALL) ALL

FFERH.
5. 55 Hadoop #H1TIR1E,

su hadoop

6. SSH TEEER,

cd ~/.ssh/ # BB IZBR | 1B T—IKssh localhost
ssh-keygen -t rsa # BRR | #REIZER LA

cat id_rsa.pub >> authorized_keys # JOIAN$EIY
chmod 600 .Jauthorized_keys # {EXSEAR

7. &% Java,
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sudo yum install java-1.8.0-openjdk java-1.8.0-openjdk-devel

8. BtE ${JAVA_HOME},

vim /etc/profile

ESCRIIEFRRE

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre
export PATH=$PATH:$JAVA_HOME

IR EES RIES 1R,
9. % Hadoop , HABR.

./bin/hadoop version
ERE R RAE BRI AREIEBIET T,

10. BeESH o\ ( IIREREEETRN ISR ) .

vim /etc/profile

SR ETARE

export HADOOP_HOME=/usr/local/hadoop
export PATH=$HADOOP_HOME/bin:$PATH

IR R BIRESI R IR,
11. {824 /etc/hadoop/core-site.xml ,

<configuration>
<property>
<name>hadoop.tmp.dir</name>
<value>file:/usr/local/hadoop/tmp</value>
<description>Abase for other temporary directories.</description>
</property>
<property>
<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>
</configuration>

12. {8 /etc/hadoop/hdfs-site.xml ,

<configuration>

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 109 W # 3331



2 BAETCE HBIAF CKafka I

<property>
<name>dfs.replication</name>
<value>1</value>
</property>
<property>
<name>dfs.namenode.name.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/name</value>
</property>
<property>
<name>dfs.datanode.data.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/data</value>
</property>
</configuration>

13. {8 /etc/hadoop/hadoop-env.sh g JAVA_HOME J9Java AIE&1R,

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre

14. #1417 NameNode #&zt4L.,

/bin/hdfs namenode -format

7R Exitting with status 0 NIZFREIN.
15. |35 Hadoop,

J/sbin/start-dfs.sh

BINBoh&FE NameNode ##2 , DataNode ##2 , SecondaryNameNode ##&.

%% Spark

i518) Spark BN TEATREARA.
R AZEIZEET Hadoop , FRLUSHR(ER Pre-build with user-provided Apache Hadoop,
ARBIREREGER hadoop FBF#HTIRIE,

1. EEANBR.
2. (EWECEX .

cp ./conf/spark-env.sh.template ./conf/spark-env.sh
vim ./conf/spark-env.sh

AE—ITHRINTARRS :
export SPARK_DIST_CLASSPATH=$(/usr/local/hadoop/bin/hadoop classpath)

3. tR#E hadoop LEBERIELIERR.
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BT,

bin/run-example SparkPi

ERNZRRFILERREFHEE T A IVE.

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 111704 3331,



2 BAETCE HBIAF CKafka I

FErHTRIESC

AXEBENRHENT! CKafka £ FiHZEERIRIESCE | FENEREE B S HIBHTREM,

ErEHR

Topic EFRIETE
o BEEEK : HEF3RIA , AEEF , R/ N\EZEIAE2 , BRLEIAEAFEET Topic BIAE , FUSHTLIN
B ASESHTEETERE.
o SIERAT | SHFERERTE CKafka BEIEIE Topic FFX. EEFBRE | BTrREFSHHEHE—INREIERN
Topic Bt , 2B&I8IE— M E 31N KFI3NEIARR Topic,
« B Topic Sx A7 XEGEEIN /9100,
« Topic BIAZ93 ( HRIRRAIRE , AoTjEEE ) .

KW EIL

PHIVMET , BTNEEFRRE , BEEREHRKERWRIIER , HREFERIEE R AIEMIMBERZACKHHIS
WEE R R B RIEAY.
ERILMRIRV S |, IRELITEINSE

S 1A

BEIURE , BOMES 3 | SN THIRERTATHINAMS | BERIRERN

i
retries IntegerMAX_VALUE ( 5ESRX) .

retry.backoffms  EEifjERE , ERIIRE 1000

XA REIERYY Broker BY Leader 5 XHIMFS A ZIMMAL Producer i53KAYIET.

REEOSRLHN , NREEEBCRENESR |, sILAERA metadataFuture.get(timeout,
TimeUnit.MILLISECONDS),

—/NProducerfN— "M FH
Producer E&f2% 20 , BrlLUFHEE Topic KiFHE., BEBERT , @N— AR — Producer,

Acks

Kafka B9 ACK #15 , $§ Producer RUBERIEFIAIE] , £ Kafka Y 0.10.x hrAS Lt , Eig&EER Acks , 7E 0.8.x
hRA_E , WA request.required.acks , Acks BUIREGEES/INE Kafka SEEFIIEHEFE R ATEM.
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Acks B9SE0RBEAIT :
S8 15488

acks=0 FoEIRSImAY Response, MEERE. EFHIEXPSEKA,

acks=1 RSB ImET RERIIEMNEE Response, taEhE. EHENRTE. THREVATESEEUEER
K.
acks=all IRSiInET REMNBET RELSMINZIRE Response, HEERE. HERA%RE. TSRS

TREENASSEEREERR.

—RRERINOERE acks=1 , EERIIRSAILURE acks=all,

Batch

—RIERT , iEEBATI CKafka B Topic £BEMNK , Producer ZFIREARS IR LS EERT , EESHMHAERR
A Topic BN X &%, FEAR— NP R EEXSEKEERT , Producer ERIRSIBHEXERITEM— Batch , #it
BRIERRSS IR, Producer ZFimR{EANIE Batch B , EBE/MNTHER. —#RIERT , J\ Batch 255 Producer &
Pinr=EXEEK , ERIEKNTITEEFinflRSSmATHBA , FHEMABXNESH CPU S , NMERES TIERA
EFNEERIER. —MAER Batch X/, LU KX EEREFIHRIRSHARNIEIORE , FEA RS HER
EAEMFIEER.

Batch S4BT :
2 8E
batch.size BEBMDKX (Partition ) FNIHEEFE (IBEERSHNFHEZN , F25E) . KEIR
BENEUERT , BiafA—IRMEIEK , ARG Producer ZFIHIEEEHERFIRSES.
lingerms BEEEEEFFIRIAE. SBIDX/MIE , Producer EFiHFE2HEE batch.size

BIBRS , SZBEMBHE REIRSES.

FIBEFHRRIRAXR/NESX M ER | ISiRIBEERRERSSE | ISR

buffermemory batch.size # lingerms RYPRHFI. buffermemory FHIEVAZUER 32MB , XdFEA
Producer M= , SAILARIERHRIMRE,

53R

WERISIER— VM shfE5hZ 4 Producer , BRAEA Producer EEaI85 532 MBEZZSE | KA EHRRT
gefitz OOM ( Out of Memory ) , IKATEFEEEE buffermemory AIK/N , EEGEfLA OOM,

EEILMRIERMA S HERHTSEHIREERRZ.

Key #0 Value
HEBAFI CKafka ASHEA Key (JHEFRR ) #1 Value ((HERE ) BT,
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ATETFIEE  BABRIKE—E—RI Key, BRILIEY Key BIREER  HEIAKXASMERRS , THRIZHR
RIEFFIHZR B,

IRBERREERK , BNAERE Key , FHERMIED XK.

RERZZFHEESXAGEHE | 7eEEIE— Batch &b , FttRE— Batch A — MNEZEEERT
Kafka Producer B8 BIIO XERE, SEERAG Kafka Producer #81H@ITiR S Partitioner BOSCIIESBERESEC

WEHPKX., EEEIEE Key BUERT , iBEBAFI Kafka Producer FEGARIE R EEHIKey B TIEF | ASIRIE
AFREREESX |, (RIEEE Key BEERSRZZIR— DX,

EHRISBIETE Key BEIRT , iHEBAFI Katka 2. 4hRAZ BIREGARESRMBEIMERERIAME P KX |, HERLELH
HARXKERE—NOX L., BE , XFERARES Batch FIEREEE | fESLhRERT , AgEErFEXEA)
Batch , MfE/SSEFRAYEERIEN. S TZEARKEIIT Key iHERIS XEREIARR |, BEBAT Kafka 1£2.4kRA3 |
NT S XSRS ( Sticky Partitioning Strategy ) .

D XRIEEERAT Key HEDHEIARRSK | &6/ Batchig@l, HFEHRIEEMNE—N XA Batch 555t
& BBENEES— Mo X , AREEANESRAEERZS X, XMRBEENERE | SKERKEEIR—
P, NRAKENEITHIE , HREERTLSSAREIS N X ER. XERTLIERESHRS XITR |, BiE
AJLAHRIER |, IRFHARSS BN IERE,

SNSRIEFERRYERBASI Kafka Producer ZFim@E2 4R A EMA | BUARS KARISHR RS KR0S, MNREFEA
A Producer EFimhiiA/NF2.4 , AILMRIERM S KRIBRE , BITSIO KR , AREISH
partitioner.class ZEIEENID XIRRS.

KT XRIESCI , A LASEIT Java iUISSEI., iz UBRIEISE T ERRIE—ERRT RN | th—
XD,

public class MyStickyPartitioner implements Partitioner {

// iBR =X Xadt(al,

private long lastPartitionChangeTimeMillis = OL;

// IERZRID X,

private int currentPartition = -1;

/] EEIHRESENERG |, ETLARIESERRIL S50e iR K AYRT B AlRR.
private long partitionChangeTimeGap = 100L;

public void configure(Map<String, ?> configs) {}

/**

* Compute the partition for the given record.

* @param topic The topic name

* @param key The key to partition on (or null if no key)

* @param keyBytes serialized key to partition on (or null if no key)
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* @param value The value to partition on or null

* @param valueBytes serialized value to partition on or null

* @param cluster The current cluster metadata
*/

public int partition(String topic, Object key, byte[] keyBytes, Object value, byte[] valueBytes, Cluster ¢
luster) {

/1 SREFRE D XIER.

List<PartitionInfo> partitions = cluster.partitionsForTopic(topic);
int numPartitions = partitions.size();

if (keyBytes == null) {

List<PartitionInfo> availablePartitions = cluster.availablePartitionsForTopic(topic);
int availablePartitionSize = availablePartitions.size();

// FRrEET Ao X,
if (availablePartitionSize > 0) {
handlePartitionChange(availablePartitionSize);

return availablePartitions.get(currentPartition).partition();
}else {

handlePartitionChange(numPartitions);
return currentPartition;
}

} else {
/] X TFEkeyRIER | iRiEkeyHISHEEEDX.
return Utils.toPositive(Utils.murmur2(keyBytes)) % numPartitions;

private void handlePartitionChange(int partitionNum) {
long currentTimeMillis = System.currentTimeMillis();

// ANREET S KYDHRATE)ERR , W F—1M o X, SUERIEEZAIRISX.

if (currentTimeMillis - lastPartitionChangeTimeMillis >= partitionChangeTimeGap
|| currentPartition < 0 || currentPartition >= partitionNum) {
lastPartitionChangeTimeMillis = currentTimeMillis;

currentPartition = Utils.toPositive(ThreadLocalRandom.current().nextInt()) % partitionNum;

public void close() {}

P X

BN (Partition ) |, iIBRRERREIFER , RESEFN. 8METE TEHEETOX , IREEH®S
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BEIARS XS , AR Partition ZBABERIEIRFF.

ARFEHTHREGHRBINFE , TS RISEX—RKERERT key , XEHSEBABERRY key HITHEARIE |
CKafka BSHRIE key IRABBUEEEEF— Mo X T , BT — 1Mo XREH—NEZEEHTRIMEZ | LRE
BHEEHEHENIVFIET.

HEER
HEBEHEEANRRE
1. Poll #@E,

2. PUTHEIBIE,
3. R poll B4R,

kAl

&4 Consumer Group BILAEE %4 Consumer , 355#1 group.id BBAERNE , BFRE—4 Consumer
Group fJ Consumer £REHEZRITIREAY Topic,

a0 : Consumer Group A iJi5ET Topic A , HFHBE=NEZLfI C1. C2, C3, MAXEEI Topic A IBRBERRE
Rafgis Cl. C2. C3 B9E— ., CKafka BRASHISMIEEEEAESNEEELA , LUMEIBZEQEIE.

CKafka SAZtERIANZRIER | BTN TopicIo X |, F5EcLEE M Consumer, EILE , Consumer FINMIAE
AT OXEHE | BUSEHELHIDEAINHTS XML TSRS, BRTSERE LI REBEESLAA
£ER. B0, HOFEER , BeA IR RIS,

RXER
[E— Consumer Group A , ENEINHEESLHRTREAY Topic 45— , BRAHIE AT,

e Consumer Group iJ @4 Topic,

— Consumer Group BILAITFEIZNopic , 24 Topic RUEE#HE Cosumer Group ##J Consumer 5358
#, {570 Consumer Group A iT[E T Topic A. Topic B, Topic C , MiX=4 Topic HFHGEE , #
Consumer Group HJ Consumer $55JiH%,

Consumer Group 1] Topic RGBT :
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String topicStr = kafkaProperties.getProperty("topic");
String[] topics = topicStr.split(",");

for (String topic: topics) {
subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

« Topic #% Consumer Group 1J,

— Topic LA Consumer Group 1715 , H&A Consumer Group #3782 Topic FRIRFEER. I
70 Consumer Group A iJ5 T Topic A, Consumer Group BT T Topic A , N&iZEZTopic ANEEH
B, MX&f&—tnaConsumer Group ARJEZESLAI , thtE—H%5Consumer Group BESEZESLAI , BHIXF
MNIFEEERY , BEIREHERN,

—A~ Consumer Group R —NRZFg

#RI— Consumer Group XtR— M |, BIARBN AN NARILE. NRIEEEEARIIEEER—NT
B, BESESHAER kafka.properties, {4l kafkal.properties, kafka2.properties,

iH#RIm Offset

81 Topic REZINM DX , BN XEFITHRIERNEERE , XNMRARALIR MaxOffset,

iBEERA%I CKafka B9 Consumer £ZIMFROREZE S XANERER , IEREEBEZER THNEREE , FRABHEHASR
ConsumerOffset,

RIFAIRBZRAISEL ( BFRAIERHIRE ) =MaxOffset-ConsumerOffset,
offset 1232
JEHEPBAFI CKafka B9 Consumer BRAMEXSEL :

e enable.auto.commit : ERIAEAtrue,

e auto.commit.interval.ms : EXIA{E/91000 , BPls,
XFAMESHEBNERN &R poll BUERISRE DXRRAAAIATE , (RIEE LRI EEE&EE S5
auto.commit.interval. ms #IEHIASK | MEFimSEE AR EE.

At , 2NERFE enable.auto.commit iIRE A true , WEFEEEEIX poll ZUERT , HREI—X poll HERAEUEESE HZ
5L, BNATBESEU mBkER,

WNRE B CIEFIN RIRSE |, 1518 enable.auto.commit i&4 false , FER commit(offsets) HEFBITIEHI R

AN
2o

EE offset
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LITAMER , SREBFEURES

o BRFIHAFEBZIRISIANLRRT (FIIE RS —RLEL ) .

o BMIBAURHEUEERT (FIIEN D KERAMUARZL0 , BEEFHAMNIIFEREER ) .
Java ZFIEETLUBIT auto.offset.reset RECEEBHIR , TEG =R :

o latest : NERKRAIRFFIATHZE.

o earliest : NR/IMURTFFIRIHZ,

e none : MYEEAER(E , BIFEE.

?
o BHVIRERK latest , MIAEIRERY earliest , BEREN ABERTMNLTFHIREZ: , NTERAKEE
£.
o MNRELBCEEN A , JLUKERL none,
FIEGER

HBIERREFIRENERSHEEEN , ARRKEREREEHAEER , i TRUATSHIRE !

 max.poll.records : fNRPLHEEHEL IMB , FEIIZE L,

o fetch.max.bytes : IREBZKEHERIA/INEX—F.
BEAMEZHER , BESKEAAMTHEEARGISEIEEWEITT |, NEETRIEHREEE  FRUTS
HIgE :

o fetch.max.bytes : BIIREMAMTEN—F ((ERIXSERIRMLZ bytes , AMHEHIRNLZ bits)

 max.partition.fetch.bytes : ZiRER fetch.max.bytes =92 —a&E NS Z—.

HEEEWHERS

iHEBAFI CKafka [HZERITE X Z at least once , EHIEEDIRIE—IX , (RIEEEAEX | BRELERILEEEARE
. EHINEEE, ZRRESYERIRIENCEESHE | WNEREZERINREEES SR (HlamT
BR5X)  WNZEEEE.

VARTRREEN A9 |, ERMHEDS
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o RIEHERS , BN key {EAME—ZKS ID,
o IHEHRET , #IiT key REEXIBTHN , MIRELEHT T , WA , MRIQGHET , WiEE R,
SR RNAASNOEHEESAHE  UAFEMLRARESFEE.

THERRI
HEBAFI CKafka Bi20 XEFHBINFRBHEHEZER  INRERRZEZFEFHRERTHEZERN , flanA
IRSEBHIM T IR SEEFXHEBLERW , FHEATTH , BFABLITAMAEST
o KYE—E=NBRIUTHRZE, XMAONEJEEREBREIZEETIRES , TERRHEH | EMER
A,
» HTFHEBAYI CKafka iRBIBRMGHERIIRLT , LEHEESFTEDRMASHESEFHEZIE MRS (Flanel
ZE—1 Topic ZARBEMAIER )  ARERMEERMERIIER , PTAWRE , RIEHERGE.,

HERIER

HBITIERREFinEaIERSHUEER. —REAT  MREFHEBREE  WASFERKER, &F
TRAER | BAERIRAHEHN  FITRESHBERE.

THERHERR

BEIENHEHERNRER

o HBHREIRALEFERE |, W NIZIESHEREE,

o iHZBImF A T,
HBRZEHEEG  fUTIERZE , BESIVTETERR , IRXMHRESSHER  WEI88ER—
B |, BBHIERARRIHEH.

HBIMMIZRERREEERAE | IRFEFTARERNER , @NRESFFHRETE , EEFAEEAW
HATALIE,

REHBEE

o EHNConsumersLINEL,
BIEHEAEEIEN ( EEREENLFIIN—NEAE ) |, el LEPBE S NNEHESLAHTE,

WdBR :
SLHINNERIE o XM B A HEERERE |, BB HELAIATIE.

o IBINEERLAE.
1. B — MR,

2. Pollgfiz.
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3. IEEUREIRAR B SAS I TH AR AR,
4. SHAERREIRINE , FXpollEiEHRAT.

B X ( socket buffers)

7 Kafka B9 0.10.x kA , 44 receive.buffer.bytes BUBRIAES 64KB. Mi7E Kafka AY 0.8.x fRATF , &)
socket.receive.buffer.bytes BIZRIAE/9 100KB,

XANERANEN TFEEHENEMSEA/NT |, 2R Broker 1 Consumer Z [BJRIMLE T EEIEIRTH
( bandwidth-delay product ) XFE1ak ( local areanetwork , LAN ) A,

TR A IMsELE SIS HERINES (40 10Gbps BiER )  BNEERFERTXIREH8E16MB,

MREHREAR , EEDERIREN IMB, SHAILUREN -1, EREERIERFRENSEILIRER . XF
B IRXATR/N,

BE , WFEBERED"H"SXHE Consumers &t , BEIEROEERSIBARL,
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Logstash#z A CKafka

Logstash E— M FHRIEENIETER |, afLANS/NRLKESER. 8B ENESIEF ISR TRIEEAEMEE.
Logstash RiEMIRE |, IHERBRAMNEEZSITINGE , HEFE , SUFSHENFHIR, Logstash {E/K o] H4ER0E0ES
& , 5 Elasticsearch # Kibana Bt& , EHEWE TS HEINEER K.

Logstash T{FRIE

Logstash ZAESMERTLAS A=AHER © inputs — filters — outputs,

1. inputs : FEAEEEREEIR |, BIRN3Z14. syslog. redis ] beats IR,

2. filters : {EBULIEEUE , 7E Logstash HIEEETRETHEAT , AILUMRERHENEMHHITER., —LELRIDIE
BEH3E : grok. mutate, drop #1 clone &,

3. outputs : BEIREREIEMMES , —NSETLUERZEIZ A outputs , HERSTREXNEAFER.
Elasticsearch FtE&ENAY outputs,
[ERY Logstash SciF4mASfERS , BILATE inputs 1 outputs imfgEIET.

NZAS R IAN

m
ar

Logstash & Kafka BU{LEE

o ALIREAIBEEYE : BlERERE.
« fi#4#8 : A Elasticsearch REARNMERSF NN LRFTIE.
=

Logstash iSUEEFERIR , IRAPBIELES” server LRFMMEMRE,
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—
>l =
Kafka
Logstash Shipper

v
I\-
v

Logstash Indexer

BIFL R

HEEIE
o THEFLELogstash , &% Download Logstash,
o FEFHZLEEIDK 8 , &% Download JDK 8,
» B8l CKafka L.

L. FREX CKafka Sz \iteik
1. % [CKafka I=4IA] .
2. EEMISAEERE [SEhIFIZR] | BBESLFIRY"ID” , EALAIEAMSE ITE.
3. ELHINERNSEIRER EATSI] &R | BISRENSCAIRIEAMEAIL,

=
=

T
B
=

BABRO

vpc-|_ I

()]15
'E 7092 1h o

VPCR 45 PLAINTEXT

H$E2. Bi Topic

1. ELBIEAERRE |, EFENED [TopicERE] .
2. ETopicEHEImE , Bt [FE] | SlE—1 & Rlogstash_testhy Topic,
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topic-mith60v0 g 2021-07-13
logstash_testIf o 19:53:59
\7

£HR3. A CKafka

inputs A
1. $47 bin/logstash-plugin list , BEE&XIFANEHREE A logstash-input-kafka,

[root@VM_16_17 centos binl# ./logstash-plugin list|grep kafka

logstash-1input-kafka
logstash-output-kafka

2. f£.bin/BR MREECEM 4 input.conf, IAMSIRAERBIENEIRERR | 1§ Katka fEAEIEKRIR.

input {
kafka {
bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SCF#EA L
group_id => "logstash_group" // ckafka groupid &%}
topics => ["logstash_test"] // ckafka topic BFR
consumer_threads => 3 // HZR&FEE , — R85 ckafka DXE—EK
auto_offset_reset => "earliest"

}
output {
stdout{codec=>rubydebug}

}

3. PUTLA T8 E5 Logstash , HTiHRIHZE.

Jlogstash -f input.conf

IREIZERINT
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[root@VM_16_17_centos binl# ./logstash -f input.conf

ERROR StatusLogger No log4j2 configuration file found. Using default configuration: logging only errors to the console.
Sending Logstash's logs to /data/ryan/logstash-5.5.2/1logs which 1s now configured via log4j2.properties
[2017-09-06T18:07:41,926]1 [INFO ][logstash.pipeline ] Starting pipeline {"id"=>"main", "pipeline.workers"=>4, "pipe
[2017-069-06T18:07:41,943]1 [INFO ][logstash.pipeline ] Pipeline main started

[2017-09-06T18:07:41,999] [INFO ][logstash.agent ] Successfully started Logstash API endpoint {:port=>9600}

r

1

“@timestamp"” => 2017-09-06T10:07:42.256Z,
"@versio "1",
“message” =» ' 7-09-0 :2 localhost ckafka

"@timestamp”
"@version
"message

"@timestamp”
"@version
"message”

BJLABZIRIA Topic REIEUERIHZR LK,

outputs EAN

1. #1417 bin/logstash-plugin list , EEBEISHIREFEEEE logstash-output-kafka,

[;éotévm_ié_17_centés bin]# ./logstash-plugin list|grep kafka

logstash-1input-kafka
logstash-output-kafka

2. E.bin/fREBELE X4 output.conf,
IHAMSRERANEAEIEFRIR | 1§ Kafka {E0EUE BRI,

input {
input {
stdin{}

output {
kafka {
bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SCHIFEAMBHE
topic_id => "logstash_test" // ckafka topic FBFR
}

3. FUTAI <85 Logstash , RBIERY Topic KiEiEE.

./logstash -f output.conf
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[root@VM_16 17 centos bin]# ./logstash -f output.conf

ERROR StatusLogger No log4j2 configuration file found. Using detfault configuration: logging only errors to the console.
Sending Logstash's logs to /data/ryan/logstash-5.5.2/1logs which is now configured via log4j2.properties

log4j :WARN No appenders could be found for logger (org.apache.kafka.clients.producer.ProducerConfig).

log4j:WARN Please initialize the log4j system properly.

log4] :WARN See http://logging.apache.org/log4j/1.2/faq.html#noconfig for more info.

[2017-09-06T17:22:56,185] [INFO ][logstash.pipeline ] Starting pipeline {"id"=>"main", "pipeline.workers"=>4, "pi
[2017-09-06T17:22:56,202] [INFO ]1[logstash.pipeline 1 Pipeline main started

The stdin plugin is now waiting for input:

[2017-09-06T17:22:56,239] [INFO ][logstash.agent ] Successfully started Logstash API endpoint {:port=>9600}

4. BsiCKafkaiB#EE | 130 E—PRIEF4UE.

[root@VM_16_17_centos bin]# ./kafka-console-consumer.sh --bootstrap-server 172.16.16.12:9092 --topic logstash_test| --from-beginning --new-consumer

2017-09-06T09:23:28.343Z localhost |logstash

2017-09-06T09:24:23.039Z localhost ckafka
2017-09-06T09:23:15.848Z localhost test
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Filebeats $# )\ CKafka

Beats ¥&5 ERT SHBA—FHIRIUERESR. XERERTEETRMFERERNE , NE LTERT LA EHREERR
EREEE.

. T TN
Prospector 1: | Spooler
/var/log/*.log | : Elasticsearch
| |
\ | |
— | |
| |
Logstash
. | | q
D Harvester |
| |
| |
Prospector 2: | | | % Kafka
/var/log/apache2/* | |
| |
| |
— | |
| | | Redis
L — — — — —
Filebeat

Beats BEFIRERR | BALMRIEE BRITR THRIMARERS. 3L Filebeat ( ZEEIHERERR ) 16 , RIENA
Filebeat 2\ CKafka RUB(FIETSiA | RIBENEHE NIARRAIRERTTIE.

RS

o TEFZLAEFilebeat, &0 Download Filebeat,
o FEFHZLEEIDK 8, &0 Download JDK 8,
o Bl&EE CKafka LfFl .

121. $KEY CKafka SEfi Atk
1. &% CKafka =HIE.
2. EEMSHEERE [SEFIFIR] | BESLFIRY'ID" , HEALAIERNMSETE.
3. FELPINEAEEIEN EATGR] HIR , AIERESLAIRHRAMBIL,

Ni)

IR : TCloudFinanceZone 2026/9/1 04:00:39 % 126 333 @


https://www.elastic.co/cn/products/beats
https://www.elastic.co/cn/products/beats
https://www.elastic.co/guide/en/logstash/7.6/installing-logstash.html
https://www.elastic.co/guide/en/logstash/7.6/installing-logstash.html
https://kafka.apache.org/downloads
https://kafka.apache.org/downloads

& BRTTCE

THEBAFY CKafka hR

BARLD HIREHER
VPCH# PLAINTEXT L i
W5 (53
: 1.} o2 I

2. BlE Topic

1. (ELHIEAERIRE , SRR [TopicEE] WL,
2. fETopicEIEM , B [FE] | SIE— B testy Topic,

topic-mhsknylx

test i [l 1 2 KIRB B 2021-07-14 11:04:34 WIE MR B3 v
SIR3. ERRENG

FNfilebeathIZ=ixBR , SIREACE Ini= X 4filebeatyml,

#======= Filebeat prospectors ==========
filebeat.prospectors:

- input_type: log

# AL IR SRR
paths:
- /var/log/messages

output.kafka:
version:0.10.2 // t1RIEARE CKafka SLHIFFHRIRAEE
# I8 B FCKafkasLIRgHEE A\ it
hosts: ["XX.XX.XX.XX:XXXX"]
# 18 = BrtopiclIBTR
topic: 'test'
partition.round_robin:
reachable_only: false

required_acks: 1
compression: none
max_message_bytes: 1000000
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# SASL ZERETIIEE | IRAFENTEHRMNERI RS
username: "yourinstance#yourusername" //username FEEHIZSLHIIDFIAFSA
password: "yourpassword"

4. FilebeatZiXHE

L. PUTUN R ep < a1 i,
sudo ./filebeat -e -c filebeat.yml

2. P HEINETE (OB NEITRY testlog 314 ) .

echo ckafkal >> testlog
echo ckafka2 >> testlog
echo ckafka3 > > testlog

3. Fig Consumer jHZEIIRMAY Topic , SRIBLATEIE.

{"@timestamp":"2017-09-29T10:01:27.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","versio
n":"5.6.2"},"input_type":"log","message":"ckafkal","offset":500,"source":"/data/ryanyyang/hcmq/beats/filebea
t-5.6.2-linux-x86_64/testlog","type":"log"}
{"@timestamp":"2017-09-29T10:01:30.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","versio
n":"5.6.2"},"input_type":"log","message":"ckafka2","offset":508,"source":"/data/ryanyyang/hcmq/beats/filebea
t-5.6.2-linux-x86_64/testlog","type":"log"}
{"@timestamp":"2017-09-29T10:01:33.937Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26", "versio

n":"5.6.2"},"input_type":"log","message":"ckafka3","offset":516,"source":"/data/ryanyyang/hcmq/beats/filebea
t-5.6.2-linux-x86_64/testlog”,"type":"log"}

SASL/PLAINTEXT #&=,

WNERIGTHZEFH1T SALS/PLAINTEXT BoE , NEEEERFBSER. 1x Kafka BLEXIEHATIENN username #1 password
EcERIA],

# SASL ZFEEETINERE | MRAFENTERE MERAAEE
username: "yourinstance#yourusername” //username EEHZSLHIIDFIAFA
password: "yourpassword"

ale, M A 1H
= Il a)dR
£ Filebeat B ( EBRIAERIR /var/log/filebeat/filebeat ) & , KIMAEAE INFO BHE , 540 :

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 starting up
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 state change to [open] on w
p-news-filebeat/4

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 selected brok
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er 544

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/478 state change to [closing] bec
ause EOF

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 Closed connection to broker bitar1d12:9092
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 state change
to [retrying-3]

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 state change
to [flushing-3]

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 abandoning
broker 478

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 state change
to [retrying-2]

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 abandoning
broker 541

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/3 state change
to [retrying-2]

2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/broker/478 shut down

HIAE INFO FJEER Filebeat AR , E/ Elastic RIFAFMAIREERINE , MEFRXRFIEREFFHKS.
N : 6.5.x BIASZHF Kafka f9RRAR 0.9, 0.10, 1.1.0, 2.0.0, i 5.6.x BIASZH59,20.8.2.0,
EEEMEREHFRIRALE

output.kafka:
version:0.10.2 // tR#EARE CKafka SLBIFFRMRAECE
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HEBAFI CKafka iR

Schema Registry # A\ CKafka

FTOCREFRESRRY Avro APl BENFFIWESRFFILE | B2 Twitter Y Bijection 38ZESLH Avro RIS R
Sk, AFEEEHERRS | 8% Kafka ISREEEAT Schema , NTISHUCRAIX/NKLIEIEN. EEFAEEH &
LAV RAHMAEERZREEA Schema , FTLAESc#E] Schema,

CKafka I2ETEIBEHE— Schema B9757% : & Schema FHIHRZFEME!I Confluent Schema Registry , Kafka
Producer #] Kafka Consumer i&i3iR5! Confluent Schema Registry iy schema REHITFFHFIRFFUL.

Schema

Registry

Send Schema Get Schema

Producer > Consumer
Send Avro Content Read Avro Content

BNl Ses

e T#; Download JDK 8,
e T#; Confluent oss 4.1.1,
o EEIEAI,

BAFL R

IR FREELAIE I HFFE B atIE Topic
1. &5 CKafka =414,
2. EAMSHSER [STHFIR] | BESLFINID” , HALAIEANMSETH.
3. EEHIREAEEREN (A7) B, sIEREELEIRREA B,

IR : TCloudFinanceZone 2026/9/1 04:00:39 5 1303 333@


https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
http://packages.confluent.io/archive/4.1/confluent-oss-4.1.1-2.11.tar.gz
http://packages.confluent.io/archive/4.1/confluent-oss-4.1.1-2.11.tar.gz

& BRTTCE

THEBAFY CKafka hR

BABR® RIS F SR
BAR 2 BR{E
VPC % PLAINTEXT vpo- 8 .- MR
- i)ZIE;\ -
4. 1€ [BahtlzE Topic] ERFEBEE Topic.
=
[E5f) oss I schemas £/ , FTLASLAIPREEFSEatIEERR,
$£IR2. EEConfluenttil &
1. 18 oss EEEX4H] server HHFEHER. BEERNT :
kafkastore.bootstrap.servers=PLAINTEXT://xxxx
kafkastore.topic=schemas
debug=true
iAe
bootstrap.servers : #NM% , FELHNFIBNE EAS] ERAMEFISH.
BABAO R ONEE B SRR

VPCR % PLAINTEXT it B

2. PUTUN N e /E5 Schema Registry,

bin/schema-registry-start etc/schema-registry/schema-registry.properties
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EITERAT ¢

kafkastore.init.timeout.ms = 60000

(10.confluent.kafka.schemaregistry.rest.SchemaRegistryConfig:179)

[2019-07-09 16:33:24,889] INFO Logging initialized @523ms (org.eclipse.jetty.util.log:186)

[2019-067-09 16:33:25,607] INFO Initializing KafkaStore with broker endpoints: PLAINTEXT://172.26.0.8:9092 (
io.confluent.kafka.schemaregistry.storage.KafkaStore:103)

[2019-07-09 16:33:26,052] INFO Creating schemas topic _schemas (io.confluent.kafka.schemaregistry.storage.K
afkaStore:186)

[2019-07-09 16:33:26,424] INFO Initialized last consumed offset to -1 (io.confluent.kafka.schemaregistry.st
orage.KafkaStoreReaderThread:138)

[2019-07-09 16:33:26,437] INFO [kafka-store-reader-thread-_schemas]: Starting (io.confluent.kafka.schemareg
istry.storage.KafkaStoreReaderThread:66)

[2019-07-09 16:33:27,152] INFO Wait to catch up until the offset of the last message at © (1o.confluent.kaf
ka.schemaregistry.storage.KafkaStore:277)

[2019-07-09 16:33:27,221] INFO Joining schema registry with Kafka-based coordination (io.confluent.kafka.sc
hemaregistry.storage.KafkaSchemaRegistry:209)

[2019-07-09 16:33:27,316] INFO Finished rebalance with master election result: Assignment{version=1, error=
0, master='sr-1-/172.26.0.11-2019-07-09 16:33:27:278-f5aal86c-abc2-4c93-95dd-4a7b8ddb38a8", masterIdentity=
version=1,host=VM_©_11 centos,port=8081,scheme=http,masterEligibility=true} (1o.confluent.kafka.schemaregis
try.masterelector.kafka.KafkaGroupMastertElector:232)

[2019-07-09 16:33:27,336] INFO Wait to catch up until the offset of the last message at 1 (io.confluent.kaf
ka.schemaregistry.storage.KafkaStore:277)

[2019-07-09 16:33:27,458] INFO Adding listener: http://0.0.0.0:8081 (io.confluent.rest.Application:190)

T3 WERER
A schema X4 , HPASTUT :

{
"type": "record”,
"name": "User",
"fields": [
{"name": "id", "type": "int"},
{"name": "name", "type": "string"},
{"name": "age”, "type": "int"}
]
}

1. jEff schema EIXIRL Topic (A Topic &7 test )
THHMAZEZET Schema Registry ZPEAIIMEPER curl SSTERAXIR API SCILFMAI—NRA

curl -X POST -H "Content-Type: application/vnd.schemaregistry.vl+json" \

--data '{"schema": "{\"type\": \"record\", \"name\": \"User\", \"fields\": [{\"name\": \"id\", \"type\": \"int\"}, {\"n
ame\":\"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}"}' \
http://127.0.0.1:8081/subjects/test/versions

2. Kafka Producer &iZ%0E :

package schemaTest;

import java.util.Properties;
import java.util.Random;

import org.apache.avro.Schema;
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import org.apache.avro.generic.GenericData;
import org.apache.avro.generic.GenericRecord;
import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache.kafka.clients.producer.ProducerRecord;
public class SchemaProduce {
public static final String USER_SCHEMA = "{\"type\": \"record\", \"name\": \"User\", " +
"\"fields\": [{\"name\": \"id\", \"type\": \"int\"}, " +
"\"name\": \"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}}";
public static void main(String[] args) throws Exception {
Properties props = new Properties();
// FINCKafkaSLFIRYEE A tthik
props.put("bootstrap.servers”, "Xx.xX.XX.Xx:xxxx");
props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
// A Confluent SCEIAY KafkaAvroSerializer
props.put("value.serializer", "io.confluent.kafka.serializers.KafkaAvroSerializer");
// %N schema ARSSAOMENE , FAF3XEX schema
props.put("schema.registry.url”, "http://127.0.0.1:8081");
Producer<String, GenericRecord> producer = new KafkaProducer<>(props);
Schema.Parser parser = new Schema.Parser();
Schema schema = parser.parse(USER_SCHEMA);
Random rand = new Random();
intid = 0;
while(id < 100) {
id++;
String name = "name” + id;
int age = rand.nextInt(40) + 1;
GenericRecord user = new GenericData.Record(schema);
user.put("id", id);
user.put("name", name);
user.put("age”, age);
ProducerRecord <String, GenericRecord> record = new ProducerRecord <>("test", user);
producer.send(record);
Thread.sleep(1000);
}
producer.close();
}
}

EiT—RRAtiE)E , £CKafka =HI&RY [topicEE] IHE , IEEXINAY Topic |, BE [EZ] > [IHRER] , EERINIAL
ERTHE.
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Hemy @ -

@ HEZWRLACKakaZFINFRAR, RVEREBE\TNEETN, FEAERIE.
HEENRZRARIN0FHER.

2C 17:22:54 =

0 628 20 17:25:31 EEHRIEE

0 629 2 17:25:31

3. Kafka Consumer ;EZEUE :

package schemaTest;
import java.util.Collections;
import java.util.Properties;
import org.apache.avro.generic.GenericRecord;
import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache.kafka.clients.consumer.ConsumerRecords;
import org.apache kafka.clients.consumer.KafkaConsumer;
public class SchemaProduce {
public static void main(String[] args) throws Exception {
Properties props = new Properties();
props.put("bootstrap.servers”, "xx.xx.xx.xx:xxxx"); //CKafkaSC{FIfHE \ ttizit

props.put("group.id”, "schema");
props.put("key.deserializer", "org.apache.kafka.common.serialization.StringDeserializer");
// fEFConfluentsEERAYKafkaAvroDeserializer
props.put("value.deserializer", "io.confluent.kafka.serializers.KafkaAvroDeserializer");
// % hNschemafRSSAYBIE , FAF3kENschema
props.put("schema.registry.url”, "http://127.0.0.1:8081");
KafkaConsumer<String, GenericRecord> consumer = new KafkaConsumer<>(props);
consumer.subscribe(Collections.singletonList("test"));
try {
while (true) {
ConsumerRecords<String, GenericRecord> records = consumer.poll(10);
for (ConsumerRecord <String, GenericRecord> record : records) {
GenericRecord user = record.value();
System.out.printIn("value = [user.id = " + user.get("id") + ", " + "user.name ="
+ user.get("name") + ", " + "userage = " + user.get("age") + "], "

+ "partition = "

+ record.partition() + ", " + "offset = " + record.offset());
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}
} finally {
consumer.close();

HBBAT CKafka hi

£ CKafka =44 B9 [Consumer Group] TR , 8% schemaiBERBER , EEAZTIMA Topic BFR , B [EiIiF
Bl  EEHEHFS.

test / partition-O%5iRi¥1H

i24:)\8F

YAl Boffset ()
YAl X @ Aoffset
FRIH RS

THBERE ®

BaiEgERTIHE , TENEERTEE

WAL : TCloudFinanceZone

TR
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14,

=17,

WAL : TCloudFinanceZone

20,
23,
26,

io.confluent.kafka.serializers.subject.TopicNameStrategy

lorg.apache.kafka.common.utils.AppInfoParser] - Kafka version : 1.1.1
[org.apache.kafka.common.utils.AppInfoParser] - Kafka commitId :

[org.apache.kafka.cl
[org.apache.ka clients.consumer.internals.AbstractCoordinator]
0 [org.apache.kafka.clients.consumer.internals.ConsumerCoordinator]
[org.apache.
[org.apache.
[org.apach
. user.name = na

er.
user.
user.
user.
user.
user.
user.

, user.

1
4,

user.na
user.

user.
user.
user.
user.

ame2, user.age
. user.age
, user.age
namell, u
nameld, user.age
namel7, user.age

name3s,
namedl,
name4d,
name47,
50

.age

8e07427ffb493498

ts.Metadata] - Cluster II VUkeuStKYEIbbfMixXq

.internals.AbstractCoordinator]
nsumer.internals.AbstractCoordinator]
nsumer. internals.ConsumerCoordinator]

, partition = 1, offset
, partition = 1, offset = 11385
, partition = 1, offset = 1138
. partition offset
. partition offset =
171, partition =
40], partition
9], partition
6], partition

, partition =
9], partition
24], partition
2], partition =
14], partition
13], partition
= 29], partition =
14], partition
7], partition
= 26], partition =
11], partition
371, partition
17], partition
. partition
23], partition
14], partition
21], partition
191, partition
20], partition
9], partition
= 27], partition = 1,
171, partition
25], partition

, user.name = name3, user.age = 2], partition = 0, offset
, user.name

ane6, user.age

9], partition = 0, offset =

- [Consumer clientId=consumer-1, groupId=schema]
- [Consumer clientId

[Consumer clientI:

[Consumer clientI:

[Consumer clientId=consumer-1, groupId=schemal

2026/9/1 04:00:39

Discovered group coordinator 172 .0.8:9095 (id: 2147473628 racl
Revoking previously assigned partitions []

(Re-)joining group

Successfully joined group with generation 5

Setting newly assigned partitions [test-1, test-©, test-2]

THEBAFY CKafka hR

% 136



O BATTCE HBIAF CKafka I

FlumeiZ \CKafkag{EsLE:

Apache Flume 2—1ofhz. A%, SUBNATKERS , SHFSFMSHEIEUESKIR (10 HTTP, Log X4, JMS, i
IMnOEHES ) | REXEHIERINEE ATEREHITEIWE. RE. B, ReFMEIEEFMERSRT (U Katka, 75
GRS, Solr BRIRSEE ) .

Flume EAXRLEEIOT :

D
eb \
Serve C Channel C)

Agent <>

Flume LA agent AER/NUHIZIEITEfI, —1 agent Fi2— JVM , B4 agent H Source, Sink #1 Channel = X484
3]

REAL-TIME
Web Server gl CALCULATE
Message Flume
Queue
. OFF-LINE
CALCULATE
Other Log

Flume 5 Kafka

IBEUETFES) HDFS 5¢& HBase & NiHFIEERaE T EERNEEE RSMERNZER | fINFERENNELIR R FE
HED. MEIEREFEH, Flume EARENDHRARFZEESHED | BRHATERCIEE,

FEAEFMIERTH |, BESIBREA—HEY , Kaftka JLARHEFRE. Kafka 5 partition LK RA append
IENNEWE , 5 Katka EELFERIFMEEN ;| RTEIE replication 4514 , {# Kafka EBRENEEMY.

FTLAE Flume #0 Kafka E&#Ek , AJLABREFINEPERSEHEK,

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 137W 3331



2 BAETCE HBIAF CKafka I

Flume EZA\FFE Kafka

HEIF

o & Apache Flume ( 1.6.0LAEhRAZRZ Kafka )
o T# Kafka TESR (0.9.xLAEREA , 0.8BEART1E)
o Ffi\ Kafka f§ Source, Sink B4E4£1E Flume /h,

BN

Kafka E[#E} Source &#E Sink Il EEHTEANHEZEH.
Kafka Source

BeE kafka fERHENRR , ENSECIENEZES | M Kafka FHREEUBENZRERE Sink B, FEFEERITIT

=gl 15488
channels HBEER Channel
type W9« org.apache.flume.source.kafka.KafkaSource
kafka.bootstrap.servers Kafka Broker AYfRSS 28t
kafka.consumer.group.id {E Kafka jEZ5imAY Group ID
kafka.topics Kafka sh#UEEIR Topic
batchSize BFIREN Channel B9K/
batchDurationMillis (=YNEYN=INE )
A

tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl.sources.sourcel.channels = channell
tierl.sources.sourcel.batchSize = 5000
tierl.sources.sourcel.batchDurationMillis = 2000
tierl.sources.sourcel.kafka.bootstrap.servers = localhost:9092
tierl.sources.sourcel.kafka.topics = testl, test2
tierl.sources.sourcel.kafka.consumer.group.id = custom.g.id

BZAABESE Apache Flum ER,

Kafka Sink
L& Kafka fEARBIZUTS | BEECIEREFTE | #EE Kafka Server &SRR, TEEEETT :

BCEI 1A

channel HoBtER Channel
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http://flume.apache.org/download.html
http://flume.apache.org/download.html
https://kafka.apache.org/downloads
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& BRTTCE

THEBAFY CKafka hR

EcEIn 15288
type WA - org.apache.flume.sink.kafka.KafkaSink
kafka.bootstrap.servers Kafka Broker AYfR35ES
kafka.topics Kafka F#UESER Topic
kafka.flumeBatchSize BIXRSAHY Bacth X/
kafka.producer.acks Kafka &r=EBEF=5REE
i

al.sinks.kl.channel = c1

al.sinks.k1l.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = mytopic
al.sinks.kl.kafka.bootstrap.servers = localhost:9092
al.sinks.k1.kafka.flumeBatchSize = 20
al.sinks.kl.kafka.produceracks = 1

BEZRBIESE Apache Flum B,

Flume )\ CKafka

&M CKafka £ Sink

$12]. 3%BY CKafka SC#EE\HEHE
1. ZRCKafka =518,
2. EEMSHEER [STHI5IFR] | BELARID" , HASFIEAEERMHE.
3. ELHINEANMSEREA (IEASR] BER , oI3REECAIRIEE MBI,

EBABARO TRONEE SR

VPCW %% PLAINTEXT

L2, Blf Topic
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1. ELHIEAERTE |, iEFRES (TopicEE] W,
2. fETopicEHENE , BE [FrZ] | elE—1=7 flume_test A9 Topic.

topic-b34. 4

' xAB 2021-07-13 18:13:54 w8 HiER B2 v
flume_test I i ! 2 o

FE3 BEFlume

1. & Apache FlumeTEGHEE .

2. IwWEBCEX4flume-kafka-sink.properties , LATE—M&E8A) Demo ( EEBEEMRERRM conf XHXT) , &%
IR EKNIE R SRILA IP 5 Topic BREIBCEX4HFRIn], AFIERAY source A tail -F flume-test , B34
HRETERIERE.

# Llkafka {Esink #ydemo
agentckafka.sources = exectail
agentckafka.channels = memoryChannel
agentckaftka.sinks = kafkaSink

# WEsourceZIE  iREATET
agentckafka.sources.exectail.type = exec
agentckafka.sources.exectail.command = tail -F ./flume-test
agentckaftka.sources.exectail.batchSize=20

# ®Esource channel

agentckaftka.sources.exectail.channels = memoryChannel

# ®EsInk#EE!, H & ESkatka
agentckafka.sinks.kafkaSink.type= org.apache.flume.sink.kafka.KafkaSink
# g Eckatkaigtagip:port

agentckaftka.sinks.kafkaSink.brokerList=172.16.16.12:9092
# HERETESALIENoplc, FEFEXSEETE
agentckaftka.sinks.kaftkaSink.topic= flume test

# #®Esink channel

agentckafka.sinks.kafkaSink.channel = memoryChannel

# Each channel's type 1s defined.
agentckafka.channels.memoryChannel.type = memory
agentckafka.channels.memoryChannel.keep-alive = 10

# Other config values specific to each type of channel(sink or source)
# can be defined as well

# In this case, 1t specifies the capacity of the memory channel
agentckafka.channels.memoryChannel.capacity = 1000
agentckafka.channels.memoryChannel.transactionCapacity =1000

3. PUTAN R e /=250 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-sink.properties

4. BAERE! flume-test X4, EATIERISH Flume SAZ! CKafka,
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2 AT TCE B CKafka IR

[root@VM_16_17 centos apache-flume-1.7.0-bin]# cat flume-test

ckafka

5. [Faf) CKafka ZEFim#HITIHER.

./kafka-console-consumer.sh --bootstrap-server xx.xx.xx.xx:xxxx --topic flume_test --from-beginning --
new-consumer

TiAR

bootstrap-servertEERIGIEAICKafkasLHIBHENMEIL |, topicEENINIBIEER TopicEFR,

ALBEIRIARHEW 2R k.

[root@VM_16_17 centos bin]# ./kafka-console-consumer.sh --bootstrap-server 172.16.16.12:9092 --topic flume_test --from-beginning --new-consumer

ckafka

{# R CKafka {E9 Source

SIR1. ZREX CKafka SLAEAMBIE

1. &RCKafka =HI8.
2. EEMSHEERE [SERIFIR] |, BESLFIRY'ID” , BEALAIEAMSEITE.
3. ELBINEREERER EATGI] &R | pISRESCAIRIEAMEAIL,

BAARA TRONEE IR

vpc-.
VPCWZz PLAINTEXT ’ 153
CR%& 1 192 IFy B

S, gz Topic

1. ESLHIEAEERHE , EERER [TopicEHE] I,
2. fETopicETERmE , B8 [FEE] | SIE—/1 2 flume_test B9 Topic,
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topic-b34. 4

1 xAB 2021-07-13 18:13:54 8 g2 v
flume_test I ih ! 2 RITE !

3. Ec&Flume

1. F# Apache Flume TEGHHEE .
2. WEREXHflume-kafka-source.properties , LA T2—1MEEAY Demo ( BEEEEERRA conf 3H4ET ) .
GBI EKRNEE 2RI IP 5 Topic BHEIECES4=EPA], LbAMERRY sink 73 logger,

# Llkafka {gZsource #&jdemo
agentckafka.sources = kafkaSource
agentckafka.channels = memoryChannel
agentckafka.sinks = loggerSink

# ®EsourceZEE!, b & Hkatka

agentckafka.sources.kafkaSource.type= org.apache.flume.source.kafka.KafkaSource
# MabrEckafkai2tayip:port
agentckafka.sources.kaftkaSource.kaftka.bootstrap.servers=172.16.16.12:9092

# S RERTESHEENoplc, FABEHSREIETFtopic
agentckafka.sources.kaftkaSource.kafka.topics= flume_test

# BERAToffsetIBrayEFR
agentckafka.sources.kafkaSource.kaftka.consumer.auto.offset.reset= earliest

# @ Esource channel

agentckafka.sources.kaftkaSource.channels = memoryChannel

# wEsink

agentckafka.sinks.loggerSink.type = logger

# #@Esink channel
agentckafka.sinks.loggerSink.channel = memoryChannel

# kach channel's type 1s defined.
agentckafka.channels.memoryChannel.type = memory
agentckafka.channels.memoryChannel.keep-alive = 10

# Other config values specific to each type of channel(sink or source)
# can be defined as well

# In this case, 1t specifies the capacity of the memory channel
agentckafka.channels.memoryChannel.capacity = 1000
agentckafka.channels.memoryChannel.transactionCapacity =1000

3. PUTAI <=5 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-source.properties

4. &% logger HIHER ( BRUAREEA logs/flumelog ) .

Component type: SOURCE, name: kafkaSource started

- Event: { headers:{timestamp=1501136891423, topic=flume_test, partition=0} body: 63 6B 61 66 6B 61
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Flink )\ CKafka

Apache Flink 2— A LAMEREERISCAFMEIESE | BT AELRFMEREER LHTERESHITE. Flink BEEREER
ERFMETIETT | FRELIAEEREMESIEHRTITE.

1 1
<— bounded stream —» :4— bounded stream —»:

ST |

<—— unbounded stream

v Vv

<+—— unbounded stream

Apache Flink EIRABLRFRIEFEGES. Flink runtime B8BTS AFPIRSAISHIEHIRETC R EUER | (RAEHEER
AEEANERERIT IR A SRS A REUEEHTHIE | FHARIHERIMEE.

NFAREFAREREARERMEIEIR (NERTIE S HIUEE | 40 Apache Kafka 8% Kinesis ) RISERTEE, Flink 126417
Apache Kafka &g , FBTM Kafka topic RiSEREEBEPENEGE | AIRREASH—IREILIERE .
BIEER

&1 : FREN CKafka sEA#EE A\t
1. ZRCKafka =#l8.
2. EEMSH=ERE [SSAFIR] | BEHEEAIN'ID" , ALAIEANEERE,
3. ELHINEAEEREN (BAA] B, HREETHIRTEAMEIE |, AR EF-EZEREAZIM bootstrap-

server,
BABRO RANEA Ha5ER
BARE BAB Mt R{E
VPC & PLAINTEXT :[_?i___Z 0 ARR

$IR2 : g Topic

1. ELHIEAERTTE |, imFRER (TopicEE] W&,
2.7 Topic STETUE , B [FE] | SIE—1E7 test B9 Topic , EFFRIGLAZ Topic AFINBIMTEZE.
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topic-mhsknyix

test I i 1 2 KR B 2021-07-14 11:04:34 Wi WIRR B3 v
0

3 im0 Maven K
pom.xml| EEEUITF :

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xs
d">
<modelVersion>4.0.0</modelVersion>

<groupld>org.example</groupld>
<artifactld > Test-CKafka </artifactld >
<version>1.0-SNAPSHOT </version>
<dependencies>
<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>
<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple </artifactld >
<version>1.7.25</version>
<scope>compile</scope>
</dependency>
<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java</artifactld >
<version>1.6.1</version>
</dependency>
<dependency>
<groupld>org.apache.flink</groupld >
<artifactld>flink-streaming-java_2.11</artifactld>
<version>1.6.1</version>
</dependency>
<dependency>
<groupld>org.apache.flink</groupld >
<artifactld>flink-connector-kafka_2.11</artifactld>
<version>1.7.0</version>
</dependency>
</dependencies>
<build>
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<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin </artifactld >
<version>3.3</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>
</project>

$£E4 : jHECKafkathRgER

o BEVPCHHIEZ :

-

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import java.util.Properties;

public class CKafkaConsumerDemo {
public static void main(String args[]) throws Exception {
StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
Properties properties = new Properties();
/1722 R NIEEZ Sk, BD 22 I B R b, FESCAIF B TUAYEE N FS TURSERIREN,
properties.setProperty("bootstrap.servers”, "IP:PORT");
//iHE&EHId,
properties.setProperty("group.id”, "testConsumerGroup");
DataStream<String> stream = env
.addSource(new FlinkKafkaConsumer<>("topicName", new SimpleStringSchema(), propertie
s));
stream.print();
env.execute();
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L4 7 N=18
= D a)RR
YN o
INEIEEDS
Cloud Kafka 3B —hRAIFFIR Kafka ? ( ZH8IRY CKafka 2EFFIR Kaftka BIBERNRA ? )

=81 CKafka 37z Apache Kafka 1.1-2.8 RUATHRA | #EFEF-BEimEAXNITEMA SDK,

Ha2E/M (TOPIC) ?

Topic 284 &Mz Cloud Kafka SEEFRSEEFTERIZES! , BN Cloud Kafka 2EM topic 8. AFRHESTEIE topic
RIEABEES.

H4 2% KX ( PARTITION ) ?

Partition 24T8 FRIHES: , B4 topic 2O — 185 partition, partition ATLAFKEY R topic BIENT ,

KRMEGEBBEHENAME partition , HiFE T HEERNER. AT Cloud Kafka 2 EHIESIZ partition , ELtfE
AR E |, topic B9FHTHEILER partition PNEIELIELL.

Cloud Kafka f1 CMQ BtAX5l ?

CMQ IREESRMENESTR. SEEFANBEEER | RIESTEE—EUE.

Cloud Kafka ERTEXESEUHE , WNATEHEKREUREHSE (NBEEREF WS ) . b, Cloud Katka 52
A kafka B9 AF | ILUHRITEBHA |, LHT2M A,

Kafka ZFinRE T ERER Cloud Kafka RS ?

Cloud Kafka BJLAFRZ Apache Kafka 1.1-2.8k4A , &aJLAIEIE Kafka ZRimEEHEESL , HEIEAEESEESR

FEIRSFEFSHBEEER.

iBEBA% CKafka 2BSEE ZooKeeper ?

RFFHL ZooKeeper , Ai2{tt zk ik,

CKafka BEIFHEEYS ?

=/ CKafka XHFFHREAY snappy # 1z4 RGHEE4EIE. BT Gzip E4EXTF CPU NiEFERS | BRI,
M HAERR N = P XIAE R 48 S & T,

EeEFS/A% : Producer BIBCE G241 compression.type = snappy 8& [z4 , EKIAJ93XF) none,
CKafka gnfafRiEZ= £t ?

CKafka B3 U T LEfFHMRT S -

« FAFIRE : EAIRIREHEERKFEEARRS.
o tXPR{ZH : CKafka BN RE LM 7 KIR [P BREAIERWE] | 3235 SASL £4%,
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o Z20iF | RESHENREMIF. B DDoS IEFRSS.

CKafka RBSEXBER?

1. FFERY Apache Kafka RMRIEAEBR ; CKafka SHXIET RS T . =F&%iE CKafka BIRT MRS
99.95%,

2. CKafka ZEFALUBIT A= FE ACK , REREAELRFVELER | IBFHEETE%.

3. TEEMSHIIENZ B |, RS,

4. CKafka EIMEABEETEETESEH. SN ASIEGIEGSR | WEETEMERTT9TX | Kinis
ETURSBVENEEREK | EnRETEAELHR  BUMEEKXAZIEESNGS | EFER
CMQ.

CKafkaByr=mpREIBERL ?
Bk& R EFARS.
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BCEHX

an{aNikEY CKafka BIAS%L ?
FEINEEE Topic MNEENEIA T, =BIATFEENE | (RIEEUIETTEM. 287 CKatka BEZIEREIA Topic AIBIEE ,
WIENK P A EREIZAR Topic , BRI TS BT -

1. BIEFRHY Topic , EFERNSX , HEENEIZE ;
2. £ BREEFAY Topic &, FEMEREIK Topic SRE4THEZ ;
3. HERTEEEIESEERE T E | 1] Topic B1TIHZ,

HERBAFIFT RN Pimid £ /iH B8R 4L ?

o 19E telnet 2HE (MNEEE , 278 Kafka FI4=EZEHEEIMNEIAET ) .
o 1EIFAM vip - port ERECEIEH.
« 108 Topic BRREERHE | MRASFEEREIEHRY IP A88HIR.

CKafka ER{REBRIEEE AN 1min , 25T 1min FZEIHIRHERNER ?

A—7E. HEMFAMAREBNEERESX , NEF-HEAVEIEEREX.
CKafka MHBRHEFRIHRAIS/NRALZE partition FARIRHDF BRI FARNALIGB | HRRKIEEI— NS R
RAMERRY. 21RE10 partition , 1D HPRIIRIKEILZIL0GBHIE | MIASEXMHRS] , AR,

CKafka HRHR T RS UL ?

CKafka BRFFIRAY Kafka B—&E—HAOHFIRE. SRTLABET LA TSRS
1. ECRWSBINERETHE.
2. BHBEHBEOILRE | ERINERER.

CKafka a0{ai#17pRIA ?

FFERSHIAEY , CKafka TEHEHN LEM T REBER,
o AFFERIAAREZITBEMIHNIEERER , £&KERA.
o EEFIRRLIRRAT , CKafka SEEK— TCP fHEAVEIRATE , IERATEEVA T AFBRITREBIIRHIIIA
N, FNEEEEHNRBEEREN , REBENS | ENEAEHRIEERS , &E57H.
o TEEFIRALIRIAAT , CKafka S48/VEIR fetch.request.max.bytes FIK/\ , 1ZFHHERIRATRE.
FE

[RAREELHIEERESHEESTINMA  FIFEERBRERZFELREHERER , FIEER
AR ERRIRERSTUERESE,

RIS AR INERRIEFHZE ?
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[REASAHIDEEHAE | REINERURRIER,

SnfErFIitT CKafka BEKERIT ?

1 ELhFIRE | SPMERHEPEMNIIRRERT. SRREETAEE TN , LSRR ER LEER
HAYFEEEEE. XMESRETIRAFPNIEEREURRKERRIVRE , BRI LREX ERSIEF %t
1§JE’K7,€$JIBEU|L

2. BPAL TSR EEREBRAE , IR (REMNEXE x BIFE) > WXHIEETER  WERBEED
Eiﬂ—}k BEI} Lo
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BRZZ
SRR FEM IR

Ao BT E in. MRSSin ( CKafka ) FIiEZERNAINESS CKafka ATFEMRIRER | FHEHIINAMRRTS
i%.

EF-inEIEERAAILLE ?

HIEEKXIRHA
B BEIEREZEEEBAS CKafka Bt , SERTRER AMERIIMESLK | EHERRS CKafka RIKEZEWE. =T
BERER -
o MBRBBRBEWREICH , £r=&XaERNE,
o WIEEHBISMISCHIFRHIPRS , BIGNSEAIREEIIRH9000GB , EHESHERENT S , 2SN EELEBAE
JEEPBA%SI CKafka,
o REFIFEISKIFERSEIMITHUSAIPRS] , FIANSCHIEEZSITIE9100MB/s , AT BIEERITEIR
HEARRET & , 2SEEUESE NEEBNY CKafka g , £r-EBHINERYIFIRT , SEEUBTEENEIE
BEPRA\%I CKafka,

RIRTTIE

o AFENBCEENEUE | AFERMEIHH.

o SXIRARMER , AR ESLAIRNR BT NS SERIE | aTLMRRISES TR,

BRIMESHAT , AR S RAITHE (jEEBAT CKafka JB3R G LAIETFHECAFBFHEAMEHLE BT LS
IRFHECHLE ) SE BT IESH SRR EIPERRLER .

o ATRARERMEFEREEESL , BB buffermemory # batch.size ( LAFT5A8AL ) ST RAIA
N, FHPEFARRAHYT |, NRBTFEMRRAEFEST Y | BBARTXFENSIERS | RERWAISRH
% , KEFsE, NZINZIEFREFENEBREER. FYBERAXNE (iHEAYI CKafka infEhEFE
ERISIEIER ) .

o ECBE4E =i ACK
24 producer [A] leader ZiX#HUER , TLUET request.required.acks LA min.insync.replicas I8 &1
FErT MRS,

o X acks = 1AF ( BRIAE ) , &F=E7E ISR B leader ERTIKEIEIERT LA AIX T —55E0E. 2R leader
El . BTFEUETTREERKERAELSEH follower , MESEXREUE,

o 3 acks = OBY , EF=EARFLEE broker FUIAMAIXE T—FRBER. XMIER FIRERSEFES | (BEUE

EIER 0
3 acks = -18¢F all B , EF-EFHBESH ISR PHYFA follower ERFARIEIBREZREAET—RER |
JRERS.

BIfERiR DiRECE ACK , tEARBERIEEIEAZE | fIa0 , = ISR hRHE leader BY (ISR REYRREATHRLEER
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SIEMBESREL &IOS REI— leader ) |, HETSEERL acks = 198K, ATLARERNEERS
min.insync.replicas 22§ ( L SETLITEESRT CKafka =414 Topic RBFESREEPHTES ) |
min.insync.replicas Z/~7E ISR PE/NEIARRINEL , BUAMERL , HHEXE acks = -18i#& all BTE34.

EINERENSHE

ESHERESE | LREEFRERISLFRERTE,
o EH#E : message.send.max.retries=3;retry.backoff.ms=10000;
o SHFEAYRIE : request.required.acks=-1;min.insync.replicas=2;
o SHEBEAYFRIE : request.required.acks=0;

o OISt +14AE : request.required.acks=1;

ARSSim ( CKafka ) #BiRELALLE ?

HIEEKIREA
« partition {9 leader TERTTRLEIAEL followers RIFRHAIFIEH , BMFEZH THAY leader (EREUREHFREK
BREMHER,
 FFR Kafka RFE R AFLEER | BHEEIERTFE PageCache Ry, HIXRBIEIUERERT , broker H
MBS EEEEFERT , PageCache RSB TIRERNEHEHTIEL.

s BEHIESHEEZENEIEERX.

RRIRTTE
* FHR Katka ZZRIARY , ENHEFEIRIARRIEEIERNEL | WRNREZEIER , BRHNZEIFS
broker RIEEA SRR | LERBIAEIERNATEMESRE | FTLABRIASI CKafka 32 Topic 2WEIA , AJ

BLE3EIA,
o ;HEPAYI CKafka IRSBEE TESEMNSH log.flush.interval.messages # log.flush.interval.ms , Y3#uEH+
fThiE.,

o JHEBAYI CKafka XML THFFRALE | (RIEEPD BRI AN SR S,

ENERENSHE
IERBIRSHEIARTTLL%EZEA leader : unclean.leader.election.enable=false // %7
BRI EIEER UL ?

HIEEXIRE
o BREIFHEBZIEUEMIZES commit T offset , ZITREIHEEERE | (B offset BERIHT , IBHEEBIT T —%
iR FEHEDEEINRE offset ABEKEIEUE.
o HBRENEFEREBEAX , MERREHEXE | SEHBERNEAEZEHHIS IR,
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RRTAE
o SIEELESEL auto.commit.enable , &7 true BIFRRBINER. EINFAEIIRRS , BERIME commit
offset,

o INESHBRERIER  IEFREREESIEIRERIE. ESRHZ offset LIRKIHBRIEESE , A#ERESZE B
IR T EBEET I8 SEHESITEIMER.

HIREXAEL SR

FEAMFTENS K partitionfl{wFBEoffsetit{THEE
FIEMEEMRIBAT :

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messag

eStr));

RecordMetadata recordMetadata = future.get();
log.info("partition: {}", recordMetadata.partition());
log.info("offset: {}", recordMetadata.offset());

WReEMBFTENH partitionfloffset , NIFRRHRIAENBEERSIHELHWIERFRT. WNTLABTEEREINIE
EEAEX A AASERRIA,
WNSRFTEDA Hpartitionfloffset , MR BRISBHIRFIHIRT , BFina 28,
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SDK3ZAY
Go SDK
01 VPC MIB3ZN

BIFER

ZfESLA Go BFmAFIESEERVPCREENEE CKafka HEURHER.

Bl SEs

* T4 Go

e T&demo

BFPR

TB—  ERES
1. B TE A demorhfggokafkademo EEElinuxiRSS 2L,
2. BRIinuxZRA , FAgokafkademo B R , BUTLA TS INIKERE,

go get -v gopkg.in/confluentinc/confluent-kafka-go.v1l/kafka

3. B ECE Y kafka.json,

{
"topic": [
"test”
L
"bootstrapServers": [
"xxx-.ap-xxxxx-ec.ckafka.cloudmq.com:6000"

1

"consumerGroupld": "yourConsumerld”

}
e R
TopicEHR , ERILAEIEFIA £ [topicEE] mEEH.
HERER topicEE Consumer Group niE ACLHEHEEIR mrER
#iid(2/25)
topic
topic-jnwfluyn " 1 2 *AE FHE
SO e

WAL : TCloudFinanceZone 2026/9/1 04:00:39
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& BRTTCE

£ fiik

BANS | EEHSRTARFERE (EAGR] BRRAINEFISH.

BAARO D3 H SR

bootstrapServers

VPCR% PLAINTEXT 1728089092 bl

consumerGroupld  #&EILIBENIRE , demoizfTaIIEHLAE [Consumer Group] WHEEBEIZIEZEE.,

package main
import (
"fmt"
"gokafkademo/config”
"log"
"strings”
"github.com/confluentinc/confluent-kafka-go/kafka"
)
func main() {
cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {
log.Fatal(err)
}
p, err := kafka.NewProducer(&kafka.ConfigMap{
/] REEAR , BB QIRBI R TopicAHEN .
"bootstrap.servers": strings.Join(cfg.Servers, ","),

// BRAEREER , BOMERNL. AFREESCHILSERETIRE

"acks": 1,
/] IEREEBRMERRE , BNEZERENATO , AMEXRAEERIEEEAESL
"retries": 0,

/] REBEREMAET R TR Eid 5k BAadE
"retry.backoff.ms": 100,
// producer WE&IERAGERTETIAE,
"socket.timeout.ms": 6000,
// REEFmNEER AR,
"reconnect.backoff.max.ms": 3000,
D
if err = nil {
log.Fatal(err)
1
defer p.Close()
// FERGER BEEIRENIEERF
go func() {
for e := range p.Events() {
switch ev := e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
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} else {

fmt.Printf("Delivered message to %v\n", ev.TopicPartition)

}

}
10

/] B RIEHER
topic := cfg.Topic[0]

for _, word := range []string{"Confluent-Kafka", "Golang Client Message"} {

_ = p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},

Value:

}, nil)

[Ibyte(word),

}
/] FEEREE
p.Flush(10 * 1000)

2. FFHEITIERRIEER.

go run main.go

3. BERIE(TER | AT,

Delivered message to test[0]@628
Delivered message to test[0]@629

4. 7£ CKafka #=HIEH) [topicEIR] TUmE , EEXMM Topic , M [EZ]

Hemw @

@ HEZNSSACKakeZAMNFRAR, BNCREE)\SWEEEN, FERKEE,
HEENRSRTRIAN0FHR.

test

RALRER

2 17:22:54 ]

SB=  HEER
L REEEEERER.

package main

import (

HRIFTE : TCloudFinanceZone 2026/9/1 04:00:39

> [[HEEE]

2 17:25:31

2 17:25:31

EEH

&

, EENINIAZRSER.

A
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"fmt"
"gokafkademo/config”
log"

"strings”

"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err 1= nil {

log.Fatal(err)
}

¢, err := kafka.NewConsumer(&kafka.ConfigMap{
[/ BERAS , BB AREI R TopicAYEA R,
"bootstrap.servers": strings.Join(cfg.Servers, ","),
/1 EERBEHEERE
"group.id": cfg.ConsumerGroupld,
"auto.offset.reset": "earliest”,

// {8 Kafka JEZ2ENHIRT , iHZ2EBATAIE. = Broker FEIZAIEINIRBIEIEZZAVOBET , INDZHZREHPRRM , Broker &
#CEFT Rebalance 192, BRNZENEEWMJRE Broker EZ&group.min.session.timeout.ms=6000F1group.max.session.timeout.ms=3
00000 Z[&]

"session.timeout.ms": 10000,

)

if err I= nil {
log.Fatal(err)
}
// TR ERtopic FIFE
err = c.SubscribeTopics(cfg.Topic, nil)
if err I= nil {
log.Fatal(err)
}

for {
msg, err := c.ReadMessage(-1)
if err == nil {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
} else {
/] ERiREE=HIRERBER error
fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}

c.Close()

2. RFFEITIERHERE.

go run main.go

3. BERIE(TER | AT,

Message on test[0]@628: Confluent-Kafka
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Message on test[0]@629: Golang Client Message

4. fECKafka $=HIGH) [Consumer Group] TRHE , IEFEXMASHEARIR , AEEBRBEAtopicEiR , _E [(ERFE]  EEHETFS.
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Node
01 VPC RZ&IEN

BIEnR

ZfESSLA Node js EFumABESEERVPCREENERIG CKafka FKIRIER.

AR

e

o 3% GCC
lE

o % Node,js
o T&idemo

BIFTR

HEETE

1. &R demoFfdnodejskafkademo HEEIinuxiRS 25
2. ZFlinuxiR$388 , #HAnodejskaftkademoBR.

SEE— i C++ (KB
1 PTFAT SRR yum JRECERR /etc/yum.repos.d/ .

cd /etc/yum.repos.d/

2. Bl yum JRECE 4 confluent.repo,

[Confluent.dist]

name=Confluent repository (dist)
baseurl=https://packages.confluent.io/rpm/5.1/7
gpgcheck=1
gpgkey=https://packages.confluent.io/rpm/5.1/archive.key
enabled=1

[Confluent]

name=Confluent repository
baseurl=https://packages.confluent.io/rpm/5.1
gpgcheck=1
gpgkey=https://packages.confluent.io/rpm/5.1/archive.key
enabled=1

3. PUTLAT an %% C++ KiiEE.

yum install librdkafka-devel

LB % Node js {KiiE

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 158 Wit 3331


https://gcc.gnu.org/install/
https://gcc.gnu.org/install/
https://nodejs.org/en/download/
https://nodejs.org/en/download/

& BRTTCE
1. PATLA TS AT SR SE OpenSSL SLIZ4-R&1R.

export CPPFLAGS=-I/usr/local/opt/openssl/include

2. WITLAT @S /oiERZESIERE OpenSSL KR,

export LDFLAGS=-L/usr/local/opt/openssl/lib

3. PUTLATar<$ &4 Node js {RHGEE.

npm install i --unsafe-perm node-rdkafka

TER= . FRRE
BUEEHEBASY CKafka BEES{4 setting js,

module.exports = {
'bootstrap_servers': ["xxx.ckafka.cloudmg.com:6018"],

'topic_name": "xxx’,
'group_id": 'xxx'

THEBAFY CKafka hR

B RnA
BN , EEslErsEfiFEEmm EAAT] ERREFISH.
BAARO 2% 0 R SR
bootstrap_servers

VPCR4 PLAINTEXT 1724808 19092 f (5

TopicETR , IERILAEESIA £ [topicEE] ImEEHl.
HAER topic & Consumer Group i ACLEHEEIE mrPER
FHER(/25) Q¢

topic_name
group_id A LIEENIRE | demoizfTaINERILAE [Consumer Group] MEERIZIEEE.

LB RIXBER
1. WELF=EEER producer;s,

const Kafka = require('node-rdkafka');

2026/9/1 04:00:39
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const config = require('./setting’);
console.log("features:” + Kafka.features);
console.log(Kafka.librdkafkaVersion);

var producer = new Kafka.Producer({
'api.version.request'’: 'true’,
[/ RENORS | BEiiEH S IRBRS BAIAR S et
'bootstrap.servers': config['bootstrap_servers'],
'dr_cb': true,
‘dr_msg_cb": true,

/] EREEBRNETRRE , BEZERENRTO , KMEREAEERIBEEREX
'retries”: '0',

/] BREEREWAE TR ER ISR 2 [BRYATIE

"retry.backoff.ms": 100,

// producer MZ&IERAVERTHTIEL,

'socket.timeout.ms": 6000,

b;

var connected = false
producer.setPollInterval(100);
producer.connect();

producer.on('ready’, function() {
connected = true
console.log("connect ok")

»

producer.on("disconnected”, function() {
connected = false;
producer.connect();

)

producer.on(‘event.log’, function(event) {
console.log("event.log”, event);

)

producer.on("error", function(error) {
console.log("error:" + error);

b

function produce() {

try {
producer.produce(
config['topic_name’],
null,
new Buffer('Hello CKafka Default’),
null,
Date.now()
)

} catch (err) {
console.error('Error occurred when sending message(s));
console.error(err);
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producer.on('delivery-report', function(err, report) {
console.log("delivery-report: producer ok");

»

producer.on(‘event.error’, function(err) {
console.error(‘event.error:' + err);

)

setlnterval(produce, 1000, "Interval");

T TS RIEER.

node producer,js

. BREBTER.

zip,snappy,sasl, regex, 1z4

(node:59829) [DEP@@O5] DeprecationWarning: Buffer() is deprecated due to security and usability issues. Please use the Buffer.a
1loc(), Buffer.allocUnsafe(), or Buffer.from() methods instead.

delivery-report: producer ok
delivery-report: producer
delivery-report: producer
delivery-report: producer

delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer
delivery-report: producer

ckafka_demo *

4. 7£ CKafka =& [topicEIE] WM , EXINA topic , BE [EZ] > [HEEHA]

HEHE € v

@ EBEESSMACKakaZFINHEBER, BWERERNEWTESE, TRARRME,

HEENRZRTRIAN20FHRE.

ckafka -

ckafka-topic-demo -

BREE
0
2021-05-07 17:31:41 o
5H
0 205
0 206
0 207

WAL : TCloudFinanceZone
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T£BAH  ITIRER
1. QiEEZEERBTERF consumer;js,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log(Kafka.features);
console.log(Kafka.librdkafkaVersion);
console.log(config)

var consumer = new Kafka.KafkaConsumer({
‘api.version.request': 'true’,
/] RENABRSS | iSEIEHI S IREN M ATBRSS St
'bootstrap.servers': config['bootstrap_servers'],
‘group.id’ : config['group_id'],

// £ Kafka JBZDENHIR , IEFEEATAGE. 2 Broker TEIZATEINI R BWEIEERERVOBERT |
/] INNZHEEE IR , Broker &R#CEEFT Rebalance 378,

'session.timeout.ms': 10000,

// BFImESKEEE , (IRESX M EEEREIRE: | NiEKERTRM
'metadata.request.timeout.ms': 305000,

// REEFHNEERER.

'reconnect.backoff.max.ms': 3000

D
consumer.connect();

consumer.on('ready’, function() {
console.log("connect ok");
consumer.subscribe([config['topic_name'l]);
consumer.consume();

)

consumer.on(‘data’, function(data) {
console.log(data);

b

consumer.on(‘event.log’, function(event) {
console.log("event.log", event);

D
consumer.on('error', function(error) {
console.log("error:" + error);
D
consumer.on(‘event’, function(event) {
console.log("event:" + event);
Dk
2. T T SIEEER.

node consumer.js
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) ckafka_demo + 10de consumer.js

0.9.5

{ sasl_plain_username:
sasl_plain_password:
bootstrap_servers:

[ 'ckafka
topic_name:
consumer_id:

connect ok
value: null,
size: 0,
key: '
topic
offset: 137,
partition: 0
value: null,
size: 0,
key:
topic:
offset:
partition:

4. 7t CKafka =& [Consumer Group] TUH , IEERNAGHZRE , AERSMREA topic BFR , B (ERFR]  EERERITFE.

ckafka-topic-demo / partition-0M5 i ¥15

24/ BTR wEEH @ HiERth 1950 v TRERHXHY 2
® RISH SR
LHiH Hoffset (D) . ca

- 100 100 100 =

LI K\ Koffset 400 ta
® 20 205 137 141.254 =
FHBE RS w0 C
® * 1055 37% 412545 =
SHBRE [0) : ra
0%%/min 0%%/min 0%%/min =
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PHP SDK
01 VPCRILRIZEN

BIEnR

ZESSLA PHP ZERiRAHIESEERVPCREENERBAY CKafka FHITRIHR.

$B— : %00 Rdkafka &

1. 7 rdkafka B75 0 Eik&HH rdkafka php T EREMRA.
15488 -
FERAEEXS PHP IRAERAR , XB(RIA 4.1.2 71,

2. BFlinuxfR$SEE |, &2 rdkaftka &,

wget --no-check-certificate https://pecl.php.net/get/rdkafka-4.1.2.tgz

pear install rdkafka-4.1.2.tgz

# LIFRINEIRZ "install ok" #1 "You should add "extension=rdkafka.so" to php.ini"

# WIRLHERN |, BRI R
# LEERLINISTE php.ini 50 extension=rdkafka.so

# $147 php --ini /5§ , Loaded Configuration File: 7~BI5LE php.ini FIEME

echo 'extension=rdkafka.so' >> /etc/php.ini

1. B TEAdemodiphpkafkademo HEEIinuxfiRSS 28,

2. BFlinuxfRsSEs , H A\phpkafkademoBH , {88 CKafkaSetting.phpEc&E 14

<?php
return [

'bootstrap_servers' => 'bootstrap_serversl:port,bootstrap_servers2:port’,

'topic_name' => 'topic_name’,
‘group_id' => 'php-demo’,
I

24 fiik
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28 fhik

BARL , EEHIErILARFRRE [RATGI] EREMEIISH.

BABRO i DI S ED R

bootstrap_servers

VPC% PLAINTEXT 172¢0ming 19092 bll53

TopicBiR , I LATEESIG £ [topicETE) mEmEH.

BEARER topicEE Consumer Group gl ACLIHEEIR mPER

FsR(2/25) ale
topic_name
topic-jrl - 2021-06-03 RE I
o;rl:_c:n'\uyn h 1 2 xAB KB 16:26:56 T8
group_id HEENE I, BELIEENXIRE | demozfTRHINERILAE [Consumer Group] TTHEEZRIZEES.

TE=  RXBER
1. WE4F=EEFRER Producer.php,

<?php
$setting = require __DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

// RENORS |, mEEiEH S RB AR S,

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// Kafka producer i ack 5 3 ##/lH] , S BISRAEINT :

// -1 & all : Broker 7E leader IEIEUEHREESLFTE ISR By follower 5 , ARIELS Producer &5 T—5% (it ) HE.
[ XHEERMETRSHEETEE | REF M CELNRIAFEENASEBEEER. T2 | XM ERERETERIRIANESE NiZEuE
ZiRME ,

// EILAEEE Topic BIE# min.insync.replicas {3,

// 0 : EF-ERERPRE broker RS TERAIMIA , HERXT—5% (#t) BE. XMEELMEtRs , BEIETEEHERME
// ( HIREBEHIEATAES T EIEERSK |, IR leader BFEER producer %015 , M broker INAAZEAR )

/11 &7=E7 leader BATIKEINEUEHEEMIAEERET—& (#t) BR. XMEEREL~EHNEET S BRNE
// (WNRleaderE2IHERHKREH , NERATREERK )

// BRAEREERN , BUAENL. BFREECHNISERHITRE

$conf->set(‘acks’, '1");

[/ BREEBREERRE , NG ZEREAATO , AMEREEEREEEAER

$conf->set('retries’, '0');

/] RIEEREMEE T —RERE Rk Ea9aE

$conf->set('retry.backoff.ms’, 100);

// producer RZEIEKAVERTHTIEL,

$conf->set(‘'socket.timeout.ms', 6000);

$conf->set(‘'reconnect.backoff.max.ms', 3000);
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// EMREBEREE
$conf->setDrMsgCb(function ($kafka, $message) {
echo ' [Producer] &i%BE : message='. var_export($message, true) . "\n";
DK
// EMRIE B ESEIRAIEE
$conf->setErrorCb(function ($kafka, $err, $reason) {
echo " [Producer] RIiXEB5EIR : err=$err reason=$reason \n";

A

$producer = new RdKafka\Producer($conf);

// Debug B35 &9 LOG_DEBUG

//$producer->setLoglLevel(LOG_DEBUG);

$topicConf = new RdKafka\TopicConf();

$topic = $producer->newTopic($setting['topic_name'], $topicConf);

/] EFEEEHERE

for ($i = 0; $i < 5; $i++) {
// RD_KAFKA_PARTITION_UA it kafka BHISEES X
$topic->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i");
$producer->poll(0);

}

while ($producer->getOutQLen() > 0) {
$producer->poll(50);
1

echo " [Producer] JEE&IERLII\N";

2.1&47 Producer.php &i%EA,

php Producer.php

3. BEIBITAR BT,

[Producer] &iXER : message=RdKafka\Message::__set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,

'timestamp' => 1618800895159,

'partition’ => 0,

'payload’ => 'Message 0,

'len' => 9,

'key' => NULL,

‘offset’ => 0,

'headers' => NULL,

V V V V V V V VvV Vv V

>))

[Producer] &i%HE : message=RdKafka\Message::_ set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,
"timestamp' => 1618800895159,
'partition’ => 0,

'payload’ => 'Message 1,

'len' => 9,

'key' => NULL,

'offset' => 1,

'headers' => NULL,
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> [Producer] iHE&ZRKIH

4. #£ CKafka =GR [topic EIE] TUH , EEXINE Topic, R [BZ] > [(EE&EW] , EERINIAKEIGHES.

> i o= B ey mszx. =89
4B EAFll CKafka Q@ HEEWALHACKakaSAIREELR, RIVERESE\SEEEN, FEMEHRE,
HETWRSZBRBIIN0FHES.
SZhFIR
BIRES R )
— M ckafka_instance_id
Q@ HBEN
topic_name v

EREE

0 634 S e | BEEEREE

HEDY  HEEHEE
1. REBESEITSEEFER Consumer.php,

<?php
$setting = require __DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

$conf->set('group.id’, $setting['group_id']);

[/ REANORS | BB EH aRBT SRR St
$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// 53 Kafka JEZDEHHIRT , JEEEBAIANE., 2 Broker TEIZATAINIRBWEIHZERIOBERT |
1/ INZHBETFELN , Broker &F#EEHT Rebalance 1972,
$conf->set(‘'session.timeout.ms', 10000);

// BFuREKEIATE , IIREDX M EREWEINE |, WSS R
$conf->set(‘request.timeout.ms’, 305000);

// ‘REEFIRNERERERE.

$conf->set('reconnect.backoff. max.ms', 3000);

$topicConf = new RdKafka\TopicConf();
#$topicConf->set(‘auto.commit.interval.ms’, 100);

// offsetEBERNME , IBRELEZIFENERE. REFLITRSEEUE RS,
$topicConf->set('auto.offset.reset’, 'earliest);
$conf->setDefaultTopicConf($topicConf);

$consumer = new RdKafka\KafkaConsumer($conf);
// Debug BtiE1RE 9 LOG_DEBUG
//$consumer->setLoglLevel(LOG_DEBUG);
$consumer->subscribe([$setting['topic_name']);

$isConsuming = true;

while ($isConsuming) {
$message = $consumer->consume(10 * 1000);
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switch ($message->err) {

case RD_KAFKA_RESP_ERR_NO_ERROR:
echo " [(B#&#E] EHEEE : " . var_export($message, true) . "\n";
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:
echo " [[H#E] SHEREERH\n";
break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:
echo " [[E##E] EfFER\n";
$isConsuming = false;
break;

default:
throw new \Exception($message->errstr(), $message->err);
break;

2.1&1T Consumer.php jEEHHE.

php Consumer.php

3. BRIGTER.

[B#&E] EKEIES - RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload’ => 'Message 0,
'len' => 9,
'key' => NULL,
'offset' => 0,
'headers' => NULL,

)

[(E#&] ZEWEIER : RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload’ => 'Message 1,
'len' => 9,
'key' => NULL,
'offset' => 1,
'headers' => NULL,

V V V V V V V V V V V V V V V V V V V V V

\%
—
=

4. f£ CKafka #=H5#9 [Consumer Group] TNH , IESEXMATEZEEBEZMR , EERBTREA topic BIR , _E [ERFHE] BEEEEF

15
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ckafka-topic-demo / partition-0M5 1% ¥15

24/ IR WEEE @ BB LE 1434 v THRERHXHY 2
® RIS SR
LHIH Hoffset (D) 100 24

° 100 100 100 =

L9 KB Koffset 400 ca
© 00 205 137 141.254 —
] p—
FHBERE w0 e
@ " 1055 375 41.254% —
0 - =
HERE O : c

0%%/min 0%%/min 0%%/min

1 &3
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Python SDK
01 VPC MZ&IEN

BIFER

ZAESLA Python BEFiImABIESEFERVPCRILEENBEETI CKafka HIKRES.

AR

o

o %% Python

P

» ZI% pip
e T#demo

= 1=
BEL R
E T ER9demohApythonkafkademo HEEIinuxiR$388 , EFlinuxiR$ESEE , A\ pythonkafkademoBR.

$£B— : %500 Python {KifiEE
PATLA TR d%se

pip install kafka-python

SEZ  £FER
L EX4EF B2 producer pyFELESE,

#coding:utf8
from kafka import KafkaProducer

producer = KafkaProducer(
bootstrap_servers = ['$domainName:$port'],
api_version = (0,10,0)
)
message = "Hello World! Hello Ckafka!"
msg = json.dumps(message).encode()
producer.send('topic_name',value = msg)
print("produce message " + message + " success.");
producer.close()

24 fiik

bootstrap_servers  EARILE , TEEHIERISSHFERE [BABR] ERANEFISH.
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2 BRTTCE
2% T
BABRC ——
VPCR&5 PLAINTEXT 17 28amins: 9092
TopicETR , ERILAEIEHIA £ [topicEE] mEEHl.
BEAER topicEE Consumer Group s ACLEBEEIR mPEE
FisR/25) ale
topic_name
topic-jinwfluyn R . 2021-06-03 [
B At 16:26:56 g5 v

1 2
Sth [}

2. fwiFEFE Tproducer.py.
3. BEIEITER.

[root@VM-8-16-centos sasl]# python3 producer.py

produce message Hello World! Hello Ckafka! success.

4. 7£ CKafka =H689 (topicEE] WE , EWINAY Topic , |E [E£] > [HE&EA] , EENNIKXEIER.

wemn @

@ BEESWSLECKakeXANFRAR, BWCREH)\TWEEETN, FERALRIE.

HEEIRSRRBLN205HE.

test

BALRER

628 2 17:25:31 =21

629 2 17:25:31
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TER= . BEBER
1. EEUEER B SRR consumer.pyHELESE,

#coding:utf8
from kafka import KafkaConsumer

consumer = KafkaConsumer(
'$topic_name’,
group_id = "$group_id",
bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

for message in consumer:

THEBAFY CKafka hR

print ("Topic:[%s] Partition:[%d] Offset:[%d] Value:[%s]" % (message.topic, message.partition, message.offset, message.value))

24 1%

BARE , EEHIERsEiiFRRE RASI] ERAIMEFISH].

BAAXG
bootstrap_servers
VPCR% PLAINTEXT
group_id HEBENA D , IRIBSERBEN

172¢0ing 9092

TopicE#R , EAILAEIEHIA £ [topicEE] ImmEHl.

EAER topicEH Consumer Group

topic_name

topic-jinwfluyn
SO -

2. fRiFFHEiTconsumer.py,
3. BEEIETER.

2 ACLEHEEIR

[root@VM-8-16-centos sasl]# python3 consumer.py

opic:[test] Partition:[0] Offset:[2011] Value:[b'"Hello World!
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4. 7z CKafka $=HIEH9 [Consumer Group] TTH , MEEXRANEZAEIR , EEAZFREA topic BFR , AT [EFIFE]

WAL : TCloudFinanceZone
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C++ SDK
01 VPC RIZ&#EN

BIEmR

ZAESLL C++ BERIRAMIESEFERVPCREZIENESGI CKafka FAES.

AR

o T4 GCC
e ’&demo

BFLE

BEE— . 3 C/C++ {KEREE

1. B TFENdemotfcppkaftkademo HEZEIinuxiRSSEE |
2. BFRlinuxf53eE , L% librdkafka,

LR RXER

1. €l# producer.c 314,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenbhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
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* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>

#include <librdkafka/rdkafka.h>
static volatile sig_atomic_t run = 1;

/**
* @brief Signal termination of program
*/
static void stop (int sig) {
run = 0;
fclose(stdin); /* abort fgets() */
}

/**
* @brief Message delivery report callback.
* This callback is called exactly once per message, indicating if
* the message was succesfully delivered
* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err != RD_KAFKA_RESP_ERR_NO_ERROR).
* The callback is triggered from rd_kafka_poll() and executes on
* the application’s thread.
*/
static void dr_msg_cb (rd_kafka_t *rk,
const rd_kafka_message_t *rkmessage, void *opaque) {
if (rkmessage->err)
fprintf(stderr, "%% Message delivery failed: %s\n",
rd_kafka_err2str(rkmessage->err));
else
fprintf(stderr,
"%% Message delivered (%zd bytes, "
"partition %"PRId32")\n",
rkmessage->len, rkmessage->partition);

/* The rkmessage is destroyed automatically by librdkafka */
}

int main (int argc, char **argv) {
rd_kafka_t *rk; /* Producer instance handle */
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rd_kafka_conf_t *conf; /* Temporary configuration object */
char errstr[512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */
const char *brokers; /* Argument: broker list */

const char *topic;  /* Argument: topic to produce to */
const char *user; /* Argument: sasl username */

const char *passwd;  /* Argument: sasl password */

/*
* Argument validation
*/
if (argc < 3) {
fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password> \n Optional:username password\n", ar
gv[0]);
return 1;

brokers = argv[1];
topic = argv[2];

ifargc == 5) {
user = argv[3];
passwd = argv[4];
}

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of
* host or host:port (default port 9092).
* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */
if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
return 1;

/* Set sasl config*/
if( user && passwd ) {
if(rd_kafka_conf_set(conf,"security.protocol”,"sasl_plaintext",errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;
}
if(rd_kafka_conf_set(conf, "sasl.mechanisms", "PLAIN", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;
}
if(rd_kafka_conf_set(conf,"sasl.username",user,errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;
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}
if(rd_kafka_conf_set(conf,"sasl.password",passwd,errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}
*/
//if(rd_kafka_conf_set(conf,"debug","none" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) { // iI= & IISTEEET
fHFFEdebug,
//fprintf(stderr,"%s\n" errstr);
//return 1;
/}

if(rd_kafka_conf_set(conf,"acks","1",errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf,"request.timeout.ms","30000" errstr,sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf, "retries","3" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

if(rd_kafka_conf_set(conf,"retry.backoff.ms","1000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */

rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*
* Create producer instance.
*
* NOTE: rd_kafka_new() takes ownership of the conf object
*  and the application must not reference it again after
* this call.
*/
rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new producer: %s\n", errstr);
return 1;
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/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,
"%% Type some text and hit enter to produce message\n"
"%% Or just hit enter to only serve delivery reports\n”
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

if (buf[len-1] == "\n') /* Remove newline */
buf[--len] = "\0';
if (len == 0) {

/* Empty line: only serve delivery reports */
rd_kafka_poll(rk, 0/*non-blocking */);
continue;

/*
* Send/Produce message.
* This is an asynchronous call, on success it will only
* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.
* The previously registered delivery report callback
* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).
*/
retry:
err = rd_kafka_producev(
/* Producer handle */
rk,
/* Topic name */
RD_KAFKA_V_TOPIC(topic),
/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),
/* Per-Message opaque, provided in
* delivery report callback as
* msg_opaque. */
RD_KAFKA_V_OPAQUE(NULL),
/* End sentinel */
RD_KAFKA_V_END);

if (err) {
/*
* Failed to *enqueue* message for producing.
*/
fprintf(stderr,
"%% Failed to produce to topic %s: %s\n",
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topic, rd_kafka_err2str(err));

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL) {
/* If the internal queue is full, wait for
* messages to be delivered and then retry.
* The internal queue represents both
* messages to be sent and messages that have
* been sent or failed, awaiting their
* delivery report callback to be called.
*
* The internal queue is limited by the
* configuration property
* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000/*block for max 1000ms*/);
goto retry;

}

}else {
fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",
len, topic);

/* A producer application should continually serve
* the delivery report queue by calling rd_kafka_poll()
* at frequent intervals.
* Either put the poll call in your main loop, orin a
* dedicated thread, or call it after every
* rd_kafka_produce() call.
* Just make sure that rd_kafka_poll() is still called
* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */
rd_kafka_poll(rk, 0/*non-blocking*/);
}

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n");
rd_kafka_flush(rk, 10*1000 /* wait for max 10 seconds */);

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */
if (rd_kafka_outq_len(rk) > 0)
fprintf(stderr, "%% %d message(s) were not delivered\n",
rd_kafka_outq_len(rk));

/* Destroy the producer instance */
rd_kafka_destroy(rk);

return 0O;
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2. FUTLA T 4miE producer.c,

gcc -Irdkafka ./producer.c -o producer

3. PUTLA T as S RIXHR.

./produce <broker> <topic>

broker

topic

faik
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img
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[root@vM 1 28 centos ~]# ./produce m ®:/779 test
% Type some text and hit enter to produce message

% Or just hit enter to only serve delivery reports

% Press Ctrl-C or Ctrl-D to exit

test
% Enqueued message (4 bytes) for topic test

testl23

% Enqueued message (7 bytes) for topic test
% Message delivered (4 bytes, partition 1)
~C% Flushing final messages..

% Message delivered (7 bytes, partition 1)

4. 7 CKafka =85 [topic BIE] HE , EEXNA Topic , R [EZ] > [HEEA]  EENIRIRENHES.

ckafka_instance _id v
topic_name v
RUREE EECRAEEE

HE=  HEBHEE

1. B consumer.c 3744,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenbhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:
*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,
* this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 1814 3331



2 BAETCE HBIAF CKafka I

* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer
* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka)

*/

#include <stdio.h>

#include <signal.h>

#include <string.h>
#include <ctype.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program

*/

static void stop (int sig) {
run = 0;

}

/**

* @returns 1 if all bytes are printable, else 0.

*/

static int is_printable (const char *buf, size_t size) {
size_ti;

for(i=0;i< size;i++)
if (lisprint((int)buf[i]))
return O;

return 1;

int main (int argc, char **argv) {
rd_kafka_t *rk; /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */
char errstr[512]; /* librdkafka API error reporting buffer */
const char *brokers;  /* Argument: broker list */
const char *groupid;  /* Argument: Consumer group id */
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char **topics; /* Argument: list of topics to subscribe to */
int topic_cnt; /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti;
/*
* Argument validation
*/
if (argc < 4) {

fprintf(stderr,

"%% Usage: "
"%s <broker> <group.id> <topicl> <topic2>.\n",
argv[0]);

return 1;

brokers = argv[l];

groupid = argv([2];
topics = &argv(3];
topic_cnt = argc - 3;

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of
* host or host:port (default port 9092).
* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */
if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers,
errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
rd_kafka_conf_destroy(conf);
return 1;

/* Set the consumer group id.
* All consumers sharing the same group id will join the same
* group, and the subscribed topic' partitions will be assigned
* according to the partition.assignment.strategy
* (consumer config property) to the consumers in the group. */
if (rd_kafka_conf_set(conf, "group.id", groupid,
errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
rd_kafka_conf_destroy(conf);
return 1;

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

* in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages
* in the partition if there was no previously committed offset. */
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if (rd_kafka_conf_set(conf, "auto.offset.reset”, "earliest",
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);
rd_kafka_conf_destroy(conf);
return 1;

}

*/

if(rd_kafka_conf_set(conf,"debug","all" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

if(rd_kafka_conf_set(conf,"session.timeout.ms","10000" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf,"heartbeat.interval.ms","3000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

/*
* Create consumer instance.
*
* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after
* this call.
*/
rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new consumer: %s\n", errstr);
return 1;

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events)

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* but that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk);

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt);
for (i=0;i < topic_cnt; i++)
rd_kafka_topic_partition_list_add(subscription,
topicsli],
/* the partition is ignored
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* by subscribe() */
RD_KAFKA_PARTITION_UA);

/* Subscribe to the list of topics */
err = rd_kafka_subscribe(rk, subscription);
if (err) {
fprintf(stderr,
"%% Failed to subscribe to %d topics: %s\n",
subscription->cnt, rd_kafka_err2str(err));
rd_kafka_topic_partition_list_destroy(subscription);
rd_kafka_destroy(rk);
return 1;

fprintf(stderr,
"%% Subscribed to %d topic(s), "
"waiting for rebalance and messages..\n",
subscription->cnt);

rd_kafka_topic_partition_list_destroy(subscription);

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run) {
rd_kafka_message_t *rkm;

rkm = rd_kafka_consumer_poll(rk, 100);
if ('rkm)
continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows
* checking for ‘run’ at frequent intervals.
*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */
if (rkm->err) {
/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr,
"%% Consumer error: %s\n",
rd_kafka_message_errstr(rkm));
rd_kafka_message_destroy(rkm);
continue;

/* Proper message. */
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printf("Message on %s [%"PRId32"] at offset %"PRId64":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm-> offset);

/* Print the message key. */
if (rkm->key && is_printable(rkm->key, rkm->key_len))
printf(" Key: %.*s\n",
(int)rkm->key_len, (const char *)rkm->key);
else if (rkm->key)
printf(" Key: (%d bytes)\n", (int)rkm->key_len);

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len))
printf(" Value: %.*s\n",
(int)rkm->len, (const char *)rkm->payload);
else if (rkm->payload)
printf(" Value: (%d bytes)\n", (int)rkm->len);
rd_kafka_message_destroy(rkm);
/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n");

rd_kafka_consumer_close(rk);

/* Destroy the consumer */
rd_kafka_destroy(rk);

return O;

2. PITFLA T ap$4RiE consumer.c,

gcc -Irdkafka ./consumer.c -o consumer

3. PUTLAT @S HEIHR.

.JJconsumer <broker> <group.id> <topicl> <topic2>..

24 fik
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24 fik

BARL , EEHIERISEOiFRRE BASI] ERAIMEFTISH].

BAHFR®D % D0 B ER R A

broker

VPCR%5 PLAINTEXT 17280089092 3]

img
group.id BESERRR , BaLABENIRE | demoizfTaIIERILATE [Consumer Group) THEZZEZES.
TopicBFR , IERILAERFIE £ [topicEIE] MESH.

BEXER topicEE Consumer Group gzl ACLRBEEIR Jislad =311

Fid(2/25) Q o
topicl
topic2
topic-jnwfluyn ; ) T - 2021-06-03 ‘RIE MRS
ST h I e 16:26:56 g5 v
img
EITERAT -

[root@vM 1 28 centos ~]# ./produce m ®:7779 test
% Type some text and hit enter to produce message

% Or just hit enter to only serve delivery reports

% Press Ctrl-C or Ctrl-D to exit

test

% Enqueued message (4 bytes) for topic test
testl23

% Enqueued message (7 bytes) for topic test
% Message delivered (4 bytes, partition 1)
~C% Flushing final messages..

% Message delivered (7 bytes, partition 1)

4. 7t CKafka =& [Consumer Group] TUH , BEENAGEZERES  AERESMEA Topic iR , BE [ERFR] EEHEF

5.
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I &3
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& BRTTCE

Java SDK
VPCWEiEN

BIEns

ZfESLA Java ZFEEAFIIESEERVPCRILKENEES CKafka FTEHE.

HRSM

o 231884 EhRA JDK
o 422 58 LA ERRA Maven
o &, Demo

RIS
TE—  ERRE
1. B TEAdemorfYjavakatkademo_EEZElinuxPRSS 8.
2. BRIinuxBRSEES |, HN\javakafkademoBR , FHECBHEXSEL.

3. £ pom.xml FFINEAT KIS,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld >
<version>0.10.2.2</version>
</dependency>

4. RIEEHEBAFI CKafkaBc B4 kafka.properties,

## BEEIEANS | EEF SRILOFBEREEA S TARRAIREFISH .
bootstrap.servers=ckafka-XXXXXXXXXXXXXXXXX
## ELETopic , fEEHIA Ftopic EEEEH.

topic=XXX
## EEEConsumer Group , EEILIBENIEE
group.id=XXX

2 Izl

bootstrap.servers  EARES , FEEHSHISTHRFERE EAGR] RRAIWEIISH,

WAL : TCloudFinanceZone 2026/9/1 04:00:39
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https://www.oracle.com/java/technologies/javase-downloads.html
https://www.oracle.com/java/technologies/javase-downloads.html
http://maven.apache.org/download.cgi#
http://maven.apache.org/download.cgi#

& BRTTCE

28 54RE

BAARD % D0 R SR

VPCH% PLAINTEXT 1720l 9092 3]153

topicER , B LIERHE L [topicEE] MEmEH.

BExER topicER Consumer Group s ACLERHEEIR BrPER

il (2/25)
topic

R i 1 2 *FE R
group.id ERILAEENIRE , demoizfTAINERILAE [Consumer Group)] MEEZRIZEES.

5. BIERECE 4 INEFERS CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {
return properties;
}
//3RERBCE M fkafka.propertiesfIAA,
Properties kafkaProperties = new Properties();
try {

2021-06-03
16:26:56

8

THEBAFY CKafka hR

48 MR

kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));

} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}
properties = kafkaProperties;
return kafkaProperties;

FET . KEEHR
1. WE&EFHEFER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

public static void main(String args[]) {
//hn&kkafka.properties,

HRIFTE : TCloudFinanceZone 2026/9/1 04:00:39

% 1903t 3331



2 BAETCE HBIAF CKafka I

Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();
Properties properties = new Properties();
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//BEBATIKafkahiTERAIFFILTTR, Ithabdemo fERBAIRStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
/[TERAEAS SR,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimREREIRREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/REEFimAEREIER.
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//#3i&Producer3gg,
KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

/FE—NHEATIKafkahRiHE.
String topic = kafkaProperties.getProperty("topic"); //iEEFrEHTopic , IBEEHIEHRBEZ G  BEEEXE,
String value = "this is ckafka msg value"; ///HERIRA.

try {
[/EIRENFutureXd SR AT LUINERE, (BiFE, #LEREKRK,
List<Future<RecordMetadata>> futureList = new ArrayList<>(128);
for (inti=0;i<10;i++) {
/IRIEEE |, FER1E— FutureXdsR,
ProducerRecord<String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);
Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);
futureList.add(metadataFuture);

}
producer.flush();

for (Future<RecordMetadata> future : futureList) {
/IR IREFutured TSR HI4E
RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());

}

} catch (Exception e) {
/1BFIRREERZE | HARIERY , WSENTILEEER,
System.out.printIn("error occurred");

}

2. #iFFHE1T CKafkaProducerDemo java &iXER.

3. IE174ER,
Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. £ CKafka =HIERY (topicEE] IE , WEMNE] topic , /& [EZ] > [BREN]  EERIRIAIXEES.
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wemn @

@ HEZNRSACKakaXZANFRAE, RVEREM\SWTEZN, 4
HEEURSRTRAN0FHER.

test

BUREN

0 628 2 17:25:31 EEESIE

0 629 2 17:25:31 EEHSIER

TR=  HEHEE

1. 8 Consumer 1T FEERER: CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {

public static void main(String args[]) {
//n&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/REEANR , BB EH GRS N TopicAHEA R,

props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//FERPoll Z [BRIER A T FIEIFR.

/EEEBNZESEREOY , RBiHFENEHELTIFFERS | RESmEHEZEEMConsumer Group#lfFHflzRebalance , B4

TA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//BRPOlIERAEIE.

[ERZEAREREARK , SNRPolIXSHIRE | IAREE TRPOllZRTEESS | MR —RGAESE , FERI.

props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

/[BERRFFIETTE.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//EBTFR—MARGHEZELS] , RREEHEER.

props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));

//FEIEEENS | BRI —NEZESLA.

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/&EEERITRENTopic , ILATEZA.

//ANERGROUP_ID_CONFIGE—#£ , NIT Y TopictBE Mg B —E.

List<String> subscribedTopics = new ArrayList<>();

JANRFEITS N Topic , MEXERINFZERIA,

/1B TopicE B Ei=H et ToIE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {
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subscribedTopics.add(topic.trim());
}

consumer.subscribe(subscribedTopics);

/MENEZER.
while (true) {
try {
ConsumerRecords<String, String> records = consumer.poll(1000);
//50FE TR Poll Z BTiHZ X LR, BSWERAS#BIZ SESSION_TIMEOUT_MS_CONFIG,
/7B BRI R EEER | AEFSREZER.
for (ConsumerRecord <String, String> record : records) {
System.out.printin(
String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}
} catch (Exception e) {
System.out.printIn("consumer error!");

2. iFFHiTCKafkaConsumerDemo.java iHZEEE.
3. B1TER.

Consume partition:0 offset:298
Consume partition:0 offset:299

4. fECKafka =#I&H9 [Consumer Group] TTH , HEFXIMATHEBERR , EETEBTREA topic BIR , Mk [EFFE]  BEEEHEE

5.

test / partition-0K{Ri¥1§

I =2 ETR | WEAE @ HiESI 1954 v REEE

LT Hoffset ()

13

634 541 598.525
Y5 R BAoffset o
® 634 626 629.424 —
FIH BB R ca
89% 0% 30.898% —
HERE ® o 2021-C TA
A 89%/min 0%/min 1.576%/min =
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APIZ 4

THEBAFY CKafka hR

SEERAF ( CKafka ) ( ckafka)

WS (2019-08-19)
APL #f5

APIRRZR

V3

ACLHEx=z=O

EORR
CreateAc!
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FRUEREO

EORR
CreatePartition
CreateTopic
CreateTopiclpWhiteList

DeleteTopiclpWhiteList

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39

EOIhee

00 ACL SeRE
A INFAF
BRACL
HERAEF
BEACL
EHRAFER

(EEeAT

W

EOThee
EINEFS X
BT
BlEFRMPHZER
TR ERRIPE 2 88

&
21



O BATTCE HBIAF CKafka I

OB BOThee

DescribeTopic IRENERRSIZR
DescribeTopicAttributes IRENERAE
DescribeTopicDetail IRENERRFIRIFIE
FetchMessageByOffset HHHS
FetchMessagelListByOffset REAEEERYIER
FetchMessagelListByTimestamp RIER R ERERSIER
ModifyTopicAttributes RETEM

Hfthiz]

ORI EO08Ee
DescribeApplInfo HiAFSIE
DescribeConsumerGroup BFEEDHERS
DescribeGroup W&EER S E (RS EMR)
DescribeOrderConfig BEITRRE

SYNEPSEIN

EOER REOThRE
CreateToken tllEtoken
DescribeGrouplnfo SREGHEDBER
DescribeGroupOffsets SRENHZE 0 Hoffset
DescribelnstanceAttributes SRENSLAIE M
Describelnstances SRENSLA5I7 2=
DescribelnstancesDetail IREEAIFIZRIFIE

ModifyGroupOffsets REGroups jH#E54Hoffset
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OB BOThee
ModifyInstanceAttributes IRE LM

Tl HIEREO

EOBMR EOThAE

AuthorizeToken = token
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

THEBAFY CKafka hR

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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ACLIEXEE
[/J\\j]l:l AC L

/d I'T

L. FZOfER

BOEKIRE
N ACL £RES
BUARECESKIERIRS) : 1000R/%D,

EOEHATE : 2020-03-09 15:21:34,

EOBINER NEN.

2. WANSEY

UNBRSHGIFRNGIH T ROBRSENE D AHSH

SHER Wik FFNULL 23

Action B = String
Version 2 =5 String
Region 2 5 String
Instanceld = & String
ResourceType = & Int64
ResourceName = & String
Operation = B Int64

WAL : TCloudFinanceZone
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THEBAFY CKafka hR

ckafka.api3.finance.cloud.tencent.com,

, TEAHSHGIRN GRS,

A

AHEHBE, AEOBYE : CreateAc!

~HSE, AEORYE : 2019-08-19

~HE2E , SR AEIdDescribeRegionsiEOEE
FEEmsIF E’Jﬂﬂﬂéﬁ]i

sSCAlidER
EWE : ckafka-test

Acli&ZESEE , (0:.UNKNOWN , 1:ANY , 2:TOPIC ,
3:GROUP 4'CLUSTER 5:TRANSACTIONAL_ID) , 3
BIRBTOPIC , HEFRATREGREHiRkafkafJaclpy
(Ed5E]

THE : 2

WIREFR , FlresourceTypetEX , WZresourceTypey
TOPICHS , MiZFERFtopic&RR , HresourceTypey
GROUPHT , 1Z=BZR~group &R

A : Topicl

Acli2E=L , (0:UNKNOWN , 1:ANY, 2:ALL,
3:READ , 4:WRITE , 5:CREATE , 6:DELETE , 7:ALTER ,
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THEBAFY CKafka hR

8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS)

PRZERY , (0:UNKNOWN , 1:ANY, 2:DENY,
3:ALLOW) , HFickakfasziFALLOWHELTFHEHEE) , H
TRETFREFERATRkafkagYaclit{#ER

EAR* , FrEEThostEBaT LA , Haickafka R sz
hosth* , (BEEE FEkafkalF= Rt S EESIE
s : 1.1.1.1

P57 , BAR* , XxiHalusergBRILAGIE]) , 2518
FReERAFP7IFRFTE AR
~BWE : User:userl

SRR Wik FRFNULL 23 A
~EHE : 2
PermissionType 2 ) Int64
EHE ;2
Host ) ) String
Principal 5 5 String
s b
3. IHZE
SHAR ESig) A
IR[E]45
Result JgwOperateResponse BIEIEER

THIE : EE

Requestld  String Requestld

4. SEIRAY

LAIMXAIE T 2O SSZAEERREIRES |, BfERDIF N AT 5=

HiRtY
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist

UnauthorizedOperation

WAL : TCloudFinanceZone 2026/9/1 04:00:39

E—IEK D, BIRIEREBSIREL. EMAIRAGHEERHZRIERE

4
SEGEIR.
EFEERSH.

ActionSEEUEEIR.
IO,
RIRIUSRLE.
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SRR Tk
UnsupportedOperation.OssReject OssIE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAZTFzone
InvalidParameterValue.VpcldInvalid Fox4HY Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport ZoneAR szt
UnsupportedOperation.BatchDellnstanceLimit HEEMPRSTHIFRE]
InternalError EREEIR.

ResourceUnavailable RIEAAH,
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2 AT TCE

/J‘JJ[”EEF'

L. O

ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
IR

EOAEZEOIERIRERRS] : 1000%/%D,

EOEFETE : 2025-05-14 18:04:03,

EOREIRE A IS,

2. INSE

SEAFR Wik RIFENULL  ER iR
1t

Action = B String  AHS#, AEOBYE : CreateUser
Version 2 a String AHS#, KEOEYE : 2019-08-19
Region o o Strin AHBE , SR ENEIIDescribeRegionsiZOEETA
J = | B ? moEsE
, scfiid
I I = =
nstanceld & b String =l - ckafka-test
: FAF&FR
= a
Name = ) String =& © name-test
Password = - String RS

~MHHE : password-test

3. S

SHER St iR
\}§ k g:t
Result JgwOperateResponse BERIER

THIE : EE

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

n3Z
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SHER RE Hk

Requestld  String Requestld

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

E—IEK ID , RIERESIRE. EMARATHEERAZRIERE

ik

SEER.
EFEHEESE.
ActionS#EUEIHIR,
SEHIRFIE.
RIZIURLE.
OssIEEIZIRE
TMAETzone
TS89 Vpe Id
ToRAIFMid
Zone R3Z¥F
#EEMIPRSTAEIPR!
REBTEIR,

RIFEAAA.
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HIERACL

=z -
1. O
EOEKIE ;. ckafka.api3.finance.cloud.tencent.com
FHBRACL
EOAEZEOIERIRERRS] : 1000%/%D,
EOSEFRAYE : 2020-03-09 15:16:53,

EOARGER NEN,

2. INSE

UTERSEHG RN T ZEOIBERSEHIIR D A HESH
SHAR Wik FRPFNULL K3
Action = = String
Version = & String
Region = 7w String
Instanceld = r String
ResourceType B = Int64
ResourceName P = String
Operation = = Int64

WAL : TCloudFinanceZone

2026/9/1 04:00:39

THEBAFY CKafka hR

o

, ST

t2% , AEOEYE : DeleteAcl

\

NHESE, AEOBYE : 2019-08-19

‘/L\\

}—;_‘z

2%, tsSEREdDescribeRegionsiZE1EE
SR STISRIhIE B R

(=]8]

sCAlid{ER
~HE : ckafka-test

AcIZREHER , (0:UNKNOWN , L:ANY , 2:TOPIC,
3:GROUP , 4:CLUSTER , 5:TRANSACTIONAL_ID) , ¥
RIRABTOPIC , HEFRATREGrE iRkafkafaclfd
fs=F

g : 2

RWIRAFR , FresourceTypetEx , t&resourceType/d
TOPICRY , MiZ=FERZERtopicZFR , HresourceTypely
GROUPHY , iZ=FERERNgroup R

~HIWE : topic-test

Aclig2fErR=( , (0:UNKNOWN , 1:ANY , 2:ALL,
3:READ , 4:WRITE , 5:CREATE , 6:DELETE , 7:ALTER ,
8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
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SHER e FSIFENULL 28 HEiA

12:IDEMPOTEN_WRITE) , ¥#ickafkaR3z$

READ,WRITE , HE BT iaEERaFFRkafkafdaclid &
~HHE : 2

BPRSEEY , (0:UNKNOWN , 1:ANY , 2:DENY,
3:ALLOW) , HFickakfasziFALLOWHELTFHEHEE) , H

PermissionType 2 ) Int64 ST RS Ekafkatacli R
whifE - 2
AR, FHahostEBRILAAIE] , ZHRickafka R 32dF
Host & & String  hosty* , (BREEHIRkafkall= M S BRI
HME : 1.1.11
AR5 | BiAe* , #riEmEusergfRILAAGIR) , HE1F
Principal B B String P REERRAFFIRGTESHNER
~HUE : User:*
A AY 4
3. HitH24y
SHAR ESig) A
T
Result JgwOperateResponse B

THIE : EE

E—IEK D, BIRIEREBSIREL. EMAIRAGHEERHZRIERE

Requestld  String Requestld

4. SEIRAY

LIMMXAE T 2O S ZAEERREIRED | EfERDIF WA THER,

IR A
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

InvalidParameterValue.WrongAction

ActionSEEUEEIR.

InvalidParameterValue.InstanceNotExist STHIARTFE.
UnauthorizedOperation RIZTEURME,

WAL : TCloudFinanceZone 2026/9/1 04:00:39
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SRR Tk
UnsupportedOperation.OssReject OssIE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAZTFzone
InvalidParameterValue.VpcldInvalid Fox4HY Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport ZoneAR szt
UnsupportedOperation.BatchDellnstanceLimit HEEMPRSTHIFRE]
InternalError EREEIR.

ResourceUnavailable RIEAAH,
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2 AT TCE

|3zl

L. O

EOERES
AHBRFEF
BONZCERIERIRSE] © 1000R/ED,
EOEHATE : 2019-12-09 10:50:41,

}§ D 7 \H_L g Té*y

2. INSE

SEBR ik FRPFNULL
Action 2 &=
Version 2 &
Region = B
Instanceld & &
Name = ray
-\ Ry 4

3. IHEEL
SHER ESid)
Result JgwOperateResponse
Requestld  String

WAL : TCloudFinanceZone

String

String

U

&a]

ckafka.api3.finance.cloud.tencent.com,

, AEEOBYE : DeleteUser
NHE2¥ , AEOEYE : 2019-08-19

AHBH, HEER
e e TIES

SeAild

~MHE : ckafka-test

FAF&#R
THNE

name-test

=R

THE . =5

HE—iFK ID , ®RIEKEPEIR

Requestld,

2026/9/1 04:00:39

\m[i@idDescribeRegionsiEEE L

THEBAFY CKafka hR

n3Z

[E], IR FEERAZRIEKAY
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

FEIRD fik
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEERESE.
InvalidParameterValue.WrongAction ActionS2#EVEEIR.
InvalidParameterValue.InstanceNotExist SLHIAFIE.
UnauthorizedOperation KRIZTBURME.
UnsupportedOperation.OssReject OssIE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FRAETFzone
InvalidParameterValue.Vpcldinvalid TS89 Vpe Id
InvalidParameterValue.SubnetldInvalid TS FMid
InvalidParameterValue.ZoneNotSupport zoneAR szt

UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

R EMIBRSTHIFRS!
REBEEIR.

RERATA.
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BrasACL

=z -
1. O
ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
BEACL
EOAEZEOIERIRERRS] : 1000%/%D,
ZEOEFRAYE : 2020-03-02 18:29:29,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

THEBAFY CKafka hR

SHEWR Wik FSIFNULL 2R3 fik
Action 2 & String  AHSEL, ANEOEYE : DescribeACL
Version =2 & String &8, ANZEOBYE : 2019-08-19
Region = = String NS iiﬁiEJZ%,%ﬂJEiiDescribeRegionsﬁ‘DEEF
AR IR B R
: scfgiid
Inst Id = &
nstance b= 5 String <Ol - ckafka-test
AcliFITRSEEY |, (0:.UNKNOWN , 1:ANY , 2:TOPIC ,
3:GROUP , 4:CLUSTER , 5:TRANSACTIONAL_ID) , 24
ResourceType 2 & Inte4  BIRBTOPIC , HEFRATEEFRaH iRkatkatacliy
£
~EHE : 2
BIREBFR , FresourceTypetEx , d1HresourceTypesd
. TOPICHY , MiZ=FERZFEtopicBFR , HresourceType
ResourceName 2 & Strin s —
= = 9 GrouPHY, 1ZFERZR7Ngroup B R
~HWE : topic-test
Offset 5 & Intes ~ THPALE

WAL : TCloudFinanceZone

2026/9/1 04:00:39

BHHE : 0
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THEBAFY CKafka hR

SEER W% REFNULL K8 ik
. DNEBRE
Limit & B Int64 _
m = | = n TBHE ;20
. K= ULEC
A N
SearchWord 75 s String Sl - search-test
A s
3. S

SHEWR - 3id) A

IREINACLEERENTS
Result AclR _
esu cIResponse e ——

. ME—iEK ID , 8RiEKREPSIRE]., BRI EEREZRIERD

Requestld  String

Requestld,

4. SEIRAY

PAMXGIE T #O S EERREIRID | BERAFE I A TR,

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue. WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport

UnsupportedOperation.BatchDellnstanceLimit

WAL : TCloudFinanceZone

2026/9/1 04:00:39

ik

SHGEIR.
EFEERSE.
ActionS#EUEEIR.
SERIATFHE,
RIZRURE.
OssE#EIZIR{E
FRARETzone
Fox8Y Vpce 1d
TR FMid
zone ARz

S EMIBRSLHIPRS!
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EIRD iR
InternalError AEPEIR,

ResourceUnavailable RIBEATTH,

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 2314 3331
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HRHEPER

L. O

ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
EEWAFER

BOAZEOIBISRERRE : 100X/FD,

EOSEFRAYE : 2019-12-06 16:30:42,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik ARFNULL 28 A
Action 2 & String  AHSE, AEORYE : DescribeUser
Version =2 & String &80, ANEOBYE : 2019-08-19

Region 2 B M9 kI
Instanceld = a String igﬂ}; ckafka-test
SearchWord & a String ?fﬁgﬁ?jfrch-test
Offset & & Int64 U{ET;{EI 1

Limit 5 & mteq 2 ORETH

HHE : 20

3. I SE

o C KA it

[

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

NHSE, WREE @I DescribeRegionsiEZOBEE M
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WAL : TCloudFinanceZone

2 AT TCE

SHER ESig) Hk

LERBIE
THIE : EE

Result UserResponse

E—EK ID , 8RIEREPIR

Requestld  String Requestld

4. FEIRAS

PIMXGUHE T 2O S ZAERRRsEIRES | EfbmRBiFE s

$HIRAS

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

2026/9/1 04:00:39

THEBAFY CKafka hR

[, ERRRRFEERZRIEKAY

EEN

R

SHGEIR.
EFEHEESE.
ActionSHEUEEIR.
SEHIAFIE.
RIRHUERLE.
OssE4EIZIRIE
FMAETFzone
Fos8H9 Vpe Id
FoHYFKid
zone Rz

S EMIPRSCHIPRS!
REBEIR,

RIEATHA.

% 233703t 3331



2 AT TCE

G

}

W
EX

L. O

ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
BT

BOAZEOIBISRERRE : 100X/FD,

O SEFATE : 2019-12-09 10:56:50,

EOREIRE A IS,

2. INSE

THEBAFY CKafka hR

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik ARFNULL %R A
Action = & String  AHSEL, ANEOEYE : ModifyPassword
Version 2 & String  AHSE, AEOEYE : 2019-08-19
Region = = String ?—;i\iigmﬁg{% S Ali@idDescribeRegionsiE1&EE~
Instanceld = e String i:igﬂ:; ckafka-test
Name = & String iggw name-test
Password = & String igjgﬁu password-test
PasswordNew =2 & String ?i;ﬂg%ﬁsasswor d-new-test
3. WHZE
o C KA T

WAL : TCloudFinanceZone
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2 AT TCE

SHER RE fik

#£R
THIE : EE

Result JgwOperateResponse

E—EXK ID , ®IRIERE IR

Requestld  String Requestld

4. FEIRAS

PIMXGUHE T 2O S ZAERRRsEIRES | EfbmRBiFE s

$HIRAS

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

2026/9/1 04:00:39

EEN

THEBAFY CKafka hR

B, ERREREERZRIEKAY

R

SHGEIR.
EFEHEESE.
ActionSHEUEEIR.
SEHIAFIE.
RIRHUERLE.
OssE4EIZIRIE
FMAETFzone
Fos8H9 Vpe Id
FoHYFKid
zone Rz

S EMIPRSCHIPRS!
REBEIR,

RIEATHA.
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ESYEP SN
ib” __Elﬁ/\ X

L. FZOfER

ZEOiEkE ;. ckafka.api3.finance.cloud.tencent.com,
AEORTEINERFRIS X

BONZEOIBISRERIRE © 1000%/FD,

O EHATE : 2024-10-15 14:40:26,

EOBINER NEN.

2. WANSEY

IUTIERSEHFIFRNG B T EZEOBERSEFE D AHSE , TBEAHSHEFIRN A TERSL],
SHBFR WAk MIEFENULL 28U R
Action = B String AHSE, AZEOBYE : CreatePartition
Version =2 &5 String NHESE , ANEZEOEYE ; 2019-08-19
. ) NHE2E , SR aEidDescribeRegionsiEEEF~
Region = 5 Strin g
J = | = I mEnoibiEEE
) SuT) (ol
Instanceld = = St
= = g MBS : ckafka-test
) . A TR
TopicName = = St _M
P! = = fng GHE : topic-test
" FEO XN
PartitionNum = = Int64 _
=B " ST - 3
A Ay 4
3. S
SHAFR i R

KRARFFE : TCloudFinanceZone 2026/9/1 04:00:39 % 236t 3331



WAL : TCloudFinanceZone

2 AT TCE

SHER il A
\}§ k g:':
Result JgwOperateResponse BERERE

THIE : EE

E—EXK ID , ®IRIERE IR

Requestld  String Requestld

4. FEIRAS

PIMXGUHE T 2O S ZAERRRsEIRES | EfbmRBiFE s

$HIRAS

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

2026/9/1 04:00:39

EEN

THEBAFY CKafka hR

B, ERREREERZRIEKAY

R

SHGEIR.
EFEHEESE.
ActionSHEUEEIR.
SEHIAFIE.
RIRHUERLE.
OssE4EIZIRIE
FMAETFzone
Fos8H9 Vpe Id
FoHYFKid
zone Rz

S EMIPRSCHIPRS!
REBEIR,
RIEATHA.
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&

elsEE

L. O

ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,

& ckafkaz=in

BONZCERIERIRSE] © 1000R/ED,

O SEFATE : 2020-03-02 18:33:15,

EOREIRE A IS,

2. INSE

LITNERSEGIFRNGIH TEROBERSEIED AHSE | 728

SHEWR
Action

Version

Region

Instanceld

TopicName

PartitionNum

ReplicaNum

EnableWhiteList

WAL : TCloudFinanceZone

il

il

il

fim

i

Iy

FVFNULL 258U

=

iy

Iy

iy

iy

iy

iy

Iy

String

String

String

String

String

Int64

Int64

Int64

2026/9/1 04:00:39

HE K

LN

THEBAFY CKafka hR

NHBSE, AEOBYE : 2019-08-19

NHSE , HigEEEEY
DescribeRegionsiEOBEE > IFN
HhiEFIZR

SCA5iId
~M5E : ckafka-test

FRER , B— I EY 64 ?ﬁﬂ’]—?—
R, WIRLFEAEFR , RREEOH
VB EFE, #FMEils(-)

MHME : topic-test

PartitionM&% , <30
g : 1

BN, ABEZT broker 1, &KX
3
THNE : 2

ipPAREBFX, LFFF 03X , BUARET
3:':
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SHER

IpWhitelList

CleanUpPolicy

Note

MinInsyncReplicas

UncleanLeaderElectionEnable

RetentionMs

SegmentMs

MaxMessageBytes

3. WHES#

SHER RE

Result CreateTopicResp

WAL : TCloudFinanceZone

ik FePFNULL

= =@=

= [m=]

= =

[=] [=]

a as

[=] [=]

= =

[=] [=]

= =

[=] [=]

P Py

[==] [==]

A A

[=] [=]

P @S

[==] [==]
fik
IR EIEERER

e . =5

ESil

Array
of
String

String

String

Int64

Int64

Int64

Int64

Int64

2026/9/1 04:00:39

THEBAFY CKafka hR

S
THE : 0

IpBRRYIZE , EEPRE ,
enableWhileList=1RJ#i5%
~EE : ["1.1.1.1","2.2.2.2"]

BEAERE  BEEEEL , BA
A3"delete”, "delete" : HEIR{RIFAIE]
fE , "compact" : BEd& key E

48 , "compact, delete” : HE&#% key £
frBIRRFITEMIER.

TE : delete

FEEFTE , B—FEE 64 M ERNF
fFE |, WIRLUFERNEFR  ®RR3Boe
LEaFE. #=fEsk(-)

& : note

BIAAL
THNE : 2

EARIFRELSRRIAE Aleader
false A701F | true:foiF , BENARTIF
e : 1

BRIk, (REBRYE , Bfims , HFIER
/J)ME960000ms
HHE : 60000

Segmentyy RiRIRIATHS , BAfims , &
HIE/)\/93600000ms
& : 360000

FRHERE&RAE , B8 Byte, &K(E

7912582912Byte ( BI12MB) .
HIE : 1024
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SHER ESig) U

Requestld String Requestld

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

E—IEK ID , BRIEREPSIRE]L. EMARAHEERAZRIERE

ik

SEER.
EFEHEESE.
ActionS#EUEIHIR,
SEHIRFIE.
RIZIURLE.
OssIEEIZIRE
TMAETzone
TS89 Vpe Id
ToRAIFMid
Zone R3Z¥F
#EEMIPRSTAEIPR!
REBTEIR,

RIFEAAA.
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—H
B EMIPEBR
1. E A
ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
BlEFMipHBZE
EOAEZEOIERIRERRS] : 1000%/%D,
EOEFRAYE : 2020-03-02 18:06:20,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

THEBAFY CKafka hR

SHEWR Wik FNULL %R fA
Action = & String ANHBE, AEOEYE : CreateTopiclpWhiteList
Version =2 & String &8, ANZEOBYE : 2019-08-19
Region o o Strin AHBEL, HiE(EEAEdDescribeRegionsiZzEE
J S J PR
= - . scfild
Instanceld = 5 String Sl - ckafka-test
. . FRER
= =
TopicName 2 ) String O - topic-test
o Array of iPEZRYIE
= Pz
IpWhitelist & & String STBIME © ['192.16.23.3666"]
A sl
3. HiHEEL
SEER it U
BRI &
Result JgwOperateResponse WEsERIPEZSER

WAL : TCloudFinanceZone 2026/9/1

THIE : EE
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SHER RE Hk

Requestld  String Requestld

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

E—IEK ID , RIERESIRE. EMARATHEERAZRIERE

ik

SEER.
EFEHEESE.
ActionS#EUEIHIR,
SEHIRFIE.
RIZIURLE.
OssIEEIZIRE
TMAETzone
TS89 Vpe Id
ToRAIFMid
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2. INSE
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SHAR Wik FPFNULL 28 iR
Action 2 & String AHBE , ANEOEYE : DeleteTopiclpWhiteList
Version =2 & String &8, ANZEOBYE : 2019-08-19
Region = = String ’ﬁ!it’?‘%ﬂl , WS B i@ DescribeRegionsiEZO&BEE
FEERSISRYRIEG 2R
, SCAIID

I I = =
nstanceld = a String Sl - ckafka-test

Eﬁ )\
TopicName 2 & String RS

HME : topic-test

Array of ipEH&EFIE

o = o
panErE | R B String TBIE - ["192.16.23.3666]
-\ N3
3. HitHE4y
BB  %E ik
|BRERR 7=
Result JgwOperateResponse PR ERIPEESER

THIE : EE
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SHER RE Hk

Requestld  String Requestld

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
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InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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O SEFATE : 2020-03-09 16:58:46,

EAORBER LN,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik AFNULL 8 A
Action 2 & String  AHSE, AEOEYE : DescribeTopic
Version =2 & String &8, ANZEOBYE : 2019-08-19
. ~HSE, iR{ERA@idDescribeRegionsiEO&EEF MR
Region = = Strin o *
J = | B 9 g
Instanceld = B String ;EWU b
~HHE : ckafka-test
\\ 542 ,.n.,EE . \\ N o= | s,
SearchWord & e String JE:)Em# , 1Zf8 topicName 133§ , SHFEMIEIR
~MEIE : search-test
(miEE , ANEBAIAS0
Offset P & Int64 _
a a RGIE : 0
1 & E [N, |-II E v ‘\ = \\
Limit = = Int64 REEE , FENEIAF10 , HXEHS0
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Result TopicResult RERYESR
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Requestld  String K—iEXK ID , ®XIEKREIRE, EACRFEREIZRIEKA Requestld,

4. SEIRRY

PAIMXAIE T O S ZAEERREIRED | BfERDIF N A THEIRS,

RS R
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionS#EVEEIR.
InvalidParameterValue.InstanceNotExist IHIRFHE,
UnauthorizedOperation RISBURME,

UnsupportedOperation.OssReject
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InvalidParameterValue.SubnetNotBelongToZone FMAJEFzone
InvalidParameterValue.VpcldInvalid Fox8Y Vpc Id
InvalidParameterValue.SubnetldInvalid FoHA9Fmid
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O SEFATE : 2025-09-02 17:31:28,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

Z
N=

SEBR i FEYFNULL
Action 2 &
Version 2 5

Region = B
Instanceld = e
TopicName 2 B

-\ Ry 4
3. IHEEL
SHBR ESid)
Result TopicAttributesRes

Requestld  String

WAL : TCloudFinanceZone

THEBAFY CKafka hR

Bt A
String  AHSE, AEOBYE : DescribeTopicAttributes
String AHS#, KEOEYE : 2019-08-19
Strin A2, HIFSEAEIEDescribeRegionsiZEEE™H
I sstotEsIE
Strin P ID
g HE : ckafka-test
Strin EEER
9 HHE : topic-test
R
IR EIRYZERYTSR

~hiE . =5

E—IEK ID , ®RIEkESRIRE, EMEEFREMZRIEKRAY
Requestld,
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4. SEIRAY
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FEIRD fik
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEERESE.
InvalidParameterValue.WrongAction ActionS2#EVEEIR.
InvalidParameterValue.InstanceNotExist SLHIAFIE.
UnauthorizedOperation KRIZTBURME.
UnsupportedOperation.OssReject OssIE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FRAETFzone
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InvalidParameterValue.SubnetldInvalid TS FMid
InvalidParameterValue.ZoneNotSupport zoneAR szt
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SKRENERYZFRIFIE
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1. E A

ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
IRENERRYIZRFS ((EHalEm )
EOAEZEOIERIRERRS] : 1000%/%D,

EOEFETE : 2025-08-21 17:11:52,

EARBER LN,

2. INSE

LUFBERSEGIRGIE TEROBKSEHFIE D aHSE , TBAHSEFIRN GRS,
SHER Wik ARFNULL 28 A
Action 2 & String  AHSE, AEOBYE : DescribeTopicDetail
Version =2 & String &80, ANEOBYE : 2019-08-19
. . NH2E , igERAEIEDescribeRegionsiZEOBEET &
Region = = Strin o * AA
J = | B 9 soimiEEIE
) sflid
Instanceld = & St
= = fing ~IHE : ckafka-test
\\ N R -‘-.EE M \\ N = L s,
~MFNE : search-test
(miEE , ANEEIAS0
Offset F & Int64 _
a a RGIE : 0
A 3, E < |—I Es\ =
Limit = = Int64 REEE , NEUEGA 10 , &AE20 , BUEEXTFO0

HHE : 10

3. I SE

o C KA ik
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SHER

Result

Requestld

4. FEIRAS

LAIMMXAIE T 2O S ZAEERRNEIRED | BEfbEmRBFE N AR

%Ellaiﬁr.ll

ESid]

TopicDetailResponse
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InvalidParameter

InvalidParameterValue.WrongAction

fik

IR EIRYERRF BTN
HE : &E

E—EK ID , IRIEREEIR

Requestld,

InvalidParameterValue.InstanceNotExist

UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InternalError

ResourceUnavailable

WAL : TCloudFinanceZone
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SEHIRFIE.
RIZIURLE.
OsstEEIZIRIE
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BRAATA.
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RIESEoffset  BATEA
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EOEHRATE : 2022-07-21 11:58:25,

EOARGER NEN,

2. INSE

SR Wik FSEFENULL
Action 2 &=
Version 2 &
Region = B
Instanceld & &
Topic 2 &
Partition = &
Offset 2 &

3. I SE

SHER
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String
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Uint64

LINERSEG RN IH T EROBRSEFED AT

S8 "RERHSEIIRN TSRS,

L%, AHEOBYE : FetchMessageByOffset

NHEE, ANMEZEOBYE : 2019-08-19

THEBAFY CKafka hR

AHESE , WS EAEdDescribeRegionsiEBEE =R

FEROMBIERD IR

sLild

~HE : ckafka-test

FE=
~HE :

topic-test

oXid
BlE : 0

URER
THHE : 0
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SHEWR i) R
4
Result ConsumerRecord R

THIE =&

E—IEK D, BRERESIRE. EAAETHRERAZRIERE

Requestld String Requestld

4. SEIRRY

PATNFIH T # O SSBEERAERD , BEERGFEN L8R,

SRS fimk
InvalidParameter SHEEIR.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue InstanceNotExist SCAIAFTE.
UnauthorizedOperation RIFTURLE,
InternalError NERFEIR.

ResourceUnavailable RIFACTH.
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IRIBUREIRBERSIFR

L. O

EOERES
RIEMREIHRIE

BONZCERIERIRSE] © 1000R/ED,
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EOEHRAE : 2022-07-21 11:55:15,

EOREIRE A IS,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR Wik FBEFNULL
Action = &g
Version =2 &
Region = =
Instanceld = )
Topic 2 &
Partition = &
Offset = B
SinglePartitionRecordNumber & ey

WAL : TCloudFinanceZone 2026/9/1 04:00:39
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THEBAFY CKafka hR

NESH, AEOBE :
FetchMessageListByOffset

NHSE, AEOEYE - 2019-08-19

NHESE, HEEETED
DescribeRegionsiEOEEF RSN
HhiEFIZR

SLAild

M5 : ckafka-test

2ok

MHHE : topic-test

7 Xid
HE : 0

e
'flL/r\l_\-_l\ El%\

~EHE : 0

RAEIRFRE , BuA20 , &K20
HHE : 20
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suEm xR sk

Array of

Result
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~hE . =55

Requestld  String Requestld

4. SE1R0S

PAIMXGIE T O S EERRNEIRND | BEERAGIFE N A THERS,
Hixhg
InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

fiaid
SEGEIR.

ActionZ#EVEIEIR.
SLHIRFIE.
RIRIUR(E.
REREIR.

REAATA.

THEBAFY CKafka hR

REER. T8, FIEPRREEAIEEAS (key. value) , 10
RETEREMEENS | B{ERAFetchMessageByOffsetiE]

E—iEK ID , BRIEREPSIRE. EMARATHEERAZRIERE
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RIENEREREREIE

BONZCERIERIRSE] © 1000R/ED,

EOEHRATE : 2022-07-21 11:53:04,

EOREIRE A IS,

2. INSE

UNBRSEGIRMGVHE T ZOBRSENT D AHSE , mBAHSE

SHER

Action

Version

Region

Instanceld

Topic

Partition

StartTime

SinglePartitionRecordNumber

WAL : TCloudFinanceZone
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=
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=
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iy

i

iy
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NESH, AEOBE :
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NHSE, AEOEYE - 2019-08-19

NHESE, HEEETED
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HhiEFIZR

SKL (6!
M5 : ckafka-test

FREE
MHHE : topic-test

7 Xid
HE : 0
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3. WS
suEm xR sk

Array of

Result
ConsumerRecord

~hE . =55

Requestld  String Requestld

4. SE1R0S

PAIMXGIE T O S EERRNEIRND | BEERAGIFE N A THERS,
Hixhg
InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
InternalError

ResourceUnavailable

WAL : TCloudFinanceZone 2026/9/1 04:00:39

fiaid
SEGEIR.

ActionZ#EVEIEIR.
SLHIRFIE.
RIRIUR(E.
REREIR.

REAATA.

THEBAFY CKafka hR

REER. T8, FIEPRREEAIEEAS (key. value) , 10
RETEREMEENS | B{ERAFetchMessageByOffsetiE]

E—iEK ID , BRIEREPSIRE. EMARATHEERAZRIERE
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REFAEGS

=z -
1. O
ZEOiEKE ;. ckafka.api3.finance.cloud.tencent.com,
NEORTENEREL,
EOAEZEOIERIRERRS] : 1000%/%D,
EOEFETE : 2025-05-20 16:04:30,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHAR ik FRPFNULL K3
Action = = String
Version = & String
Region B = String
Instanceld = ra String
TopicName = & String
Note o) ) String
EnableWhiteList = =5 Int64
IpWhiteList B a Array
of

WAL : TCloudFinanceZone 2026/9/1 04:00:39

THEBAFY CKafka hR

H280, XEOBYE !
ModifyTopicAttributes

H28, ANEOBYE : 2019-08-19

>

AHBH, WiHERAET
DescribeRegionsiZEOABEFR3IFH
2 dlEs

451 1D,
~HE : ckafka-test

FREFR,
MHWE : topic-test

FHEFTE  B— A EE6ANFRNF
8, WRLFBAEFR , RREBD
FLEEFE. HFMENZE-.
M5B : note-test

IPEREFX, 1: 7 ; 0 : XA,
HHE : 0
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enableWhileList=1RJ4%%
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SEBR W%
MinInsyncReplicas )
UncleanLeaderElectionEnable =
RetentionMs -
SegmentMs =
MaxMessageBytes =
CleanUpPolicy &
L X

3. S
SHBR KA
Result JgwOperateResponse
Requestld  String

4. SEIRAY

PAIMXGIE T 2O S EERREIRID | BERAFE I A TR,

TEIRES

InvalidParameter

WAL : TCloudFinanceZone

FEVFNULL 258
String

& Int64
& Int64
& Int64
= Int64
& Int64
ray String

iR

IR[EIZ55REE

e . =5

THEBAFY CKafka hR

Hk
g : ["10.0.0.5","10.0.0.6"]

BIAAIL,
HE - 1

BIAS 0, 0 : false ; 1 : true,
~HE : 0

HEREEAYE] , BB : ms , HEIR/IME
7360000ms,
& : 60000

Segment 73 FRRIHIRTES , B :
ms , Z4Big5/)\/986400000ms,
~BHE : 86400000

THRBERAE , BALLA Byte, &RAE
7912582912Byte ( BJ12MB) ,
s : 1048576

HEMERSERE | ATl Edelete S E
compact
B : delete

E—EK ID , RIERESIRE. EMARATHEERAZRIERE

Requestld,
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InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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Hithfzz
EIRRPYIE

L. FZOfER

THEBAFY CKafka hR
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BEIAFYIR

BONZCERIERIRS] : 1000R/ED,
FEOSEHHATE : 2019-12-09 11:00:06.
EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBMR
Action

Version

Region

Offset

Limit

Wik FRIFNULL 268
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& & Int64
& 5 Int64

3. WHES#

SHER

Result

WAL : TCloudFinanceZone

et feik

AppldResponse

ANHEHBE, MEORYE : 2019-08-19

NHBE , S EAEdDescribeRegionsiEOABEE M iF
iSiazdlEs

e A IA=T
BE : 0

RREHRFHBERAHERT , &AE/50 , BIAS0
~BHE : 10

IREIRFFEERIIApp [dFIZR
e . =5
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SHER ESig) S
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E—IEK ID , BRIEREPSIRE]. EMARAHEERAZRIERE

Requestld String Requestld

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameter
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InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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OssIEEIZIRE
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EiFHEDHER

L. O
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BiFHESEER

BONZCERIERIRSE] © 1000R/ED,

EOSEFATE : 2025-09-02 15:27:36,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action
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Region

Instanceld
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TopicName

Limit

Offset

WAL : TCloudFinanceZone
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=
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t24#5 , AEOBYE : DescribeConsumerGroup
RESH, AEOBYE : 2019-08-19

NEBH , SR @I DescribeRegionsiZEAEETM
ISRt R
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~HE : ckafka-test

Ali% , AP EE&EIARIgroup&EiR.
HME : group-test

B)i% , AFREEINgroupFRIXINAItopicETR , WS
ETIZEH , Mgroup X KRIEENZERIZSE,
~HWE : topic-test

RIRR BN EBRE
THNE : 20

RiEhE
THHE : 0
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3. IHSE

o C KA fEiR

REIRHESEER
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E—iEK ID
A9 Requestld,

Requestld  String

4. S8R0

PAIMMXGIE T 2O SZEERREIRN | BEERASIFE N A TR,
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InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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SHGEIR.
EFEERSEL.
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WEEE D HRSEMR)
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KasiEZR o E (FEEhR)
EOABEOIEKIERRS : 1000%/F),
EOSEHATE : 2025-09-02 15:44:07,

EARBER LN,

2. INSE

THEBAFY CKafka hR

LUFBERSEGIRGIE TEROBKSEHFIE D aHSE , TBAHSEFIRN GRS,
SHER Wik ARFNULL 28 A
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Version =2 & String &80, ANEOBYE : 2019-08-19
_ . AHBE , WSS Ea@idDescribeRegionsiEEE T
Region = = Strin o *
9 | H I i
Instanceld = r String SKAUID
~IHE : ckafka-test
. BRXEF
S hWord & &
earchWor A A String —/lf - search-test
(RFE=
Offset F & Int64 _
= = HE : 0
. BRANREIHE
Limit &5 5 Int64 _
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A Ay 4
3. S
SHBMR it A
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InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
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InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
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ResourceUnavailable
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Connectorld = S String
Name = o String
Type B B String
ConnectorClass 2 B String
SourceRegion = B String

WAL : TCloudFinanceZone
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et} I
0RTINER 1 TTR-AEF
Int64 _
n THIE : 0
Int64 0: "R LBEER , 1 ®ZrAHER
~EHE : 0
it} A
. groupld
St
nng A : group-test
. % group fEEFARYINY.
St
fng ~BE : consumer
A
connectorld,

~FNE : connector-test

connector &R,
~BHE : resource-test

connector 288), source : SNEWEZR Kafka ; sink : 5EE
M Kafka S,
EE : KAFKA

BUTZAESSEY class BFR.

~HE : com.cloud.ckafka.replicator.K2KSourceConnector

TRFTTEs B,
w~E : [1]
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UpdateTime

WAk

fil

2l

el

fil

fil

fi

FBIFNULL

Py
A

iy

iy

iy

fil

fim

il
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String

String

String
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K8sclusterDetailResponse

K8s SRAFHREHELSIA.

AN TEO2| A : Describek8sClusters

BR

K8sClusters

TotalCount

PriceObject

IKI=PSES

WA TEEO2|8 : DescribeCkafkaPrice

&R

Pid
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=

FEEFNULL
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fk

JEIEIE,
~EE : source

B RORTFEE.
~BUE : [0]

[S]isrihil
AR : sink

connector HEPAR., ZRSERE—ERRER | (ESIRESAE

¥ GetConnectorStatus #[0 3XEY,

UNASSIGNED : {E55iFk%5E ; RUNNING : connector IEEIETT ;
PAUSED : connector B8 ; FAILED : {F535< ; DESTROYED :
{E5HR.

~ME ;1

connector RS,
MFHE : test

BUEEATIE,
& : 2024-10-30 00:00:00

1EBBT A,
~FHE : 2024-11-01 00:00:00

-
K8sclusterDetail ;f{;ﬂ{gﬁﬁﬁuz
K8s BT,
Int64
" E : &
KA s

pid
~MEHE - 11413
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Price = ) Int64

Value = B Int64

PriceModel 2 & String

PriceDetail 2 =2 Array of PriceDetail
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g
~EIE : 69900

=l
g : 1

&R
HHE : specified

sFEERA
HE  E2E

ISH=E
& : 69900

MREAHD

~5&E : v_ckafka_instance

FIKERCHD

5E : sv_ckafka_instance_standard

SNUNSVIZE
EE : 69900

HE

51E : 100

aE3ES
TEHE : EE

ETHSEERE

g : 1

TotalCost = & Int64
BillingItemCode = = String
SubBillingItemCode = = String
RealTotalCost = = Float
Policy = = Float
PolicyDetail =2 2 PolicyDetail
GroupOffsetResponse
IHERBRPEIREIER
AN EOS|A : DescribeGroupOffsets
B Wik SRFENULL 2R3
TotalCount 2 B Int64
TopicList = = Array of GroupOffsetTopic
InstanceConfigDO
SERIECE SER

AN TEOZ |8 : DescribelnstanceAttributes
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BFR Wik FEFFNULL E3ic) fER
B RE = | =1
AutoCreateTopicsEnable = = Bool RAsmeEER

G : false

y _ — SR
DefaultNumPartitions = Fa Int64 =l - 0
_— = - NS HIFactor
DefaultReplicationFactor = s Int64 —0E - 0
InstanceDetailResponse
HFEIREIZER
N T4=OS|A : DescribelnstanceDetail, DescribelnstancesDetail
BFR Wik FEFNULL KA A
o o FEFMHIIHIREL
TotalCount = an Int64 =l : 1
. = - . RESMHAITFFETIFR
Instancelist == ) Array of InstanceDetalil s BE
OperateResponseData

EMFBYREIRDatatitl

BUNTZOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhiteList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyTopicAttributes, PauseConnector, ResumeConnector

B WhisE FEYFNULL e it A
Flowld 2 2 Int64 Flowld

~5E : 500201

User

FBFsE(R

WA TEEO2|8 : DescribeUser

BFR WASE FIFNULL -] iR
Userld 2 = Int64 FFid

THNE : 1
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~5UE : name-test

BlzEERY A
f5{E : 2019-08-19 00:00:00

BRI EHTIE)
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ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone
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BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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InternalError
InvalidAction
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InvalidParameterValue
LimitExceeded
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NoSuchVersion
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ResourceUnavailable
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UnauthorizedOperation
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InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.OssReject
InvalidParameter

ResourceUnavailable
InvalidParameterValue InstanceNotExist
FailedOperation.TradeFailed
UnsupportedOperation.BatchDellnstanceLimit
InvalidParameterValue.NotAllowedEmpty
InvalidParameterValue.VpcldInvalid

InvalidParameterValue.RepetitionValue
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