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SRS : XF Linux Z-BIR93LH) , EERRMSFH— root ( Ubuntu EFFF9 ubuntu )
o 18 : B AWLAIRSEEATIRENZE.

EHeERTIRS

o E=IRFSERFIRAVIEIEY , REREERIREHAINLET VNC EZZE Linux =RSES.
o BINIKSFNZBETER.
WiBE :

ZEI RS |, BE—ERE— T BAFAULGEREREaER.

IS UERYRIE(S

HHE , SEHAEPIRSERFHINEEIAE, SRLUET telnet pSI0IE , BRSMMURE i Bk FF s
OERWT :

MR SGIY EFim s HETARIESERIE

NFS 3.0 111, 892, 2049 telnet 111878928}%2049
NFS 4.0 2049 telnet 2049

CIFS/SMB 445 telnet 445
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CFS A ping.

SER3: EENHRSE

HEH NFS RS

1. ;230 NFS Z /i
HEHR , BRERREFFEELE T nfs-utils B nfs-common |, ZZE5X40F :

e CentOS :

sudo yum install nfs-utils

e Ubuntu 8 Debian :

sudo apt-get install nfs-common

2. QAR ERER
ER T e < eiEHERBIRE R,

mkdir <fFHEHBERER>

A

mkdir /local/
mkdir /local/test

3. HEEE RS

NFS v4.0 £
FERTFIEpSSCIN NFS v4.0 33,

[/VATaSaILAZ CFS =58 - RFIFB-EE R BEHIREL. BLE norevsport 85 , EMEEER(FEA
#BY TCP imO , ATLURIEEME S EEIRERE. EPiRfIXARFINEEARASTRT , EINEHEIZSE.
/1B, BB IBRRA Linux RIZEE(FR vers=4 18 , &{FF vers=4.0 IEHERE , TUSRIER vers=4,

sudo mount -t nfs -o vers=4.0,noresvport <if&m IP>:/ <FHEHBR>

o HEHA P ISR RRR , BaliEMATERR IP,
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o BERIRVAEHNEXMRGIRER /. EXHRSGFERTFERE  JLUESZFER.
o FEHBEFER . EERRSSL  FEERNBETRER  FEAFELEE.

TR

<HEHAIP>/ 5 <FHEHBFRER> 2881 =K.
A
o ¥ 5 CFSRBES :

/AT e SR LAZY CFS =6 8-NHRFFB-HERRIFEPIRE. & norevsport 281/ , EMEEE
RIfERRHTRY TCP im[ , AILMRRENSSEIIRERE. ERRMXERFRIERASTT  ENERZ

//B | B |IBARALInuXPIIZEEER vers=4 3 , B vers=4.0 HEHERE , ILA=HERIT vers
=4,

sudo mount -t nfs -0 vers=4.0,noresvport 10.0.24.4:/ /localfolder

o ## CFS FHR :

[NVAT A LARY CFS ZHl8-XHRFFB-HEHRIFRTIRE. E& norevsport 281/5 , FEMEEE
RIEFFTRY TCP im0 , AILMRISEMSREZWRERE. ERRNXERFIERTSTH , 2INERZ

/1B, BB IBRRA Linux RIZFEE(HR vers=4 12 , &{FH vers=4.0 IEHERE , ATLASIIIERS ver
s=4,

sudo mount -t nfs -o vers=4.0,noresvport 10.0.24.4:/subfolder /localfolder

NFS v3.0 &
EARTZIa<SSCI NFS v3.0 &,

/AT ESEILAZ CFS =518 - RFIF B - BETIREL. BL& norevsport 285 , EMEEERFER
#EY TCP im0 , ATLMREEMNEREZIWREEE. ERIRIIXERFANIEZASFRT , BNEHEZSE.
/15, BB IBIRA Linux WIZFHE[ER vers=4 £%; , & vers=4.0 EHERE , AJA=IHERN vers=4,

sudo mount -t nfs -o vers=3,nolock,proto=tcp,noresvport <3EFmRIP>:/<fsid> <FHEFHBFR>

o HHA P BRI RRR , BaliEMATERR IP,
o NFSv3.0 (N> FFFBRER , REGRFFBERA FSID,
o FEHBFRER - EERIRSSRL  FEERNBIRER  FEAFEREE.

pEI=
<HBRIP>/<FSID> 5 <FHEHBERER> 25118,
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H# CFS FEFRTHINT

/AT a$aILAZ] CFS =518 - RFIF B - BETIREL. BL& norevsport 285 | TEMEEERFER
#EY TCP imE , ATLMREENEREZIWREEE. ERIRIIXERFANIEZASFRT , BNEHEZEE.
/15, BB IBIRAE Linux WIZFEE[ER vers=4 £3; , & A vers=4.0 EHERE , ATA=HERN vers=4,

sudo mount -t nfs -o vers=3,nolock,proto=tcp,noresvport 10.0.24.4:/z3r6k95r /localfolder

4. BEEHRER
HEHGOE | BRI T aSER CHERRIXERS

mount -|

WBAILMERIT df @SEEZXHRFANBEER (IR T df @S5 | RFRAE/IVMEREAERESSA. B2
SERRESFERIER ; WAHERE mount -| BEIE. KIBRESRTILEERER) -

df -h
==

TEERSELRIRE | ISR ERER TRZEENAEN S CFS XM RFSHEMMERFNERESHITE
# ( mount ) #{E,

12 CIFS/SMB X4 R %

1. [Bzh CIFS =i

EHA , BRRERPELRER T cifs-utils |, ZEFENOT :
CentOS :

sudo yum install cifs-utils.x86_64 —y

2. QAR ERER
ER T e < eZFERBIRE R,

mkdir <fHEHBRER>

A

mkdir /local/
mkdir /local/test

3. HEEXHRS
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EFTa<>sEH CIFS ##,

/158078

//vers : 3§52 .180E 3. OMMARA |, BRIATERA1.0

//uid : EBEINE | SUGERBRIAF. WRKIRE uid , IEA uid=0,

//9id : ¥R | SUERTBRAFE. MRFKIRE gid , MBKIA gid=0,

//uid/gid SFEIRLN RS TITRENENHEE | ATFREEE vid F gid ANAKS

//noperm : EFIEAMIPRIGE , MNRBENRIELAYEIRR , eTLAN_ LIS

//actimeo : BFUREFIUGEIETTEEENE

//nocase : MIRFEALORAER, , BHASXHANE , 285 linux cifs EFRREIZEINA/NSRZ4E wind
ows ZFmISERFHINERE , windows AR T A/NE,

N/ LN

mount -t cifs -o guest,vers=1.0,uid=1000,g9id=100,noperm,actimeo=1,nocase //<¥E&mIP>/<FSID> /<

SHEHBRER>

o HHRIP | IRRIESXHRSGRT , BEIRERRTERS IP,
o BRIBOAERERXARSRT FSID,
o FEHBEFER . EERIRSSL  FEERNBRER  FEAFEREE.

=
<FSID> 5 <fFE&HBIRER> ZEEF— TR,
AN/
mount -t cifs -o guest //10.66.168.75/vj3i1135 /local/test

4. BEEHRER
HEHGTE | BRI THSERCERAIXERS

mount -I

BRILMERIT df @SBEEZNHRANBERER (IR | U7 df @S5 | RRE/IMIEAEREES. B2
SCRRESIFERIER ; AHEEE mount -1 (98I, ERIFERFHILFAEERES ) -

df -h
FE

TR SEARIRE |, IR ERER TRZEENAEN BiEH CFS RS EMNERFNBE RESHITIE
# ( mount ) B{E,
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SRUER TEEHSHAZER  BEAUTHS. B "BREBR" MREREE XHRGAITEREZ.

umount < BFEZR>

5l :

umount /local/test

FE
T df e , RAEREE/IMERAERES A, EECIRERFEENER ; LEHERE mount -| f9%EIH.

KRR GYIHAEERER. B3I, BRENSEEEEK A Pl s TENESUG RFRIRIE | LAESRS|
ERGRE.

IG5 R XA

pE=4

MHRFMNE | BRATIRE | BUEHRSXHRFZAE , THHEIR.

EEILANEHERIE MRS, HANAEHEES | GhEEEIANGRS: B (MER] 7 (L] |, BT
BRI R S,
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EWindowsZE Fim L ERRCFSIH RS
Ei)

AR BIEFMNBUNEE Windows ZFig A CFS XEERSF., AI551LL Windows Server 2012 R2 A1, Efit
MRANER{EZR B , 540 Windows Server 2008 K Windows Server 2016 #£{E/5ixH8E.

B RFERIEER

JEEZ LA
REDIRIENBER Windows =RESENERSE.

BIRRFRMY
ERFIRIRS=RT  FEEAEERKSINAIERS.

o BERMKS : XITF Windows SEREIFIsLH , BIERMKSH—/9 Administrator,
o 1Y . BHYAMEL RS EMMZ BN,

BHAEERIRSEE
1. E=IRSSEEYIRAVIRIEY , BREERENANEY VNC JEEZE Windows =RSSEE.
2. BT EE A FAKIE Ctrl-Alt-Delete §SHNARAES TR,
3. WAMKS ( Administrator ) f1ZMBEIIER.

pEI=

AR |, BR—HERE— T BREULEREREER.

IEREIES

HHA  FEWMARFIRSXERFENMEENAMY (FBEE Windows ZFiREA Telnetikss ) . aILUET telnet @5
QIE , BFRSMINRERREXRFRROEEWNT

MR FEMY = Fim i TR B
NFS 3.0 111, 892, 2049 telnet 1118y&89284& 2049
NFS 4.0 2049 telnet 2049
CIFS/SMB 445 telnet 445
FE
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CFS EASZHF ping.
¥ CIFS/SMB M4 RZ
## CIFS/SMB MHRSFAFIAT, | BT SITERNE T RmiEs.
B fSITHEXERR

15(EA FSID BTSSR SE , EHm<SUT.

net use <EEBFREFR>: \\<iE#F = IP>\FSID

5
net use X: \\10.10.11.12\fjie120
ET =
FSID AJLAE [Mrfit=de] > [(MHRFFE] > [EHRER] FIREL

B B R EER UG RS

1. B, EATHRSERSRE.

2. INRIER
SMB,
MAER B TRERT

Win10 ¢ Windows Server2019 RESIRAAURER S , FEEXGEMER | IF Guest 155

HiBg -
KT UAPRAERAINES |, MERE L IRBEAT -

Guest access in SMB2 and SMB3 disabled by default in Windows

iBEd CMD , LIEERGBIE TN TES :

reg add "HKLM\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" /v "Allowl

nsecureGuestAuth" /t REG_DWORD /d 1 /f && net stop lanmanworkstation /y && net start lanm
anworkstation && net start SessionEnv

3. EXEEMAL , BREARE | EEIRGIRR KGR,

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 F2mHE 2270


https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/guest-access-in-smb2-is-disabled-by-default
https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/guest-access-in-smb2-is-disabled-by-default

2 BAETCE bz (CFS)

4. ERHRIEN S | IRE "Il "BARIRNIU4E (BI7E CIFS/SMB X RFHERRHERHBER ) |, Bl
.

5. HABEHEERIXERRT , BRIE— N4 IRIEESRIIERE.

HEH NFS RS

1. FF/g NFS RS
AT , BRRRFCEEE NFS RS,

L B, EREHER > 2F > SAEKHE Windows II8E.
2. EFTFRORIIABMIRERSED | (RIFAEE | ERBESIRT—F.
3. TEIHRESRE |, WIENFS ZEFiG , BET—5.

4. BHRTE,
5. BER=RSSES , BIRJSEmFE Windows NFS ZFimiRSS.
WaBR :

Windows ZREMRAES NFS ZFimikln , i5{ER Windows Server FIR{EZR Fal Windows E\l k.

2. I6F NFS RS 2B E5h
1. ¥J7F CMD %<7 H , T THS -

mount -h

2. FHiR[E NFS fBXERNZERT NFS ZFinlERIE TH.
3. MINERBERFMRFE
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1. UEERBEMIEFCMDGS TR , FUTUITES | BEUEME | AFERREF/BAPAEE , FiEmountiy
LockBEBRE ( Windows{¥SZ3ENFS V3.0 , BRI SUASIRSS )

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default" /
v AnonymousUid /t REG_QWORD /d 0 /f && reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Micr
osoft\ClientForNFS\CurrentVersion\Default" /v AnonymousGid /t REG_QWORD /d 0 /f && reg a
dd "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\User\Default\M
ount” /v Locking /t REG_DWORD /d 0 /f

2. JUTANREs< , EBfS NFS BFmIRSS | HEMAIEMREN. BEBIER Windows RSt , EIESRTEMZR
£

net stop nfscint && net stop nfsrdr && net start nfsrdr && net start nfscint

4. 3£ NFS XHES%
EHMERAERMAT | B ERREESNET CMD a1,

o BT CMD <1 TER
£ CMD 54517 T B, AT , EEERS%, H |, REMaEFBR A FSID,

mount -o nolock mtype=hard <iEFmIP>:/<FSID> <HEBHREZFR>:

=~
mount -0 nolock mtype=hard 10.10.0.12:/z3r6k95r X:
xR
FSID ##mp S LB MR SRIEHE > XURFFE > ERRERPIREL

BRI RS

BYEEARBEHEZEER
BWFESERNNARS  [IFFEOREGHE , BHIMASKEBPRE (i) B0, BIeT R ERaE

.

BT CMD &< %, NFS HERR
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HELERTEEHNEHZER , BHAGSSTRERFERN TGS, B "BREFR" AMRERSE R FHITE
R,
NFS 7= :

umount X :

SMB7=f1 :
net use x: /del

RIFRIR
A

NHRGHRE  BRATIRE , BIEHR SRR ZAT , TEHEIR.

ERILNEHERIE MRS, HIAXAREEDS | GhREEIAG RS 85 (MER] H (#E] | B
BRIARSE,
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B PinL e CFSIRSS intaiit
Ei)

CFS RS Ittt B ni B FA—MEM | AT CFS RGN R miER. BREINSERE
7T CFS MM EFENRIRS SRS RSFEin E &% CFS RS izl | LMEEREIFAIETE CFS IR,

EER R

CFS RS ISIIEREBRISTiFEIT NFS thIEEINEFinmisis ( CIFS/SMB A ) . XEFFEENT , Hits
Linux PRZRA KA AT fe SRS HRRR,

BERSE R

CentOS 7.5 6441
CentOS 7.4 641\
CentOS 7.3 6441
CentOS CentOS 7.2 644iL
CentOS 6.9 6441
CentOS 6.9 32{if
CentOS 6.8 6441

Ubuntu Ubuntu Server 16.04.1 LTS 64

ThaeiiRR
TR R EEEREUNT ¢

o [FIR : HEEREUESIRA /proc/self/mountstats LAz /var/log/messages &2 NFS #8XHE | SEENEUES
e, RESRIERSEHEREIE | MBS EUE.
o FETHAE : 1EEERA CFS B FUmtEE mRE |, XHES R BRI S setE R ST,

Linux ZZE155|

FERSN AR IBFES .

Windows Z3EFED |

Windows &= iR+,
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ISR R

£ CFS =18 , BENHRFABIRENNERSIFE | SR EEHE i . I EEIIEERHIZERESRNE G
ER , BEEFIHALRERENLHBEE.
R

EFinEERT2EL - 30MHRER,
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ES =)
IS

BIEmS

MN4zfE CFS BxFRRRBIRIHESRER , IERFAXEEAFR AP AR FIEER RINEERIFIR. 5
BiRINE , CFS =88 APLISISIRRRZAFHRIRINGER | RIFSEELEAFERE.

ES SN BT AR CFS M FHERRIE. EELURBEN R, EEXThaEENRERES] , 520
HIAEHE,

Bl LIRS SRS

BRhREEES QR EENE,

o IRFERERTFRAPIR | WATLERKREEREANAEZRESEER CFS | iEGERAY CFS Rixakis
SIPRF KB ELATT AR,
o NREFBLBFRFIHEERFIER | WATLFRE—EENERE |, FREKAFEUSTHIEN.

CFS 2155

WREABILFFEEER. . BX. BRZEMEREAINR , NeTLUEFHEF QcloudCFSFullAccess AR, &
FB%i& QcloudCFSFullAccess EFtMEEFRAFIE CFS BRRNES AR VPC RF MBI RERRIE RN
T

{

"version": "2.0",
"statement”: [
{
"action": [
"cfs:*"
1,
"resource"; "*",
"effect": "allow"
17
{
"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"

],

"resource"; "*",
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"effect": "allow"

CFS RUERER
INREBILAFFEEEIINR | EEAEE0E. BX. MERISUR , NaTLUEF B
QcloudCFSReadOnlyAccess t2BR, fEFETHI& QcloudCFSReadOnlyAccess EFWMEERLFRFFE CFS BRIIR

LR VPC R FRIBIEIRPRRIEIE RN

{

"version": "2.0",
"statement”: |

{
"action": [
"cfs:Describe*"

],

"resource"; "*",
"effect": "allow"

2
{
"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"

1
"resource"; "*",
"effect": "allow"

BE M EREE
BEMRBEENRENARFPERRATN , HOEEEHSRM T SMEMRIBRISIN. FEGILMER "RRIRE
PREREUE" RIS NMBIMEIFE— M ERENXRE ( BfSINES N RiE 30 ) .
SRIBERERNERM T ITIRIRISECE | CRFETSAHRNERE | FBHERRERA  EEYIRER CAM %
AR,
£ RIEEEEHIGRIEIE  SETEEE MR > RRREMREE Rt | (ERRIBERRS , FJLL
E— P EEMRIETIRNZFAER |, BECEiRBT

SH WNRBSE EIREGR

MR Effect RFEEELLE
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i

SN ZRIES 2L
Service

Action

Resource

Condition

XA (CFS)

EAISEVES
AN
NS RIRT A IR PR

AR ERNEIR -

- M HERNFBERIRSES *

- IBEEXAIFFERIRE AN qcs:cfsiap-guangzhou::*

- IBEEBF TR ABERIESIEN qcs:cfs:uin/27700000:*

- IEERAF MEEIK B MHRASIEA qcs:cfsap-
guangzhou:uin/27700000:filesystem/*

- IBERF MEERFPHERARSIEAN qcs:cfs:uin/27700000:pgroup/pgroup-
doxpcgh

TR REEHRY VIN i EKS UIN ( EENMEHRERFRSINRAZ R RETZE
RS )

EAFEET | IZRBEXR , RETEFSN ERFM

Heh, CFS &1M2M. EONRERRNENEESEIEN TYIL |, JLURETY RS | BEERIRILI,

O3 OB EOR RPREE  EEEW

SO SignUpCfsService FHE CFS RS SiUR ?ﬂiﬁ}&mﬁ%ﬁmﬁ

RSSO DescribeCfsServiceStatus E@ CFS BRos 7t SR E?I‘Ri%gl]%.—?%amﬁ

BIRE iR
oy ey e e L= SR =T PN

Séﬁ:’%jﬁg DescribeCfsFileSystems FIHHERSFE SRR };?ﬁﬁlﬂm?amﬁ,ﬁ

MRz . — BEzEOLTREIEEX

I CreateCfsFileSystem ISR SRR R

NHRGE . BN MHRRS — BRizEOFEEEX

- UpdateCfsFileSystemName - SR R

NI RGE : EIUE RS — BRNZEOFTEREX

O UpdateCfsFileSystemPGroup KA SBR EBATE

MR RE . . EEIHRSRE — RzZEOZEREEX

- UpdateCfsFileSystemSizeLimit - SR R

MR G : BRNZEOFTEREEX
BRI FRE 5 e

0 DeleteCfsFileSystem BRI R G SR R
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b e-qmES3] EOBR EOA BERZEE! FEEIM
NIGR Gtz . . . BEiuzEOFTEEEX
s S 156

- DescribeMountTargets HifEHR AN PR G

RPRABEEO DescribeCfsPGroups FIHARE PR f*%iﬁ?ﬁﬂ%?amﬁiﬁ

RURLEED] CreateCfsPGroup SRR Sty fww%ﬁmﬁ

SIREED UpdateCfsPGroup EFRAEE SRR AR HIRRIEER
PRABZFR

- — BRZEOEEETEN

W PR4BEEC DeleteCfsPGroup BRI BRZE ENER RS

RIREED  DescribeCfsRules FIEAIRENN R L OXEHREIEE
PRABAZFIR

SUREED  CreateCfsRule SERREMN SRR L KEHIREREE
PREAZTIR

. BEEREMNY — EiuzEOFTEREEN

PRZBEEO UpdateCfsRule =B EPR RYAE

SIREED  DeleteCfsRule BAREAN SR KR HIREIREN
PREZTIR

ﬁ%ﬁ’fﬁ?@ﬁ DescribeKmsKeys EKMSENHA YR f?i%ﬁl]%‘%?am’ﬁﬂ?

=W

59, BBF CFS U4 ZRGER VPC I 1P, EILBIEN RS, FIH CFS MHRATIR. BRANHRAFEE
TWHEPFEIRE "vpc:DescribeVpcEx" K "vpc:DescribeSubnetEx" #ORIMNIR ( MIRAZF T EEEFICN
$2) . SEZGENEXIATEIEN CFS RUSRESPIBIIXFNMEOXT VPC FrERIRIEN., FRRIRE AT LAS%
QcloudCFSReadOnlyAccess SRESEREA,

LRSI &S BERIIER , WNZBENRERINT —FEH, SRILIES DIAEE , FINSEEHR. &
BESHPRAVERE | MZENXARENERESN EEED.

RIS XERAT , BN RIEF TG Z L&A ( statement )

{

"version": "2.0",
"statement”: [{

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 F30mHE 22



2 BAETCE bz (CFS)

"effect": "Effect”,
"action": [
"Action”

1,

"resource": "Resource"

1
}

plan , ZEIERFPMIRA ARG TR R B ECEuR FRISPR RIS A0 T,

{

"version": "2.0",
"statement”: [{
"effect": "deny",
"action": [
"name/cfs:DeleteCfsFileSystem”,
"name/cfs:UpdateCfsFileSystemSizeLimit"
I,

"resource": [
"qcs:cfsiuin/2779643970:filesystem/cfs-11111111",
"qes:cfs:uin/2779643970:filesystem/cfs-22222222",
"qcs::cfs:uin/2779643970:filesystem/cfs-33333333"

]
1
}

JFRF/FPEREN
NSBRERGRAORIR , ML EHTESSH EPISITRE) QcloudCRSFullAccess 5

QcloudCFSReadOnlyAccess stEZEMMBEEN RIE , FEIFRAMIRF=EREREKAF/A |, EaHiEnS
ERHAOSFERRNHIRFSAFE | SeREHETHIRN.

BGHAF/RBPEFEN

IFEHERNAFRIER , AIEXI A SRISIFBRAIREA A /AR | RIFEBERNAIBR/AFRE , RRE
LRERAF/BRAE | BAERRNE | ZBR/BPEBRERIE M CFS BIRIIRUR.
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SENEERS

BIEmS

RFELABE M 4t e EE SR C IR SE | AL IR HREHTERRMF , NEENMAR
FNSKAE. MARFFERERRERSE.

FE

SNHRFT "CEP RSN | B EEEN AR SF BRI THERE(E.

RIS

BERNHEEESE | EARNARGSIRRTE,

BENHRFINS K EE

EXHRGYIERET  TUERRSAIXERAERERXHRICRE. R CFS SFEINHRF B, 1D
VPCID 2 IP JFRIEATHITER.

BENMHRGER

EXHRFHIRTE , BEXHRFEER , JUUEANARFFERE. EXERFEFRREN UEZISXERFHIE
NSRS RERIAR BESREFIRER.
NHRFEAER

NHRGEAMERFRER THEIE , XHRG ID, &R, ARSI, XHRFISKEEREFER. &L
L TREIR EM RGBT,

HEERER
NFS XEFEZRERPEENEER | SORE , RIEFERESHS. SR TIHEESCHERFINRAE.
EEE%‘ZEF' lﬁ'ﬁ =1 u

"EHEHERR ERR FRRTREERIZNARFNEFRES | (BREEE i L%k CFS nisilitt | BRRIAEMA
HUFTZRNEFIRESE  ZERIE5 B2 CFS misiEHERES )

PEI= 4
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ERRERRTSEL - 30PRIER,

(ZBE R GERFR

AENERFSIERRH , BEFEENAFRINERS , BEAXERFFERE , BHELAIZFRENEY
a779dd9fce8c531f8ca36cf19c7d4d42 , TS,

BRI 25t

SEABREEARE N ARG | SULUEXERGYIERT | HEIFERRIN ARG EEGMSAEMER | Ba
FEEMIER.

pEI=4

FERS EEFRASSE  BEMRXXERER MG RFESSEFRINEER.
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T

UPRETE

BIEmS

FILEFRESDRESERFER—INET , BOIENHRARTELENRE , LEH P EEXERILE
FimpEatRAIE SR | FEFMESIREXAVERES .

BRELER

B RE

1. ERNMEERE | EEMSIEPRENERE,
2. FEAPRETE , BT, SR —IMPRE, SRRSO PR ENRARRIIEE,

A A PRZE AR
ERNFIZRS , AJLGRN. JRiEEmIFRAINY. SOSRASPRAFRERIN , WeniresB. MR,

FE 5iRH

o ALUESEA IP s Z3BRAMWER , 5140 10.1.10.11 a3 10.10.1.0/24, BRIAKiGHEIE S RTCIFFR
B. ANFEIR , WFES CVM BIAM IP,

=

WBE Rige#&Es.

BUTF 4 NER , XRIBAFHITINRRS.
- all_squash : frE AP &SRS NER BFREAF4E.
- no_all_squash : i5RIBFS/SAYEFE , TEKM GBS AER B AF4E.
- root_squash : #&&iHY root FIF ST AESRAFEAEFEH.

=2 =] - no_root_squash : 59 root FAFPRRF root KSR,

PR
R BINXERRBIAA 755 R , nfsnobody i§BEEAIR. FILL , LtabanFTisirEK , #iX
BtE no_root_squash, SNREEF root AFBIENXHERHERNHERFE , J3KiH IPIRER
all_squash &¢# root_squash B , 1Z3&if IP S REEEESU.,  ( E/9HEEERR) root RUR |, Mskis
IP BT AEZRF ) .

e MSERA1-100A9IEEE , HHP1IASS , 10095 ; TiMERANRE | B85 IP ALEREE TR
& BRehiz IP RIMSEER ; BEtEBIR T | e TIECHE TR SHIRN,

AXE RS ECEINRE
RRANEESTFECIEN MR GRHITIZEN | ERTLUGERMRIENIRE | ARECIEN AR FRERLRE |
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pE =4
SNERZR NFS vA hWGEEHRSE , EIESZ U RGRIBIRENINE | FESFFH20 , FHLEEN.
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NIRIERTER.
o IRIBIRITISIES | FEMXXEHRFNERER , JIERES | B8, BRXERGEANM | FIRRELTER

T AESEIRBHER.
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B R GTATLABIEIRAR | NTIIRTAHEERIZIRI X 4R StEUE. (ERABERISTICIERER | AMNEIEZS E—IRRER
HEECHTERRYEEE | ELESIRENEIAARRIER FREBERIRAIBIEAaRIRRIEE., RERBELUEET58)
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Il SEs
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MNEFRREIECBENFEIEFEE.
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business, ERTRE(ESN mkt BISEHRSE , ETHEIAN FR&:business:mkt ,
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Bl AKX, EMEihatEs|

FEMZE SR RXIhIE
UEEEE (VM STEERMEARRRAET , BRYBEE AN, EAILUERLE CVM 1] CFS REER
—VPC T, IS PR A,

LMl EBE&AT IN—KIMRSES | WIFERE CFS A= | (B —XKBTHRRESEELEEZLIE
NHRSE.

ERIRGSERAEFAEMEE VPC Y "TM—X" FMRA , EILIERIEMNEEFIGE % VPC Bl AKX "I X"
AR,

Bl FRseRkia , B2 CFS =#la | SN _XAYRIRR =R VPC RNISZRIFM. IEREEZ VPC T
—XFHNTH=IRS ST EEHER CFS RS , BE (S50,

FSFAE M4SN 53Rk )

N4FfE CFS STFLITNLMiASR | AT TRIRGIE.

o HEEZE CVM DHEARR VPC T |, BRNEEHEGFE ;
« BRI CVM 5 CFS 724 VPC T ;
o BERHI CVM 5 CFS SPafEAEMERT ( AT RZIRFROAEMESE | i CVM 5 CFS fEE—Mthl )

AL B S R7E VPC-A/VPC-B 9 CVM 54577 VPC-C B9 CFS |, BITiRE "EiERE" A5 VSCIEE VPC-A,
VPC-B, VPC-CZERES , BF MNFEE.
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BoEEE RS

ERTLATEEE RO R SERY Linux ZEFIREGE Windows EFIRHITECE | LMEEFIRERIMABEER CFS XKHR
5.

Linux FERESR NFS SRS

1. B, EEREEEMESERSN CVM 6, FLUET CVM B4 8BRS E mEaRA. 7"/
etc/fstab” X4 ( HRIREEFHMFZE root IR ) .

//ERLAT S <SFTFF fstab 34
vi /etc/fstab

2. 37FF "fstab" &S, BIA "i" (insert) , 7£ /etc/fstab FMINEN Fan <17

//{5F8 NFS4.0 %,
<HZAIP>/ <FEHBREZR> nfs4 nfsvers=4,hard,timeo=600,retrans=2,_netdev 0 0

540 : 10.10.19.12:/ /local/test nfs4 nfsvers=4,hard,timeo=600,retrans=2,_netdev 0 0

//{8F8 NFS3.0 £,
<HFEFHSIP>:/fsid <FHEEBIREZR> nfs nfsvers=3,hard,timeo=600,retrans=2, netdev 0 0
540 : 10.10.19.12:/djoajeo4

/local/test nfs nfsvers=3,hard,timeo=600,retrans=2, netdev 0 0

3. IR "Esc” IEFA " wq" LURF ERMEN. EREFinE  ILERINARSEABEHER.
==

HRINT BapiEdm<  BEEXHRFNSHEER |, JESE Linuxk RETEIERRS , BJLinux
RRARFER fstab FENEHRIBSHRITFITARLER SN, WH , BILUERREMREN"BERF
®RI\" |, 15 fstab PRIBFHERAESHIREBEER L.

Windows FEIHEENG RS

HEHRT , Wik "ERNENER" IS, TExR. ESEHRWESE £/ CFS 2HES (Windows )
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2 BAETCE bz (CFS)

Ex{ESCH

58 E{ERCFS

BIEmS

BEERSS (TKE ) REEAT RISHESREIERS | I—HSHN AR NSNS MRS |
BRAPFR. WARZHESTEREMERRE. RBAFEEAE |, IREXER.

EFRZERRAOLSS | FIaNIFSSNFEERE. DevOps, HlaeF>. EMEMHESHRT  BREEAREEEXH. HEEXMH,
ATEE. EMHSHEESIRREZINR. SHIRTSRFS. SatE. ATHENEZSRT | BT EMVEEE
H= |, FERHEEEETLURHEHAGE. &0, & IOPS, (RERTIARSS. CFS MHF#EREESSE LEHE
BN, iR DA | SESER SRS ER. R3O EEE TKE LER CFS X4HF
fi#,

EllE =S

KNESIHRIRERECR RTINS, EREREIETHRS B2 BB BIHE5 | KITEIESS.

FR1E CFS M4 FERIRFIREGER A IP
o EREAIESHRG: , MSHIEE C178 CFS 50 153101 — N CHRET , OIRIER VPC RESHIEE

FESEHIEREIERRR VPC T, LURENSEHNERE.,
» ERELKAEESRRRSEAE— VPC TRINHRS | SR LBIHEN AR GFBREIRBERR IP .

BCEHER CFS HR S

#&1 : Node L= NFS Z i
HERE , BIRERRAEPEELLET nfs-utils 5 nfs-common , REEINT ¢

e CentOS

sudo yum install nfs-utils

e Ubuntu
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XA (CFS)

sudo apt-get install nfs-common

FE2 gl PV
PITLA TR Ep S EIE— 8 CFS B9 PesistentVolume,
15888 :

* nfs.server : J EEEXIRENZIRY CFS XHRFRUERR [P, RIFHRIRSERSE IP 7910.0.1.41,
« nfs.path : 73 CFS XHRGHRERIEFER | FXEFILURE R,

apiVersion: v1
kind: PersistentVolume
metadata:
name: cfs
spec:
capacity:

storage: 10Gi
volumeMode: Filesystem
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
mountOptions:

- hard

- nfsvers=4
nfs:

path: /

server: 10.0.1.41

HIR3 : glE PVC

ETK | Bl@ PersistentVolumeClaim |, SEiEk4iEE&6i21FAY PersistentVolume,
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kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: cfsclaim
spec:
accessModes:

- ReadWriteMany
volumeMode: Filesystem
storageClassName: ""
resources:

requests:

storage: 10Gi

F£BA4 : B pod
BlE— Pod R FEsRERABHEEERIZEUES.

kind: Pod
apiVersion: v1
metadata:
name: mypod
spec:
containers:

- name: myfrontend
image: nginx
volumeMounts:

- mountPath: "/var/www/html|"
name: mypd
volumes:

- name: mypd
persistentVolumeClaim:

claimName: cfsclaim

SeR DA RIE | AT LAERTERY Pod FR{ERIZXERE T,
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B IR

CFS SZHFRLesE& ?

SFEBIIN=ARSSESAY Linux . Unix, Windows £&Finm. B=28% ; FAY , BIZ$Ti@E VPN, E&EASEEH S
= , EF IDC s EMBFEERNTE T mtBalLAiAE CFS,

B AR ?
RiztEZEM. RSLhMeEETH 2R (IREI\IREFHEENREZER ) .

SAHTFAE ST LL I [ Y ?
NFS v3.0/v4.0 113,

HAERF Windows X Linux 3.10 ( 40 CentOS 6.* ) BEHIARAPRZARIERFZZFimxd NFS v4.0 tGEAR)
A, EHRETEEEER | 3= imaEA NFS v3.0 3.

N FEER AL ?
NHES | MHRFRXMFEIES] | XU RS ER ( mount ) B (VM RIRSSSRE - ATLMBERA AR
F—RERNEE. S FERER.

EHA  EERRRITETRRREEFEIAD , EXTHAERENEOTET R, RAEEINRRIAES T
fi&.
EHRTSA mount , QI{I4ME ?
BEELATEEHITHE :
- BEEEIRHER.
o IMBEEARLIET nfs-utils . nfs-common . cifs-utils £,
o AiEHEHREREFAR.

o HHRFE VPC MBERINZFimENFTE VPC ME—E , HEEEHEE.,
o CFS ZEFmFMERIENEEEMELLHEINRiRONZ2ERE , BfNRDIESE 5 i,

{EF vers=4.0 e BRIBIZNATLIE ?

8 vers=4.0 £ SHEHAT , BTFELEFiGRSE NFS vA LMY , ERIRSMIIRIRS IRt E=iERE NFS
vA4. 1iSGER; | IBTERTF CFS Bt R74F NFS v4.0 1Y , BJ8E&3# NFS4ERR_MINOR_VERS_MIMATCH &% , 18
RiZIER A EFiRiER. oJLAZES ; ihiakME | ERIRNRS RS ENRER NFS v4.0 #TER.

7E£ Windows Server 2016 BERZHIRE T Windows IIS Web RES , IS 1 cifs AR TE LM
BI{E?

X3F Windows Server 2016 #{ER%R , HTFRIALZERIEAEN , IXFhLATECEZBESCIL 1IS 70 cifs G
TE:
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1. {22 SMB ZFiRfYEMERIT :

HKEY_LOCAL_MACHINE> SYSTEM> CurrentControlSet> Services> LanmanWorkstation> Parame
ters> AllowInsecureGuestAuth

EZRECEFE  UiEM1AE ; HIREAFRE  WEERGLERGR. ©E (3] > [DWORD (32 11)
H] , EEFEZFRA AllowlnsecureGuestAuth , EEIRE AL,

2 IEE— AR KIGREE

FIFF Internet (SE0RSS (IS ) &1H88 , EYFIENT

1. RN > Default Web Site , BBEHEEAIRE,
2. EUREEMUEXIENES |, BnERN | ERISERR.
3. BFIRE | REFAFA. Fi8.

4. BB iRRERDA,

CFS TEBA |, Wfa4hiE ?
BEELATTEHTHE !
« EERIEER.
o MEEFIRFIEEINEEEER | telnet EHRIRAREE , BNRIEES%E LA E5 A,
o MREHHNAREHFRIVRER , BANESNESRRBERESFE ( XEENRIBREEZ Stale file
handle” , AILIBEE ELEHRERNREFEEANNFEREREFE) .

MHARGEEF L ?

MHERFEY paviy Ul HAMZEER @M

NFS 3.0 111, 892, 2049 telnet SZIFE S IP 2049
NFS 4.0 2049 telnet SZIHESE IP 2049
CIFS/SMB 445 telnet SZ{HZ 4t IP 445

i¥E . CFS BAHs ping.

RERHRNRAEREAD ?
NFS MBI RSE | SHFECESFMN |, FRIBRRER. He !
o SE—MURERBERK IP SWERHEEH IP BIISIREITRET , SETRSHINN., HHCRERNIGST

AR IP BIRUR.
o ERE TR EESHMNERIIRAEEMSTRER , NESMERASIRSEIER  BREERESMRIYE

[===1

=
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FE

CIFS/SMB XHRGEATFFNR  BCERAFER.

SNATANIRE B A 44 EI CFS ?
Linux AJLAERI @ shell BIASRIBERE HAMIAE] CFS, TEARES , "HiZHE" FILURIEFEEZ.

threads=<ZRFEEE >; src= <JRIZIR/>; dest=<BHRIEIZ/>; rsync -av -f"+ */" -f"- *" $src $dest && (cd $sr
c && find . -type f | xargs -nl -P$threads -1% rsync -av % $dest/% )

<!--f5a0 , threads=24; src=/root/github/swift/; dest=/nfs/; rsync -av -f"+ */" -f"- *" $src $dest && (cd
$src && find . -type f | xargs -n1 -P$threads -1% rsync -av % $dest/% )-->

Windows MERSUFR/BRBRE ?

HTFEF RSN SIETIE , Windows ZFim{#F NFS NMUEENHERERS , SHNNESEESLEER NS
. LERER  #I¢ Windows AR CIFS/SMB thiYRIER CFS XIHRS.

R nfs E£#/5 , Windows BB AR , AaRbiE ?

BRI ERR(EIES |, EMERA I AnonymousUid 1 AnonymousGid , HERRAEEER.

BI2ENAY : £ Windows Z s LR CFS SUAERS

Windows IIS Foi&{FR mapped driver , [&AT?

IR £ Windows ZHim LR CFS 32 E58 RIS | ECEIEHIRY NFS ERiREFFHESGEM (RINLIRAR )
=.
BEEFinfE , 1777 IS kKERE , Bl AREERIRE.

WN{AJ4bIE Docker 8, Kubernetes EBo1EEpIN. 3B KMA)R ?

ARTFGREER , &ER Docker 5i& Kubernetes &2 FumtEdk CFS , #EFF(FEFE NFS v3 MY, ( 8EF NFS v4
Y ETge = HIMER D =E Fim /o ALE S iEEEAYIRIRE )

7 Window Server 2012 R2 RS CFS XERFRIEN 1S IRFBEEER | BLFESH AR
% ?

T IS IRSBEFHERERART . 295 NFS v3.0 thil3ERHFERZIR FSID B AKE |, BHSEHEHRATIALE
wIER, BIEH Windows Server 2016 E#SeHlBaZA)5a,
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NHERBEEHFARL |, TR ?

EIFSGE

ME Linux ZERSZEERE— NFS XHERSE , EiRSEE A LAEA append TREXH | E=RSS=5 B LA tail
-f MEBEHARBTHNEN. EoIRSEE A EE7RZE, 10 - 30 HTERSESIRSSS B L A& EHENIRE. (B
TEHEREIART |, MREEERMKRSS B LHIF XS (HIa06ER vi a5 ) NRISZBIBZIEF RS,

B RE H IR

5 NFS 19 mount f<$HIETLEAR tail -f BISCEIMEX , AP ERLLHERSS

sudo mount -t nfs -o vers=4.0 <iE#FHSIP>/ <FHEHBIrER>

L=ARSEEE B LA NFS mount @pBHEEHRISERSE , BUABR T kernel 45T —( A E FREMER metadata 5
7. MEHMBEREMEEFTN. A0\ FIERIcE , EFMNERNERD> NFSPROC_GETATTR &I 2iE A
( RPC) BOR#L.

tail -f BUSLINREL sleep+fstat SRMERSUSEME ( FERIUFARN ) BIZHE , REEAXGH L, FEL | fstat B9
ERFET tail -f SHEETAMEERS. BR , BT XAHRBRM metadata EFAFE | fstat LIFRRIHAR
BELAOXEEM | ALt , NFS IRBEinXERATEEF |, (8 tail -f AMTERMEHEERET T , EltEH
SBER,

FRIRTE
{£F mount &y SRR FERIIENN noac EIMAILAFA XA B REMRIET. HEHHmIUT

sudo mount -t nfs -o vers=4.0,noac <& mIP>:/ <FHEHBRER>
sudo mount -t nfs -o vers=3,noac,nolock,proto=tcp <& mIP>:/<FSIDEEFBR> <FHEHBERER>

Windows 7-based g Windows Server 2008 R2-based 1&{EZXFfEH NFS thiGEERAHRE
(0x800704C9)

)R R
FRTFIXEhRAZRER 7 NFS #Jiar0GOtbiE | ERIRRYMEIES nlockmgr 85 | FARESE FIERA,

fRIRTIE
FJFF Windows HIEIEHINEE , BRATTREIENEFRASRAEEZITR,

Windows ZFimfEF NFS v3tilGEsifE U BE S RS | afafR ?

[ R

NFSv3 tEARTFFH , TEXRE , BUNSSEUSEUGFERL.

RRIRTTIE
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2 BAETCE bz (CFS)

HERGFXHRGE | FIFRLTIR , AT IREPHAN mount”, EFE Locking=yes , MIBIEEGEMTR | 3B
S

BIELER
1. BN EMERRR [HKEY_LOCAL_MACHINE] > [SOFTWARE] > [Microsoft] >
[ClientForNFS] > [CurrentVersion] > [User] > [Default] > [Mount] .
2. EAMIREXAEHE [DWORD (64-1u) ] ** , BFRA"Locking” , {EA"0".
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APIZ 4

S{HEfE (cfs)
kAN (2018-04-16)

APL #f5

APIRRZR

V3

APIHER =]

EORR
CreateCfsFileSystem
CreateCfsPGroup
CreateCfsRule
DeleteCfsFileSystem
DeleteCfsPGroup
DeleteCfsRule
QueryAvailableZonelnfo
QueryCfsFileSystem
QueryCfsPGroup
QueryCfsRule
QueryCfsServiceStatus
QueryMountTarget
SignUpCfsService

UpdateCfsFileSystemName

WAL : TCloudFinanceZone

2026/4/9 08:01:27

XA (CFS)

O
BIRESH RS
BIEANRA
BIEANBRAEANY
il G EE
TSN BRZE
FRBRAPREB AN
EiRXEATAER
ARG
ERAYIE
B REMRN
BECFSIRSIRE
BEANHRGERR
FHECFSERSS

BTN RGR

B ST 24211
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EORFR
UpdateCfsFileSystemPGroup
UpdateCfsFileSystemSizeLimit
UpdateCfsPGroup

UpdateCfsRule

Hitb#zO

OB

QueryMountTargetsWithRegion

WAL : TCloudFinanceZone

2026/4/9 08:01:27

XA (CFS)

#ZOIheE
BTG R FHIRAE
EH XM RAFESERE
EIRAER

BN BREMRN

EZOIhEE

ERXEEEHRER
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 $e6mHE 242



2 BAETCE bz (CFS)

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

XA (CFS)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

WAL : TCloudFinanceZone 2026/4/9 08:01:27

B 69T 24210



2 BAETCE bz (CFS)

3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 FI1IRHE 2270



2 BAETCE bz (CFS)

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
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Zoneld = B Int64

WAL : TCloudFinanceZone 2026/4/9 08:01:27

XA (CFS)

ey HAk
Strin BUREEID
g RIBIE -
i FRAETR
g TR
A

IHZFR , 40"ap-beijing”
THUE

XA , 20"bj"
~HE :

i AfER , SXFEREDE— AKX
ForERSaT , BUEIAVAILABLE , BN
UNAVAILABLE

A :

AT FAXEEHE
~HE . =5

HER

ATAXZFR
~HE :

FJAKXID
HE
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2 AT TCE

BR

ZoneCnName

Types

fil

ADFNULL

=
[

Py
[

ESid]

String

Array of VersionCtrlType

MountTargetCollectionWithRegion

FFQueryMountTargetsWithRegion$z[

#ANTEOSIA : QueryMountTargetsWithRegion

B

NumberOfMountTargets

FileSystemId

MountTargets

2k FEFNULL
2 &
2 &
2 &

MountTargetsWithRegion

HFQueryMountTargetsWithRegioniz[

BN TZEOSIA - QueryMountTargetsWithRegion

BR

Vpcld

IpAddress

Wik

=
=

=
=

Int64

String

Array of MountTargetsWithRegion

FEFFNULL KA
= String
& String

VersionCtrIProtoStatus

RS- NS

WAL : TCloudFinanceZone

2026/4/9 08:01:27

XA (CFS)

A

AKX AHZFR
A :
Type#iH

ThE . =5

)5S

HEEHRHE
THUE

N5 ID
THNE

HEHRFS
~hE . =5

4

FABEMZE ID
A

HEHSIP
~HE :
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2y BATTCE

W1 T4EO3|F : QueryAvailableZonelnfo

XA (CFS)

BFR WE SREFNULL 368 )%
£, TNEEG sale_out” : 588, “saling” : A
SaleStatus £ & String . "no_saling” : ReJ{HE
A :
; \\ A\ * |J \% " n " n
Protocol ZEE 7:|< String @lyxﬁ:o E.I-L{Eﬁ NFS N CIFS
A :
VersionCtrlType
AR Az - 25 B0 4R
AN OS5I - QueryAvailableZonelnfo
BFR Wk FIFNULL 368 HER
Array of I SEELFE
P s 2 &
rotacols | = = VersionCtrlProtoStatus THHE : EE
fF#E3EEY, oNE(ER"SD" : frfE. "EP” :
Type = B String RERB, "HP" : =ge. "IA" : {R5R

CfsKmsKeys

CfsKkmsKeys

WHEITHEOS | : QueryCfsKmsKeys

B WAISE AIFNULL
NextRotateTime 2 B
Owner =2 &

KeyRotationEnabled

2l
iy

Keyld

fim
iy

WAL : TCloudFinanceZone

A :
it A
TRECERAT IR
64 o
String HRRE
~ENE :
Bool PR ERTE
~HE :
String KeyRYID

THUE
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2 BAETCE bz (CFS)

AR Wik AEFFNULL e il Rk

Alias = = String ;ifggg
CreateTime =2 = Int64 E_Eﬁ{ﬁ;@&t
Description 2 = String iggﬁ

KeyState KeyIRZ , BJi%{E.9"Enabled” , "Disabled”

Iy

String

i

HHE
KeyUsage = S String f_fggﬁﬁﬁ
Type g & Int64 _'%f;
CreatorUin =2 & Int64 E_E%EUIN
PGroups
RURBEHE
W TEOS IR : QueryCfsPGroup
AR WATSE FFNULL eS| A
PGroupld 2 & String Z_%f;fgm
DescInfo 2 & String ﬁ};ﬁgg
CDate = ) String E—Eﬁ{ﬁ;@
BindCfsNum = = Int64 RECLRGA T

THUE :
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2 BRETCE
T

LIREw AR

XA (CFS)

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/4/9 08:01:27 #1303t 2421



2 BAETCE bz (CFS)

FEIRED izl
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter ROSEEER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

W SSEEIRES
ERhD izl
InvalidParameterValue.InvalidNetInterface ToRHIRIERREY,
FailedOperation BMERIL.
InvalidParameterValue.MissingFsParameter FileSystem&#§frsk.,

ResourceNotFound.FileSystemNotFound TR FEAFE,

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 % 131W# 242



WAL : TCloudFinanceZone

2 AT TCE

IR

InvalidParameterValue.UnavailableZone
InvalidParameterValue.MissingNameOrDescinfo
UnsupportedOperation.DisablledCfsEncryptionKey
InvalidParameterValue.InvalidVpcParameter
InternalError.CreateFsFailed
Resourcelnsufficient.FileSystemLimitExceeded
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.InvalidFsName
ResourceNotFound
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.UnavailableRegion
Resourcelnsufficient.RegionSoldOut
InternalError
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.MissingZoneld
InvalidParameterValue.MissingFileSystemId
UnsupportedOperation.InvalidEncryptionZone
UnsupportedOperation
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidUserPermission

InvalidParameter

2026/4/9 08:01:27

XA (CFS)

kL

IZMIR T AR IR SS .
RBBFRAIATBERIRT 9%,
F#5Hcfs_key=R5H.
VPCEEGEIR.

ISR SR,

MU RFHEILT LR,
NREEEBES R S
SEIRAVEERAIP,

RUPRABIDT.

FileSystemId 734,

INESEGEIR.
ToXAHIEE X ATR.
RIBEFE.

NHRFEEUIREBL LR,
ZA] X TCiA R AR SS .
KIS ERER,

REBEIR.

TR X,

ZonelD#RL,
FileSystemIdiffsk,

Zzone ARSTHFINEIFK.
BMEARS.
FFBENBMRIK (#Bid64F1),
FFRIZEHEIR,

SHEIR.
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WAL : TCloudFinanceZone

2 AT TCE

THIRAS

InvalidParameterValue.MissingZoneOrZoneld

InvalidParameterValue.MissingPgroupName
InternalError.GetAccountStatusFailed
ResourceNotFound.PgroupNotFound
InvalidParameterValue.ZoneldRegionNotMatch
FailedOperation.MountTargetExists
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidPgroup

ResourceNotFound.MountTargetNotFound

InvalidParameterValue.MissingSubnetidOrUnsubnetid

InvalidParameterValue.PgroupDescinfoLimitExceeded

InvalidParameterValue.InvalidSubnetld
UnsupportedOperation.UnauthorizedCfsQcsRole
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.PgroupNameLimitExceeded
InvalidParameterValue.DuplicatedRuleAuthClientIp
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameterValue.InvalidVip
Resourcelnsufficient.RuleLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded

InvalidParameterValue.MissingStorageResourcePkg

2026/4/9 08:01:27

XA (CFS)

L

FIPXIEEEEEIR (Zone) 8%, (Zone_id) —“& Wik

o

PPRBBFRTBENZS,

IRENFEF 2RISR,

RPREARTFE.

Zoneld#IRegionAILHEE,
NHRFFEERR,

KRR EER.

MREARBETFZFEF.

EHRANFE.
SUBNETIDFIUNSUBNETIDAEERATAZS,
PEREFAMSEBIS RS ( FEgBE255F1 ) .
FoEIHIFMID,

cfsFEBARBIRIN,

FRHIVPCID,

VPCIEX SRR,

ToBHI S R S ECE
IPRABFRIKEBI RS ( AREBIE64FT ) .
MNIPEE,

RIRBEZFRES,

RPRBFNFI PREAITES,
FFEEAABERvip.

AN 2T LR,

REEEILE EIR.

RYBEFER.
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2 AT TCE

IR
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidRwPermission
ResourceNotFound.RuleNotFound

InvalidParameterValue.MissingKmsKeyld

UnsupportedOperation.MissingKmsAccessPermission

InvalidParameterValue.InvalidPgroupName

InvalidParameterValue.MissingFileSystemIdOrRegion

InvalidParameterValue.InvalidRegionZonelnfo

InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.InvalidAuthClientlp

UnsupportedOperation.DisabledCfsEncryptionKey

WAL : TCloudFinanceZone 2026/4/9 08:01:27

XA (CFS)

L

FRHI X E A ABIXID,
FhESSEISEGEIR.

N SEGEIR,
EENRIZEHEIR.
PR AT,
ZIRIDECARNSETERK,

appid REkmsHZ B (kms BRIEAR BT AR

).
ToXAHIBRBZTR.

FIFP2E0ERER (FileSystemld) & (Region)—
%L\Z\]\i_o

AP XIEEEIR (ZoneName) 8 (Zoneld,
Region) & uwhik—.

VPCIDFIUNVPCIDAEERERT AZS,
FMIPFEIR,

F=5Bcfs_keyXREH.
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& BRTTCE

WA (2019-07-19)
API #EES

APIhRZS

V3

APIHERF= ]

EOFR
BindAutoSnapshotPolicy
DescribeAutoSnapshotPolicies

DescribeCfsTags

Hfthfz]

EORR
CopyFileSystemSnapshotCrossRegion
CreateAutoSnapshotPolicy
DeleteAutoSnapshotPolicy

UnbindAutoSnapshotPolicy

iR GEEREO

EORR
CreateCfsFileSystem
DeleteCfsFileSystem

DescribeCfsFileSystemClients

WAL : TCloudFinanceZone

ZMIheE
MR FHBE RIS
BN HRGIRIBRIRIRERE

BEiflcfsTIRbIIR
EOIheE

SIS HI S R FERAR
BIEERBIRARSRI

PRI IRARSRAS
FROBIRARERER

ZMOIheE

B RS
TRRRSC A4 258
BAXHRAEZ iR

2026/4/9 08:01:27

XA (CFS)
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O BATTCE bz (CFS)

OB #EOThEE
DescribeCfsFileSystems HRANMHRSR
DescribeCfsFileSystemsByVpc ERVPCIEEEIANXFRFLA)
DescribeMountTargets BN HRFERR
UpdateAutoSnapshotPolicy EHTEHA R ARIRRE
UpdateCfsFileSystemName B HRSR
UpdateCfsFileSystemPGroup BTG RFRINRE
UpdateCfsFileSystemSizeLimit BT R RIFES 2R

fRSSHEXEO

EOBWR REOThee
DescribeAvailableZonelnfo XA AR
DescribeCfsServiceStatus HifFCFSERFGZINTE
SignUpCfsService FHECFSARSS

U E S

BEORMR BOThee
CreateCfsPGroup B BRE
CreateCfsRule ellfE AR
DeleteCfsPGroup BRI PRZE
DeleteCfsRule A BAAS PREELAR
DescribeCfsPGroups EHIINRETIZR
DescribeCfsRules E1E T PREAN
UpdateCfsPGroup EFNREAER

UpdateCfsRule TN PRERN

IR : TCloudFinanceZone 2026/4/9 08:01:27 B 136Ti 242
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2 BAETCE bz (CFS)

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 BAETCE bz (CFS)

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 BAETCE bz (CFS)

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 % 1403t 2421™



2 BAETCE bz (CFS)

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 BAETCE bz (CFS)

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 #1423t 2421



2 BAETCE bz (CFS)

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

XA (CFS)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/4/9 08:01:27 % 154703t 2421
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

XA (CFS)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .
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AR Wik RENULL XE
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Version = B String
Region = & String
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Array of
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ountiargets FileSystemByVpcInfo
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4. SEIR0S
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ME—iEK ID , &XiEkEIRME],
B9 Requestld,

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRhg
InvalidParameterValue.InvalidVpcParameter
InvalidParameterValue.InvalidFileSystemld
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingFileSystemld
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidZoneld
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidVip
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
AuthFailure.UnauthorizedOperation
FailedOperation
MissingParameter

InvalidParameter

WAL : TCloudFinanceZone

fEiR

VPCESEHIR.
FileSystemId 734,

X RRER,
A AX A AXID,
FileSystemIdsk,
FAFREE LRI,
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SREX A 22 IR R
%A R FER MRS
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SHEYEBIR.
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IR
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse

InvalidParameter.InvalidTagKey

InvalidParameter.ClientTokenLimitExceeded

InvalidParameter.InvalidClientToken
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Action 2 & String  AHSE, AEORYE : DescribeMountTargets
Version = ® String AHES#, KEOEYE : 2019-07-19
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J = | ® Vst
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J I
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Requestld String
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2026/4/9 08:01:27 #1893t 24211



2 BAETCE bz (CFS)
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Hi=hg fA
InvalidParameter SHEEIR.
InternalError HEREIR.
InvalidParameterValue.InvalidFileSystemld FileSystemId7o34.
InvalidParameterValue.MissingFileSystemId FileSystemIdfsk,
InvalidParameterValue.MissingFsParameter FileSystemZ&#§Rak,
ResourceNotFound.FileSystemNotFound ZX R FATFIE.
ResourceNotFound.MountTargetNotFound EHRANFT.
UnsupportedOperation.UnverifiedUser FAPAREILZIAIE,

UnsupportedOperation.OutOfService FRFEX#, BrEEER.
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SR W5
Action =
Version =
Region =
AutoSnapshotPolicyld 2
PolicyName g
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AutoSnapshotPolicyld  String %,\E%H%ID
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E—IEK ID , BRIERESIRE. EMARAHEERAZRIERE

Requestld String Requestld

4. S8R0

PAIMMXGIE T 2O SZEERREIRN | BEERASIFE N A TR,

ST R
UnsupportedOperation.OutOfService FAFEXE, ERERER.
InternalError.Timeout HahaT,
UnsupportedOperation.UnverifiedUser FAF RS SLZIAIL,
AuthFailure CAMZE R /ERER
UnsupportedOperation.UnauthorizedCfsQcsRole cfsARBREIRIN.
InvalidParameter SHGEIR,
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ZA$20 ( UpdateCfsFileSystemName ) BBFE# 4RSS
EOAEZOERIRERRS : 200K/70,
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EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR W% SBEFENULL 28 R
Action 2 & String  AHSE, AEOBYE : UpdateCfsFileSystemName
Version =2 & String &8, AEOBYE : 2019-07-19
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SR it fR
: : FRFBEXHRFETR
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I e
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AMXFE 7O SZERXAEIRD , BEftiEmRiEER 2 HE1%60,

SRS fEA
InvalidParameter SR,
InternalError EREEIR.
ResourceNotFound RIRAFE.
InternalError.GetAccountStatusFailed SREXFB - 2 FRR SR ML

InvalidParameterValue.FsNameLimitExceeded BARPEENXZREEK (Bi64=FT).

InvalidParameterValue.InvalidFsName TIBEEN ZFR,
InvalidParameterValue.InvalidFileSystemld FileSystemId7c34,

InvalidParameterValue.InvalidRegionZonelnfo P& (ZoneName) 2 (Zoneld, Region) —&

WhIE—
InvalidParameterValue.MissingFsParameter FileSystemZ&#ihsk,
ResourceNotFound.FileSystemNotFound T RFEATFIE,
FailedOperation BRI,
UnsupportedOperation.UnverifiedUser FIPREITZIAIE.
UnsupportedOperation.OutOfService FRFBEXE, BrRERER.
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EOBEKE2 : cfs.api3.finance.cloud.tencent.com,

ZN4#0 ( UpdateCfsFileSystemPGroup ) FBFEH X4 RS {ERARAE
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2019-09-20 16:42:18,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik FEFNULL SRR R
Action = a String  AHSE, AEOBYE : UpdateCfsFileSystemPGroup
Version 2 B String  AESE, AEOBYE : 2019-07-19
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PGroupld g2 & String Z_%{Bfuf; I:D
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3. WHSE
SR g i) fmk
PGroupld String Z_%f;fg I:D
MRS ID

FileSystemlId Strin _
nesy R

NS, S EaNEd DescribeRegionsiZIEET T

XA (CFS)
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SHEWR it iR
Requestld String W—iEk ID , ®XiEkEPsIREl, EMABIEERMZRIEKA Requestld,

4. SEIRAS

PAIMXGIE T O SSZEERREIRN | BEERASF N A THERS,

Hixhg Tk
InvalidParameter SR,
InternalError ST
ResourceNotFound RIFAFIE,
InternalError.GetAccountStatusFailed SRENFA 22 PRSI,
FailedOperation.PgroupInUse PPRECHEHRER.
InvalidParameterValue.InvalidFileSystemld FileSystemId7z34,
InvalidParameterValue.InvalidPgroup RRERETZRF.
InvalidParameterValue.InvalidPgroupld BRZBIDFZAL,

X a5 8= (ZoneName) 8 (Zoneld, Region) —#&
InvalidParameterValue.InvalidRegionZonelnfo FIF R EERER ( VB ( gion)

WhiE—,
InvalidParameterValue.MissingFsParameter FileSystemZ&#qihsk,
ResourceNotFound.FileSystemNotFound ZX SR FATFIE.
ResourceNotFound.PgroupNotFound RIRABAFE.
FailedOperation ERERI,
UnsupportedOperation BMEASTHE,
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UnsupportedOperation.UnverifiedUser FAFREZIILZIAIE,
UnsupportedOperation.OutOfService FFEX%, BRERER.
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4. SEIRAY
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRtS R
InvalidParameter SR,
InternalError N ERFEIR.
InternalError.GetAccountStatusFailed SREXFA 2R FRESR L,

InvalidParameterValue.FsSizeLimitExceeded MRS E A ERH IR,

InvalidParameterValue.InvalidFileSystemld FileSystemId7c34,
InvalidParameterValue.InvalidFsSizeLimit ToRHIS S RSB AR
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InvalidParameterValue.InvalidRegionZonelnfo AP RKAIREIR ( VB ( gion)
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InvalidParameterValue.MissingFsParameter FileSystemZ&#qfhsk,
ResourceNotFound.FileSystemNotFound ZX SR FATFIE.
FailedOperation ERERIL,
UnsupportedOperation BMEARSZH,
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40 ( DescribeAvailableZonelnfo ) BFEAXIFHIA B R,
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2. WANSEY

SHER & REENULL
Action 2 &5
Version 82 &5
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3. EHSE

SHER St
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRt
InternalError
InternalError.GetAccountStatusFailed
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WAL : TCloudFinanceZone
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EOBEKE2 : cfs.api3.finance.cloud.tencent.com,

Z4#0 ( DescribeCfsServiceStatus ) FAFE AR ERCFSHIRSIRE.
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2019-09-20 16:40:43,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB iR

Action = & String  AHSE, XEOBYE : DescribeCfsServiceStatus

Version 2 = String AHS#, KEOEBYE : 2019-07-19

Region = = String ’L\\;E%%Z , oSS AN@ITDescribeRegionsiE &&= RS
ROttER 2R

3. I SE

o C KA fis

ZFIFPZa CFS IRSSEVIAZ | none AKFFiE , creating AFFEH , created 5
CfsServiceStatus String BFE

THNE

E—IEK ID , SRERESIREl. EAAEATHRERAZRIERE

Requestld String Requestld

4. SEIRRY

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 % 201 242"



2 AT TCE
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg
InvalidParameter
InternalError
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService
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EOBEKE2 : cfs.api3.finance.cloud.tencent.com,
ZN4E0 ( SignUpCfsService ) FATFFHBCFSIRSS.
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2019-09-20 16:41:38,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB iR

Action = & String  AHSE, AEOBYE : SignUpCfsService

Version 2 = String AHS#, KEOEBYE : 2019-07-19

Region = = String ’L\\;E%%Z , oSS AN@ITDescribeRegionsiE &&= RS
ROttER 2R
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o C KA fis
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CfsServiceStatus String BFE
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E—IEK ID , SRERESIREl. EAAEATHRERAZRIERE

Requestld String Requestld

4. SEIRRY
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HiRhg
InvalidParameter
InternalError
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService
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XA (CFS)

EOiEkE ;- cfs.api3.finance.cloud.tencent.com,

Z420 ( CreateCfsPGroup ) FIFEIEIRE

BOMZ AR : 200%/70,

EOEHATE : 2019-09-25 19:39:58,

EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBMR
Action

Version

Region

Name

DescInfo
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SHER
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AHSE, HiREEAEIIDescribeRegionsEABEF~fSIF
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RPREAFFR , 1-64NFRIERBENP , F1 , 7, THIZE
THUE
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SHER
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Requestld

4. SEIRAY
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String

String

XA (CFS)
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E—IEK ID , ®RIEKRERIREl. EIEEITFERAIZXIEKAY Requestld,

ARG T 2O S5 ERREIRID | BERATIFE I A TR,

FEHIRAS Rk
InvalidParameterValue.DuplicatedPgroupName NREZIRES.
InvalidParameterValue. InvalidPgroupName ToRBIRFREZ TR,

InvalidParameterValue.PgroupDescinfoLimitExceeded — FPRBFIAKEBIIRE] ( RGBT 255F7 ) .

InvalidParameterValue.PgroupNameLimitExceeded PPREZTRICERIIIRS] ( ReEEE64F ) »
Resourcelnsufficient.PgroupNumberLimitExceeded NPRBZIEIAZE LR,

FailedOperation ERERIL,
InvalidParameterValue.MissingPgroupName BPREBZTRABENZ,
UnsupportedOperation.UnverifiedUser FPREILZIAIE,

UnsupportedOperation.OutOfService FAFBXE, ERERER.
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EOBEKE2 : cfs.api3.finance.cloud.tencent.com,

A0 ( CreateCfsRule ) AT CIEAFREMNY.
BOANZEOIBRERERIRE © 200/,
EOSEFATE : 2019-09-20 16:38:18,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHAR Wik FRPFNULL 2R3

Action = = String
Version = & String
Region = & String
PGroupld B & String

RWPermission

Iy
Iy

String
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Il

UserPermission String
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FAFHR |, {879 all_squash. no_all_squash.,
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THUE
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InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
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InvalidParameterValue.InvalidUserPermission
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P
[

Il

i

ol

#WANT#O3| A : CreateCfsFileSystem

BR

TagKey

TagValue
FileSystemInfo
NHRFENER

AN T#O35|F8 : DescribeCfsFileSystems

WAL : TCloudFinanceZone

=
=

=
=

%7

String

String

String

String

Int64

FIEFNULL

=@=
/|

a
[

Hk

AMID
THNE

TR FinIP
THUE

ESNR, roAREE , rwiES

~HE :

FIFIBR. HAall_squashARrEiniaFAFESIRET S
EZRFEMAEFH ; no_all_squashAiHAIAFR&RSA
WA ILED , PUReRMEBIRGT NERZ AR AFE ;
root_squash/9t&&ihHroot A IRGT N ER FAFEL AR
48 ; no_root_squashA3k&ipaIroot B {REFroot ik S4%
PR,

A :

MRS , 1-100, H 1 AES , L00ARIE
~HE :

s A
. s

String B -
. bR

String O
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2 BAETCE bz (CFS)

AR Wik MEFNULL 8 A
CreationTime = = String gﬁglﬁl
CreationToken =2 =5 String ;E;Jl EIFM%W
FileSystemId = B String igjﬁ;‘% 1D
GRS
LifeCycleState 2 = String i_z_gﬁz\—ﬁﬁm
SizeByte =2 = Uint64 i};@éﬁe{iﬁﬁﬁﬁ
é = o)
SizeLimit = =5 Uint64 ?};ﬁz—ﬁﬁkfﬁlﬂﬂﬁﬁu
Zoneld = = Uint64 j%:;ﬁ{l;
Zone 2 B String Ezgﬁ{
é /) \\ V * lJ
Protocol =2 = String 2_1_};52—}‘3’[7] Wit
S
StorageType 2 = String igﬁéé}.ﬁﬁﬁ%xﬂ
vz TN E AT b > +
StorageResourcePkg = = String j_(1¢§—%§57£ﬂ’ﬁ)ﬁ1‘.]’§ﬁﬁ%@ (FHhE)
HE :
T T EE 7 =
BandwidthResourcePkg £ = String B_Zﬁ%'riéﬁ%mﬂ'ﬁﬁiﬁ% montd (ER>HE)
~HE :
= < NG RFGHPERIRARER
reroup = |7 PerOuP i - e
. BFREENXEAFR
I=| =
FsName = A String — e -
BB AShNER
Encrypted % E: BOOl Yﬁﬁjﬁmgﬂﬂ ()

~EHE :

KRARFFE : TCloudFinanceZone 2026/4/9 08:01:27 % 233WH 242"



2 AT TCE

XA (CFS)

BFR ik RIFENULL 28R A
INEERR{ERRYESE |, ATLAANEESARY ID 5%
KmsKeyld B B String Z ARN
A :
I=I e
SizeLimitMax 2 5 Uintgs S EIRARSOAE
~HHE :
. FABMLRID
Vpcld = N St _
pe = | B "I e -
. I mIPHbHE
IpAddress = & Strin _
P =B "9 e
. EnEe=iE
AllocedS ~ B Uint64 _
ocedSpace b= &) n TG -
i cfs&iFitttagid
Tagld = 5 Uint64 _
9 = | B | T -
. cfs&iRititagZ iR
TagName = B Strin _
9 = H 9 e
. HRAERId
Snapld = B St _
nap = | B "9 e
. RIS
SnapStatus = B Strin _
potatl ® | B 9 e
. . . T o LR
BandwidthLimit = = Uinte4 o
andwi imi 2 5 in Sy
Appld 2 0F Uintea  2PPId
~HHE :
Filter
AN T#EOS|A - DescribeAutoSnapshotPolicies
BFR WAISE FEEFNULL 2% faR
Name B ) String B

WAL : TCloudFinanceZone
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&R Wi
Values =
FileSystemByPolicy

HERIRRIR IS R SER

BEFNULL

G
[ ]

BN T™4=O5|F : DescribeAutoSnapshotPolicies

WA

BR
CreationToken =
FileSystemId =
SizeByte =
StorageType =
TotalSnapshotSize 2
Protocol =
FileSystemByVpcInfo

RTFRBVPCERN MR FEN

AN T#EO5|F : DescribeCfsFileSystemsByVpc

BR

FileSystemId

IpAddress

WAL : TCloudFinanceZone

=
=

fi

Array of String

FEFFNULL i)

g String

& String

= Uint64

&g String

) Uinte4

&g String
FEFFNULL 3t
&g String
) String
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THNE

fiEis

YHRFEZTR
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MHZREFID
HUE

ARG
THNE

MR GHFESE
HUE

REREA/N
HUE

A
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)

XAHESEID
HUE
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2y BATTCE

BR

FSID

LifeCycleState

MountTargetld

NetworklInterface

Vpcld

Subnetld

Zoneld

WAL : TCloudFinanceZone

fi

2]

i

2l

i

fil

BFNULL

a
[ ]

iy

iy

iy

Iy

I

Iy

2026/4/9 08:01:27

String

String

String

String

String

Int64

XA (CFS)

fiid

THIRER
HUE

FHRRE
wHUE

FHm ID
~NE :

pgLESRE
HUE

FAEMZE ID
HHE -

FM ID
e

ATAXID
HUE

% 236t 242"



2 BRETCE
T

LIREw AR

XA (CFS)

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FEIRG izl
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction BEOAFE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RASEER.
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

W SSEEIRES
ERhD izl
InvalidParameterValue.InvalidZoneOrZoneld FoHYe] AX E AT FIXID,
InvalidParameterValue.InvalidStorageType FHERBLSHEER,
InvalidParameterValue.InvalidProtocol N SEEEIR.

InvalidParameterValue.InvalidRwPermission EENRIZERIR.
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2 AT TCE

IR
InvalidParameterValue.MissingAppidOrUin
ResourceNotFound.RuleNotFound
InvalidParameterValue.MissingKmsKeyId

InvalidParameterValue.InvalidPgroupName

InvalidParameterValue.InvalidRegionZonelnfo

FailedOperation.ClientTokenInUse
ResourceNotFound.SnapNotExit
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidNetInterface
FailedOperation
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
InvalidParameterValue.UnavailableZone
InvalidParameterValue.MissingNameOrDescinfo
FailedOperation.PgrouplsUpdating
AuthFailure.UnauthorizedOperation
InternalError.Timeout

MissingParameter
InvalidParameterValue.InvalidVpcParameter
InternalError.CreateFsFailed
FailedOperation.BindResourcePkgFailed
Resourcelnsufficient.FileSystemLimitExceeded

FailedOperation.PgroupIlnUse

WAL : TCloudFinanceZone
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XA (CFS)

18
APPIDFIUVINAEERIRT A2,
PR AFLE.
ERIDERARNSLIERK,
ToRHIBREB TR,

AP X1Ei5%iE5E1R (ZoneName) g (Zoneld,
Region) & Wik —,

RERI BWIREFERIEEH
REEATFE
VPCIDFIUNVPCIDAEEREIRT J92S,
FMIPFEIR,

ToRAHIRILEZEEY,

RAERIL,

FileSystem&&fifRak,
S R AFATFIE.

Z M TTI AR AARSS

BREE AR BRI A=,
RPRATEAEEHFHF.
ERFCAMEZHY,

AT,

BROSHER.

VPCEEEIR,

SIS RGN,

MU RGEHE R RO
MHRGHEIRE LR,
RURECHENH RS,
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IR

UnsupportedOperation.OutOfService
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.SnapSrcFsBusy
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.InvalidFsName
ResourceNotFound
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.UnavailableRegion
Resourcelnsufficient.TagLimitExceeded
Resourcelnsufficient.RegionSoldOut
InternalError
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.MissingZoneld
InvalidParameterValue.MissingFileSystemId
UnsupportedOperation
InvalidParameterValue.InvalidFsStatus
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue

InvalidParameter

InvalidParameterValue.MissingZoneOrZoneld

WAL : TCloudFinanceZone
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XA (CFS)

Al

FRFRBEX#, BrERE.
ERAGEERRIP.
RPRBIDTRA.

FileSystemId 734,

HRERIRfSIEIT
INESEGEIR.
TXAHIEE X ATR,
RIEFE.

NHRFEEUIREBH LR,

ZA XA R AR SS .

RIFAE: ZR RSN SRR AR
X ERER,

REBEEIR.

T X,

ZonelDfRsL,

FileSystemIdifsk,

BMEARSS.

FToREI SR GRS
FAFBENBMRIK (#BiE64F1).
FoRAITFEREY,
FRFPRRIREEIR.

SHEEIR.

SHGEIR.

FIPXIEEEEIR (Zone) 5 (Zone_id) —“& Wik

o
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2 AT TCE

IR
InvalidParameterValue.MissingPgroupName
FailedOperation.UntagResourceFailed
InternalError.GetAccountStatusFailed
ResourceNotFound.PgroupNotFound
InvalidParameterValue.ZoneldRegionNotMatch
FailedOperation.MountTargetExists
AuthFailure
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidPgroup

ResourceNotFound.MountTargetNotFound

InvalidParameterValue.MissingSubnetidOrUnsubnetid

Resourcelnsufficient

InvalidParameterValue.PgroupDescinfoLimitExceeded

InvalidParameter.ClientTokenLimitExceeded

InvalidParameterValue.InvalidSubnetld
UnsupportedOperation.UnauthorizedCfsQcsRole
InvalidParameterValue.InvalidVpcld
InvalidParameter.InvalidClientToken
Resourcelnsufficient.SubnetIpAllOccupied
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.PgroupNameLimitExceeded
InvalidParameterValue.InvalidSnapStatus

InvalidParameterValue.DuplicatedRuleAuthClientIp
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XA (CFS)

Uz

PREBIRABENZ,

S SV s S ST

SREX A 22 RIS R,

RPREAARFE.

Zoneld#lRegionAILHEL,
NHRGHFEERR.

CAME R /ERGEIR

HARKIREEIR,

RBFETIZAF.

HEHRAFT.
SUBNETIDFJUNSUBNETIDAEERRT A,
BREAE.

PREERISEBI RS ( FEEBT255% % ) .

SHEER | BT RIEEREF TR IKER
IFRF ( FREEIT 6471 )

FoHIFMID,

cfsFBARWIFIN,

F3IHIVPCID,

SEEEIR | BT RIOEREFHRFRSEER
ZF R TETETAIP,

VPCHERBERTRIE,

TS R AR,

PPREBTRIEBRISIRE ( FREEE64FT ) .
FToRURARIRE

AMUIPEL.
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WAL : TCloudFinanceZone

2 AT TCE

IR
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameter.InvalidTagKey
InvalidParameterValue.InvalidVip
Resourcelnsufficient.RuleLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
InvalidParameterValue.MissingStorageResourcePkg

UnsupportedOperation.UnverifiedUser
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XA (CFS)

L
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SHEBR TERAENT
FRFIsEARIBRIVIp,
NG EEE LR,
PREZELT LR,
REPEFIER.
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