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KMS £S5 RIE

ATRIERITFFIKSERMEERIERINIR, Action TTRIEEME KMS 18X API,

{
"version": "2.0",
"statement”: [
{
"action": [
"name/kms:*"
1
"resource"; "*",
"effect": "allow"
}
]
}

KMS Ay RIsERES

TR FIKSEIRRN KMS BiR, (BFWSTECRE. BHEmReil,
EiEflE  BEF I RRORRETUEEZRR , FIUENENAFTTHE KMS £3E8UR.

{
"version": "2.0",
"statement”: [
{

"action": [
"name/kms:ListKey",
"name/kms:GetKeyAttributes”

1

"resource"; "*",

"effect": "allow"

}
]
}

R FIKSHMEESRE

{

"version": "2.0",
"statement”: [

{

"action": [
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"name/kms:CreateKey",
"name/kms:ListKey",
"name/kms:GetKeyAttributes”,
"name/kms:SetKeyAttributes”

1

"resource": "*",

"effect": "allow"

TV FIKSHMETRSSIRIE | BFRITEMEESSRE

{
"version": "2.0",
"statement”: [
{

"action": [
"name/kms:*"

1

"resource": "*",

"effect": "allow"

3
{

"action": [
"name/kms:CreateKey",
"name/kms:ListKey",
"name/kms:GetKeyAttributes”,
"name/kms:SetKeyAttributes”

1,

"resource"; "*",

"effect": "deny”

}
]
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£ CAM |, AIXEZRRIRHITIAT APL B{FRUY . BiK API STSAIRIRMSHAIRIRRRINT ¢

API 12&{F
kms:CreateKey
kms:ListKey
kms:ListKeys
kms:ListKeyDetail

kms:GetServiceStatus

kms:Encrypt

kms:Decrypt

kms::GenerateDataKey

kms::EnableKey

kms::DisableKey

kms::GetKeyAttributes
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qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IERENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFTE®EIR ) qestkms:$region:
$accountkey/* (EINEMREKSHEEIR )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRNENFIR ) qcsikms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBARIR ) qcs:kms:$region:
$accountkey/* (R MRKSHFIEREIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IERENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENATEHREIR ) qcs:kms:$region:
$accountkey/* (EREMRIKSHMBEIR )

gcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRNEBENEFIR ) qcsikms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBEARIR ) qcstkms:$region:
$accountkey/* (R MRKSHFIEREIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEREENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:ikms:$region:
$accountkey/* (ERENMRIKSHIFMERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRENFIR ) qcs:kms:
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kms::SetKeyAttributes

kms:GetKeyRotationStatus

kms:ReEncrypt

kms:DescribeKey

kms:UpdateKeyDescription

kms:UpdateAlias

kms:DisableKeyRotation

kms:EnableKeyRotation

WAL : TCloudFinanceZone

$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIERIR ) qcs:kms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFB®EIR ) qestkms:$region:
$accountkey/* (ERFEMRIKSHIFMTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$Skeyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBERIR ) qcstkms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:kms:$region:
$accountkey/* (EINEMRKSHTEER )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIBRIR ) qcs:kms:$region:
$account:key/* ( IERFEMRKSHIBERR )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEREBEANERIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANEIEENRTERIR ) qcs:kms:$region:
$accountkey/* (EREMEKSHFIBEERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENATERIR ) qcs:kms:$region:
$accountkey/* ( BINEAMEHKSAIFFERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BIEANIEEWFBERIR ) qcs:kms:$region:
$account:key/* ( ERNEMEKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZENEFR ) qcs:kms:

2026/4/9 02:33:53

HREERSR (KMS)
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kms:EnableKeys

kms:DisableKeys

kms:DescribeKeys

WAL : TCloudFinanceZone

$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIERIR ) qcs:kms:$region:
$accountkey/* ( EINEMRIKSHIFFERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFB®EIR ) qestkms:$region:
$accountkey/* (EREMEKSHFIERR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$Skeyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBERIR ) qcstkms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:kms:$region:
$accountkey/* (EREMEKSHFIBERIR )

2026/4/9 02:33:53
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HNEBETASA
A%

BRPE%4$E (CMK , Customer Master Key ) 2 KMS IRESHERITTER , SBE%50 ID. B5HTHEE (518, &
R, REF ) BT INEEEENZEEME.

BUIABRT | 8T KMS RS 6IE CMK Z48RT , B KMS IRESEENZNERZSNZRRL. LIESEFERECH
AR, B2 BYOK ( Bring Your Own Key ) 75520, AJi@IY KMS IRSZER—MEBM R ATHI
CMK , FE B CHIZEBMESAZIZBREZRRY |, FXa—19MEBETA CMK ( EXTERNAL CMK) , BB KMS RS
BHTZINPZEN D R SR,

DIRERT

o 7£ TCloudFinanceZone 5Cjts BYOK ( Bring Your Own Key ) /528 , BDAIFE1E TCloudFinanceZone 284
HEREBE BN BRI TR SRR IR S .

o TEERHEEREHE TCloudFinanceZone EERRVERIRSS  BIEEFSNSMIRERE.

o ERILAEAMZHESIREMISEP RN —HEHME . {FA TCloudFinanceZone ZSEEEARAVENIMREFE
f.

o B LEREBEENEEMEIHTIIRERE |, MEBXITULESRER,

ES=E AN

o FERRSNERMHNZSMN

o EEAEPSAER , EREERRE CEMERMRNEIIRNZ TR, Bal KMS BERAYITS
N128(IXIFRESR | FIPS IRAN SN2 56 FRE R,

o FERRSNZBMHIITRMNE

« KMS [RSBFRHBSRSHNETANRENRERT , (ESANERHRNTBEFERAFKERE. BRENEXR
RARer SRR RHINRIESED | LMEERIMIRER RSB S IR |, BRI S MNE
PHEFSAKMSIRS.

o BETERSNEFRINGENS |

o SIBEERMASACMKE | iz CMK SIZERMEEKAKEL | ARSI EMEBMHSNZINBER CMK
. SIEMIZINRER CMK INEEGER | INEERIETRECERINERSRAR CMK (B CMK RITEiER =
P SSARERLE ) TaEREEE  SNRERAN. BERGESRE. CMK BIBIERERE.

o FEITEHSAIINS | FERARSHERBETERRSHER | ZERRSEBRRIEER.
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ES =)

= N [ |
T?l'éﬂzuzlﬁi
CIEINEBESE CMK |, ERTLUBIE LA AN BB E,

1. Egi=hlaEk AP SIE— P ERRIEN"IMBRIBFEER CMK | BIEIEINBER CMK,

2.8 APl Z{ERENEZ RIS ARNSE , S — " RTINEZRMHINANE , UR—1MSASHE,

3. fEAE I INE N a R R ERIINEENE | FIRLER2IREAIIIE QBRI AR TINE.

4. 18 APL#F , BINZRNERMHRLRIRBHISANSHE , SACZEIINBER CMK |, EIWSNINBE
tA7TAL.

BRAELER

SR : BIEINEBER CMK
BIESNERE TR CMK BFMS R , I=HIa75zUEA AP Ay,
o EHEHL
(1) EREHAE.
(2) EERFECIEZANOXE, , BE (2] FrRetlEEA.

(3) TEHEERED , MABRBR , EEEEERENINE | FIESAINBEBMERE AN TR
HIEHIAE.

(4) B2 [(#aE] | BIATEU@SMNERE R CMK, B i=H e ERICeIZRIIMNEER CMK , "Bk B
79"9NER"

* ARAPIGT

R LME R SIS RIEIE S AFEAPL, 153K CreateKey API EHSES%] Types2 , CreateKey FRERID

3

def create_external_key(client, alias):
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4Rk BYOK 48 |

:param Type = 2

try:

req = models.CreateKeyRequest()
req.Alias = alias

req.Type = 2

rsp = client.CreateKey(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

### SR2 | SRS NSRS

SRREE R RN, BEEEORE R TIEEBSA. SIS APl RS AT
#, HPEE— AT IEEERASR , LR—SASH,

GetParametersForlmport EREGRERSRA

def get_parameters_for_import(client, keyid):

RENSAEZEH (CMK ) MEEISE]

IR[EIRYTokenfE A1 TImportKeyMateriali9&#iz— |
IRERIPublicKey AT B ES NZ B EIHITINE,

x[EIAYTokenFlPublicKey 24/ B /55538 , SSUBEMNHREFN SN | EERXARFIZIZOIREGFEEY Token 1
PublicKey,

WrappingAlgorithm ISEMZZEMEINEL , BaisziF RSAES_PKCS1_V1_ 5, RSAES_OAEP_SHA 1,
RSAES_OAEP_SHA_256,

WrappingKeySpec IERENEZEMEHIREY | BATRSIRF RSA_2048.

try:

req = models.GetParametersForImportRequest()

req.Keyld = keyid

req.WrappingAlgorithm = 'RSAES_PKCS1_V1_5' # RSAES_PKCS1_V1_5 | RSAES_OAEP_SHA 1 |
RSAES_OAEP_SHA_256

req.WrappingKeySpec = 'RSA_2048"' # RSA_2048

rsp = self.client.GetParametersForImport(req)

return rsp, None

except TencentCloudSDKException as err:
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return None, err

#i#t# LIRS | ARSI ER

FEZRHF SRR RN AN SEX BB R TINE, I NAE—1N2048L045H9 RSA A58 |, RIS EL
FESHFESNBEMEISHIHEEN—. BT APLREINZASREZT base64 473 , EIEFHENEE
SEiT base64 fEf8., Bal KMS ZHEUinZ&E;£8E RSAES_OAEP_SHA 1. RSAES_OAEP_SHA 256 5 RSAE
S_PKCS1 V1.5,

AR08 openss| IIEZZRHHATINTG]. EChrERT , GBI EEME N T SRIINEEIET
EIRMEIH TN,

(1) &R GetParametersForlmport $#[03kEToken §1 PublicKey, & Publickey B A4 public_key.base
64,

(2) &8 openss| L RHEHEL,

openssl rand -out raw_material.bin 16

eI LIEIT GenerateRandom A pRREN 01T base64 f#L,
EZhRA key material :<EX/9 128 , FIPS [R4<J9 256,

( 3) Decode Public Key SKEXAAIRSZ,

openssl enc -d -base64 -A -in public_key.base64 -out public_key.bin

(4) FERANEXT key material #H{TH0%Z,

RSAES OAEP SHA 1 WMMI&HSITUTF

openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -

pubin -encrypt -pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:shal

RSAES PKCS1 V1 5 XME&GSTNT

openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -
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pubin -encrypt -pkeyopt rsa_padding_mode:pkcsl

RSAES OAEP SHA 256 WHHGSHTUNT

openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -

pubin -encrypt -pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:sha256

(5) BEXRERIFASEALISA KMS,

openssl enc -e -base64 -A -in encrypted_key_material.bin -out encrypted_material.base64

encrypted_material.base64 AR&HIH , Y EncryptedKeyMaterial &\ KMS,
### IR - B \ZAMEL

&fE  BIEENEREK (P8R0 SKEEISASHE | BT APLEE , —ESAZE [PR1I( SIEZAINBER
CMK*h,

- EASHEENNEZSBIRIABEEHEXRR | AN— S REAEERIEENEZRSNEER. &
ASHERNERHIN24/\ , EEMHIRTLIESER | KA ERBETHNSASERINE LA,

- WNERZIXJEFE GetParametersForlmport 3SRENSAME , RERE—XJEREAY token #1 publickey B , [
SPEAIRERYE BT E.

- AILAAMKESANTZBM RN NE SRR | B ERSABEISHEHEMIRNZEM R | &
BEERAMERISHART A,

ImportKeyMaterial EREGERSMA

def import_key_material(client, material, token, keyid):
try:

req = models.ImportKeyMaterialRequest()
req.EncryptedKeyMaterial = material
req.ImportToken = token

req.Keyld = keyid

rsp = clientImportKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err
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Eitb , SANINBEBIRFEM. BILURERSEER—HERINBER CMK,
## BZIEMF
### MRRINEBETE CMK

HMERETH CMK BIBIBMBIES R BIFISEIRIE | —SSRMETTRIMER CMK , —SSIR(EOMIBRERMRL | FISSRME
SEERNGIENESSYEN

### THRIIRR CMK

B THRIMBRIOEE | MBRINEBEETE CMK. THRIMBRASRIEERIZERET - 30RRIFGHE] | ZAZIZIEARIESS |
SMERERCMK SHATIEmER. ELMIRE CMK BLERE | BEREINZAEIRTETEEE | HERIEEF.

sttt RRERSAEL

EEIABS A BRI R, SRR EIRE bR | JMNRER CMK SRS ERER |, Hix C
MK INEZRIESBTTEWRAERR |, FAEEEHSNBRERIH.

- @1 API #2{F DeleteImportedKeyMaterial 556%. =i{FHFRZEMAE | BRI AERHFSA (Pend
ingImport ) ,

- EENZARE APLiR{ES |, 1§ ImportKeyMaterial iR & ValidTo M\ S0 EITHARG AT , KMS RS
BafbR BRI HART BIRY R A L

FRE PR S F IR E R A IMARATERE— AT,
DeletelmportedKeyMaterial EREGRERDA

def delete_key_material(client, keyid):

try:

req = models.DeletelmportedKeyMaterialRequest()
req.Keyld = keyid

rsp = client.DeleteImportedKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

- BIBGEPMESAN CMK Y, 2 CMK SIZEZEMEEKAKEX | IR EAZRME S NIZINBER CMK
. SEMRERIEE  EREENSAERME | SANERHYURSHIRNEBRMEEER |, 78S
NBI.

- HfEFASMBER CMK IIZEGEN |, NS RRVEERC/RERINIZERRARY CMK (Bl CMK BITTEiER Z R
SSNNVERLE ) FEEEEdE , SNEESXN, FERLEZRE. CMK BIMRREE.
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FH

2 Encryption SDK
SDK #t58

FHEE RS RN RS B SRS RIAERIERE Encryption SDK , B2 Encryption SDK RFHSHIIZRS
o, &5 KMS 2% | RIFIECEIEMZZENEEREE. SDK XiF—X—%8., ZX—EEZHIIEAR | FHEe
37 CMK BB RNAR. AR RERABINEEZEOFIE CMK B98RIESH , RISt Il A S taE S8
EINMRE .,

AN EAER Encryption SDK #{TEUEINRENEIEE

DIRERT

IR INAEEIR S

RAGHENE  SFMNFHEESHER Encryption SDK #1733 , AFXERRAIIRERZOMXE CMK IR
EHIRD AT SEHL A B B AR IR,

ZEHBE KRR

% Encryption SDK 32 CMK ESHEEERAIER , WEGRINEAEES T CMK ( ZMGEEAREHAT CMK) |, {E
& CMK 15aJfE37 DEK NTIXIEUEH TR,

HIEZREFIE

E# Encryption SDK B DEK £FEEINEE , EAEFIHIRESEXIHRINEITEFSERIMRERE. § DEK &
FHEANM , FERTINER , APPLIBEEOSHIEE RO EREIEERER.

g =y

E% Encryption SDK BJLAfSRER KMS &RAIINZEZE , KMS [REFRERERE FIPS-140-2 INERE GRS
&R HSM SkERIPERRIZE |, HRRERRIREME. TBEF B,

BRI EE

E# Encryption SDK EEEAERmIANBLES , 35ET SM4 NSMMEIUINGEE | mEEREIENEX &
EFEBEEN SESERAMNAE .
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SDK #ZA\I5F

EZZEncryption SDKERISZIF Linux 1 Windows &4tH9 CiE5. Go iE=.

EFEACEEN , LE@E ctypesiyiia , IBAHZOHPythoniE=EA.

Python2#Python3iE=.
HeGoiESSDK |, [REER C kLl , LEBE cgo %&/5 , IBHEOM Go iF=1ERA ; MPythoniE=SDK |, KR

HREERSR (KMS)

AL CESEABERG , NMBUEENEREZ Encryption SDK , EBES RILAS%E SDKEHEKRFIRFI

=R

INIRE
o Linux RFEHHER | ELE FAFEWIE
RGRRA
Tencent Linux release 2.4 ( Final )
CentOS 8.2
CentOS 8.0
CentOS 7.8
CentOS 7.7
CentOS 7.6
CentOS 7.5
CentOS 7.4
CentOS 7.3
CentOS 7.2
CentOS 6.9
CentOS 6.8
Debian 9.0
Ubuntu Server 20.04.1 LTS
Ubuntu Server 18.04.1 LTS
Ubuntu Server 16.04.1 LTS

Ubuntu Server 14.04.1 LTS

WAL : TCloudFinanceZone

2026/4/9 02:33:53

(V23
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64

64

BN
S2HF
SCHF
SZHF
SZHF
2
SZHF
SCHF
S2HF
SZHF
2
SZHF
2
S2HF
SCHF
S2HF
SCHF
SZHF
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RERA

Core(OS 1745.5.0
Debian 10.2

Debian 8.2
openSUSE Leap 15.1
openSUSE 42.3

SUSE Linux Enterprise Server 12 SP3

| LinuxFFAFRE(EE glibe 2.12 RELIFIRA

VES
64
64
64
64
64

64

e Windows Z&XIHER , BRE MNAESIIE :

AFhRA
Windows Server 2019 #@Eah )k 64147 F3ZhR
Windows Server 2016 #@EH MR 64435 3hR

Windows Server 2012 R2 £ il 6447403 5R

o SDK EF OpenSSL1.1.1 ¥i&,

AN

&L FHi@E KMS EATAR

V2=
64
64

64

E% Encryption SDK (V&R FEIREERFEMAR , i5FKI9 KMS FERTR,

! KMSIRARIFARIRER R TCEE SR ahidiT.

T2 . QIERPEERA

ER IPEERGEHE | IERAPEER  AREERSHEER.

HREERSR (KMS)

BN
SZHF
2
SZHF
SZFF
S2iF
SCHF

SR
SZFF
SZHF
SZHF

PRTBERER , BIUREED2NTAXAREZSE CMK , E% Encryption SDK RESFFRZESMNERFE

49 CMK (JBFEER ORI )

£H3 : 3REX SDK

WAL : TCloudFinanceZone
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BT TCE
SDKSRENIA R, : SEEERTARFEMEERE | AEHRMT ARBEFRZEOAIRE,

SBA B3| A& SDK
1. 0 SDK #kit curl , AIRIRH | BiRAIRE  STRBRERFNZ=GSUT ¢

e Ubuntu

sudo apt-get install libcurl4-openssl-dev

e CentOS

yum install libcurl-devel

2. TER tar BERIARRE , HAN src BR.
3. 4®iE setenv.sh , FEEINETE. setenv.sh BEAUREESWT :

export LD_LIBRARY_PATH=../lib:../lib/proto
export OPENSSL_ENGINES=../lib/engines-1.1

4. MEZEFRETHERT , HifTsource /setenv.sh , (FECEERL.
5. 183 src B2 THY demo_kms_pro.c #1 demo_original.c 34, EZF Encryption SDK X#ETF KMS 9

ZERRIF ( demo_kms_pro.c ) FIRAENZ ( demo_original.c ) BIRFINE A , AMERNERBESI

EOME , AFREFEESHES—IT , SHEROT
o [EREWSER API BIEESTRIEHS KBS secretld # secretKey , FHERASUGHITRIAY

"replace-with-real-secretld”, "replace-with-real-secretKey" =8,
o & 12 BIFERIERFA ID B4Ry "replace-with-realkeyid" /¥R,
6. fWiF src BRI make Xff.
7. BATAIA TN

IsEFAIERAAY secretld. secretKey 12358 ID , Demo AALAEHIE!T.

C SDK KMS =45

JIl S
o InitSdk : ¥lealbREL , BT RIEMFPRETETE KMS EMARIRSS.

o InitkeyManager : FAFPEZ4AWRILEREL,
» NewMasterKey : i€+ CMK , TERFRNNRZEREET , 2MAFERE CMK |, EBIGEER SDK B TIEER

XA CMK LURZDIERT, 23 CMK AATARY , 2658 AddMasterKey BREUZERIZFECMK,
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« AddMasterKey : i&ERHN CMK , £ CMK il EEAREKE, , HEA CMK 5 NewMasterKey #ig
ERZAFRL CMK Z38%I% , BIEATEXRES , UBEEERRLAER , ATLERZRSIRPIE
ftbZ4A.

o Encrypt : INZRREL,

o Decrypt : fRZREL

VA EBREGFMRISEIRBRIES I C SDK #2304,

?
1. 7~ HCEE , CBCEnAndDeTest REBEINZE. MEOER , BEPRANEER SM4_CBC_128,
2. [REMZSEES SM2, SM3 & SM4 |, FRRENSERBIES I 2153 TERY SDK L3214
kms_enc_sdk.h,
ACES

KMS ZRERIFATIEOERZGIT

#include<stdio.h>
#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys[])
{

inti_ret=0;

unsigned char ch_orig[128];

unsigned char ch_enheader[128];

unsigned char ch_cipher[1024];

size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size_t i_dedatalen = O;
size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));

strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);
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memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*3 RN/

size_t blockSize = 0;

[ EENNREREY/

enum Algorithm al_en = SM4_CBC_12§;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");
AddMasterKey(masterKeys,"ap-beijing”,"replace-with-realkeyid");

/R ARG E B EIRE HORNEFATH/
i_ret = InitkeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{
printf("InitkeyManager error\n");
return (0);

/*ch_cipher ZIIZEEHEXAS */
i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSiz
e,&enheader,ch_cipher,&i_cipherlen);

if (i_ret == 0)
{
i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);
if (0==_ret)
{
printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);
}
else
{
printf("Decrypt is err!!!1[%d]\n\n",i_ret);
}
}
else
{
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return (0);
}
int main()
{

inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BENTCERYIEZbtt*/

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou");

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld keymanager.secretKey,domainName);
if(0!=iret)
{

printf("InitSdk error\n");

return (-1);

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-real-secretKey");
AddMasterKey(masterKeys,"ap-beijing","replace-with-real-secretKey");

CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);
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HREERSR (KMS)

SDK #z[
SEARAR C 2O

E% Encryption SDK &R T KMS , SEIRPRARRENESBISETE , APRBREENSY , BRMEE
f | @A, B REEE IR,
HTIRLEITARS , B8 Encryption SDK STEETF KMS MBI IR NIEAPEFNES =,

o EF KMS ZRRIFAT | 2EEA KMS SFEEMINERER , B KMS REZRNsEaENEE | BF
B EOREZRRERMELRRE  FHESM nitkeyManager [,

o RERINETST - RIERFBTEIENEER , ENROMHTINESE , ZRNENEGRPHRAFEE , BF
FEEHCRIEERNZE.
HFREMEMER , BWBFERET KMS fIZRERIFI.

ETlE =S

 E% Encryption SDK (VERTEZRAEERFIEMM , BEFHRS KMS HEARMR.
o APZEEMFANSEE CPU 3% SDK 35SEML , BUTIATHSHITION :

cat /proc/cpuinfo|grep aes
cat /proc/cpuinfo|grep avx

HLEARIAE |, iR RSIFE S EINE.

e, SDK 0

InitSdk
o DIEEiEA | ISP REETHE KMS ERIRSS.

o SERAA

B SHER Wik KB R
AZ  region B char*  CMKMHEEFRE | FIF M thigdIsx
secretld 2 char * =M~ API 48 ID

secretKey = char * Z=WKF API Z25%8 Key
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domainName 2 char * HEZ=EE=58

o IRENE : WIREARTNIREIO , BFNLRERERAT (5i1R5,
WaBA :

o FTiEE Secretld ] SecretKey FHRZTF E | =IRSAZEOIAETERKSE SecretlD #1 SecretKey ,
SecretID #0 SecretKey RRAFHIE—IAIEEILE. WSERFAFTEZEIIERRSHEEO.

o BB¥E Secretld # SecretKey FIRPRIZEH | BINERFKS , RIBIVSEEHITZO/BNNAR
EEXE,

o FEiFE domainName BUIRE : W18RdomainNameA&R"" , MMNRELTE
TENCENT_SDK_DOMAINAZRYE , RZ , MLAAS A,

KMS Z5B{RIF A=A

KMS ZRIFEIFARET KMS BASTEFETH , B KMS IREFHENS4EGEHSE , HhENafEZiRE8s!
RASFHEAN. KeyManager BI#l5att. IIfEEROSE.

NewMasterKey
o DIReiA : IBAFENEBRIIAEEREETIE.
o SEORAA
B SHER wik KRB A

- char  FHRERIIF  KREREBFIMARNEREENRAE 81

He masterKeys 2

* CMK 5ARY=S[E)/9 region #1 Keyld K.
. char o .
cmkRegion £ . F240 CMK HigER
A
cmkkeyld 2 M EmB OMKEIID, M KMS StlachE

o R[ENE : IIANEZREARINRMEO , BNIREHEMNAY F51R63,
IRFINZAENERR | £ KMS FEFRTFERAPRE.

AddMasterKey
o DIREHEA : IINERIABREER , BRIRANTKE , A8 1M ERRLEERN  B2ERER%ENR | &5
XFFIANAN,
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o SEURAA :

SHENR

masterKeys

cmkRegion

cmkKeyld

i

il

ok
e

fEiR

HREERSR (KMS)

char  EZFEEIIFR , RERERFIANZBRHRENRMBE , 81 CMK

*

char

*

char

S FARYZSE) region 1 Keyld K,

FE4A CMK HElRER

F&ZH CMKRIID , M\ KMS =HladEif.

o IRENE : IIAEZRERMINREO , BNREFEMAT F51%05,
HEIRIE masterKeys Z/MREBS512FHHE , BNETRERFERNFER,

InitkeyManager
o TRGHHA : ¥09AH KeyManager BUZ5HIK , KeyManager FISRIREZIHSIEEASH , 8FFHER. B
BINEREL. EIRENE A,

o SEORAA

o IREHE : FI9RLRINIREIO , BUIREIEAHRY

SHER

keyManager

masterKeys

msgCount

enExpiretime

deExpiretime

secretld

secretKey

WAL : TCloudFinanceZone

i

i

ali

i

i

i

fi

struct of
KeyManager *

char *

int

int

int

char *

char *

=1

5

KeyManager Z5ta{A4gEt

F34F CMK (58%1%

BMERF DataKey AIINZANEEHE | INBNHS L
e, SE#HAE KMS FEiEK , &Y DataKey ,
REN 0 X RBIREIERXE

DNZEFRY DataKey EEFFHERNER , BALOFD.
TIEERHME—ITAR , HEMEE I EBIREA
3|, #ofhA DataKey f9E#HR , 0 FRAITHR

R FIRY DataKey RFHVARU , BAAF , 0%
ANZSVE

=M APL Z%8 ID

=K AP Z8 Key
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HREERSR (KMS)

o DOREfEIA @ 5 KMS FEE2RY DataKey , HATAMEGREINE.

Encrypt
o SELRAA
Bl SEHEWR WA
A&  source 2
AZ  sourcelength 2
AZ  keyManager 2
AZ  masterKeys 2
AZ  algorithm 2
AZ  encryptionContext 2
AZ  blockSize 2
H&  header =
H&  cipher =2
H&  cipherLength 2

%7

unsigned
char *

size t
struct of

KeyManager

*

char *

enum

char *

size t

struct of
MsgHead *

unsigned
char *

size t

o IXEHE : MERINREI0 , BRNIREMEMNAY fE1ED,
INEfERIEEE | 20 DataKeyfBXER | REEERKMSERRIFS AR TR,

IFHIINERIESIR
MEE
SM4_CBC_128_WITH_SIGNATURE
SM4_CBC_128

SM4_GCM_128_WITH_SIGNATURE

WAL : TCloudFinanceZone

e

2026/4/9 02:33:53

%S

FINEZRIBAS AR

SINEEIRRE | B byte

EEYIAAY KeyManager 25185t

FE$A CMK (58513

HENEME , sREEEETIER

FBF#xiR DataKey BYSHBEIFER |, key/value THY
JSON =R , sRASHF 1024 =45, fiaN
{"name":"test","date":"20200228"}

0 FINERSADERINE | JF 0 "D RINELR
TR, B byte

LIRS , BT REIRRIIZN—LERMS
B, BiNEERREE

ARSI IS

BXKE , B{I byte

=1z
{558 SM3 HAC &8/ SM4 CBC &z
AEAZEK SM4 CBC &Nz

5/ SM3 HAC &&H SM4 GCM #&=
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HREERSR (KMS)

EE 0= ]
SM4_GCM_128 4 RMERZEER SM4 GCM HEXINEETE
SM4_CTR_128_WITH_SIGNATURE 5 5/ SM3 HAC &5/9 SM4 CTR &=
SM4_CTR_128 6 FMERERH SM4 CTR 8,
SM4_ECB_128 WITH_SIGNATURE 7 fs5F3 SM3 HAC &2#/Y SM4 ECB &3
SM4_ECB_128 8 RMEREEM SM4 ECB 1E5
EncryptedDataKey Z&¥a{Aixi AR
SRR &3t 1588
cmkRegion char * F248 CMK iR
cmkKeyld char * F#5H CMKRJ ID , M KMS = EE S
dataKey char * 776 DataKey XFRIAYZESL
MsgHeadZ&#a{A BB
SRR et 15388
algorithm enum BEEE , Bl IIEEEFE

encryptionContext  char *

dataKeyNum int

Array of
datakK
ataney EncryptedDataKey
blockType enum
blockLength int

BlockType £5#a{iEH
w&E

WITHOUT_BLOCK

WAL : TCloudFinanceZone

FIF#®R DataKey HY4HEN=ZER , key/value X3#9 JSON =7
BRI, BANIE1024FT5, AN
{"name":"test","date":"20200228"}

(EFRRIINE S DataKey #EMBEMAIEEH CMK EH
X, S MR ERRINEE

DataKey BIEE%IZE , FIEBSW EncryptedDataKey 4514
GNETL)z]

BEXINZSHRENEE , B rnRZEXEEHEOHR | FEE
&0 BlockType Z5Ka{Ai5iEE

PRAGKE

= 15288
1 BN ER
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REHME g3
WITH_BLOCK 2
Decrypt

o IHEEIEIA | HiEETHREEN , BRIEXEE.
o SENHEA :

Bt
NS

A&

EE
W

EE
W

source 2 unsigned char *
sourceLength 2 size t

struct of
keyManager =

y 9 = KeyManager *

struct of

header =
= MsgHead *

plainText B unsigned char *

plainTexttength 2 size_t

o R[EE : FFEATINIREO , BNIREMENAY FE1R65.

KMS 1nz: A=z R G|
KMS B$R{RP s R ERREn T

#include<stdio.h>
#include "kms_enc_sdk.h"

HREERSR (KMS)

%}.

stk
SRR
MEEHUSIRKE | B byte

BEHIHAAY KeyManager Z5Ka{R g5t

SLEEIREINR , BTREIRFEZN—EER
B8  BINSEXTEBIFRIREA

RSB ST
BESCIKEE , 243 byte

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys[])

{

HRAFTE : TCloudFinar

nceZone

inti_ret=0;

unsigned char ch_orig[128];
unsigned char ch_enheader[128];
unsigned char ch_cipher[1024];
size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];

size_t i_dedatalen = O;
size_t sourceLength = 0;
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struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = O;

[*53 FRINY

size_t blockSize = 0;

[MERINRERIE

enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

noun

AddMasterKey(masterKeys,"ap-beijing","replace-with-realkeyid");

/AR AINEREEHEIRE AR EFAITERY/
i_ret = InitkeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if(0!=iret)

{
printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher 2IEENEXAS */
i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSiz
e,&enheader,ch_cipher,&i_cipherlen);
if (i_Lret == 0)
{
i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);
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if (0==i_ret)
{
printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);
}
else
{
printf("Decrypt is err!!!!HH[%d]\n\n",i_ret);
}
}
else
{
printf("Encrypt is err!!!!!1111[%d]\n\n",i_ret);
}
return (0);
}
int main()
{
inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BB TCERYIE & B/

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou");

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld keymanager.secretKey,domainName);
if (O!=i_ret)
{

printf("InitSdk error\n");

return (-1);

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");
AddMasterKey(masterKeys,"ap-beijing”, "replace-with-realkeyid");

WAL : TCloudFinanceZone 2026/4/9 02:33:53
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CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

JRENNZ TR iR

JRENNZ S RIS RAIARSS R EFARA KMS 1R . 5 KMS ZSRRIFATELL | REMZE LS XNEERPASER
INEERHTIGE  ARPRIEERNZEN. HTRE5EHMIER  EXAFER KMS ZRRIFS .

7Eep CTRETIUINEIRBIETE | EftbRIRIUINERA PKCS#7 fREHITIRSE.

Sm2GetKey
o TNEEHAAR : (FRSM2EEAERZAYT.
o SELRAA -
Bt SEETR Wik S ik
Hs pubKey 2 unsigned char * NIRRT, KEH 64 =15
He priKey 2 unsigned char * FAERE , KEA32FD

o IREHE : ZHEIIEMALINIREIO , BUIREHERNATEIRID.

Sm2Sign

o INREHHA : {FEMA SM2 BEiEHITER,
o SERAA :

B SHER ik KB ik

AZ  pubKey 2 unsigned char * RREBHUABEAE | BIEKEREES 64 F1.
A& priKey 2 unsigned char * RRISAUFASEAR S |, BUEKEREN 32 F15.
A msg 2 unsigned char * [RS8

AEZ  msglen 2 int JRSCERRIRE | BRI byte

Hs sig 2 unsigned char * ISR

A sigLen 2 int * TREIENKE |, B byte
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HREERSR (KMS)

o IXEHE : FUEERMINRMEO , BNEREEMNAY fE1=D,
INRFAABRIKEABRERKE , BRFUNRBARKEFRA—ERIEE  TESERENRSE.
Sm2Verify

o DHESHAAR : (A SM2 ELEHTIES,
o SENHAR :

B SHER W5 St ik

S pubKey 2 unsigned char * RSN IAARS |, FUEKEREN 64 15
A& sig 2 unsigned char * EREHEYE

AE sigLen 2 int BERINEIEKE |, 8 byte

Hs msg 2 unsigned char * JRSEUE

s msgLen 2 int * FEXEIREKE | B byte

o IRENE : WEAINREO , FNHREWERAY fE1Z65,
INBREAEERKEATT , BFUIRBAKERA—SREE  JSERELERE,

Sm2PemChangeToPubkey

o IREHEA | XYpemBNIINBABHITIER,
o SERA

Bt SHETR W5k S g
S pemPubKeyInfo 2 unsigned char * pem EHXHIABER
Hes pubKey 2 unsigned char * EHENABER

o R[ENE : #EHAINREO , BRIREENAIEIRT.

HashForSM3WithSM2

o THEEHIA : {#F Sm2GetKey EOERMAE , FETFSMIEZEMSEBE,
o SERAA :

=] SEBR Wik ESit] fis

AE msg 2 unsigned char * R EUE

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 $ATRHE 25T



2 BAETCE SRR (KMS )

Bt SEEFR Wik RE ik

A& msgLen 2 int RS EHRRIKE

A& pubKey g unsigned char * NARS | BUEKERESN 64 =1
S id 2 unsigned char * id &

AE idLen =2 int id BKE

Hs digest g2 unsigned char * ERAIREE

Hes digestLen 2 int * HEUEIRE

o R[EIE - ERREERINIREIO , BNREENAERD.
IR ARIIKEAEERE , BFURBAKERA—SREE  FIESHREhRRE.

Sm2SignWithDigest

o INREHEIA : (FAAAERAEEREEREE
o SEURAA :

Bt SHER i KRB iR

A& pubKey 2 unsigned char * NIARE , FEKEREN 64 =1
A& priKey 2 unsigned char * FRIARE , BIEKEREN 32 F1
A& digest 2 unsigned char * HELE

A& digestLen 2 int HELIERIIKE

Hs sig 2 unsigned char * ERRIEEE

He siglen 2 int * ERMIEIKE

o R[EE : ENERRINIREO , BNREHENAERD.
IR AETRAABRRKEAEERKE . APNRBARKES—BRIEE  JESHATNRSHE.

Sm2VerifyWithDigest
o DIREHEA | BT ERRIBERTHITIRE,

o SEURA

=] SHIBR sk RE R

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 48WH 2157



2 AT TCE

SHBR
pubKey
sig
sigLen
digest

digestLen

S
unsigned char *
unsigned char *
int

unsigned char *

int

o RENE : WEAINREO , BRHREFENATTEIRT.

Sm2Encrypt

o IhEEHEIA : £/ SM2 BiEHTINE.

o SEURAA :

EE > > > H
I R

EE
W

SEEMR
pubKey
source
sourceLength
cipherText

cipherLength

unsigned char *
unsigned char *
int

unsigned char *

int*

o R[EE : INZRLIIRE0 , BUGREAERAT F51%63,
ISM2 NIZERT/NGERIER | FEWINEHBT 256kAVEE.

Sm2Decrypt

o INREREIA | FRSM2EEHITIRE.

o SENHEA :

Bt
AE
A&

A&

SHEWR
prikey
source

sourceLength

WAL : TCloudFinanceZone

el
unsigned char *
unsigned char *

int

2026/4/9 02:33:53

HREERSR (KMS)

ik

NPRE , GWEKEN 64 F5
EBRE

ERHIEIIRE

LR

HEHIERIRE

R

RRBHIRNBAS | BIRKEN 64 F15
SM2 DNEZRYIREE

IREEICE | BB byte

B ERE

BNHIEKE | B byte

fik

RIRISHIFARAE |, BIRRKERERES 32 F15
DN RRYEEE

INEZERIEIRRE | B4 byte
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B SHER Wik KA fk
Hs plainText 2 unsigned char * BN EURE
H&  plainTextLength 2 int * BASCEUERE | B byte

o IXEHE : FFEAINIREI0 , BNREMEMNAY fE1E6D,

Sm3Hmac

o IHEEHHA : {#FM SM3 18%15E Hmac it&E.,
o SENIRAA :

=k SRR Whi%E &g R

A& data 2 unsigned char * JRIEUE

A& dataLen 2 int [RIEUERIKE | 811 byte

A& hmacKey 2 unsigned char * & Hmac BIZSHRE

S keyLen 2 int I8 Hmac NEIRIKE , B byte
He hmac 2 unsigned char * 4RI Hmac {8

s hmacLen 2 int * Hmac <E , i byte

o R[ENE : FOERAIHREO , BNREFERAY EHixE.

Sm3Digest

o TEGHEA © [FASM3ERIHE,
o S :

Bt SEETR DASvis et ik

AE data 2 unsigned char * RS EE

A& dataLen 2 int [FSEUERRE
He digest 2 unsigned char * ERAEE

He digestLen 2 int ERAREERIKE

Sm4CbcEncrypt/Sm4CtrEncrypt
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o THEGHNA : {FM SM4 IIZ &L CBC, CTR #{AINNZ,
o SERAA :

Bt SHER ik KA ik
unsigned char "
AZ  source = . JRIEE
AZ  sourcelength 2 int [RCEIEAUSE |, Bfi byte
= \Y [t s - EE'_H“ = =
AZ  key = it char * EF'EEME’J SM4 55 , KEREIESN 128 {iu(16 ==
)
nsigned char . . 1
AB v g M9 MAEE , BN 128 fI(16 39)
. unsigned char e
H&  cipherText 2 . BN EE
H&  cipherLength 2 int * BYHIEKE , B byte

o R[EE : INEALIIRE0 , BULREAERNAT F51%62,

Sm4CbcDecrypt/Sm4CtrDecrypt

» IHEEHIA | BT SM4 INEEi% CBC, CTR &z FHYFRE,
o SEURAA :

Bt SHER ik 2EE fEiR

unsigned char

A& source = . INZEEEE
A& sourcelength = int INZERIEIEKE | B byte
unsigned char FFBENXH SM4 Z58 , KEREESN 128 {1u(16 F

AE  key = . -

1)
AE v g unsignedchar v | B 128 fi(le FH)

i o unsigned char e "

& plainText = . R e RORES AR
H&  plainTexttength 2 int * RE RN EIRIKE |, B byte
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EREERSE (KMS)

o RENE : FFEAIIREO , BULREAERNAT F51%63,

Sm4EcbEncrypt

o IREEIA © FARAT SM4 INEE % ECB & FRIINZE.

o SEUNAA :

BiE SEER

A& source

AZ  sourcelength

A& key

H&  cipherText

tH&  cipherLength

fim

fim

fim

fil

fil

unsigned char
*

int

unsigned char

*

unsigned char
*

int *

Tk

JRSCE R

JRSEERIIKE | B\ byte

FRFBEREXHI SM4 238 , KEEE 128 (16 =
)

BEE

EMEIRIKE | B byte

o IRENE : INZEAIDIREO , ENHRERERAY fE1Z65.,

Sm4EcbDecrypt

o IHRSHEA : (#/ SM4 INZEEs% ECB & FHsE=s,

o SEURA

Bt SHER

AE&  source

AZ  sourcelength

ANZ  key

2  plainText

H£  plainTextLength

o
&

i

fiD

fil

eSS

unsigned char

*

int

fir

InEZ fRRIEEE

INEfERIEHERE | BB byte

unsigned char FFBEENH SM4 348 , KEREEH 128 (16 F

*

unsigned char

*

int *

)

fRE RIS TR

REISRIBANEUERE | BT byte

o R[EE : FFEAINREO0 , BULREAERNAT F51%62,

WAL : TCloudFinanceZone
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Sm4GcmEncrypt

o IHEEHIA | BT SM4 INEEE GCM & FRIINE.
o SEUNAA :

Bt SHEWR Wi %
A& source = imsigned char
A&  sourcelength £ int

AE  key = imsigned char
AE v 2 ’tjnsigned char
A& ivlen 2 int

A&  add = Lmsigned char
AZ  addlLen =2 int

AZ  tag = l;msigned char
A& taglen =2 int

H&  cipherText 2 imsigned char
H&  cipherlength 2 int *

o IRBEHE : MNEATNREIO , BRHREMENAY fEiE6D,

Sm4GcmDecrypt

o IHREHIA : (/A SM4 INEEL GCM 1#z{ FHIRERE,
o SEURAA :

B SEERR sk SR
unsigned char
A& source 2 . 9

WAL : TCloudFinanceZone
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fik

JRSCE R

JRSCEERIIKE | B byte

FRFBEEXR SM4 238 , KEREE 128 (16 =
)

PiatEE , EEH 128 fi7(16 =5)

FMERASTIHKE , B byte

L Eic)

ARSI | 84 byte

tag {8 , RIREGHD

RIIBHIIKE | B byte

BNEE

EMEIEIKE | B byte

fEiR

I EHIEGE
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B SHER Wik RE
A& sourcelength 2 int

unsigned char

A& key =2 :
AE v 2 imsigned char
AZ  ivlen =2 int

A& add 2 imsigned char
A&  addlen =2 int

A  tag 2 imsigned char
A& taglen =2 int

H&  plainText =2 imsigned char
H£&  plainTextlength 2 int *

o IRENE : REAIIREO , BNHRERERAY fE1Z65.,

JREMNETT TR DA RA
REMZESRAGEOERRAIAIET

#include<stdio.h>
#include "kms_enc_sdk.h"

int Sm4CbcTest()
{

inti_ret=0;

unsigned char ch_orig[1024];
inti_orig = 0;

unsigned char ch_en[1024];
inti_en=0;

unsigned char ch_de[1024];
inti_ de =0;

memset(ch_orig,0,sizeof(ch_orig));

WAL : TCloudFinanceZone 2026/4/9 02:33:53

EREERSE (KMS)

i

B B

INZENEUEKE , B4 byte

FRFRBEENXH SM4 &8 , KEREIE/S 128 £i(16 =F
)

iamEE , EEN 128 {i(16 =715)

IRHRERTIIKE | BT byte

LipiremiEis)

ISR RIKE |, BT byte

tag & , BIRIERS

RESISRIIKE | BB byte

R IEHOBES AU

R ISRIBASEUERRE | BT byte
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memset(ch_en,0,sizeof(ch_en));
memset(ch_de,0,sizeof(ch_de));

unsigned char key[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

unsigned char iv[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

strcpy(ch_orig,"this Sm4CbcTest");
i_orig = strlen(ch_orig);

i_ret = Sm4CbcEncrypt(ch_orig,i_orig,ch_en,&i_en,key,iv);
if (0!=i_ret)
{

printf("Sm4CbcEncrypt error\n");

return (-1);

i_ret = Sm4CbcDecrypt(ch_en,i_en,ch_de,&i_de key,iv);
if (O!=i_ret)
{

printf("Sm4CbcDecrypt error\n");

return ( -1);

}
printf("Sm4CbcDecrypt data is [%s]\n",ch_de);

return (0);

int main()

{

inti_ret=0;

char region[128];
char secretld[128];
char secretKey[128];

memset(region,0,sizeof(region));
memset(secretld,0,sizeof(secretld));
memset(secretKey,0,sizeof(secretKey));
memset(domainName,0,sizeof(domainName));

/*domainName BIEANTCERYIEZtt*/
strcpy(domainName, "replace-with-real-domainName");
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strcpy(region,"ap-guangzhou");
strcpy(secretld, "replace-with-real-secretld");
strcpy(secretKey, "replace-with-real-secretKey");

i_ret = InitSdk(region,secretld,secretKey,domainName);
if (i_ret!=0)

{

printf("InitSdk error\n");

return (-1);

}

Sm4CbcTest();

return (0);
}

TEIRAS

R[EHE EE
0 ES_OK
-1 ES_ERROR
-2 ES_ENCRYPT_SOURCE_EMPTY
-3 ES_NO_CMKEY
-4 ES_ALGRITHM_ERR
-5 ES_GENERATE_DATAKEY_ERR
-6 ES_ENCRYPT_DATA_ERR
-7 ES_MARSHAL_PROTOBUF_ERR
-8 ES_CIPHER_TEXT_TOO_SHORT
-9 ES_GET_PROTO_ERR
-10 ES_PARSE_PROTO_ERR
-11 ES_DECRYPT_DATAKEY_ERR
-12 ES_SET_DATAKEY_ERR
-13 ES_DIGEST_INVALIDATE

WAL : TCloudFinanceZone

2026/4/9 02:33:53

HREERSR (KMS)

RRETEH
BiEAIF

=4 DataKey 12
hnE; DataKey $Hix
514 ProtoBuf HiE
BEERRE

¥REX ProtoBuf IR S
fi##fT ProtoBuf i3 HEE
fi#% DataKey $£i2
®E& DataKey iR

ERLEE  SEREAEY
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REHE
-14
-15

-16

WAL : TCloudFinanceZone

WEHME
ES_MEMORY_ERR
ES_KMSSERVICE_ERR

ES_USEREDITION_ERR

2026/4/9 02:33:53

=1
AFEIR
KMS RSB AFFE

RFAKF KMS i8RTAR

HREERSR (KMS)

B ST 215
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FEARAR GO O

Go I5= SDK , [REfERA CIESXI , LR\ cgo %[5 , REHEOM Go iIESEA.

EOREREREAR

K

KEBp1EOBREWES EncryptSDKError ZRBIZEXA ( Code : $&IREB , Message : {EIRBER ) . 1FBUNT :

IR
InvalidParameter
KmsAccessError
GenerateDataKeyError
EncryptDataKeyError
LocalEncryptError
UnknownError
CheckAlgorithmError

InvalidMessage

EIRER

SHEER

iAlE) KMS s
=4 DataKey $Ei2
In#% DataKey $&i%
AR
FRAEEIR
INEEALEE

¥XEN ProtoBuf #g3ZHsE

HREERSR (KMS)

DecryptDataKeyError f#%; DataKey 8
SignCheckFail BEREGEM
LocalDecryptError AHOAREE S
KmsServiceError KMS RS FKFE
UserEditionError KMS KA IERTAR

R SDKEEO

InitSdk

THREHEA : 1P EEEE KMS HEATRARS.

MANSE
SHBFR Wi et TGN
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HREERSR (KMS)

SR WhIE il fiA

region 2 string CMK iEis{E B FRFeER
secretld 2 string =M~ API 248 ID (&
secretKey =2 string =S API 2548 Key B

domainName string HEEEFHFH

i

IREHE : #OIR[E] EncryptSDKError ZRBUEERIAK,

o HEMIRENES nil , XA,
o HEMIREETENI , FRBUEY , FHEBFSWEIRS.
bW

o FitA Secretld ] SecretKey RIRETFE « mERSSAIZEIIAIEEZEMKER SecretID ] SecretKey ,
SecretID #0 SecretKey 2RFHIE—IAIEEIE. WESERFAFTEZEIERRSHEEO.

o FIEE SecretID 1 SecretKey HIRBRIZHI : EIWERFIKS | RIELSZEEHTEOBNNAR
EiEX,

o ZE7FE domainName fUIRE : t1ERdomainName A& A" , IINIKIEZTE
TENCENT_SDK_DOMAINAEZERVE , RZ , MLAAS R,

KMSHn= =AY O17EA

NewMasterKey
DhgEfEA  BAFENEERIAERRERTIE.
SERAA
SEBR ik KB TR
o ERRERTIR  KERERFIANZRHERRTE , 81 CMK 588
masterKeys 2 [1byte

Z3[8]/9 Region # Keyld K,
cmkRegion & string  E£24%A CMK iR

cmkKeyld B string %A CMKRY ID , M KMS i & ehEia

IREWE : #MIRE] EncryptSDKError SEBYEERIA,

o SEMIREEZ nil , RN,
o SEMOIREWEDIE nil , ARFINKY , FIHFESS IR,
=
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HREERSR (KMS)

BHRBTINENENERN | £ KMS FERELTEIIINRE.

AddMasterKey

DogEHEA  IIANBRRAFEER , BRNEATKE , SBNEXRAEERN  2ERNSA%ENR , RESIFNA

a1,

SHAA
SHER
masterKeys

cmkRegion

cmkKeyld

IR[ENE : #ZOR[E] EncryptSDKError

o SEM

R
. MR

InitkeyManager

Sl

[Ibyte

string

string

HEiR

FEREETER  KERBERPIIANZEBEEXRMRE 81 CMKEBN=
iE9RegionFIKeyldi<E,

FF4H (CMK) HbisEE

F24%8 (CMK ) BJID , MKMSESI&HhEE

SRBIEHIR,

[EEZ nil , FiAINERTI.
[EEZ93E nil , AFARINKW , FHEBESS NSRS,

INREREIA : ¥04aMt KeyManager BU5H{K , KeyManager FBRRFEREEERSE  BEXTRNERS. BHRMNE
b/ S E Sy GREIE

SRR

SHER

keyManager

masterKeys

msgCount

enExpiretime

deExpiretime

secretld

WAL : TCloudFinanceZone

il

]

fi

2l

il

fi

RE

*

Hk

KeyManager Z5ta{A4gEt , (£ CiEESHRY

C.struct_KeyManager KeyManager &5 Tel%EE

string

int

int

int

string

F#4E CMK (E851%

FNMERF DataKey AIIIEANEEHE | INEHIHEXE!

[, 281\ KMS 815K , £ DataKey |, 188
ROFRTFEEIRFIERIREL

N {FERERDataKeyE EFHIIEREE | BT, FIE
BHE AR , HEHESRISNEBIIEIAR , s
fitzDataKeyly&#e , OFRAITHA,

WREZ(EFAND DataKey SERHUEMER | BAINF) , 0FFR
HE.

=F APIZR ID (B
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BB Mg R A
secretKey = string =S API 2548 Key B

IREE : #FOKE] EncryptSDKError SRBIEERIK,

o HIEMIREWER nil , FXHIBLRIN.
o SEMREIEIE nil, KRDBUEY , FHEBESSERSE.

Encrypt
THRERAIA : 5 KMS SE&6U%ERY DataKey , #HTAMIEIEINE .,
BWANSEL
SRR %5 vi S A
source 2 [Ibyte SINZERIBASC SR
= SRR K SRS
keyManager = C struct_KeyManager EL#)iR1tAIKeyManagerfstgiR gt
masterKeys 2 string F&ZiR (CMK) [FRFIFE
algorithm B C.enum_Algorithm BENEE  SREREAFIER
FATFtrRDataKeyAJ4HBIFER , key/valueXdhijson
encryptionContext 2 string FRRR BRASIFL024FT5, W0 :
{"name":"test","date":"20200228"}
blockSize o it 0 RAINZR ARG |, IF0RTDRINZELAR 5
= BN, BT byte
3| SRRt s SFrhnER A — Lt =
header =  C.struct_MsgHead SLEREEREIAR , BTFIREIAXIIZN—LEERE

B BINSEXTEBIRRIEA

REWE : BOREIRNNE , —NFREEEF— EncryptSDKError SERIZERI(K,

o HIEMIREWES nil , FRINZERLI.
o SEEMIRMEEIF nil , ARINTERW , FHEES BRI,

==
INZERIEEE | SN DatakKey HBXIER , REEER KMS ZRERIFA RGO THE.

Decrypt

DIREfEA « 7T RS |, 15RIBSEE.
MANSE

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 $61mHE 2157



2 AT TCE

SHBFR Wik
source 2

keyManager 2

header

2l

e
[lbyte

*

C.struct_KeyManager

* C.struct_MsgHead

HREERSR (KMS)

T

DN IERIEERE

TR KeyManager Z5Ha{A&igET

SLEREIRANSR , BTFRERNBEN—LERER B
RMBEXR TSR

REWE : BEOREIFRNMNNE , —NFREEEF— EncryptSDKError SERIZERI(K,

o S0

EER nil , REERY | BEERNBXABERERFAEES.

R
o HEMOIREWEZIE nil , RFRBEELW , FIHEESLEIRG.

C.enum_Algorithm ZFRIIIERIESIFR

WEHME

C.SM4_CBC_128 WITH_SIGNATURE

C.SM4_CBC_128

C.SM4_GCM_128_WITH_SIGNATURE

C.SM4_GCM_128

C.SM4_CTR_128_WITH_SIGNATURE

CSM4_CTR_128

C.SM4_ECB_128_WITH_SIGNATURE

C.SM4_ECB_128

C.EncryptedDataKey Z5#g{Ai5BH

SHEMR
cmkRegion
cmkKeyld

dataKey

C.char*

C.char *

C.char*

C.struct_MsgHead Z5#a{AiEE

WAL : TCloudFinanceZone

B 15488

1 {3/ SM3 HAC &89 SM4 CBCHET,
2 NMEREEZAISMA CBCHEZINE

3 {£F8 SM3 HAC &8/ SM4 GCM 18z
4 RMEEZHZM SM4 GCM BN E£
5 {s5F3 SM3HAC &&M9 SM4 CTR =,
6 MERZRZM SM4 CTR

7 {§EF SM3 HAC £&H#9 SM4 ECB &=
8 MEFEERZR SM4 ECB ##5,

e
FE4A CMK HElRER
F#H CMKRIID , )\ KMS =HadE

176#/Y Datakey XFRAYZEST
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SHER

algorithm

ESil

C.enum_Algorithm

HREERSR (KMS)

kil
BixEtE | FIBBEEINEEIEIER

FAF#RiR DataKey RYSBENER , key/value X3 JSON =

encryptionContext ~ C.char * FEBEE , EATIE1024=F7, W :
{"name":"test","date":"20200228"}

datakevNum Cint FFERYNNZS DataKey #(& , fMNIBEMNEREE CMK #12
Y ' HEE | EIR NSRS

datake Array of DataKey REEFIZE , IF1EBS W C.EncryptedDataKey
y C.EncryptedDataKey LEH VNI RE

blockTvpe C.enum BlockTvpe BVIIESHRAINEE , B RRZEXNEEES R | 115
yp ’ - P BH& M C.enum_BlockType Z5ta{Ai5 A8

blockLength C.int DERAKE

C.enum_BlockType Z5#a{AitEE

MEE £ ViAH

C.WITHOUT_BLOCK 1 BN NNEAR MR

C.WITH_BLOCK 2 B INEFR R

KMS 1nZ; A=z ORE G|
KMS B$R{RP A R ERREn T

package main

/*

#include "kms_enc_sdk.h"
*/

import "C"

import (
"fmt”
// "time"
//  "encoding/hex"
)

func ECBEnAndDeWithSignTest(){
masterKeys := make([]byte, 1024)
NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid")
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AddMasterKey(masterKeys,"ap-shanghai","replace-with-realkeyid")

f := &C.struct_KeyManager{}
header_en := &C.struct_MsgHead{}
header_de := &C.struct_MsgHead{}

error := InitKeyManager(f,string(masterKeys),0,0,0, "replace-with-real-secretld"," replace-with-real-se
cretKey ")
if (nil '= error ){
fmt.PrintIn(error.Error())
return

source := [Jbyte("hello world!")
encryptionContext := "{\"test\":\"nihao\"}"

var algorithm C.enum_Algorithm = C.SM4_CBC_128_WITH_SIGNATURE
cipher,err_en := Encrypt(source,f,string(masterKeys),algorithm,encryptionContext,0,header_en)
if err_en !'= nil {
fmt.PrintIn(err_en.Error())
return
}
plainTexttest,err_de := Decrypt(cipher,fheader_de)
if err_de != nil {
fmt.PrintIn(err_de.Error())
return
}
fmt.Printin(string(plainTexttest))
}

func main() {
error := InitSdk("ap-guangzhou","replace-with-real-secretld", "replace-with-real-secretKey ","replace-
with-real-domainName")
if(nil 1= error){
fmt.PrintIn(error.Eoor())
return

ECBEnAndDeWithSignTest()

JRENNZ TR iR
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HREERSR (KMS)

JRENNZT TSN AIIRSS LR BT R AR . 5 KMS ZiRGRIFSZVELL | RENZE L NEERF B CERINER
RTINS , BAPRIEZRNEENE. HTRESEMERE  ENAFER KMS ZRIERIFS .

pEI =4

HACTREEZUINE R BES | EfthARIVINERA PKCS#7 R TR,

Sm2GetKey
ThEEHIA : ERSM2EE4pEEARY.
MANSE . THERBASEH.

RENE : #ORB=AZE , RPFRHA ( DBIRERRINEE. FARE ) F—EncryptSDKErrorsRBIEEHIIK |
BIMEEEF kiR,

o SEMRERISEIMSE NIl , FRTSREE HRIAL ;
o 3knil , RFIREUKRW | BEAEEREMIRPRIEIRIBCodefNiEIR(EE Message,

Sm2Sign

ThEeEA © (FF SM2 EiRT8E.

TN
SHEMR Wik et ik
pubKey = [Ibyte RRIEHNBEAE | SERKERENAFH
prikey = [Ibyte RIRBEFABERE | HIERKEREEH32FT
msg = [Ibyte JRSCEE

IREME : #OREIRMNAS , — 1 FZREEM— EncryptSDKError SEBIZEVAR,

o SEMOREIEDR nil , RERKT , ERABEREIRIFFFEES.
o SEEMRENEDIE nil, KREBXW , FHEESEIRI.

==

NPIOFARIIRENEERE , BRFURBAKERS—HRIEE | TSR FhRRE.

Sm2Verify
TheHA : (5 SM2 EiAH{TI0%,
WMNSEL
SHER W% et HEIR

pubkey = [Ibyte RRIBHIAEAE | BERKERENAFH
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HREERSR (KMS)

SHER DA - it R
msg 2 [Ibyte [RIZEHE
sig 2 [Ibyte BEEREEE

RENE : #OREIRIMAS , — N FZREEEF— EncryptSDKError SEBIZEVAR,

o SEMOREED nil , TREERT) , ERABEREIRIFFFEES.
o SBEMREIEYSIF nil , AFRREXRW , FIHFESUBIRSE.

pEI=

RNPRKENEEREAFT , BRNRBAKERA—HRIEE  JESERFEhESRE.

Sm2Encrypt

THEEHEA © /8 SM2 BETINE,

MNSEL:
SRR Wik it ik
pubkey = [lbyte RFBINBERS |, HIEKEH6AFT
source 2 [Ibyte IREUE

REWE : BOREIRNNE , —NFREEEFN— EncryptSDKError SEBYEERIK,

o SEEMIRENES nil , TTRINEKTD | IIERREXABERERIFIEAT.
o SIEMIRMENEI9IE nil , ARINTERY , FHEES BRI,

bW

SM2 NIEZERT/NGERIZR | RN INEEEIT 256kATETE.

Sm2Decrypt

TOREHEA : #F8 SM2 EERTHER

WMANSEL
SHBR %% ESit] fk
prikey = [Ibyte RRBHFAAERNS | HIEKEREH32FT
source B [lbyte I RRYEUE

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBIEERIK,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 66MHE 2157



2 AT TCE

HREERSR (KMS)

o SEEMIREED nil | FTEERT) | BEZRINBEXRSEIRE,
o SEMIRMEIEIDIE nil , TRBEERW , FHEESEIRE.

Sm2PemChangeToPubkey

Dttt : XpemtBTLAINTARNBHITHER,

WMANSEL
SHER Whise ESid) )0
pemPubKeyInfo = [Ibyte pemiEHINIBER

RENE : FORBIWNANS | — DNERFEEF— P EncryptSDKErrors8BIZENIA |, BIREEEFLIREA.

o SEMRERISEMSEANIl , ARIERMTD , HIREHNAEABERERNFTEES |
o 3knil | (URELIRAW | BAEEREMIRPREIRIBCodefNiEiR{E 2 Message.

HashForSM3WithSM2
THREHEA : fEF Sm2GetKey #EOAEMRINE , FETSM3EZEMEERE.
MNSEL
SEBR W5 RE A
msg = [lbyte JRSCETE
pubKey = (lbyte RIPARE |, FIEREREEN64FT
id b~ [lbyte id{E

RENE : FORBIWINANS , — N FEPEEM— P EncryptSDKErrors8BIZEHIA |, BAEEEFLIREA.

=x=£=2O

o BEMRERIEEMSEAnIl , ARBELEMAD , ERRIREABTRERFHEES ;
o 3Enil , ANERBBERKY | EREEEMIRTRIERIBCodefliEiREE Message,

Sm2SignWithDigest
THREHER © (BRI R RTIE BB RS R

BINSEL :
SHER WA it A
pubKey = [Ibyte NERE | BEKERENAFT

priKey = [lbyte FNERE |, SUEKEREN32FT
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HREERSR (KMS)

SR WAISE il Tk
digest = [lbyte HashForSM3WithSM2 &R HEEEERS

RENE : BORERIARE , —NFHEEF—EncryptSDKErrorZsBIZEIR | BNEEEF LA,
o SEMRERIGEIMESEANIl, KRERHT , EARIERRBERENFTEHAT |
o 3bnil , KERHBEERRW , BAREEEBFPRIEIRIBCodefliEiR{EE Message.
Sm2VerifyWithDigest

DIREREIA | BT ERRIRERTHITIRE.

NS
SHETR W5 &g R
pubKey = [lbyte NERE |, FEKEEEH64FT
sig b= [lbyte BENNE
digest 2 [Jbyte HashForSM3WithSM2 £ EEERS

IRENE : ZOIRE—EncryptSDKErrorsBIZEHAA , BNEEFFLiREA.

o HEMIREIRVEEMMEE AN, (KFRIESHI ;

o JEnil , KFR/BREKN , BEARBEEEARFPIERBCodeflfEiREE Message.
Sm3Hmac

ThREREA : EF8 SM3 I8%EE Hmac itH&.

BWANSEL
SRR Whi%E il A
data = [loyte [R3EE
hmacKey = [lbyte HEHmacIZERE

RENE : #FOREFENARES , — N2 EEEFI— EncryptSDKError SEBIZEHIR,
o HEEMRENEA nil , FTx Hmac itERIN , Hmac RBEREIRFREAF.
o LIEMIRENENTE nil , FRHmMacitELEYW , FEES IR,
Sm3Digest
IhEeHmA : [FRSM3AREE,
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HREERSR (KMS)

MASE
SHBR sk ESig Hk
msg = [Ibyte JRSC &R

RENE : EOREIRNMNS , — N FEHEEFI— D EncryptSDKErrorsSBIEERIIK , BRNEEEF LR,

o SEMRERIEEMSE Il , ARERFEND , ERRIREABTERERFHEES ;
o 3knil , RRERFERY , BAREEEEFPRYEIRIZCodefiEiR{EE Message.

Sm4CbcEncrypt/SmA4CtrEncrypt

TIEEHEA : FERMAT SM4 NSk CBC, CTR M FRIMNE.
BINSH

SHER i KE fek

source 2 [Ibyte [REUE

Key = [lbyte FRFRBEEXRISMAZSE , KEBEEN128(1(16F1) , FRERENT
iv = [lbyte DiatEE | BEN128((167FT) , FEERENZT

REWE : BORERNMNNE , —NFREEEFN— EncryptSDKError SEBYEERIK,
o HEMIRENEA nil , FARINZRID , INEERNEXARNBEREINZREES.
o HEMIRENENIE nil , BRIMBTEY , FIEBES ISR,

Sm4CbcDecrypt/Sm4CtrDecrypt

DIReiER © 75iERRT SM4 INEREE CBC. CTR ==\ FRIRE.
MNSEL:

SHER ik RE feik

source 2 [lbyte I ERIEUE
key = [Ibyte FFRBENH SM4 258 , KERE12841(16FT) , FeEREAT
iv = [Ibyte VtatAE |, BEA12841(16FT) , FeEREANT

RENE : FORBEIRNANS , —PNEFFEEEFI— EncryptSDKError SRRV,

o SEMIRENEY nil , TTEERT) |, FERRAXASERERFIFEEAT.
o SEEMIRMEIEIDIE nil , TRBEERW , FHEESEIRIG . **
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HREERSR (KMS)

Sm4EcbEncrypt

TREfEIA © 75/ ARAT SM4 INEEE ECB &0 FRIINE.
MASE

SEAFR WA A iR
source 2 [Jbyte R &R

key = [lbyte ~ AFBEMXH SM4 Zif , KEBEN128((16FT) , FRERENT

5]

REWE : FOREFHAIRE , —DFAFEEM— EncryptSDKError SEBIEEH(E,

o SEMIRENED nil , TTRINEKTD , IIERREXASERERFIEEAT.
o SEEMIREEYDIE nil , FRINERY , FHEBES BRI,

5]

Sm4EcbDecrypt
TheERIA : 5ARAT SM4 1INE&E% ECB 1B TR,
BMNSE :
SHBR ik KA A
source 2 [lbyte TN Ea0EUE
key 2 [lbyte  FAFPBEEXKISMAEE , KEBEEH128(I(16FT) , FHERENZ

REWE : BOREIRNMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,
o SEMIRENE nil , TREERT |, FERNEXASERERFREAT.
o BEOREWEYSIF nil , FFEEXRW , FIFESUERD.

Sm4GcmEncrypt

DhREEIA : 7= T SM4 IIE&E GCM &=z{ TRIINE.

MNSEL

SHER ik RE feik

source = [lbyte INZEaEE

key = [lbyte  FAFPBEEMXH SM4 &8 , KEREE/H128(1(16FT) , FREREAT
iv b~ [lbyte  #IAEE , TEEREAT

aad = llbyte  MIIIRILER
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HREERSR (KMS)

SHER ik XKE S

tag 2 [Ibyte tag {8 , BIREEHS

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,
o HEMIRENES nil , RRINZRD , IIEEHNEXASEREINZRAEUES.
o HIEMIRENEAIE nil , BRINFTEY , FIEBES WIEIRG.

Sm4GcmDecrypt

DIREREIA © 7iERAT SM4 INEREE GCM 1Rz T RIREE.
MANSE

SHER ik KB feik

source 2 [lbyte I SRR

key = [lbyte  FAFBEMXH SM4 Zif , KEBEEN128(I(16FP) , FEEREAT
iv ~ [lbyte  ¥MAKKEE , FEERENZT

aad = [lbyte  HMIMILESR

tag 2 [Ibyte tag 8 , BIREEHS

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,

o SEMIREES nil | RREERT)  BERNBXASERZRINFAEAT.
o SIEEMIRMENEDIE nil , TREERW , FHEES BRI,

JREINE 5 zCRIE LA A7)
JRENNE SRR CERRANT

package main

import (
"fmt"
"encoding/hex"

)

func Sm4EcbTest(){
key := [Jbyte("1234567890abcdef")
msg := [Jbyte("hello world!")
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cipherText,enerr := Sm4EcbEncrypt(msg,key)
if enerr != nil {
fmt.PrintIn(enerr.Error())
elsef
plainText,deerr := Sm4EcbDecrypt(cipherText, key)
if deerr != nil {
fmt.PrintIn(deerr.Error())
}else{
fmt.Print("Sm4EcbDecrypt:")
fmt.Printin(string(plainText))

}

func main(){
error := InitSdk("ap-guangzhou","replace-with-real-secretld", "replace-with-real-secret”, "replace-wit
h-real-domainName")
if (nil '= error){
fmt.PrintIn("InitSdk err",error.Error())
return

}
fmt.PrintIn("InitSdk is ok")

Sm4CbcTest()
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FERARAR Python 282 328

Python2 i&= SDK , [ EE(#F C1IE=sCH , LEEIT ctypes £#3%f5 |, 2#tEOH Python2 1IE551EE.

=i

HiRtY

-10
-11
-12
-13
-14
-15

-16

#tade SDK #0

InitSdk

WAL : TCloudFinanceZone

iz

IEEIRE]

—hRIEIR
INERIRX A=
RREERH
BiEASTF

774 DataKey $&i%
102 DataKey 482
FE5I4K ProtoBuf H42
BHUEARE

$EEX ProtoBuf R3S
AT ProtoBuf 337 H5E
7% DataKey 452
28 DataKey &R
BEAEE  SEREAEY
RFEIR

KMS fRSSHRFFE

FHKI KMS FEAIAR
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2 AT TCE

HREERSR (KMS)

DIREHEIA | ISP RETHE KMS HERIRSS.

MNSH
SR DA gt A
region = str CMK HIERFRFE | I~ @Rt 7 IR
secretld 2 str =M API 248 ID {8
secretKey 2 str =S API 348 Key (&

domainName str I EERFTSH

]

RENE : EFORE—DEH,

o SEEMIRMENE0 , FARIHTH.
o HENREEIFO0 , MR,

=g

o FEE Secretld #1 SecretKey FHRZEFAE | mIRSAESIEIAIEEZEMKEE SecretID # SecretKey ,
SecretID 0 SecretKey RRFHBE—INEESIE. IESEAFEZEIIER=RSHEO.

o EEFA SecretID F SecretKey BUSPRIZH | BINERFKS | RIBWSEEHTEOBNEAR
EEXBG,

o ZFE domainName RUIRE : W18 domainName A&1"" , NINIKETE
TENCENT_SDK_DOMAIN =iZEUE , kZ , MEANS A,

KMS 0o =A<l

NewMasterKey
IheerER  BAFENEBRIMAETZHERTIE.
SEEA
SEBR Wik KRB R
cmkRegion 2 str FE5A (CMK) HEIRER
cmkKeyld 2 str F%B (CMK) B91D , M KMS {=HlaHEif

RENE : EOREELY. ERRERTIE.

o SIERMIREZEEUENO0 , TNz,
o SEMIREZEEEENIR0 , AFRRINKM,

R
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2 AT TCE

HREERSR (KMS)

BEHRBTINENENEEN , EKMSEEHEALTERRTRE.

AddMasterKey

DIREHEIA | IMNZRNAFEER , BRATRE , SE N ERRLEERN | SERNEAENA | &RESSIFIA

ANEZRER.
SHRA

o C
masterKeys
cmkRegion

cmkKeyld

REE : £

i

it fEA

list FEPEBIIR , KEREAFIINREHEE T
str FE4H (CMK) (=R

str F#38 (CMK) B9 1D, M KMS $zHlEaHEf

[EEEE. EERERTIE.

o SIEEMIREEZ0 , TN,
o SEMREWEIFO0 , HRARINKYL,

i i

InitkeyManager

DIREHEIA | MR NERR  B3ERREE. BRI, BRENNES  BRERESH.

SR
SEBER

masterKey

msgCount

enExpiretime

deExpiretime
secretld

secretKey

i

=

=
=
=

=
=

int

int

str

str

S
F#H (CMK) [5851%

BMEfF DataKey AIIIZRIHEREEE | MBRIMEXRRE , KF#HM KMS
=aiEK , £RETRIDataKey , IREN0FRNLBIREIERIRE

INE{EF3RY DataKey fEEFHRIENES , BANY  MiBBEE—RER
HEE BRI EE B EIAR , Bk Datakey RIEHR , 0OFRTATHA

(£ RIRY DataKey BFHVERTHA BT , OFRTAIHE.
=K APLESR ID (B

=S API 2548 Key B

IR[EHE : #OIR[E] KeyManager XJ&R,

o HIEMIREWEARS None , FRa¥IAHRT.
o HJEMIRENES None , (ERVIIALIEM,

WAL : TCloudFinanceZone
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2 AT TCE

HREERSR (KMS)

Encrypt
ThgeHEIA - 5 KMS SEEE2RT DataKey , BHTAMEIRINE,
WMANSEL
SHATR Wik KRB ik
source = str INEE YRR ELE
keyManager 2 kms_enc_sdk.KeyManager  B&#IiaAY KeyManager £513{A35Et
masterKeys 2 list F24A (CMK ) (5851%
algorithm 2 Algorithm BENEME  sREEEEIIFR

FIF#RiR DataKey RYFEENZFER , key/value X3
encryptionContext 2 str 1Y json FRFERISI, RASZIF2048=F 15, U ¢
{"name":"test","date":"20200228"}

0 FXTINERIADERINE |, IFOFRTDRINELL
RORKN | BB byte

blockSize int

fil

REHE : #ORE=NNS  — ML — MsgHead X%, —MNFRIEERENINZEIEX.

o SEMIRERIEEYSE N0 , AFRINZRLID,
o BENREIRVELHSEIE0 , RINFBEY,

FE

INZRRIEEE , 2INA DataKey HBX(ER , REEER KMS ZiRRIFATAEORITHRE,

Decrypt
TheEHER : 73iZRTHREEX , 152 EEE.
BMINSEL
SRR W5 ESid) )0
source 2 str & ENEYE
keyManager 2 kms_enc_sdk.KeyManager BEEHHI KeyManager 338

i

RENE : FORE=AAZ  —PEE. — MsgHead 580K, — M FRFBSEIRREFRIIAS.

o SEMOIREVELSEN0 , REFEZ I,
o BENREIRVEHSE IR0 , RBERW,

Algorithm ZIFRINIZRIESIZR
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MEE
SM4_CBC_128_WITH_SIGNATURE
SM4_CBC_128
SM4_GCM_128_WITH_SIGNATURE
SM4_GCM_128

SM4_CTR_128 WITH_SIGNATURE
SM4_CTR_128
SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

KMS nnz5 =R ERG

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2’

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’
secretKey = 'replace-with-real-secretKey'

=

domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

ret,masterKey = NewMasterKey(regionl,keyldl)

if ret1=0:

print('NewMasterKey error:',ret)

return

HREERSR (KMS)

A8

{s5F8 SM3HAC %469 SM4 CBC &3,
MEREEM SM4 CBC 1N

{5 SM3HAC &&1J SM4 GCM &5,
AREFASER SM4 GCM Einsesx
{5 SM3HAC #29 SM4 CTR 2=
TMEAZSER SM4 CTR

{58 SM3HAC &&19 SM4 ECB 185

AMEAZEZRI SM4 ECB &3

ret,masterKey = AddMasterKey(masterKey,region2,keyld2)

if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)

if keymanager == None:

WAL : TCloudFinanceZone
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2 BAETCE SRR (KMS )

print('KeyManager error’)
return

ret,enheader,endata = Encrypt('hello’, keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGN
ATURE,'{}',0)
if ret == 0:
print('Encrypt ok’)
else:
print('"Encrypt error:',ret)
return

ret,deheader,dedata = Decrypt(endata,keymanager)
if ret == 0:

print 'dedata:’,

print dedata
else:

print('Decrypt error:'ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNZE S VRO

JRENNZES I NAIIRSS ERET R IHAMR . 5 KMS ZRRIFAZVELE | RENELNEERF B CERINEE
RTINS , HAPRILEERNEENE. HTRE5SEMERE  ENAFER KMS ZRIERIFS .

WiBA :

B

Hep CTR B2V BER | HttAVRIVINERA PKCS#7 frEd TS,

Sm2GetKey

THEEHEA © (R SM2 iR,
MANSH  TEEFTWASH.
RENE : MORB="AZE , —MEBERNFTE ( DBIREMNABERMBE) .

o SIEMIRERIEEYSE N0 , RASREE BRI ;
o HIENREIRVEELSE IR0 , FRIREK,

Sm2Sign
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2 AT TCE

HREERSR (KMS)

ThaeHA © 5 SM2 EiAHTESE.

WMANSE
SHETR wWhiFS ESig) fA
pubKey 2 str NPRE , BERKEREH64FT
prikey = str MBAE |, SRKERERN32FT
source = str [ECERE

REE : ZFOEREIRIARE , — 1 BEII— 8282 TNFHEH.

o SEMOIREVELISEN0 , REEZ/MI.
o HENREIRVEHSE IR0 , HRERKY,

==

NIPFARIIKENEERE , BRFURBAKERA—SREE | FItSHRELRRE.

Sm2Verify
IhaemA : (F/ SM2 EiAHTIE,
BWNSEL
SRR whie il )4
pubkey = str RNIPRS |, FIEREREEN64FT
sign = str BEEEE
source = str L85t

o IRENE : FORE—EEH.
o SEMRERIEIYSEN0 , FRIGEAIN.
o BENREIRVEHSE VIR0 , AFRREXRW,
INBREAEERKEATT , BRFURBAKEFA—SREE  JSERELERE.

Sm2Encrypt

* ThREHAIA © (£F3 SM2 BTN,
« MASEL:

o C Wik S Hk
pubkey = str NIPRE , PWERENAFT

WAL : TCloudFinanceZone
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2 AT TCE

HREERSR (KMS)

SHBFR Wik il DU
source 2 str TREUE
RENE : FOREIRNMAE , — PN EHEF—MEANEENEXNEH=ERE,

o SEMIRERIEEYSE N0 , AFRINZERID,

o BIEEMIREIRVEEEEE IR0 , RNZRY,
xR

SM2 NEERT/NIRIASR | FENIIEBIE 256KAVEHE.

Sm2Decrypt

ThREHEIA « ERSM2REH THEE

BMNSE .
SHER Wik it ik
prikey = str BAE |, SRKERERN32FT
source 2 str N EEYE

REE : ZFORERIARE , — 1 BEII— 822 RINAXATHNFES.

o SERMOIREVELSEN0 , REFEZMI.
o HENREIRVEHSE IR0 , RBZRW,

Sm2PemChangeToPubkey

DHREREIA : 3T pem BRI IBABH TR,

WMANSE
SR Whie ESid) HEIA
pemPubKeyInfo 2 str pem ELHINBER

RENE : OREIRITAS | — M ESH— SR REINRBRBIFRER,
o SERMOIRENVEEESEIN0 , FRERMII.
o SEMIRERIEEUSENAEO , (CREEREKL.

HashForSM3WithSM2

DOREHEIR © (£ Sm2GetKey EOERRINGE | AETSM3IELZEMEERE,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 80mH 215]
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HREERSR (KMS)

WMANSEL
SRR whiFE ESig) fA
msg = str JRIE =
pubKey = str NPAS |, BEKEREERCAFT
id = str idE

RENE : ZOREIRITAZT , — N EBE— SRR EATINFTE.
o BRENREIVEHEEN0 , AFRBEERMI.
o BENREIRVEHSE /IR0 , NRBEEMELM.
Sm2SignWithDigest
ThREREIA « ERAHAENRNERREENRE S

BMASE
SR W5 il A
pubKey ~ str NIENE |, BIEKEETE 64T
prikey 2 str FARE | BIEKEEE32FT
digest = str HashForSM3WithSM2 &£ AR EEERNS

REWE : FARERIMAS  — M EEN— e SERSERBTHIFRE.
o SEMRERIEIYSEN0 , RERMIN.
o HENREIRVEHSEIIIF0 , ARBESEEM.
Sm2VerifyWithDigest

DREHER | B EMRREATHITIRE.

MANSE
SHER Wi St ik
pubKey 2 str NERS |, FEKEEEH64FT
sig 2 str Sm2SignWithDigest £FIISEZAE
digest = str HashForSM3WithSM2 & fIREEERE

RENE : FZARE—NEEEL,
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o SREMREINELHEEN0 , AFRREMRIN,
o SREMIREINEBLHEENIE0 , RERHERESKM,

R
R

Sm3Hmac

DgREEIA : R SM3 I8HizE Hmac HHE,

TN 5
SR DA KA iR
source 2 str RS EWE
hmacKey 2 str T8 Hmac ESARE

i

RENE : EOREIRIMAZE , —MEBEH—PMEE Hmac RBRIFAFER.
o SiEM
o SN

I

[ERVEEEMSE 0 , 483 Hmac THERI.
ERYEEHER IR0 , K3k Hmac iTEXH,

R
R

Sm3Digest
IheemIA © fE SM3 ERUEE,
BINSEL
SHBMR Wik - 3it) A
source 2 str [RER
RENE : FAORERNMAES , — 1N EBEF— N E RRERNSIFRE.
o LEMREINVELFSEN0 , KREMFERID.
o HEMIRMEIINELHSEFIE0 , KREFELY.
Sm4CbcEncrypt/SmA4CtrEncrypt
IheeiA : 3iARRT SM4 & X CBC. CTR ==\ FAIINZE.
BINSEL
SHBFR Wik it )%
source =2 str B EE
Key = str BFRFEEXA SM4 Z58 |, KERBEN128((16FT) , FeEiRENT

iv = str NiptEE  BEN128M(16F 1) , FEERENT
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2 AT TCE

HREERSR (KMS)

RENE : RORERITAT | — M ESH— 22 INEEHNE XA SHFIER,

o SEMIRERYEEEYSE N0 , RN RN,
o SIEMIRERIEEEYSE IR0 , (CRIIERL.

Sm4CbcDecrypt/Sm4CtrDecrypt

DhgeiA © J3iARAT SMA INERIE CBC, CTR &Rzl THIRRE.
MANSE

o C ik KB Rk

source = str INZERIEE
Key P! str BEFRFEEXR SM4 48 , KERBIEN128(I(16=FT) , FeeiRBEANT
iv 2 str amE |, EEf1280(16FT) , FREIRB RS

i

RENE : RORERITAZT | — M ESH— L SRR ASHIF S,

o SEMRERIEEYSE N0 , (CREZ RN,
o HENREIRVEHSE IR0 , RBERW,

[

Sm4EcbEncrypt

TheEREIA : 75iARAT SM4 IN&EE ECB =0 TRIMNE,
MANSE

SHAFR WASE i) R
source = str [ETEURE

Key = str FBFBEEXH SM4 Z18 , KEBEN128((16%1) , FRERENT

RENE : ORERIAS , — M ESH— 2 S INEEINE R SHIFER,

o BEMIREIRVEEHERN0 , AR,
o HIEMIREIRVEEEEEHIF0 , RFRINZRY,
Sm4EcbDecrypt

DHReHEA : 73iARAT SM4 IIEEE ECB &z TRIRRE,
BMNSE

o CA ik KB Rk
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SRR vk KB R
source 2 str INZERIEEE
Key 2 str FBFRBEENXH SM4 258 |, KEREE9128(165F
REE : ZFOERERIMARE , — B 822 ERNAXATHFAE.
o LEMREREISEN0 , AREZNIN.
o BRENREIVEHSEHIF0 , ERBZRY,
Sm4GcmEncrypt
IEeiA | IHARAT SM4 IIEEE GCM U RN,
WMANSEL
SHER vk KB R
source 2 str JRIEUE
key = str FAFBEEXH SM4 E58 | KEBEH128(1(16F75
iv 2 str atEE | FEEIRENT
aad = str IRELER
REE : FORE=ARE , — MBS, — M EaNEENEXXABHNFRES.
£,
o BENREIRVEISEIN0 , ARINZRII.
o BENREIVERSEIF0 , KFRINZERY,
Sm4GcmDecrypt
TeeHA | 5iARAT SMA IIEEE GCM & TRIREE
MANSE
SHAR ik KB ik
source = str INZfERIEEE
key = str FAFBEENXE SM4 %58 , KERIEN128{U(16F
iv = str iatRE , FeERENT
aad = str ARERER

WAL : TCloudFinanceZone 2026/4/9 02:33:53
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SHER ik RE A

tag =2 str tag 8 , BIREEHS

REWE : FARERIMAZS , — PN EEN— 8 SEE G AEHIFER.

o SEMIRERIEEYSE N0 , REZID,
o BIEEMIREIRVEEHER IR0 , RFEZRW,

i

& X

JREINE 5 zCRIE (/A A7)

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = "1234567890abcdef"
iv = "1234567890abcdef"
aad = "1234567890abcdef"

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ("Sm2GetKey ok")

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test')
if ret == 0:
print ("Sm2Encrypt:",sm2endata)
ret,sm2dedata = Sm2Decrypt(priKey,sm2endata)
if ret == 0:
print ("Sm2Decrypt:",sm2dedata)
else:
print ("Sm2Decrypt is error” ret)
else:
print ("Sm2Encrypt is error”,ret)
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ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret ==0:
print ("Sm2Sign is ok",sign)
ret = Sm2Verify(pubKey,sign,b'hello world’)
if ret == 0:
print ("Sm2Verify is ok")
else:
print ("Sm2Verify is error”,ret)
else:
print ("Sm2Sign is error”,ret)
else:
print ("Sm2GetKey is error” ret)

peminfo = "----- BEGIN PUBLIC KEY-----\n"

pemiInfo += "MFkwEwYHKoZIzjOCAQYIKoEcz1UBgiODQQAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
pemiInfo += "gzLqWLNY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
pemInfo += "----- END PUBLIC KEY----- \n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo)
if ret == 0:

print('Sm2PemChangeToPubkey ok')
else:

print('Sm2PemChangeToPubkey error’)

prikKey = "B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0" . decode('he
x')

ret,digest = HashForSM3WithSM2('hello’,pubKey,'1234567812345678")
if ret == 0:

print('"HashForSM3WithSM2 ok’)
else:

print('HashForSM3WithSM2 error’)

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)
else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok’)
else:

print('Sm2VerifyWithDigest error’)
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ret,hmac = Sm3Hmac("hello" key)
if ret == 0:

print ("Sm3Hmac is ok:",hmac)
else:

print ("Sm3Hmac is error”,ret)

ret,digest = Sm3Digest('hello’)
if ret == 0:

print ('Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt("this Sm4CbcTest" key,iv)
if ret == 0:
ret,de_data = Sm4CbcDecrypt(en_data,key,iv)
if ret == 0:
print (de_data)
else:
print ("Sm4CbcDecrypt is error”,ret)
else:
print ("Sm4CbcEncrypt is error”,ret)

ret,en_data = Sm4CtrEncrypt("this Sm4CtrTest" key,iv)

if ret ==0:
ret,de_data = Sm4CtrDecrypt(en_data, key,iv)
if ret ==0:
print (de_data)
else:

print ("Sm4CtrDecrypt is error”,ret)
else:
print ("Sm4CtrEncrypt is error”,ret)

ret,en_data = Sm4EcbEncrypt("this Sm4EcbTest" key)
if ret == 0:
ret,de_data = Sm4EcbDecrypt(en_data,key)
if ret ==0:
print (de_data)
else:
print ("Sm4EcbDecrypt is error”,ret)
else:
print ("Sm4EcbEncrypt is error” ret)

ret,en_data,tag = Sm4GcmEncrypt("this Sm4GcmTest" key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)

if ret ==0:

print (de_data)
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else:
print ("Sm4GcmDecrypt is error”,ret)
else:
print ("Sm4GcmEncrypt is error” ret)
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2 AT TCE

FERARAR Python 3582328

Python3 i&= SDK , [ EE(#F CI1IE=sCHL , LEET ctypes £#3f5 , 2#tEOH Python3 1ES1EE.

=i

HiRtY

-10
-11
-12
-13
-14
-15

-16

#tade SDK #0

InitSdk

WAL : TCloudFinanceZone

iz

IEEIRE]

—hRIEIR
INERIRX A=
RREERH
BiEASTF

774 DataKey $&i%
102 DataKey 482
FE5I4K ProtoBuf H42
BHUEARE

$EEX ProtoBuf R3S
AT ProtoBuf 337 H5E
7% DataKey 452
28 DataKey &R
BEAEE  SEREAEY
RFEIR

KMS fRSSHRFFE

FHKI KMS FEAIAR
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2 AT TCE

HREERSR (KMS)

DIREHEIA | ISP RETHE KMS HERIRSS.

MNSH
SR DA gt A
region = str CMK HIERFRFE | I~ @Rt 7 IR
secretld 2 str =M API 248 ID {8
secretKey 2 str =S API 348 Key (&

domainName str I EERFTSH

]

RENE : EFORE—DEH,

o SEEMIRMENE0 , FARIHTH.
o HENREEIFO0 , MR,

=g

o Secretld 7] SecretKey FHBREFE | =IRSZEEAIEEEKE SecretID #[ SecretKey ,
SecretID [ SecretKey EFRFHBE—ANEEE. WSERAEEZEIIEARRSEEO.

o SecretID # SecretKey BIRRIEH : BIVERFKS |, RIEISEEHTEOBRNIAXERENX
b,

o FFIZE domainName BT : #15 domainName A&"" , IINIRIEZTE
TENCENT_SDK_DOMAIN #iEBUE , RZ , MIEANS R,

KMSHn= a7

NewMasterKey
IheerER  BAFENEBRIMAETZHERTIE.
SEEA
SEBR Wik KRB R
cmkRegion 2 str FE5A (CMK) HEIRER
cmkKeyld 2 str F%B (CMK) B91D , M KMS {=HlaHEif

RENE : EOREELY. ERRERTIE.

o SIERMIREZEEUENO0 , TNz,
o SEMIREZEEEENIR0 , AFRRINKM,

R
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HREERSR (KMS)

BHRBTINENENERN | £ KMS FERELTEIIINRE.

AddMasterKey

DIREHEIA | IMNZRNAFEER , BRATRE , SE N ERRLEERN | SERNEAENA | &RESSIFIA

ANEZRER.
SHRA

o C
masterKeys
cmkRegion

cmkKeyld

REE : £

i

it fEA

list FEPEBIIR , KEREAFIINREHEE T
str FE4H (CMK) (=R

str F#38 (CMK) B9 1D, M KMS $zHlEaHEf

[EEEE. EERERTIE.

o SIEEMIREEZ0 , TN,
o SEMREWEIFO0 , HRARINKYL,

i i

InitkeyManager

DIREHEIA : MBI ERR BT ERER. ERNEXE. ZRENNES , BRSNS E0RE.

SR
SEBER

masterKey

msgCount

enExpiretime

deExpiretime
secretld

secretKey

i

=

=
=
=

=
=

int

int

str

str

S
F#H (CMK) [5851%

BMEfF DataKey AIIZRIHEEE | IIBHHEATE , KEFHEKMS
=aiEK , EETHIDataKey , IREN0FRNLBIREIERIREL.

INE{EF3RY DataKey fEEFHRIENES , BANY  MiBBEE—RER
HEE BRI EE B EIAR , Bk Datakey RIEHR , 0OFRTATHA

£ RARY DataKey EFHVERHA , AT , OFRTAIH
=K APLESR ID (B

=S API 2548 Key B

IR[EHE : #OIR[E] KeyManager XJ&R,

o HIEMIREWEARS None , FRa¥IAHRT.
o JENIREEANONe , KFRVIIBHLET,
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HREERSR (KMS)

Encrypt
ThgeHEIA - 5 KMS SEEE2RT DataKey , BHTAMEIRINE,
WMANSEL
SHATR Wik KRB ik
source 2 bytes N RYBES SR
keyManager 2 kms_enc_sdk.KeyManager  B&#IiaAY KeyManager £513{A35Et
masterKeys 2 list F24A (CMK ) (5851%
algorithm 2 Algorithm BENEME  sREEEEIIFR

FIF#RiR DataKey RYFEENZFER , key/value X3
encryptionContext 2 str 1Y json FRFERISI, RASZIF2048=F 15, U ¢
{"name":"test","date":"20200228"}

0 FXTINERIADERINE |, IFOFRTDRINELL
RORKN | BB byte

blockSize int

fil

REHE : #ORE=NNS  — L — MsgHead X%, —MNF5RBRINNEEHESL.

o SEMIRERIEEYSE N0 , AFRINZRLID,
o BENREIRVELHSEIE0 , RINFBEY,

FE

INZRRIEEE , 2INA DataKey HBX(ER , REEER KMS ZiRRIFATAEORITHRE,

Decrypt
TheEHER : 73iZRTHREEX , 152 EEE.
BMINSEL
SRR W5 ESid) )0
source 2 bytes I ERYEUE
keyManager 2 kms_enc_sdk.KeyManager BEEHHI KeyManager 338

i

IRENE @ FOREI=1AZE , — 1B — MsgHead 508, — 7 T3REUAYMEEIERIBESL,

o SEMOIREVELSEN0 , REFEZ I,
o BENREIRVEHSE IR0 , RBERW,

Algorithm ZIFRINIZRIESIZR
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MEE
SM4_CBC_128_WITH_SIGNATURE
SM4_CBC_128
SM4_GCM_128_WITH_SIGNATURE
SM4_GCM_128

SM4_CTR_128 WITH_SIGNATURE
SM4_CTR_128
SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

KMSIn&E 75 =\ DR A

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2’

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’
secretKey = 'replace-with-real-secretKey'

=

domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

ret,masterKey = NewMasterKey(regionl,keyldl)

if ret1=0:

print('NewMasterKey error:',ret)

return

HREERSR (KMS)

A8

{s5F8 SM3HAC %469 SM4 CBC &3,
MEREEM SM4 CBC 1N

{5 SM3HAC &&1J SM4 GCM &5,
AREFASER SM4 GCM Einsesx
{5 SM3HAC #29 SM4 CTR 2=
TMEAZSER SM4 CTR

{58 SM3HAC &&19 SM4 ECB 185

AMEAZEZRI SM4 ECB &3

ret,masterKey = AddMasterKey(masterKey,region2,keyld2)

if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)

if keymanager == None:

WAL : TCloudFinanceZone
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print('KeyManager error’)
return

ret,enheader,endata = Encrypt(b'hello’,keymanager,masterKey,Algorithm.SM4_ECB_128_WITH_SIG
NATURE,'{}',0)
if ret == 0:
print('Encrypt ok’)
else:
print('"Encrypt error:',ret)
return

ret,deheader,dedata = Decrypt(endata,keymanager)
if ret == 0:

print ('dedata:’,)

print (dedata)
else:

print('Decrypt error:'ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNZE S VRO

JRENNZES I NAIIRSS ERET R IHAMR . 5 KMS ZRRIFAZVELE | RENELNEERF B CERINEE
RTINS , HAPRILEERNEENE. HTRE5SEMERE  ENAFER KMS ZRIERIFS .

WiBA :

B

Hep CTR B2V BER | HttAVRIVINERA PKCS#7 frEd TS,

Sm2GetKey

THEEHEA © (R SM2 iR,
MANSH  TEEFTWASH.
RENE : MORBI=A"AZE , — M EEHIRNFEIIR (DIRERRIARE. FABE).

o SEMRERVEEEEN0 , RISREEBIINII.
o HIENREIRVEELSE IR0 , FRIREK,

Sm2Sign
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HREERSR (KMS)

ThaeHA © 5 SM2 EiAHTESE.

N
SHETR Wik St R
pubKey = bytes NERE | PEKEEEH64FT
prikey = bytes BAE  BEKEREN32FT
source 2 bytes [RIZEE

REE : FORERIMAZS , — M BHEI— M EaE2RBIFHIIER.

o SEMOIREVELISEN0 , REEZ/MI.
o HENREIRVEHSE IR0 , HRERKY,

==

NIPFARIIKENEERE , BRFURBAKERA—SREE | FItSHRELRRE.

Sm2Verify
IhaemA : (F/ SM2 EiAHTIE,
BWNSEL
SRR 4155 et fEA
pubkey = bytes NPRT |, YWEREREH64FTS
sign 2 bytes BRENEE
source =2 bytes RN EURE

RENE : #FARE—NEEEL,

o SEMIRERIEEYSE N0 , RGN,
o HIEEMIREIRVEEHER IR0 , REERW,

==

NARENEEREAFT , BRFNREAKERA—ERIEE  JESEREFELNEIRE.

Sm2Encrypt
DoREHER © (£ SM2 Sk TINE.
MNSE
SHBR Wik ESit) TR
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HREERSR (KMS)

SR WAl et T
pubkey £ bytes NEWRS | SEKEN6AFTT
source g2 bytes TREUE

RENE : EORERIMAZE , —MEBEHI— 2 NEERIEXATHNFTIYIE.

o SEMIRERIEEYSE N0 , ACRINEZ RN,
o HENREIRVEELSE IR0 , RN,

pEI=

SM2 NEERTNSIRIASR | FENINEEIE 256kATEHE.

Sm2Decrypt

THREHEA © EF SM2 Sk THRE.

NS
SRR Wik gt g
prikey = bytes FASERNE |, BIRKEREEH32FT
source = bytes I fERYEUE

RENE : FORERIMAZT , — MBS — S 2REERIENATHNFTYIE.
o SIERMIRERIEEEYSE N0 , RAEZID,
R

o HRNIRERNELKEEHIE0 , REZKRM.
Sm2PemChangeToPubkey
DHREREIA - X pem RN IBRBHITHE,
BMINSEL
SRR A% ESid) IR
pemPubKeylnfo 2 bytes pem EILHINBER

i

RENE : FOREIRIMAZE , — M EBEHI— RGN BATHNFTYIE.

o SEMIRERIEEEYSE N0 , ACRERRATN.
o SEMRERIEHSE NI , ARERE.

i i

HashForSM3WithSM2
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HREERSR (KMS)

“ThRefEA « YR Sm2GetKey EOERAINGE | FETSM3EZEMEERE.

MANSE
SEBR WA
msg =
pubKey =
id =

St A

bytes JRIZEE

bytes NARS | EKEREN64FT
bytes IDE

HREWE  ERORERTMRE  — M BEN— e SRR ERESNF IR,

o SEMORENEREEN0 , RRREEMNTD.
o SEMREVEISE NI , ARBEERKIY.

Sm2SignWithDigest

ThREHEIA - ERAHAENIERREENRER.

WMANSEL
SR WAIFE &St
pubKey = bytes
priKey = bytes
digest = bytes

i
5

NIPRE | GWEREREEH64FT
FIBRE | BIERKEREN32FTS

HashForSM3WithSM2 £ EEERS

RENE : ORERITAS , — M ESH—MESERRIERRBHNFTIIE.

o SEMRERIEEYSEN0 , AFRERMIN.
o SEMREVEIEENIE , ARRESZRW.

Sm2VerifyWithDigest

DREHER | B EMRREATHITIRE.

MNSE
pubKey = bytes
sig P bytes
digest = bytes

WAL : TCloudFinanceZone
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HREERSR (KMS)

RENE : EFORE—DEEH.

o SEMIRERVEEYSE N0 , ARIGERTN.
o SEMRERVEIEE NI , AERERERW.

Sm3Hmac

DoREHEA : (R SM3 Ie%HizHE Hmac i,

MANSEL
SHBR W5 &g R
source P bytes R ERE
hmacKey 2 bytes & Hmac IIZHRE
RENE : #FORERANRE  — M EHF— M S Hmac RENFHIIE,
o BIEEMIREIRVEEEERN0 , K Hmac itERIN.

o BEMOIRENEHSEHIE0 , F Hmac itEKM.
Sm3Digest
ThEGHIA © (#/ SM3 &EE,
BMASE
SEBR WAiE e i A
source 2 bytes [REUE

5]

REIE : RORERITMAZS , — MBI — S RERTIFDIIER.

o SEMIRERIEEYSEN0 , AREMHERI.
o SEMRERVEESE NI , RREAMFERY.

&

Sm4CbcEncrypt/Sm4CtrEncrypt

INRERA - Y EERT SM4 INEEE CBC, CTR &=z FRINNZE.
MANSE

o C ik KA U

source

fim

bytes [R &R
Key

il

bytes  FFBENXR SM4 &R , KEBEEN128(U(167FT) , FEERENZT

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 98WH 215]



2 AT TCE

HREERSR (KMS)
SEBR ik XKE HEiR
iv = bytes  #latEE , BEN12841(16FT) , FEERENZT

RENE : ERORRRITAS  — MBS — 2 NEENEXATHNFYIE.

o SEMIRERIEEYSE N0 , AFRINZERID,
o HENREIRVELHSE VIR0 , RINZTRY,

Sm4CbcDecrypt/Sm4CtrDecrypt

DREHER @ J5iARAT SM4 JEE% CBC. CTR #&z{ T RIRRE.
MNSE .

SEBR Wik KRB fik

source = bytes IEfERYEE
Key = bytes BTN SM4 58 , KERBEEN128((16575) , FBEREAT
iv 2 bytes tamE , BEE128((165F1) , FEEREAT

REE : ZFOREIRIMARES , — B E2REENAXATHNF IR,
o BENREIRVEISEIN0 , AREZRID.
o SENRERELKEEHIE0 , REZRM,

Sm4EcbEncrypt

TheeRER : 75ARRT SM4 INEFE ECB &z FaIINE.

BMINSEL

SHEMR ik KRB fik

source 2 bytes [FEHRE
Key = bytes FFBEENR SM4 58 |, KERBEEN128([(16575) , FBEREAT

i

RENE : ORERIMAZS , — MBS — M EANEENEXATHNFYIE.

o SERMOREVELSRN0 , RFRINEZRI.
o HENREIRVELHSE VIR0 , RINZERY,

|

Sm4EcbDecrypt
gttt | 7iERAT SM4 IIEEE ECB 1820 FHIRRE.

WAL : TCloudFinanceZone
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HREERSR (KMS)

BMANSE
SEER wie  %E T
source = bytes I FERYEE

Key b= bytes FRFRBEEXA SM4 B8 , KEBIEN128(I(167F 1) , FRERENT

X

RENE : ROREIRIMAZE , — MBS — SRR RPN ATHNFTYIE.

o SEMIRERVEEEYSE N0 , ACREZRTIN.
o SIEMIRERIEEEYSE IR0 , (TR,

Sm4GcmEncrypt

IeeHt | 5iARAT SM4 IIEEE GCM &= FRIINE,
MASE

o C ik KRB Hk

source 2 bytes [R R

key 2 bytes  FAFBEEMH SM4 %18 , KEEEH128([(16F1) , FRERENT
iv 2 bytes ¥l EE , FEERENT

aad 2 bytes BRI (EE

RENE : EORE="AZE , — MBS, —MEANEENEXABTHNFLIIR. —ME3MEEN tag RENFT
FIZR.

o HENREIRVEISE0 , ARINZRID.
o HIEMIREIRVEEEER IR0 , RINZRY,
Sm4GcmDecrypt

DIREHER © J5iARAT SM4 IIEEIE GCM &=z PRI,
MNSE .

SEBR Wik KRB fik

source = bytes = EnEdE
key = bytes FFPBEENR SM4 250 |, KERBEN128(1(165F15) , FREREANT
iv 2 bytes VitatmE , FEERERNT
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SHER ik XKE Hk

aad 2 bytes BEINRIEER
tag = bytes  tag{B , RIRESHD

RENE : EORERIMAZE , — M EBHHI— 2R RPN ATHNFTYIE.

5]

o SEMIRERIEEYSE N0 , (CREZ RN,
o BENREIRVEELHSE IR0 , RBERW,

JRENE SRR OERTG

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = b'1234567890abcdef'
iv = b'1234567890abcdef’
aad = b'1234567890abcdef

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ('Sm2GetKey ok’)

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test’)
if ret ==0:
print ('Sm2Encrypt:’,sm2endata)
ret,sm2dedata = Sm2Decrypt(priKey,sm2endata)
if ret == 0:
print ('Sm2Decrypt:',sm2dedata)
else:
print (‘'Sm2Decrypt is error',ret)
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else:
print ('Sm2Encrypt is error',ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:
print ('Sm2Sign is ok',sign)
ret = Sm2Verify(pubKey,sign,b'hello world’)
if ret == 0:
print ('Sm2Verify is ok’)
else:
print ('Sm2Verify is error',ret)
else:
print ('Sm2Sign is error',ret)
else:
print ('Sm2GetKey is error',ret)

pemlnfo = "----- BEGIN PUBLIC KEY-----\n"

pemlnfo += "MFkwEwYHKoZIzj0CAQYIKoEcz1UBgiODQgAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
pemiInfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
peminfo += "----- END PUBLIC KEY----- \n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo.encode())
if ret == 0:

print('Sm2PemChangeToPubkey ok')
else:

print('Sm2PemChangeToPubkey error’)

priKey = base64.bl6decode("B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F37
4174F0")

ret,digest = HashForSM3WithSM2(b'hello',pubKey,b'1234567812345678")
if ret == 0:

print('"HashForSM3WithSM2 ok’)
else:

print('"HashForSM3WithSM2 error’)

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)
else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok’)
else:
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print('Sm2VerifyWithDigest error’)

ret,hmac = Sm3Hmac(b'hello’ key)
if ret == 0:

print (‘'Sm3Hmac is ok:',hmac)
else:

print (‘'Sm3Hmac is error',ret)

ret,digest = Sm3Digest(b'hello’)
if ret == 0:

print (‘'Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt(b'this Sm4CbcTest' key,iv)
if ret == 0:
ret,de_data = Sm4CbcDecrypt(en_data,key,iv)
if ret == 0:
print (de_data)
else:
print ('Sm4CbcDecrypt is error',ret)
else:
print ('Sm4CbcEncrypt is error',ret)

ret,en_data = Sm4CtrEncrypt(b'this Sm4CtrTest' key,iv)

if ret == 0:
ret,de_data = Sm4CtrDecrypt(en_data, key,iv)
if ret == 0:
print (de_data)
else:

print (‘'Sm4CtrDecrypt is error',ret)
else:
print ('Sm4CtrEncrypt is error',ret)

ret,en_data = Sm4EcbEncrypt(b'this Sm4EcbTest' key)
if ret == 0:
ret,de_data = Sm4EcbDecrypt(en_data,key)
if ret == 0:
print (de_data)
else:
print (‘'Sm4EcbDecrypt is error' ret)
else:
print (‘'Sm4EcbEncrypt is error',ret)

ret,en_data,tag = Sm4GcmEncrypt(b'this Sm4GcmTest' key,iv,aad)

if ret == 0:
ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)
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if ret == 0:
print (de_data)
else:
print ('Sm4GcmDecrypt is error'ret)
else:
print ('Sm4GcmEncrypt is error',ret)
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APIZ 4

SHHEERERSE (kms )
MR (2019-01-18)

APL #f5

APIRRZR

V3

HitbzO

BOSBR

DescribeTSMLicenses

EHRREO

EORR

ArchiveKey
BindCloudResource
CancelKeyArchive
CancelKeyDeletion
CreateKey

Decrypt
DeleteImportedKeyMaterial
DescribeKey

DescribeKeys

DisableKey

HRIFTE : TCloudFinanceZone

EOIhee

FRENTSM SDKIZNAYZMRA License

EOTEE

BRI

BEFRN RERERXER
EGHZRIA
EGHCMKIHRUMIBRIE
ellfEESnE

e

MFRSNRZ SRR
SREVEZRREM
RINZNEZHREM

S
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EORFR
DisableKeyRotation
DisableKeys
EnableKey
EnableKeyRotation
EnableKeys

Encrypt

GenerateAsymmetricKeyPair

GenerateDataKey
GenerateRandom

GetKeyRotationStatus

GetParametersForlmport

GetRegions
GetServiceStatus
ImportKeyMaterial
ListAlgorithms
ListKeyDetail

ListKeys

ReEncrypt
ScheduleKeyDeletion
SignByAsymmetricKey
UnbindCloudResource
UpdateAlias

UpdateKeyDescription

FEXIRRE AR

WAL : TCloudFinanceZone

EOT8E

e lwgrettg g
iA=ESE A
BRE%A
FEZRR#R
WEENEER
gz

A PRI ARE AR
R R
BENERE Rl
EEREERRE
RENEAEESR (CMK) MEIISE
SRENSZFEROMbIES 2R
ERSRE

SNEBHE

&

7 ZFiIRegionsZFAIINZ TS
IRENERRYIRIFIR
SRENEZRFIR

B RIFET

CMKIH I pREC

o

EHCMKIIZRIRRIREAR R
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EORR
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AsymmetricSm2Decrypt
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GetPublicKey
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 113 215



2 BAETCE SRR (KMS )

import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

HREERSR (KMS)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 119 2151



2 BAETCE SRR (KMS )

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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HREERSR (KMS)

2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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2 BAETCE SRR (KMS )

» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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2 BAETCE SRR (KMS )

*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

HREERSR (KMS)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,

WAL : TCloudFinanceZone
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2 AT TCE

Hthfz[]

IRENTSM SDKIZINAYZ 1 RS License

xv3 -1
1. Ok
ZEOiEkE2 : kms.api3.finance.cloud.tencent.com,
FREXTSM SDK#EZINAIZ MR A License
FRAEZ BRI IRS : 200R/FD,
BEOSEHATE : 2021-12-08 16:44:11,

EORBEZREN,

2. WANSEY

ITNBRSEGIRNGVH T ROBRSENT D AHSE , mBAHSE

SEBR ik ARIFENULL  EE A
H

Action = & String A2, AEOBYE : DescribeTSMLicenses
Version 2 &5 String NHESE, AEOEE : 2019-01-18
Region 2 5 String .
3. IS
SRR ESid) R
Licenses TsmLicense THHE : EE

Requestld  String Requestld

4. S8R0

WAL : TCloudFinanceZone 2026/4/9 02:33:53

Array of REIZMHRARLicense , (IR AR ELicense , MIREIZTEH

E—IEK ID , BRIEREPSIRE. EMARAHEERAZRIERE

HREERSR (KMS)

NEBH , SR EIY DescribeRegionsiZEAEE A
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& BRTTCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg
InternalError
UnauthorizedOperation

InvalidParameterValue

WAL : TCloudFinanceZone

2026/4/9 02:33:53

T
NEREIR.
RIRTURE.
SHEEIEIR,

HREERSR (KMS)
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2 AT TCE

EHEXREO
ZHHIAE

L. FZOfER

EOERES !
XPESARH TN | WA REE
BOMZ AR : 200%/70,

EOEHATE : 2021-03-09 19:27:52,

EORBEZREN,

2. WANSEY

FATHEE | ANRENNE

HREERSR (KMS)

kms.api3.finance.cloud.tencent.com,

B

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SEBR ik ARIFENULL  EE

Action B oy String
Version 2 =5 String
Region = & String
Keyld = & String

3. S

SHBR St 1)

>

Requestld String

4. $I2F

WAL : TCloudFinanceZone

ANHEHBE, MEORYE : 2019-01-18

RNESE, HE(E)
AUt

BEAN@dDescribeRegionsizEEF RS IF

CMKIE—HRRFF
THUE :

E—IEK ID , ®REkERIRE. EMEEFEREHIZXIEKAY Requestld,
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

SRR fik
UnsupportedOperation.NotUserCreatedCmk (SRR B S eIZRICMKIEE ST,
InvalidParameter SR,
InvalidParameterValue.InvalidKeyld Keyld &~&i%.

InternalError HEBEIR.
ResourceUnavailable.CmkStateNotSupport CMK RS STHEAZIRE,
ResourceUnavailable.CmkNotFound CMKAEF T,
UnauthorizedOperation RIZBURIE.
FailedOperation.CmkUsedByCloudProduct CMKIEE#H = mfEr.
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIART A,
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2 BAETCE SRR (KMS )

HEZ RN mRFRNERXR

22 A
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

ICRZRTkey BN = RBEVER N RIRFATER. WRSETkeyiRE T BalidH] , NEGHZIRE , FRIRIkey A= Bl
K. WRBRIRKKRRCELNE |, RERI.

FOMZCIERIERIRSE] © 200%/7D,
O SEFATE : 2020-08-11 11:53:50,

EAORBER LN,

A s\
2. NS
LIRS BB T RO RSB IES AL A | SR LSS SHE R A,

SEAFR Wik RIFENULL B8R R
B

Action 2 & String AH2#{, KZEOEYE : BindCloudResource
Version 2 S String AHESE, KEOEYE : 2019-01-18
Region = = String AHBH , Ml ERAES DescribeRegionsiEAEET=MRZ
= [
Rt FIER
Keyld = B String c_r%lz{ﬁéID
I~ :
. rmE— SRR
Productld = ®
roduc = ) String 0 -
RIF/EHID , HARSGREECHIZTRFEREN | LIF
Resourceld £ & String  FFERAZIHIFE.

e

3. S

SHER St ik
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SHER St ik

HREERSR (KMS)

Requestld String ME—igK ID , ®RiEkEPSIRE]l, EfRAFEERAIZRIEKE Requestld,

4. $EIRhS

PATMNFI T # OSSP EERaERmD , BtERigiFEl HiEiRE,
RS
InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

it

SR,

CMKARFH,
KeyldAR&i%.

REBEIR.

CMK RS SHRZIRIE,
CMKIEAE# == mfEA.

IRSSERIAAT AR,
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2 AT TCE

HERIFE

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

EGHZRII , BUEEZE RIS NEnabled,
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2021-03-09 19:32:37,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String
Keyld = ) String

3. JHES#

SHER KRB )

5t

Bt

&
AHSE, AEOBYE : CancelKeyArchive

HS% , AEOBYE : 2019-01-18

>
\

AHSH , WHSEENEITDescribeRegionsiEABEEF M5 iH
e ZIES

CMKHE—HRIRRF
THUE :

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

WAL : TCloudFinanceZone
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IR

InvalidParameter

InvalidParameterValue.InvalidKeyld

InternalError
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.CmkNotFound
UnauthorizedOperation
UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.NotUserCreatedCmk

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

fiA

SHEEIR,

Keyld R~ &i%.

REREEIR,

CMKREASZHRZIRF,
CMKAFIE,

RIZRURLE,

BRSS SR AET A.

X 45%d FIF B S eI CMKEE R,
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HREERSR (KMS)

HCMKITRIFRIR(E

L. O

BOERES

kms.api3.finance.cloud.tencent.com,

BGHCMKRILTRIBRIERNE

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2020-08-11 11:57:46,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action

Version

Region

Keyld

Wik

3. JHES#

SHER
Keyld

Requestld

4. $EIRAS

WAL : TCloudFinanceZone

String

String

FEVFNULL 258U

=@=
[

a
[

iy

Iy

String

String

String

String

)

>

R
AHEBE, AEOEYE : CancelKeyDeletion

HS% , AEOBYE : 2019-01-18

>

AHBH , SR ENEIIDescribeRegionsiEOBEE s IF
ROttER 2R

= EWELEMBRAICMKRIE—IRE
THUE :

E— RS EGERIFREICMK,

HUE

H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg A
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError NEREEIR.
UnauthorizedOperation RIZHUERLE.

CMKARZ U RIBRIRSA BRI TEGH T KU

ResourceUnavailable.CmkNotPendingDelete

UnsupportedOperation.ServiceTemporaryUnavailable  IRSZERAAH.
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BlEEE

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

SR SIELIREIPNEZFACMK ( Custom Master Key ) .

BONZCERIERIRSE] © 1000R/ED,

EOEFATE : 2022-09-13 18:35:13,

EARBER LN,

2. INSE

SHEWR
Action

Version

Region

Description

Alias

KeyUsage

WAL : TCloudFinanceZone

Wik
=
E

=
~x=

fiD

il

iy

FIFNULL

=
[=]

a
[ ]

iy

iy

iy

i1y

Sl
String

String

String

String

String

String

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

AHSE , AEORYE : CreateKey

NHEE, ANMEZEOBYE : 2019-01-18

CMK g9t , &xK1024=75
A :

ENESPER DR, ERBWAETENIE , FalA=x,
1-60MNFBHF - _  NES , BFRUAANFERENF.
LA kms- {ERBISRBTF =r=mER | Alias AaJES.
A :

1ExEkeyRIFIE , EAIAJ9 "ENCRYPT_DECRYPT" ZREUzERS
FRINFR=ZE |, HESI5H

& "ASYMMETRIC_DECRYPT_RSA_2048" eIz AFn
FREZHIRSA20489EXTFRER

£ , "ASYMMETRIC_DECRYPT_SM2" ol BT IR
BISM2EXSFREEEH. HJisE{E : ENCRYPT_DECRYPT
ASYMMETRIC_DECRYPT_RSA 2048 ,
ASYMMETRIC_DECRYPT_SM2,
ASYMMETRIC_SIGN_VERIFY_SM2 ,
ASYMMETRIC_SIGN_VERIFY_RSA 2048,
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SHER
Type
Tags

3. I SE

SHER

Keyld

Alias
CreateTime
Description
KeyState
KeyUsage
TagCode

TagMsg

Requestld

4. S8R0

WAL : TCloudFinanceZone

String

String

Uint64

String

String

String

Uint64

String

String

SIFNULL 3

iy

Iy

Uint64

Array
of Tag

R

HREERSR (KMS)

A
ASYMMETRIC_SIGN_VERIFY_ECC
MHHE -

fEEkeyRE | BUANL , IRRBOASE , HKMSEIECMK
A, 2 FREXTERNAL 68 | iz R AP SAE R
S

% GetParametersForlmport 1 ImportKeyMaterial 1
HE

IREEYIZR
e E2E

CMKRIZ BME—FRR AT

THNE

ENERESZIHR | BEEBRABERRIE

~NE :

BRI , unixETIEE

THUE

CMKRYHEAR
A

CMKRPIRT
e

CMKRYHRIZ
~HE :

IREIRERIRENRS. O: Ah ; 1: IEREEIR ; 2: WSAhIEsER

e

ISR FRIRENER
THNE

E—IEK ID , BIRIEREPRIRE]. EARHEERMHIZRIBERA Requestld,
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PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRhg

InvalidParameter

InvalidParameterValue.InvalidAlias
InvalidParameterValue.AliasAlreadyExists
LimitExceeded.CmkLimitExceeded
InvalidParameterValue.InvalidKeyUsage
InvalidParameterValue.InvalidType

InternalError

UnauthorizedOperation
UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion
InvalidParameterValue.TagsNotExisted
InvalidParameterValue.TagKeysDuplicated

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

A

SHGEIR,
BIEEIEIR.
BEZBEFE.
CMKEEEIX LR,
KeyUsage2#&iR.
TypeS#iHiR.
AEBEIR,

RIZRURLE.

B EYRIregion A3z,
EREIREEFE.
TERES,

ARSSERIAAT AR,
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2 AT TCE

&

i

E

=z -
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
NEORTREEI , 5RIEEEE.
EOAEZEOIERITERRS] : 3000%/%D,
EOEFRAYE] : 2020-03-06 10:08:16,

EARBER LN,

2. INSE

HREERSR (KMS)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FRFFNULL K3
Action = = String
Version = =B String
Region = a String
CiphertextBlob B B String
EncryptionContext & B String
A Ay 74
3. HiHE#
o C KA fEiR

CMKRI£BE—HRR

Keyld OE -

String

WAL : TCloudFinanceZone

2026/4/9 02:33:53

[mos

N
AHSE, AEORYE : Decrypt

HES# , AEOBYE : 2019-01-18

>
\

~HSE, MiR{EEA@idDescribeRegionsiz&
Er-mxEHIttiEg Iz

0 \W

hu ]

RS
HUE

key/valueX3iijson=RFER , SNREncryptisE 7125
# , W7EEADecrypt APIRTEEIRMEERAISEL
BAYIF1024F5%

~HNE -

% 143 215



) BRETCE
SEBR ESig)
Plaintext String

Requestld  String

4. FEIRAS

HREERSR (KMS)

>k

U
REERIIENX. ZFERbase6dfRiBRY , AT BEIFIREX , AAKLEEHTbase64
)

A

HE—iEXK ID , ®RIEKRE=IRE]l, EAIARIFEEREIZRIERE Requestld,

PIMMXAUHE T 2O S ZAEERR0EIRED | EfERBIF A5 IR,

BRI A
InvalidParameter SRR,
ResourceUnavailable.CmkDisabled CMKE#ZER.
ResourceUnavailable.CmkNotFound CMKA=FE,
InvalidParameterValue.InvalidCiphertext BB EIR.
InternalError AEBEIR.

UnauthorizedOperation

WAL : TCloudFinanceZone

RIRBUR(E.
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S PN

22 A
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

BFHRSARZSRMEL , (STEXTERNALSEEIPICMKER , 1Zz35O1ECMKIZRE APendingImport K7 |, HASH
BRCMK |, EEFHITEZAS NG EER., MEMBRCMKIEER ScheduleKeyDeletion $#01.

FOAZCIEIERERIRS : 100%/7D,
BEOSEFAATIE : 2020-08-11 11:57:01,

EAORBER LN,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SRR ik RENULL KB R

Action = & String  AHS%, AEOBYE : DeletelmportedKeyMaterial

Version 2 = String AHS#, KEOEYE : 2019-01-18

Region = = String ’L\\;E%%Z , oSSR @ITDescribeRegionsiE &&= RS
OttbimF IR

Keyld = = String IEE = PRSI RIRYEXTERNAL CMK,

THUE :

3. JHES#

SHER KRB )

>t

Requestld String ME—iEk ID , BRiEKRESIRE]., BRI EERFIZRIEKAY Requestld,

4. SEIRRY

PAIMMXAIE T O S ZEERREIRNG | BfERSIFE N A5 RS,
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SRR fik

InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%,

InternalError NERFEIR.
UnsupportedOperation.NotExternalCmk CMKZEBIEIR |, {5z4FExternal CMK,
ResourceUnavailable.CmkStateNotSupport CMK IREARSHRZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEfE#H == miER.

UnsupportedOperation.ServiceTemporaryUnavailable RS ERATTH,
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2 BAETCE SRR (KMS )

SR EZSHE

=z -

1. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
T REUEEKeyldNERBEREHFBER.
EOAEZEOIERIRERRS] : 1000%/%D,

EOEFETE : 2020-01-15 14:34:52,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEER Wik AIFENULL R fER
Action = & String  AHSEL, ANEOEYE : DescribeKey
Version =2 & String &8, ANZEOBYE : 2019-01-18
: : NH2H , HgERAEIIDescribeRegionsiEOBEFRsIF

Region ~= ) Strin DT

J = | B 9 moiFI

: CMK£ B E—TRRFF

Keyld = ) Strin —

Y = | F 9 e

A sl

3. FiH S
SHEWR it fiA
EIRBMER

KeyMetadata KeyMetadata _
y y T EE

E—EK ID , BRIERESIREl. EMARAHEERAZRIERE

Requestld String Requestld

4. SEIRAY

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 147 2157



2 BAETCE SRR (KMS )

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiRtD R
InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA<&i%.
InternalError N ERFEIR.

UnauthorizedOperation RISTURE,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 148 W3t 215



2 AT TCE

IRENZZ 3

L. O

ER AR

%

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

ZEORTHERNEZRRMTER.
BONZCERIERIRSE] © 1000R/ED,
EOEHATE : 2020-01-15 20:31:52,

EARBER LN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

SHER W% RFENULL
Action 2 &
Version 2 &
Region = =
Keylds 2 &
A X
3. MHZE
SHER RE
Array of
KeyMetadat
eylVietadatas KeyMetadata
Requestld String

4. SEIRAY

WAL : TCloudFinanceZone

DRHEBY |, REAHSHGIRN A HLIERSL,
e St R
String ~HSE, AEOBYE : DescribeKeys
String NHESE, AEOBYE : 2019-01-18
Strin AHEBH , HiHSEENEITDescribeRegionsiEOEEF~
J BRI

Array of HRACMKIIDFIZE |, ItEETH—REEZZIF100 Keyld
String ~OHE :

A

BRENEMHEESIE

HE : EE

E—EK ID , @RIEKREBSIRE, EAZEREAFEERANZRIEKAY

Requestld,

2026/4/9 02:33:53 #1493t 215



2 AT TCE

PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

InvalidParameterValue.DuplicatedKeyld

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

fiid
SEGEIR.
CMKAFTE,
Keyld A &i%.
REBIEIR.
RIRBUR(F.

KeyldEE.

% 1503t 215



2 AT TCE

A 24H

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

AEORTER—EER  STERRESHIKeyTERTINE, HEERE.

FOAZCIEISRERIRG : 1000R/70.
BEOEFATIAE : 2020-08-11 11:57:32,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String
Keyld = ) String

3. JHES#

SHER KRB )

5t

Bt

™
AHSEL, AEOEYE : DisableKey

HS% , AEOBYE : 2019-01-18

>
\

AHSH , WHSEENEITDescribeRegionsiEABEEF M5 iH
e ZIES

CMKHE—HRIRRF
THUE :

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

WAL : TCloudFinanceZone

2026/4/9 02:33:53 % 1513t 2151



2 BAETCE SRR (KMS )

SRR fik

InvalidParameter SHEEIR,
ResourceUnavailable.CmkNotFound CMKA=ZFE,
InvalidParameterValue.InvalidKeyld Keyld ~&i%.
InternalError AEBEIR.
UnauthorizedOperation RIZBURIE.
ResourceUnavailable.CmkStateNotSupport CMK IREASZFHERZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEfEHR = miER.

UnsupportedOperation.ServiceTemporaryUnavailable RS &R AR A,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 152W# 2151



2 AT TCE

P RACHR

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

XHEERICMKEE I EZR TR HATARE,
BOANZE OB IIRERIRE] © 100%/Fb.
O FATE : 2020-03-06 10:18:23,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String
Keyld = ) String

3. JHES#

SHER KRB )

>

Bt

&
A28, KEZEOEYE : DisableKeyRotation

HS% , AEOBYE : 2019-01-18

>
\

AHSH , WHSEENEITDescribeRegionsiEABEEF M5 iH
e ZIES

CMKIME—HRRFF
THUE :

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

WAL : TCloudFinanceZone

2026/4/9 02:33:53 % 15373t 215



2 AT TCE

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

2026/4/9 02:33:53

HREERSR (KMS)

T
SR,
CMKAFE,
Keyld R~ &i%,
PIEBFEIR.

RIRIURLE.

% 154703t 2151



2 BAETCE SRR (KMS )

WEFHEEH

=z -
1. O
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
ZiEORTFHEZEIECMKRER,
EOAEZEOIERIRERRS] : 1000%/%D,
EOEFETE : 2020-08-11 11:57:20,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEER Wik AIFENULL R A
Action = & String ~HBE, AEOHYE : DisableKeys
Version =2 & String &8, ANZEOBYE : 2019-01-18
Region = = String NS S i@é@%%ﬂﬁﬁDescribeRegionsﬁ‘DEEF
AR IFRUMBIESZR
Array of FEMEZAMCMK I 5IZ , CMKEERASF100
Keylds = &= . —
String ~OHE :
A sl
3. FiH S
SHEWR g it fimk

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 155t 215



2 AT TCE

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation
InvalidParameterValue.DuplicatedKeyld
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

ik

SHGEIR.

CMKARF1E,
KeyldA~&i%.

REBFEIR.

RIZPURAE.

KeyldEEE.

CMK RESASHRZIRIF.
CMKIETE#H == mafEFE,

IRSSERIAAT AR,

% 156 Wit 215



2 AT TCE

BRRFEZ4A

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

BFEE—MEERCMK,
EOABEOIEKIERRS : 1000%/F),
EOESRATE : 2020-08-11 11:59:03,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String
Keyld = ) String

3. JHES#

SHER KRB )

5t

Bt

&
~HSE, AEOBE : EnableKey

HS% , AEOBYE : 2019-01-18

>
\

AHSH , WHSEENEITDescribeRegionsiEABEEF M5 iH
e ZIES

CMKHE—HRIRRF
THUE :

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

WAL : TCloudFinanceZone

2026/4/9 02:33:53 #1573t 215



2 AT TCE

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation
ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

ik

SHERIR,

CMKARF1E,
KeyldA~&i%.

EBEIR.

RIZRURLE,

CMK RS STHFRZIRME.

RS ERIAAT A,

#1583t 215



2 BAETCE SRR (KMS )

FHEESAR

=z -
1. E=OfFR

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
SHEERICMKHEZIRCIRINEE,
EOAEZEOIERIRERRS] : 1000%/%D,

BEOEFAE : 2020-12-04 15:57:09,

EARBER LN,

2. INSE

UTERSEGIRNIE T EOBERSEFIR D AHSH , TBAHSHIIRD LGRS,

SEBR Wik FSIFNULL 3R R

Action = & String  AHS#E, XEOBYE : EnableKeyRotation

Version =2 & String &80, ANEOBYE : 2019-01-18

Region = = String AHBH , SR ENEIIDescribeRegionsiEAEEMH
SRR

Keyld = r String ;ﬁ;ﬁg?ﬁiﬂﬁ
OHREER , &/NBAL - X, BUESERE : 7~365 , BUAES

RotateDays & B Uinte4 365

~HE :

3. S

o C St HEiR

Requestld String H—iEK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. SEIRAY

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 159 215



2 AT TCE

PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRhg
InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation
UnsupportedOperation.ExternalCmkCanNotRotate
UnsupportedOperation.ServiceTemporaryUnavailable

InvalidParameterValue

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

Hk

SEGEIR.

CMKAFTE,

KeyldA~&i%.

EBIEIR.

RIRIURLE.
FERSARERICMKEE LRI,
RS ERIAAT A,
SHEEEIR.

% 160 T3t 2157



2 BAETCE SRR (KMS )

WERNEZEH

=z -
1. O
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
ZEORTHERACMK,
EOAEZEOIERIRERRS] : 1000%/%D,
EOEFETE : 2020-08-11 11:59:16,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEFR Wk SIFNULL 28 A
Action = e String ~HESE, AZEOBYE : EnableKeys
Version =2 & String &8, ANZEOBYE : 2019-01-18
Region = = Strin NEBH , WFERFEI DescribeRegionsEOBE

J = |7 J ST

= Array of FEHWESANCMK I 51K , CMKEERASIFL00
Keylds = &= . —
String ~OHE :
A s
3. WHEE

SEER i) U

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 161t 2151



2 BAETCE SRR (KMS )

SRR fR

InvalidParameter SHEEIR,
ResourceUnavailable.CmkNotFound CMKA=ZFE,
InvalidParameterValue.InvalidKeyld KeyldAR<&iZ.
InternalError AEBEIR.
UnauthorizedOperation RIZBURIE.
InvalidParameterValue.DuplicatedKeyld KeyldEEE.
ResourceUnavailable.CmkStateNotSupport CMK RS STHEAZIRE,

UnsupportedOperation.ServiceTemporaryUnavailable RS &R AR A,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 162 W 2157



2 AT TCE

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

HREERSR (KMS)

AEOBRTINERZ HAKBEREIE , TETIIEEUEERRS , RSA Key , HEHER/NIBRMER. XNTFRANEE
n% , {EFAGenerateDataKey4EpkHIDataKeyH T A EUBAINNFRZEE

EOABEOIEKIERRS - 3000%/F),
ZEOEHRATE : 2020-01-15 20:19:59,

EAORBER LN,

2. INSE

Y

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRFFNULL K3

Action = e String
Version = =B String
Region = =B String
Keyld B B String
Plaintext B o) String
EncryptionContext & - String

3. S

WAL : TCloudFinanceZone

2026/4/9 02:33:53

[

ik
+t

AHSE, AEORE : Encrypt

N

AHSE, AZEOBYE : 2019-01-18

\

AHBE , MR ANEIYDescribeRegionsiZO&E
B RXIFNEERIE

TAFCreateKey£BAICMKE BHE—IRIRFF
A :

WONZRIBASEGE | xR fERbase64%wEs , /R
MEARKEFFIK
THNE

key/valueXdtjsonFfFEE , MIRISE 71284 , WE
JEFDecrypt APIRTRERMUEFISE , A
102412 5F

BHE

% 16373t 2151



) BRETCE
SEBR
CiphertextBlob
Keyld

Requestld

4. FEIRAS

String

String

HREERSR (KMS)

fiid

INZE&1dbase6447FEAIE
~NE :

INZERRICMKRIZ B E—mR
HUE

HE—iEK ID , ®RiEkEPSIRE]l, TR HEERAIZKIEKE Requestld,

ARG T 2O S EERREIRID | BERAFE N A THE RS,

e R
InvalidParameter SRR,
ResourceUnavailable.CmkDisabled CMKE#ZER.
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld Keyld&~&i%.
InvalidParameterValue.InvalidPlaintext Plaintext~&i%.
InternalError REBFEIR.
UnauthorizedOperation RISHURME.

WAL : TCloudFinanceZone

2026/4/9 02:33:53 #1643t 2151



2 BAETCE SRR (KMS )

ERAEXIFREE RS

ARty N

1. EOfEA

EOEKIES : kms.api3.finance.cloud.tencent.com,
SR FEIFRER SRS

FRAEOIERIERIRE : 1000R/F,

EOEHATE : 2022-09-15 14:59:11,

EOERISE NS,
A M

2. NSEL
UTERSHFIRGIE TEHOBRSEFITD AHSH , TBEAHSHPIRN LIS RS,

SHER Wik IEFNULL 2R e

Action 2 & String  AXSH, AEOEYE : GenerateAsymmetricKeyPair

Version =2 = String S8, ANZEOBYE : 2019-01-18

Region = ) String  AHSE, MIHEERNET DescribeRegionsizOAB A iFAIbET IR

. CMK£ BHE—FRRFF
Keyld =2 & St _
& = | NI e -
S JFRER v %; ° =
KeySpec = = String IBEEMAEIFREENEL., F : SM2

THNE :

X509t pemBI N E==/FEE , S35 RSA2048 #1 SM2 N8, FAF3HiRME|
String  RUBASCRASHHHMTINGE. &AZ , MWAIIAXZHEXIINE.
WA :

iy
iy

EncryptionPublicKey

IEXSFRINZZE % |, BLS EncryptionPublicKey XHREFGEHITING, BRI
¥ : SM2 (C1C3C2), SM2_C1C3C2_ASN1(R[EISM2C1C3C2 ASN1I& %
X) .,

. . = = .
EncryptionAlgorithm 5 5 String RSAES_PKCS1 V1 5, RSAES_OAEP SHA 1, RSAES_OAEP_SHA 256, #&
Hz , MERAS SM2,
~E :
A s
3. HIHSE
SHER ESTINE G
MK 2B HE—HRR
Keyld String CMKR2 /B ME—1T

THNE :

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 165t 215



2 AT TCE

SHER

PrivateKeyPlaintext

PublicKeyPlaintext

PrivateKeyCiphertextBlob

Requestld

4. FEIREY

HE
e

String

String

String

String

HREERSR (KMS)

fiA

EVAFRYRIRL EncryptionPublicKey , iZFRIE/IPSIENPEMEEIFATEIAS., EVARRTIRM
T EncryptionPublicKey , NiZ=FE&{EER EncryptionPublicKey 2A$B3 P88, PEMEEIFATH
BT TARRSFRINEE/SRY Base64 4RABAIES. H1E Base64 MRS , (FRAAF EERIQIAXIMAY
FASHHTIH—LARE | LIREXPSISTUPEMSEELFATHEASL,

w~BUE :

PIHETUPEMEELREIAIRASI A,
THNE

M CMK INEFATBIRIEX , AFPREBRTRFZEX  KMSTEEEMAIZAY. LB
DecryptiZ [ N FIRENE RIS
HNE

H—iEX ID , §XEREPRE. EERAREERIZRIEKE Requestld,

UG T 5O S5 BIERRANNEIRD | BthERIGIFEN A H iR,

IR

InvalidParameter

ResourceUnavailable.CmkDisabled

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

R
SRR,
CMKEHZEH.
CMKFEFE.
Keyld R~ &iZ.
MEREEIR,

RIZBURIF.

2026/4/9 02:33:53 % 166 Wt 2151



2 AT TCE

L. O

R EUER

tH

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

HREERSR (KMS)

REOER— N EUEER | BRI LIBX N E R TR SRR,

BONZCERIERIRSE] © 1000R/ED,

O SEFATE : 2020-05-07 14:31:37,

EARBER LN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

Jj/

SHEWR
Action

Version

Region

Keyld

KeySpec

NumberOfBytes

EncryptionContext

WAL : TCloudFinanceZone

i

fil

iy

iy

iy

FBIFNULL

=
[=]

G
[ ]

iy

iy

iy

iy

iy

SHBH , TBAHSHGIRN A HLERELL,

=]
String

String

String

String

String

Uinto4

String

A
AHSE, KEZEOEYE : GenerateDataKey
AHEHSE, AEOBYE : 2019-01-18

AHSE, WiHSEENEIYDescribeRegionsiZEOE
BRIz

CMK£FME—tRRFF
HE

18Rk DatakeyfINNZE & XA Datakey K/)N |,
AES_12884&AES_256,

KeySpec #1 NumberOfBytes #A4TgE—
~NE :

4 pgfIDataKey K E , FRFEENuUmMberOfBytes
FKeySpecht , LANumberOfBytes/uitE, &/IMES
1, &X{EH1024,

KeySpec #1 NumberOfBytes #fgE—"
~NE

key/valueX3fjsonFfFa , WRFERZFE , iR
[EfYDataKeyfEfF R T EENERAFR 8
A :

2026/4/9 02:33:53 #1673t 215



2 AT TCE

3. HiHEE
SHBFR
Keyld
Plaintext

CiphertextBlob

Requestld

4. FEIRAS

String

String

HREERSR (KMS)

R

CMKRIZBE—RR
THUE

HRkAVEIEZR B DataKeyfYBAN , 1ZBAN (FHbase64i#1T 7 Iwt5 , FEbase64fEiS
EAEREIEE A ER
~AHE

iEFHDataKeyINZEEMNZEX , AFFEERITREFZE , KMSAEERFH
HEZEH. ILUEIE DecryptiEM CiphertextBlob3RENE IEZ$HDataKey RS
X

oA -

H—iEK ID , ®RiEKESIRE]l, ERAHEERAIZRIEKE Requestld,

PAIMXGIE T #O S EERREIRND , BEERAGFE N A TR,

FHIRAS fik
InvalidParameter SRR,
ResourceUnavailable.CmkDisabled CMKE#ZER.
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld Keyld~&i%.
InternalError EBEEIR,
UnauthorizedOperation RISHURME.

WAL : TCloudFinanceZone

2026/4/9 02:33:53 % 168703t 2151



2 AT TCE

bk e n g

=z -
1. O
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
BEME AR,
EOAEZOIERIRERRS] : 1500%/%0,
EOEFETE : 2020-01-15 14:32:05,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHAR Wik FRPFNULL k3
Action = = String
Version = & String
Region = B String
NumberOfBytes =2 e Uint64
L X
3. S
SHER RE fEiR
Plaintext Strin —
I o
Requestld  String

4. SE1RAY

WAL : TCloudFinanceZone

2026/4/9 02:33:53

HREERSR (KMS)

NS, AEOEYE : GenerateRandom

HES# , ANEOBYE : 2019-01-18

D>

AHBE , MR ANEIYDescribeRegionsiZEOEE
PR IEREG R

ERAIREERIKE. &IMENL , &KAEHNL024,
HUE

AR AORBHNERRIBASE |, 1ZBAS fEFEbase644wts , FIF B E{fbase64fZi31S I,

HE—IEK ID , ®REKREEIREl. ELIEESFERHIZXIBEKAY Requestld,

#1693t 215



O BATTCE SRR (KMS )

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiIRtD iR
InvalidParameter SEGEIR.
InternalError AERFEIR.

UnauthorizedOperation RISHUSRME.

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 170 # 2151



2 BAETCE SRR (KMS )

B RIS

=z -
1. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
BHIEHEENCMKES TS 7 ZHIIRINEE,
EOAEZEOIERIRERRS] : 1000%/%D,

EOEFETE : 2020-01-15 20:34:05,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEEFR ik IFENULL 83 DU
Action 2 5 String  AHSE, AEOEYE : GetKeyRotationStatus
Version =2 & String &8, ANZEOBYE : 2019-01-18
. . NHBE, igESEaNE@idDescribeRegionsiZOABEF i+
Region = = Strin " =
9 | H 9 mitEpE
. CMKME—TRRFT
Keyld = a Strin _
Y ' = 9 uE
A A 4
3. S
SHEWR it A
Il 2\ =Pz
KeyRotationEnabled  Bool f%ﬂ%i@muﬁ%
A -

E—IEK ID , IRIEREBSIRE. EMDRATHEERAZRIERE

Requestld String Requestld

4. SEIRAY

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 1710 2151



2 BAETCE SRR (KMS )

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiRtD R
InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA<&i%.
InternalError N ERFEIR.

UnauthorizedOperation RISTURE,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 %172 215



2 BAETCE SRR (KMS )

RESAEER (CMK) RIS

22 A
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

IRENSANTZSE (CMK) MERISE , IREIRYTokenfE#1TImportKeyMaterialf&8(e— |, iREIAYPublicKeyFd
TR BEESNBEMRIHTINZ, RERTokenFIPublickey 24/\B1f55L% , SMENREFSA , EEEXEAIZ
ORI TokenFPublicKey,

FOMZCERIERIRS] © L0R/RD,
O EFATE : 2020-08-11 11:59:37,

EARBER LN,

2. INSE

UTNBRSEGIFRGVE T RZROBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik AEFNULL SRR A
Action = & String  AHSE, XEOBYE : GetParametersForlmport
Version 2 = String  AHES#, XEOEYE : 2019-01-18
CMKRIME—HRR | SREVESASERICMKIIZE
S e o s
Keyld = = String ;;(E'I[JECRI\I/\IIQLxﬁé . BIfECreateKeyRIiExEType=2 2
A :

IBEMERRMHNEL | BAsIS
RSAES_PKCS1_V1_5. RSAES_OAEP_SHA_1,

WrappingAlgorith = = i
rappingAigonithm = = SUING LS AES OAEP SHA 256

A :

Soohnnmmmen it meSe ) R ] b
WrappingKeySpec = = String IEEINZZ A EIRISEEY |, HRIRSZFFRSA_2048

THUE

3. HIHESE

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 %173 W 215



2 AT TCE

SHER

Keyld

ImportToken

PublicKey

ParametersValidTo

Requestld

4. SEIRAY

Uint64

String

HREERSR (KMS)

fk

CMKiE—RR , AT IEEBRSABRZRAICMK,
THIE :

SNEAMHIFEZERtoken , BTFES ImportKeyMaterial 954,
~HUE :

FTFIIZZAMRIAIRSALNE |, base6447ig, fEFEPublicKey base64f#iajS
NN BEESNEERITINEEIESA ImportKeyMaterial B934,
A :

ZzSHtokenMINRRIEXNE , BTZIEELTEZSAN  FEEFMERA
GetParametersForImport3XEX,

THUE :

WE—iEK ID , @RiEKRE=IRE]. EfzE R =R AHZRIERR
Requestld,

ARG T 2O S5 EERREIRD | BhERAFE N A TR,

IR A
InvalidParameter SHEEIR.
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError NERFEIR.

UnsupportedOperation.NotExternalCmk

CMKZEEUEIR | {N3Z¥FExternal CMK,

UnsupportedOperation.ServiceTemporaryUnavailable RSB LR AR .

WAL : TCloudFinanceZone

2026/4/9 02:33:53 #1747 215



2 BAETCE SRR (KMS )

SRENSZFFHUIIIE 3R

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
SRENS FEROMRIE 2=

BOMZCIERIERIRS] © 200%/7D,

EOEHATE : 2020-08-24 14:14:04,

EARBER LN,

2. INSE]
LUTNERSHIIRNIE T EOBKSEF D AHSH | TBAHSEFIRN N HHERES2],

SHER ik RPNULL KB Hk

Action = & String  AHSE, NEOBYE : GetRegions

Version =2 & String &8, ANZEOBYE : 2019-01-18

Redion = - Strin NH2H , HgERAEIIDescribeRegionsiEOBEFRsIF
J = | B O s
A Y 4

3. IHEE

SHER eSS fik

Redions Array of A FregiondlZ&
9 String A :

E—iEK D , BRIEREBSIRE. EAIDRATHRERAZRIER

Requestld  String Requestld

4. SEIRRY

LIMMXAIHE T O SZAEERREIRN | BEfERSIFE N A THERS,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 175m# 215,



@ AT TCE EBEIERS: (KMS )

HiRtD U

InternalError AEBEEIR.

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 176 Wt 2151



2 AT TCE

EiFRSIE

L. O

HREERSR (KMS)

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

BTFEaIZEFREAEFEKMSIRES
EOABEOIEKIERRS - 50K/7D,
EOEHRATE : 2021-03-09 19:46:09,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String

3. HitH24y
SHE ES TR

ServiceEnabled Bool

THNE

InvalidT Int64 —
nvalidType n =i -

FBFEER

UserLevel Uint64 _
MHHE -

IS EARTIE]

ProExpireTime Uinto4 _
P AN

WAL : TCloudFinanceZone

Bt

&
NHESE, ANEOEYE : GetServiceStatus

HS% , AEOBYE : 2019-01-18

>
\

AHSH , WHSEENEITDescribeRegionsiEABEEF M5 iH
A9itbi %2

KMSIRZERETE , true FR-EHFE

BRSSFATFE : O-SRMOSE, 1-TEHE, 2-REEIR, 3-BREEN

2026/4/9 02:33:53 #1773 215]|



2 AT TCE

HREERSR (KMS)

SRR et A
ProRenewFlag Uint64 ﬁﬁ":
~NE :
R : E—EK ID , ®REREEIRE, EAIOEFERHZRIEKAY
equestld String
Requestld,
+ A
4. $EiRtS
ARG 7O SSZERRAEIRD , EtERGFEN 2 HLE 1=,
iR )0
InternalError AEBEIR.

UnauthorizedOperation

WAL : TCloudFinanceZone

2026/4/9 02:33:53

RIRBUR(E.

#1783t 215



2 BAETCE SRR (KMS )

SNEZH#

N

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

FBFEANZEMR., REXEABEXTERNAL BICMK ATTLASAN , EANBIZEMEMER GetParametersForlmport 3%
BRYZATINE. BILAURISERY CMK ERSAERME , HEFSEEINE , BXRSNERNEAE.
CMK ZSEM R SNSRI LA AR, SANEPMEIT S ERRRE | iEENCMKETEER , FEARX
SNEERZEME A BEEEER. CMKRMZAY , EENZESEMREISATRRERN CMK &, BEREFH— CMK
INZRIEHETEERS — CMKERE,

HAEnabled 1 PendingImportiKZSHICMKAT LAS N EZH7#L

BOMZCERIERIRS] © 10R/RD,
EOSEFATE : 2020-08-11 12:02:05,

}R D 7 \H_L % Tﬁ*ﬂ

2. INSEL

UUNBRSEGIRGVE T ZOBRSENRO AHSH | mBAHBSHGIRN A TLERSLL,

SEER Wik MEFNULL SRR U
Action = & String = AHS#E, AEOBYE : ImportKeyMaterial
Version =2 & String &8, ANZEOBYE : 2019-01-18

RESH , HHEEEEI DescribeRegions$E
AFEF ms TR

Region = & String

{EFGetParametersForImport JX[E]AY
PublicKeyINZ&/SHYZH# ribase644mtD, XIF
EZfRAregionflIKMS , ENHZEMRHKEE
k9 128 bit , FIPSkrZAregionf9KMS , S AR
BEAMRHKEE K 256 bit,

~HE :

iy

String

fil

EncryptedKeyMaterial

BT EAGetParametersForImport3RISHIS A
String e,
~HE :

fi
iy

ImportToken

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 179 2151



2 AT TCE

SHEMR Wik FEFFNULL
ValidTo & &
Keyld = B
A AY 4
3. WS
SHBR KRB R
Requestld String
H >0
4. SEIRAY

LUMRBIH 7O S5 ZERRATEIRS |, Hithia

HEiRAg

InvalidParameter
ResourceUnavailable.CmkNotFound
InternalError
UnsupportedOperation.NotExternalCmk
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.TokenExpired
InvalidParameter.DecryptMaterialError

InvalidParameterValue.MaterialNotMatch

ESid]

Uinte4

String

EiFE A

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone

2026/4/9 02:33:53

HREERSR (KMS)

U

B4R RIS HARTIE] unix BHEIR , NIEET

E 0 BREEMHEASEE | BIEE RS |
FEANTHAIEAR , seASF 2147443200,
A :

EESNERRICMK , FEM
GetParametersForlmport 15§EAICMKHEE],
~NE

E—EK ID , ®REREEIREl. EAIEEIFERHIZXIBEKAY Requestld,

=SSR
fEA
SRR,
CMKATFE,
REREEIR.
CMKSRESHEIR |, (U2 FFExternal CMK,
CMK AREASTHHAZIRIF.
TokenEidHA.
fEZEncryptedKeyMaterial 2K,
SNERHEAAESARE.
S ERAATA.

% 1803t 2151



2 AT TCE

HREERSR (KMS)

7 H ZBiRegionSIFAIINZ 5 =,

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

5t =RiRegionZFFAINNE ST
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2020-03-11 17:03:23,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER ik RPNULL KB

Action = = String
Version = & String
Region = B String

3. I SE

SHER KA

Array of

SymmetricAlgorithms - rithminfo

Array of

A icAlgorith
symmetricAlgorithms AlgorithmInfo

Requestld String

4. SEIRAY

WAL : TCloudFinanceZone

Bt

™
~HSE, AEOBYE : ListAlgorithms

NHSE, AEOBYE : 2019-01-18

\

t24 | Hd{EEANEIIDescribeRegionsiEOEEF ST
ESRCIEZIIES

RS

fk

XSRS FRINE HE
TE : EF

XS FFROAERIFRINE &%
g : 5E

E—EK ID , ®RIEKRESIRE. EfIORN TR HIZ
IRIEKHY Requestld,

2026/4/9 02:33:53 % 181703t 215



O BATTCE SRR (KMS )

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EIRTD iR
InternalError RERFEIR.

UnauthorizedOperation RIZIURME.

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 182 W# 2151



O BATTCE SRR (KMS )

IRINEZRYIRIFE

1. EOEA

EOEKIEA : kms.api3.finance.cloud.tencent.com,
RIBIERE OffsetFILimitiREREZ$RTIRIEIS.
BUAZOERIREIRE : L0OR/FD.

EOEHATE : 2020-12-02 09:56:15,

EORISEAFER,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD NHSE |, TEAHSHFIRNALERSH,

SEEMR W% ABIFENULL  3E AR
Action =2 &5 String NHBE, AEOBYE : ListkeyDetail

Version 2 & String  AES¥, ABOEYE : 2019-01-18

Region = & String NHEBE , HIEHEE @I DescribeRegionsiEOBEE M3IFHIbEFI %=

AR SQL =AY Offset —2 , RRAEREBUNE—EIRFHIZIEEERIS Offset NTHEFFHA  BRENO

Offset & & Uint64 =l -
Limi = = . B NIR SQL HifjfY Limit —& , RRARERSZIRE Limit MNTR. HEEAR10 , HAEHR200
imit a & Uint64 _
A
R - ) RiECIEERERMLE | 2A 0 FRAFECENmk ,, 1 FRENEE=F~REMEIERNCcmK
ole & & Uint64 _
A
OrderType = = Uint64 7F_F&ECMKﬁU;’éHﬂ‘lEﬂHEF% . O BNIRHREREFHER | IRNRIBAFHER
A
RIBCMKIRZE ik , 0FRLIPCMK , 1 FRX&EHEnabled CMK , 2 FR{X&ifIDisabled CMK , 3 &R
KeyState & & Uint64 #ifJPendingDelete JRFSHICMKGETFAHHRIMIBRIRZAAIKey) , 4 FREif PendingImport JRZEHICMK
A
SearchKeyAlias & &5 String *_E}EKeyIdE\Z%AIiasﬁ{ﬂiﬁﬂﬁﬁﬂﬁﬁl
A
RIECMKEELF% , "TENCENT_KMS" RRTHZZIAMRIHKMSEIZAICMK , "EXTERNAL" FRnHi%E5H
Origin & & String MRIEERFSAR EXTERNALZEEICMK , "ALL" SiERNRERTHEFSEEEENR , KINS8UE,
A
RIECMKAIKeyUsagefiist , ALLRRHIESER , AIERNSEN
. ALL 8 ENCRYPT_DECRYPT Bt ASYMMETRIC_DECRYPT_RSA_2048 8% ASYMMETRIC_DECRYPT_SM2,
KeyUsage & S String S o s | e
AZEMEKATHFIZENCRYPT_DECRYPTZEHY
A
. - Array of  TREISIESRM
TagFilters &= & TagFilter I : BE
A s,
3. S
SHER E<it) R
) CMKHEEE
TotalCount Uint64 B -
KeyMetadatas Array of KeyMetadata RERIRIHERSIE.

NE : BEE

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 183 215



¢ BT TCE
SHER ESic)
Requestld String

4. tEIRtS

UM 7O S BERRAIEIRTD | BRI

SRS
InvalidParameter
InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

fiBa

K—EKR ID , ®REKRBLIRE. EMEREAFERAEZXIERA Requestld,

ARG,

2026/4/9 02:33:53

RIZBURLE.

EREERSE (KMS)

% 184 215



2 BAETCE SRR (KMS )

SRENEZRER%1ZR

=z -
1. E=OfFR
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
HHKS FEIREIEnabled , Disabled # PendingImport f9CMK Keyld %13
EOAEZOERIRERRS - S00X/FD,
BEOEFAE : 2020-01-15 20:31:15,

EARBER LN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

DB ik RRIFENULL k3 fiais
22

Action = e String NS, AEOBUE : ListKeys
Version 2 = String NIESH, AEOBYE : 2019-01-18
: = . : AHBH, HISERAEIDescribeRegionsiEOEE "R
Region = &= String A
BNEIR SQL &g Offset —3 , FRnAIREUMNIE—ENFFHE
Offset B ) Uinte4  FIZ4ERYEE Offset MNTHEF IR , TREO0
~NE
BXIR SQL &EfAY Limit —5 , RRAFRIREZIRE Limit 4
Limit S & Uinte4 Tz, REEHN10, &KAEH200
~NE :
REQIEEREMIE , BUA 0 RBFECEIENamk , 13X
Role ) ) Uinted T ENEE=mEmEIERNcmk
~NE -
A A 4
3. HitHE4y
SHER ESid) A

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 185t 215



2 AT TCE

SHER

Keys
TotalCount

Requestld

4. S8R0

ESid]

Array of
Key

Uint64

String

HREERSR (KMS)

fis

CMK%ZRE0H
THHE  EE

CMKrIZE#E
THUE

E—EKX ID , ®IRIEKESIRE. EAZRRAHERRANZRIEKAY
Requestld,

PAIMXGIE T OS5 EERREIRD | BERAFE N A TR,

TEIRA

InvalidParameter

InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

U
SEGEIR.
REBTEIR.

RIRBUR(E.

2026/4/9 02:33:53 % 1863t 215



2 AT TCE

&SR

= H
1. ZOA
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
(FERIEECMKI X EHINE,
EOABEOIEKIERRS : 1000%/F),
EOSEHATE : 2020-01-15 20:20:45,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHER ik FEFNULL
Action = &
Version = B
Region = B
CiphertextBlob = B
DestinationKeyld ray B
SourceEncryptionContext ray ray
DestinationEncryptionContext & r

WAL : TCloudFinanceZone 2026/4/9 02:33:53

St
String

String

String

String

String

String

String

HREERSR (KMS)

NHSE, AEOEYE - 2019-01-18

AHEHSBY, REEREE
DescribeRegionsiEO&EEF a3 FHY
MEFIZR

HEEIINERIEX
HUE

EFINZEERRNCMK , SRR, NfE
BENREHNCMKEFINE ( &E5HIR
BERIRNEXASRIF )

THNE

CiphertextBlob Z 3 INZ I EEATkey/
valueXdfYjsonFFFaEE, SNRINZERIARSE
R, WA=

~HnE :

B INE R key/valueXdBjson=FF
£, NRFERIZFE , WRERIFHEXE
RN EEENEENFRE

g -

#1873t 215



2 AT TCE

3. WS
sHEF

CiphertextBlob
Keyld

SourceKeyld

ReEncrypted

Requestld

4. SEIRRY

String

String

Bool

String

HREERSR (KMS)

R

BEFINEENEX
THNE

EHFINZFERRCMK
~HE :

EHINERIE M ERAICMK
THUE :

true R "B ELEHINZ H—/\CM K#TENS , ERRISERERIRIE
A TLIREF IR LM’E , IREIREX
~HE :

H—iEK ID , ®XiEkEPIRE, ERAINFEERAAIZRIEKD Requestld,

LIMMXAUHE T O S ZAEERRNEIRND | BfERDIF N A5 IR,

SRS fA
InvalidParameter SRR,
ResourceUnavailable.CmkDisabled CMKE#ZEH.
ResourceUnavailable.CmkNotFound CMKA=ZFE,
InvalidParameterValue.InvalidKeyld Keyld &%,
InvalidParameterValue.InvalidCiphertext BHETUEEIR.
InternalError AEBEEIR.
UnauthorizedOperation RISHUSRME.

WAL : TCloudFinanceZone

2026/4/9 02:33:53 % 188703t 215



2 BAETCE SRR (KMS )

CMKTT BRIz O

<z A

1. E A

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
CMKitRIMpREED , FFEECMKIBRAIRTE , RIsATRIXE/9([7,301K
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2020-08-11 11:56:46,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik FEFNULL SRR U
. . NHSE, AEORE :
= =~
Action = - String ScheduleKeyDeletion
Version 2 & String &8, ANZEOBYE : 2019-01-18
Region = = String ’A;Eé}ijz;ﬂﬂﬁ,%%%ﬁjﬁﬁDescribeRegions
EOSEMmOFhtbiEsIZ
. CMKAIME—HR-E
Keyld = & Strin _
Y =B 9 e -
. . . THRUAHERAS X (E)[7,30]
PendingWindowInD = & Uint64 _
endingWindowlnDays & &5 in =B -
A s
3. s
SHBFR -] R

THIMBR A TRIIE]

DeletionDate Uint64 _
A

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 189 215



2 BAETCE SRR (KMS )

SEER S| R
. ME— RS RIRIBREICMK
Keyld String =1l -
Requestld String H—iEX ID , RiEKRESIRE], EARNEEREIZRIEKRA Requestld,
:tl:\
'fEllE':'E

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

SRS fiR
ResourceUnavailable.CmkNotFound CMKA=ZFE.
InvalidParameterValue.InvalidKeyld Keyld&~&i%.

InternalError HEREIR.
UnauthorizedOperation RISHUSRLE.
InvalidParameter.InvalidPendingWindowInDays TR SEEE X,
ResourceUnavailable.CmkShouldBeDisabled FEEEFCMKABERE T RIRHER.
ResourceUnavailable.CmkStateNotSupport CMK IREAZFHEAZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEEH = miEMR.
UnsupportedOperation.ServiceTemporaryUnavailable IRSSERTART A,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 190 # 2157



2 BAETCE SRR (KMS )

2

k%

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

IEIRBIAR S,
A - RE/IHAIE T KeyUsage= ASYMMETRIC_SIGN_VERIFY_SM2, ASYMMETRIC_SIGN_VERIFY_ECC &
ASYMMETRIC_SIGN_VERIFY RSA 2048 fuz4AA o] LAMERZ&ZIhRE

EOABEOIEKIERRS : 1000%/F),
EOEHATE : 2022-09-15 14:59:41,

EOREIRE A IS,

2. INSE

UTNBRSEGIFRGVE T RZROBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik AEFNULL SRR I
Action 2 & String  AHEHSE, AEORYE : SignByAsymmetricKey
Version =2 & String e85, ANZEOBYE : 2019-01-18
. ) ARS8, igEEENEIIDescribeRegionsiE&EE"
Region = B Strin
J = P 9 pEEEE
ER/EE  FEIL  SM2DSA (ASNL#R)) |,
SM2DSA_ASN1 ( ASN1 &= ) , SM2DSA_RAW ( &4
Algorithm 2 & String #= ) , ECC_P256_R1, RSA_PSS SHA 256,

RSA_PKCS1_SHA_256
HUE

HERNESHEHE, MRRHMIEERIRYX , WERRX
HIKE ( Base6b44miBRIAIKE ) FEBIT4096FT5. WNRIE

Message 2 S String { IHNEEERE | HEREKE ( Baseb4miZaIIIKE )
WIRETF3I2FT
~HHE :
BRI —IFR
Keyld = = String 2 AR ME—R)

wHUE

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 191 215,



2 AT TCE

SHER sk

MessageType &

3. FiHE#
sHiEm  ¥m

Signature String

Requestld String

4. FEIRS

HREERSR (KMS)

FEYFNULL %78 )%

HEZEEL : RAW , DIGEST , 4IRAME , BUASRAW , &

B String NHERERX.
A :
Y

%15 ., Basebdigrg
~HE :

E—EK ID , ®REREEIREl. EAIEEIFERAHIZXIBEKAY Requestld,

PAIMMXAIHE T O S ZEERRNEIRED | BfERDIFE N A THER,

IR A
ResourceUnavailable.CmkStateNotSupport CMK RS STFHRAZIRE.
InvalidParameterValue.InvalidKeyld KeyldA~&i%,
ResourceUnavailable.CmkNotFound CMKAFE,
AuthFailure CAMESZ/EUER
InternalError NEBFEIR.

InvalidParameter

WAL : TCloudFinanceZone

SHGER,

2026/4/9 02:33:53 #1923t 215



2 BAETCE SRR (KMS )

A CMKA = SRIRHIRER K F

xva e
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
MHBRIERE (key, BIR . =F=f ) RICR , LRI : BN RRRREEABEAZRRIKkey,
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2020-08-11 11:52:08,

EARBER LN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

SEAFR Wik RIFNULL B8R R
1t

Action 2 i String  AHS#, AEOEYE : UnbindCloudResource
Version 2 S String AXS#, KEOEYE : 2019-01-18
Region o o String AHSH, tFSE @Y DescribeRegionsiEAEET MY
= ()
Rt FER
Keyld = oy String c_r%lz{ﬁéID
I~ :
. rmE— SRR
Productld £ &
roduc = ) String 0 -
RIR/ZHIID , RARSHRES CHN=~@IFIEEEN , LIF
Resourceld £ N String  FFERAZIHIEE.

e

3. S

SHER St )

Requestld String Me—1E3k ID , Rk EPIREl, BRI HERZXIEREY Requestld,

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 193 W 215



2 BAETCE SRR (KMS )

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

Hi=hg fA
UnsupportedOperation.ServiceTemporaryUnavailable RS BRI AT,
InvalidParameter SHEIR,
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld Keyld&~&i%,
InternalError HEREIR.
UnauthorizedOperation RISHURLE.

ResourceUnavailable.CloudResourceBindingNotFound cMKAI =R R EXREAFE.

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 194W# 2157



2 AT TCE

\

(Rl

L. O

BOERES

HREERSR (KMS)

kms.api3.finance.cloud.tencent.com,

FFEMCMKEIRIE, SF4aFPendingDeletedRZSHICMKEE HEM,

BONZCERIERIRSE] © 1000R/ED,

O SEFATE : 2020-08-11 11:59:50,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action

Version

Region

Alias

Keyld

3. I SE

SHER

Requestld

4. $EIRAS

WAL : TCloudFinanceZone

=

= &

=

= B

=

= B

=

= B

=

= B
=]
String

FEVFNULL 258U

String

String

String

String

String

fEiR

R
~HESE, AEOBYE : UpdateAlias

HS% , AEOBYE : 2019-01-18

>

AHBE , iREE @I DescribeRegionsiEOBE ¥
AUt

FRIBIE |, 1-60 N FRFEEFES
THUE :

CMKH £ BHE—RR
~HE :

H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

2026/4/9 02:33:53 #1953t 215



2 AT TCE

PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
InvalidParameter
InvalidParameterValue.InvalidAlias
InvalidParameterValue.AliasAlreadyExists
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

ik
SR,
BB,
SBEERIE,
CMKFAFE.
KeyldR&iE.
PIERIEIR,
KIBAURIE,

ARSZE R AR A,

% 196 T3t 2151



2 BAETCE SRR (KMS )

(EEZRRIAMER

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
ZIEORTXHEERNcmKESEERMES. X3 TF4TFPendingDelete RSAICMKEELEERT,
BOAZEOIBISRERRE : 100X/FD,

EOEFRAYE : 2020-08-11 11:58:12,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FSVFNULL 363 Tk
Action b= B String  AHSE, AEOEYE : UpdateKeyDescription
Version 2 & String  AHSE, AEOBYE : 2019-01-18
. . NHESE, HR{ERANEIdDescribeRegi 2EE "
Region = = String ;%ngéﬁ;ﬁ;1 Bli@idDescribeRegionsiEI&EE=SR
SEmobp o = 4 .
Description 2 S String 'ﬁ?ﬁigﬁ{ng  BRSF10245 %
TNE
& =

~HE :

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. $EIRAS

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 197 W 215



2 AT TCE

PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

U
SEGEIR.
CMKAFTE,
KeyldA&&i%.
REBIEIR.
RIRIURLE.

ARSSERIART AL,

% 19873t 2151



2 BAETCE SRR (KMS )

JEXSFRZEAME i
IENSFREZFHRSAREES

L. FZOfER

ZEOiEkE2 : kms.api3.finance.cloud.tencent.com,

{(ERISERIRSAIEIFRERRIFABHTEURMRE | B WRERN N AHINER. T Enabled RESHIARIIFRETA
7 RERHTRERIRME,

BOMZ AR : 2000R/%D,
O E#AYE : 2020-03-06 10:07:37,

EORKBEZREN.

2. MINSE]
TR ESBIETI T EOMRE MDA ASEH | SEARBHPIEN 18 H A4,

o C i MIFENULL 2R fEis
7APES

Action = S String  AHESE, AEOBYE : AsymmetricRsaDecrypt
Version =2 P String NHSE , ANEOEYE : 2019-01-18
) . NHBE, SR AN@idDescribeRegionsiZABEEF X
R = 3= N
egon = A NG oitehFiE
, CMKRIME—HRIR
Keyld = & St —
ey = | B "9 e
; RO ER J=Yan
Ciphertext 2 & String {%ﬁHPUbIICKeyMﬁE’JﬁI , Base644RE
g :
HEEAAAIIERNANEE | SRisF
Algorithm = = String RSAES_PKCS1_V1_5, RSAES_OAEP_SHA_1,

RSAES_OAEP_SHA_256
THNE

3. IS

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 19 W 215"



2 AT TCE

SHER KA

Keyld String
Plaintext String

Requestld String

4. FEIRAS

HREERSR (KMS)

fiid

CMKAIHE—FRR
~NE :

SRV , base644RE3
~NE :

HE—iEK ID , ®RiEkEPSIRE]l, EMRAHEERAIZRIEKE Requestld,

ARG T 2O S EERREIRID | BERAFE N A THE RS,

e R

InvalidParameter SRR,
InvalidParameterValue.InvalidKeyUsage KeyUsageS#5EiR.
ResourceUnavailable.CmkNotFound CMKAZE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%,
InternalError NEBFEIR.
UnauthorizedOperation RISTURME.
ResourceUnavailable.CmkStateNotSupport CMK RS STFHRAZIRE.

FailedOperation.DecryptError 2SI

WAL : TCloudFinanceZone

2026/4/9 02:33:53 #2003t 215"



2 BAETCE SRR (KMS )

AEXIFREZEAS M 2R 2

’

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

{EBEERISM2AEXIFRE SRRIFATA TERMEE | BRI N ARINERI. T Enabled JRESAIIFXIFRE R
ZREHITHEEIRIE. ENREXAIKERREBIY 2567

BOMZCIERIERIRSE] © 2000R/%0,
EOEFATE : 2022-09-13 14:39:30,

}§ D 7 \H_L % Té*y

2. NS
LUTNERSHIIRNE T EOBKSEFZ D AHSH | TBAHSEFIRD N HHERES2,

SEAFR Wik RIFENULL  ERY R

Action 2 & String  XHESE, AZEOBYE : AsymmetricSm2Decrypt
Version =2 & String nH&#, AEOBYE : 2019-01-18

AHBE , WS Ea@dDescribeRegionsiEBEE =R
ROttt gE

iy

Region = String

CMKAyME—HRIR

Keyld = FOUE -

iy

String

fEFAPublicKey YIS , Base644RTD. BSTKETAE
String  1¥ 2048 =5,
E

iy

Ciphertext 2

3. S

o C St fEiR

CMKRIE—HRR

Keyld String Il -

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 201 215



2 AT TCE

SHER St ik

R EHIRE , base644wmi3

Plaintext Stri —
aintex ring =Bl -

HREERSR (KMS)

Requestld String ME—iEK ID , BRiEKRESIRE]., BRI EEREIZRIEKA Requestld,

4. $EiRES
PATNFIH T 32O SSBEERAERD , BEERSFEN A L8R,

iR
InvalidParameter
InvalidParameterValue.InvalidKeyUsage
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation
ResourceUnavailable.CmkStateNotSupport
FailedOperation.DecryptError

UnsupportedOperation.UnsupportedKeyUsageInCurrentRegion

WAL : TCloudFinanceZone 2026/4/9 02:33:53

ik

SHERR.
KeyUsageZS#iEiR,
CMKAFLE,

Keyld R~ &iZ%.

REBFEIR.

RIZRURLE.

CMK RERSHRZIRE,
nEHRAEZRIregion N,

#2023t 215



2 BAETCE SRR (KMS )

e
1 AR

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

AEOBRTINERZ HAKBEREIE , TETIIEEUEERRS , RSA Key , HEHER/NIBRMER. XNTFRANEE
% , fEAGenerateDataKey4FkAIDataKey T A MERAINNREZRE

BOANZEOIBIIRERIRE]  300%/Fb.
EOEFATE : 2022-09-24 16:38:44,

EOREIRE A XIS,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SHEMR ik AFNULL KR R

Action = a String  RHS¥, AEOBYE : AsymmetricSm2Encrypt

Version 2 = String AHESE, AEOBYE : 2019-01-18

Region 2 = String ARS8, WiFSEENEIIDescribeRegionsiE B EFMSIF
ROtthi B

Keyld = = String 1AFCreateKeyEAICMKE BRE—FRIRRT

THUE

WANZHIRA R | 1ZF RV base64RD , RNEAKE
String 3351024 =15
A

Plaintext 2

iy

3. S

o C KA fEiR

N2 S22 base644RFEAIERSL

Ciphertext String By

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 203 215



2 BAETCE SRR (KMS )

SHER RE U

INZFEANCMKRI 2 BE—RR

Keyld String =1l -

Requestld String ME—iEK ID , BRiEKRESIRE., BRI EEREIZRIEKA Requestld,

4. SEIRAY

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

SRS fA
InvalidParameter SHEEIR.
ResourceUnavailable.CmkDisabled CMKE#ZER.
ResourceUnavailable.CmkNotFound CMKA=FE,
InvalidParameterValue.InvalidKeyld Keyld~&i%.
InvalidParameterValue.InvalidPlaintext Plaintext~&i%.
InternalError NEBEIR,

UnauthorizedOperation RISHURME.

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 204 215



2 BAETCE SRR (KMS )

IABNAEX S FRZEHRY 20 5H

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

123 FFSREL KeyUsageJASYMMETRIC_DECRYPT_RSA_2048 #1 ASYMMETRIC_DECRYPT_SM2 HI3ERSFREZH
HRBESR | ERZABRAFREARITEENE | ERZARINENETE RSB KM SERI R AIFARIHTHE
#. RBATEnabledRESRIIERIFRE THA FTREIREN A,

FONZCERIERIRSE] © 1000R/FD,
EOEFATE : 2020-03-06 09:36:43,

EARBER LN,

2. INSE]
LUTNERSHIIRNI B TEOBKSEFE D AHSH | TBAHSEFIRN SRS,

DB ik RRIFENULL k3 fk

Action = B String AHSE, XEOBYE : GetPublicKey
Version =2 & String &8, ANZEOBYE : 2019-01-18
Region = = String ~HESE, Mig(ERANEidDescribeRegionsiEBE~RA>F
AOBiE Bz
) CMKAIME—HRIR,
Keyld = = Strin _
Y = | H 9 e -
A se
3. s
SHEWR 3t} iR
. CMKAIME—tRR,
Keyld Strin _
Y 9 R -
425 Y =YANla VAN 75,
PublicKey String ZidbasebAfRISHIATANE

~HE :

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 205 215"



2 AT TCE

SEBR ESig)
PublicKeyPem String

Requestld String

4. SEIRAY

HREERSR (KMS)

fipd
PEMIEBIATHNA.
~HE :

K—iEXK ID , ®XEKEIRE, EAICRIFEREIZRIEK Requestld,

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

IR A
InvalidParameter SR,
ResourceUnavailable.CmkNotFound CMKAEFE.
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError NEBFEIR.

UnauthorizedOperation

RIRBUSRLE.

ResourceUnavailable.CmkStateNotSupport CMK IRER Tz a(E,

WAL : TCloudFinanceZone

2026/4/9 02:33:53 % 206 Wt 215



2 BAETCE SRR (KMS )

SRS

Key

REICMKFIFREE

#WEN OS5I © ListKeys

B Wik FEFNULL Sl AR
: CMKM £ BME—HRiR,
Keyld = & St _
> = & g U -
AlgorithmInfo
EEERR # 7RR
WA OS5I « ListAlgorithms
B AT FEEFNULL il A
ZHIFRIR
KeyUsage 2 = String i;{ﬂg‘:ﬂ
- . BEER
Al th = = St —
gorithm b= A ring — B -
TagFilter
IR iEEs
HUN OS5I : DescribeWhiteBoxKeyDetails, ListKeyDetail
R DA FEFFNULL e Sl IR
. IS
TagK T & St -
o = 8 "9 A
T
TagValue a & Array of String R

~HE :

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 207 215



2 AT TCE

TsmLicense

TSM SDK#E#License

AN T#2O2|H : DescribeTSMLicenses

BR Wi
Version 5
TsmAppld )
Cert 5
Tag
IREREMREE

BIFNULL

=
[=]

iy

iy

#WANT#EOS|F : CreateKey, CreateWhiteBoxKey

BR

TagKey

TagValue

KeyMetadata

CMKEMER

BN OS5I - DescribeKey, DescribeKeys,

BFR

Keyld

Alias

WAL : TCloudFinanceZone

=
=

2]

s

=
=

fi

FIEFNU

G
[ ]

iy

EREERSE (KMS)

YU
Licensefr4s
~HE :
TSM Appld
~AHE
IR, XBERENEFFFHRE
A -
il YU
) RSy
otring e -
) REE
tring AN -

Hk

CMKRI£2BE—HRR
~EHE :

ENERERZIHR  BERBRABERNIE

String
String
String
FEFFNULL
=
[
7T
[
ListkeyDetail
LL 28
String
String

2026/4/9 02:33:53

THUE :

% 208 Wt 215"



2 AT TCE

BR

CreateTime

Description

KeyState

KeyUsage

Type

CreatorUin

KeyRotationEnabled

Owner

NextRotateTime

DeletionDate

Origin

ValidTo

Resourceld

RotateDays

LastRotateTime

WAL : TCloudFinanceZone

i

i

ali

i

i

A

fi

fi

i

i

i

i

iy

iy

BIFNULL

G
[ ]

iy

iy

iy

iy

iy

iy

iy

iy

fiD

fim

fim

iy

i

i

eSid]

Uinte4

String

String

String

Int64

Uinte4

Bool

String

Uint64

Uinte4

String

Uint64

String

Uint64

Uinte4

2026/4/9 02:33:53

HREERSR (KMS)

A
AR E)
ENE
CMKA9#EIA
HE :

CMKAYIRZ: , BYES : Enabled
CMKHi& , BB 9: ENCRYPT_DECRYPT

CMKEEEY | 2 BRFFEFIPSIRE |, ARTTEER
FofE
A

BlEE
THUE :

REFRETERHRIRIIEE
THNE

CMKOBIEE , P RIS user , IBNE =~
R EEIEIERA AT RAY= R
~HE :

ERRRBRIAERET | TREHRAYRTE)
THUE :

THRIBIBRAYRS &)
~HE :

CMK Z5EM #1358 |, BKMSEIEERY

79 : TENCENT_KMS , HAFPSAHIZEELS !
EXTERNAL

WA -

f£Originy EXTERNAL RIE5 , FRZHER
BMBH , 0 ®RRATH
A :

HIRID , #&=, : creatorUin/$creatorUin/$keyld
A

FIRREN
THNE

R HRRORTIE)
~EE :

#2097t 215"



2 BAETCE SRR (KMS )

WhiteboxKeyInfo

ARERER

i

B T#EASIF : DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails
=11 e FRFFNULL %8 i35S

eyic 2 | = Sting ?zgegag@%u&—m%
EREEEREMR , ERSRABES)
&, RENE, 1-60NPEHT - 1EE , &
BTN FEREST. AUES

TN -

Alias

fil
iy

String

ellfee)
THNE

Iy

Uinte4

fil

CreatorUin

FHNEAMER
~EHE :

I

String

fiD

Description

ORI , UnixAiae;
BIE -

i1y

Uinte4

fi

CreateTime

Status

Iy

String BEZHEIIRE . BUER : Enabled

fim

BlEE
THUE

iy

Uinte4

fiD

OwnerUin

AR AR AR
~HE :

i1y

String

fiD

Algorithm

HEINZZ4E , base649wi3
~HE :

iy

String

fiD

EncryptKey

HERZEEH , base644Ri3
g -

Iy

String

fim

DecryptKey

HIRID , #8% : creatorUin/$creatorUin/
String $keyld
A :

il
iy

Resourceld

= S bé = Mz 2o, =
DeviceFingerprintBind £ Bool IfmﬁlX%;E'y SSRIERE
NIERS

2l

DeviceFingerprint

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 210 2151



2 BAETCE SRR (KMS )

IR
WA TEAS|F : DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints
AR Wik FPFNULL 8 fi

BYER , HIRBECRETEXRERE | BURRENRA
= : M0-9a-f]{8}[-1[0-9a-f]{14}[-][0-9a-f]{14}[-][0-9a-f]

Identit 2 3 Stri
Y = R "9 14)1[0-9a-1(16}$
A :
A= . ML R B P
Description & 2 String RS 201 IP, IREEIRE , &AL024F75

THNE :

KRARFFE : TCloudFinanceZone 2026/4/9 02:33:53 % 211 215



2 BRETCE
T

LIREw AR

HREERSR (KMS)

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/4/9 02:33:53 #2123t 215



2 AT TCE

IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

AV SSEEIRTD

HiRtY

FailedOperation

il
HERERIL.
EBTEIR.
EOREE.
SEER.
SHEEIEIR.
IS PR,
TRDSEGEIR,

BOREAFE,

IEKADREGEIT T SERPRE,

AW G,
RIBEE.
"R,
RIRAATA.
RIRAURLE,
RASEGEIR,

BAEARSZHS.

HREERSR (KMS)

http(s)iIEXKIMYEEIR , R>HF GET #0 POST 53K,

BROARSFRrE bR,

ResourceUnavailable.CmkShouldBeDisabled

ResourceUnavailable.NotPurchased

UnauthorizedOperation

WAL : TCloudFinanceZone

2026/4/9 02:33:53

17288

BRI

RIREEFRICMKABER T RIRBR,
EERRRSEATHE.

RIRBUR(E.

#2137t 215



2 AT TCE

IR

AuthFailure
UnsupportedOperation.ServiceTemporaryUnavailable
ResourceUnavailable.CloudResourceBindingNotFound
InvalidParameterInvalidPendingWindowInDays
ResourceUnavailable.KeyDisabled
LimitExceeded.KeyLimitExceeded
LimitExceeded.FingerprintsLimitExceeded
LimitExceeded.CmkLimitExceeded
InvalidParameter.DecryptMaterialError
InvalidParameterValue.InvalidType

InvalidParameter
InvalidParameterValue.TagsNotExisted
FailedOperation.DecryptError
InvalidParameterValue.InvalidAlias
InvalidParameterValue.InvalidKeyUsage
InvalidParameterValue.InvalidCiphertext
FailedOperation.CmkUsedByCloudProduct
InvalidParameterValue.MaterialNotMatch
InvalidParameterValue.DuplicatedKeyld

UnsupportedOperation.ExternalCmkCanNotRotate

UnsupportedOperation.NotExternalCmk

ResourceUnavailable.TokenExpired

ResourceUnavailable.CmkNotPendingDelete

InternalError

WAL : TCloudFinanceZone 2026/4/9 02:33:53

HREERSR (KMS)

Uz

CAME R /= 1EIR
ARSSERIAAT A,

kA= RRRISBERRIFIE.
THMRES RIS EEEE.
ZIREHREER.

BIERIR RSB BRE,
IREIRS N EGEII PR
CMKEEBIA LR,

f#= EncryptedKeyMaterial 554,
TypeS ¥R,

SHEIR.

IS REIRESEATE.
BIBBTUEIR,
KeyUsageZS#iHEiR.
BXIETEIR.

CMKIEEH = malER.
SANREZREMBGESAAE,
KeyldEE,
FFPSNEERICMKEE I oHE,

CMKZEBIEIR |, {X>z45External
CMK,

Token2iZ 45,

CMKAZHRBBRIAS A BERHTEGE
THEUMBR.

REBHEIR.

#2147t 215



WAL : TCloudFinanceZone

2 AT TCE

IR
InvalidParameterValue.InvalidPlaintext
InvalidParameterValue
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion
ResourceUnavailable.CmkStateNotSupport
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.AliasAlreadyExists
UnsupportedOperation.NotUserCreatedCmk
ResourceNotFound

ResourceUnavailable.CmkDisabled

2026/4/9 02:33:53

HREERSR (KMS)

Uz

Plaintextf~&iZ.
SHIEER.

CMKARTFE.

Keyld R~ &i%.
INEFRAEZRIregion N3 HF,
CMK RS SHAZIRE.
InESRES.

AEZEEFH.

X3ZH533 FAF B C eI CMKAEEHT,
BRAFE.

CMKEMEHA.

#2153t 215



	密钥管理系统（KMS）
	 产品简介
	  • 产品概览
	  • 产品功能
	  • 产品优势
	  • 使用场景
	  • 名词解释

	 快速入门
	  • 入门概述
	  • 创建密钥
	  • 管理密钥
	  • 加密密钥
	  • 密钥归档

	 最佳实践
	  • 敏感信息加密
	  • 信封加密
	  访问控制
	   • 概述
	   • KMS访问控制策略示例
	   • KMS API操作支持的资源级权限

	  外部密钥导入
	   • 概述
	   • 操作指南

	  国密 Encryption SDK
	   • SDK 概览
	   • SDK 接入指南
	   SDK 接口
	    • 旗舰版 C 接口文档
	    • 旗舰版 GO 接口文档 
	    • 旗舰版Python2接口文档
	    • 旗舰版Python3接口文档



	 API文档
	  密钥管理系统（kms）
	   版本（2019-01-18）
	    • API 概览
	    调用方式
	     • 接口签名v1
	     • 接口签名v3
	     • 请求结构
	     • 返回结果
	     • 公共参数

	    其他接口
	     • 获取TSM SDK授权的各个版本License

	    密钥相关接口
	     • 密钥归档
	     • 绑定密钥和云产品资源的使用关系
	     • 取消密钥归档
	     • 取消CMK计划删除操作
	     • 创建主密钥
	     • 解密
	     • 删除导入的密钥材料
	     • 获取主密钥属性
	     • 获取多个主密钥属性
	     • 禁用主密钥
	     • 禁止密钥轮换
	     • 批量禁用主密钥
	     • 启用主密钥
	     • 开启密钥轮换
	     • 批量启动主密钥
	     • 加密
	     • 生成非对称密钥对
	     • 生成数据密钥
	     • 随机数生成接口
	     • 查询密钥轮换状态
	     • 获取导入主密钥（CMK）材料的参数
	     • 获取支持的地域列表
	     • 查询服务状态
	     • 导入密钥材料
	     • 列出当前Region支持的加密方式
	     • 获取主密钥列表详情
	     • 获取主密钥列表
	     • 密文刷新
	     • CMK计划删除接口
	     • 签名
	     • 解绑CMK和云资源的关联关系
	     • 修改别名
	     • 修改主密钥描述信息

	    非对称密钥相关接口
	     • 非对称密钥RSA解密
	     • 非对称密钥Sm2解密
	     • 加密
	     • 获取非对称密钥的公钥

	    • 数据结构
	    • 错误码





