& BRTTCE

&enik5S (TKE)
PR

B TCE




&) AT TCE BERS (TKE)

Bx
%:%%HE% ( TKE ) ................................................................................................................................................. 6
- FERTEN - 6
« PERAA 6
- PR 8
o FEERLRH ... 10
Bviz:E
- FEEREE -
« BRIEAI]
« N iz
« EREEBIRSTKE - - - 18
EONRE] 23
- CIEEEEAINGInXARSS - - - 23
- S HelloWorldigss - - - - 26
« BasfjlfRWordPress 30
« {EFCDBAIwordpress 32
- BFiEE 37
37
37
« SERHOEER - - 38
- SERHEDEL

- EREERTUAR 59
« CVMBRREERINILE 61
. REEM R R .. 62
R MG R - e . e . 65
- RERBEHSIDCEE - . 68
cRBRRERS - .71
« EBEW Kubernetes {AfEzE: 75
EUROHE o veeeenen 76
- RECERL - 76
- IR CEREAHRE - 77
- AHTREAEREOE 81

 RETRIEINA

- R
- MIReRLEEE
- EEHRABETCS -
« Kubernetesy S &Te - - -

« Deployment&I - -
« StatefulSet &I - - -
« DaemonSet&HE . . .
« CronJob&Ie - R
BB TIEREAETEIRS - - N

- RE TR - -
- RETEEARIGE - 162
 RETHEREEHTOSBE o - 164

« {78 TCR AARSEAIR AR FHS Al TR

« Service®&5I2 - -
« Ingress&TE - -
« Service HE2

* Service {EfBEH CLB
- Service [RimiEiE
« Service {AHEHEH] - - -
+ Pod {RFEMIER
- M3 LoadBalancer Ej% Pod #&x{ Service
« % Service £f CLB
« Service ¥ REHMY
« Service Annotation t8g - - - -

« ConfigMap &g

« Secret&iE
« Ingress &2

IR : TCloudFinanceZone 2026/8/18 02:02:13 B 2m 813 |



&) AT TCE BERS (TKE)

« %24 Nginx-ingress S&fll
« {5 Nginx-ingress SISRIFANEEHMBRE
« CLB 28! Ingress

« Ingress BAINAE
« Ingress fEFEH CLB
« Ingress iEBEE
« Ingress Annotation i - -

- RAMHEA - -
« i REGEEEE
« COS i8A
« CFS 588
« CBS i85

« CBS &N

« B CBSE R RIBRE I ARER

TR BT e

- IR REBFNEARIERIRES
«P2P B e
» GPU-Manager {58 - -
«HPCHBE v vvvevnns
« Network Policy i85 -
« Nginx-ingress 5185

« Volume&T#
« PV&PVCERE
« StorageClass& - -
- BHREE

- BLhIS AR
« IREE

« IRSSIRIRIER A AR08
- TKEB(R OB RIS B
+ TKESBEARALIRAE I -
R e
- RETFIKSHTKERS 225 IR -
- BTSN TKESR AR - -
- MISEARREERY -
- SERRRTRAE S -
- BERSRLMER -
- BEIRS T AARIPHE
- BERTARERE
= T e
- B

- BERGHIRSS (tor)
« iR (2019-09-24 )

« Helm Chartigfn
« EifjChart T #(E!
« T#Helm Chart -
- ERTEEXEA
« BIEERE AR N
- QlEaEEE -
- BIEEH RS -
« B ERIEARET R
« psEREIE -
- BB ER BN ERRE -
* BUHEHEATT I -

IR : TCloudFinanceZone 2026/8/18 02:02:13 $3m 813 |



&) AT TCE BERS (TKE)

- BEfTELAIREE
- EERETEER -
 EIGHERATEAN - -
- ENGETEER -
« SEIRSEXEN
« BUEEMSER - - -
« BIBRMSEA - - -
- ERCIEMLHNES RS
« EINEBHIRSRES - -veeeee
- EMSLHIFIR
o EHESTHIEE eeeee
« SEAIEIEMEXEO
« BEOSLHIEE
- MEFORISLAIERESHS:
- CUEEFHENNERRSS
- BlEsLpl
- BIEBENEE
« BUERSERIIELEIE - - - -
+ BBREHSIHERARSS - -
o BUBRSEA e
- BFREENISS - -
+ BIBRIHAVSIRIEIE - -
« EERGINEIRSS RS
- EEIEEIRETIE -
« EISLHIRE -
- EEKEHIREIEHS!

- SLHIES - -

- R

« EFTSLAHKERAIEIE
« SRERSLf)

« IRARERAER O
« FPUTIRARE - - - -
« BURRKRASEREBAAN - - - -
« BIBRARAEREBRAMY - - - -
« BERAREHRITICR
- EMEAREBHITIES
- EARAGRERN - -
« EFTRRACREAA - - - -
- BREMKSHEXEA -- -
- BIERSRIKS
- IBRARSS RIS
- EIRSRKS
- EHERSRIKS
- AREEEXED
- OURRRRARES - -
- MhRARAZES - -

B = -2 Y
- BUEEFARIE AR
« BUESLHIARIAIRE 2 FRRS - -
+ BUESLAIRRIHI RS SRR -
« IBRFAT R AT - - - -
« BIBRSEBIARIIIRIZ 43 SRR
+ BIBRSEAGI A RITIR B 4E SRR
« EFEHIARHENRES
- EERAEEERITRTES - - -
« EESLAIRRIIEVPCHE - - -
- ERSEHIARIEIEE HARE
- EELGIARIAE
- BIESLAIRRIHIVPCHE - - -
« EEHIANIGIEEEER
- RIRCEEXED
- SERGOE
- BUREEEE -
- BIRSIERERR - - -
- HpsEIOE
« fitE@MIFRRepository Tag - - -

- EFREBEManifestiSR
- EEBREGRES -

« BERIRSS (the)
« iR (2018-05-25)

- RYREREREERD -
- BUESREHOMRA
- BBRERRHRGEE -
- EER R R E
o BB RAIEAIBUZE - oot A e 640

IR : TCloudFinanceZone 2026/8/18 02:02:13 4T 8137



@ AT TCE BERS (TKE)

B L= 1
- (SRR SRR BRI - - -

« RERBISE - -
« SREVEERFECER - - -

- [EEhgEREiT -
[ =ris i
« SRENEERFAYERAID - - - -
- RMEHEXED

RSB e
« HIBRERRFHAOTS)
« SREVEERFTIRBIR - -
- EWEHTRES -
- EEEEFENTR
« IR P ETI R
- SERHIEREO - ..
« IRESERFICIDREE P - -

« AR IERHLTS e R SRR A R AR L 75
- TEFETESERF R BIR EITI mith
- CUEEEERY BEKCERAMN(BAR) - - - -

B e s tirv . O OO PPPPPN
« IR ESHEERR (1 BRR) -
* SKECharti FHIER - - -
- EEEEfendpointsHIEE
- BRI PIR/SMRUBIEROAATS - - -
« SKENEER#kubeconfig
- EASHS IR SR
- EAERIEAER
« SRENEERYServicedlF - - .o
B R T e S PRSPPI
B o et e 71 P
- EEEEIE -
B T e = RO RN
« FKElchartlE - - -
« SRENCharti¥fs -
« $RENchartiiRAFIZ -
 IREEERHEEREIMTIAR -

- [EFBIERESRRHO B S WIERERSS (IBhR) -
- SRERSERHERE B SIENIBYE R (BHR)
< REVEERFESRE (1BhR ) 2R

- EERFARIESIE(B)
- (SRR
« (EBUERILTS ith
- R TKEE R cpUIZE RS
« E#faddon

IR : TCloudFinanceZone 2026/8/18 02:02:13 B 5mi 813 |



rb AT TCE BERS (TKE)

2

(EAY

FEaniEg T
= ERtiEA

=
miTea

|

BRRSFEREETT FSHRESREERS | BT ENTIRSS SIS ERNIE TN AERERF. ERIZRSS |
BRARRR. o4, ¥ RENEHEERMIRIE , RJFHTEBH APLER | EABmFELE Docker NER , Eif5E
BHHRBRS  URERASMERS. SLIRER BRI BEEREEH PLHIERNEN | HE SN AERR
BeRlRSFEETRE Kubernetes IRELIBSRARORIBRS R | BRAFTA. WARHEIENMRER, FHBEAF
BRI | RS, BRRSFETETRARAE Kubernetes APL BT CBS. CLB & Kubernetes 18t , FIRTLAFA
B HENM  TMTEIE. SRS,

RIAlRE
EREERSTE , SYRELITEAES

o &8 . RIESSRETMRESRENES B8 TETETRSH. EYERERRR.

o L5l (Pod) : HEXI—I SN BR/GE— LA, XLESFEHEERFEFINEEL,

o T{Ef%E : Kubernetes &iRXS: , BTEHE Pod BIAKIGIE. BELNE N ESERIEMEE.

e Service : HZ/ MEEECERISLSA) ( Pod ) FIFIENXLESLA) ( Pod ) RIXIIERAIRARSS .

o Ingress : Ingress T IEIMNE HTTP(S) iREBERHZEIARSS ( Service ) FIMINIEES.

 Helm Rz : Helm 2E1# Kubernetes RFFI2FATE TR |, 127 Helm Chart TEiSE RN EIF(LAIIEHIZL
=

o RIZCE | BT Docker 7% , Docker {&&ATaRESRIRSS.

{(ERRE
NTE , EREE=SHETEF RS,

1. CUEREEEY
2. QI T AL I Ingress
3.1z1T Service 8% izf7Ingress

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 6mHE 813 W



Q) AT TCE BERS (TKE)

SR TERE
[ BESRE BT ]
23 Ingress

HEXRIRS

o BEWIET N CIRSHEANBRIRSER  FRETERRSHED. BXESER | BERNCRSSITmXE.
o ERULETEMERMET , EERENAUSEEATTRXATFNT. BXESER , 52HRVERNEFmX

(=N
o FILAERREIYE , B EBES I RSIANEFRERRE  BRETNANDE. BXESER , BEHR
BT,

o NIEARRSERISRLONEITSRIEGRE | IERzRE. AXESER | BENaREmMXE.

IR : TCloudFinanceZone 2026/8/18 02:02:13 B 7m 813 |



2 AT TCE

Tt

AL

EF Kubernetes
BERSTELEET Kubernetes SLIAY , Kubernetes(k8s) 2 Google FREAIASSERIESTER A, 7 Docker AR
RIER E |, ABRSURIR ERESEIET. BRAE. RSN RESE—RTITEINGE R 7 AIEREEE
B ETRERYEEN.

Kubernetes BI{LZ&

o Kubernetes SRFMAMRIERMA TIRIZIT , BRI, HERSHIA |, SCIERMLIRT | (FERPaLURIES
CHERRR  BEREERAR  RABEXHIMNE., &E. BE. I,
o Kubernetes BT XFFEFR. FHAOOE , AJLIIEFRES. MK, FELESZE,

BERSFEATKEN L B2 SRR

s
e

2H

Rk

Tk

TE
BlUF

WAL : TCloudFinanceZone

BeiRSFE (TKE)

BEHERFEESSRRS TORMBEANRSRENHEE. TRRE. &
sedmAE. IO | Filk 7 REEMMZRIER , BT o HmzUNRRY
BRI | SRR SRR TR , Eitth
TReEHIEXNEESY BRI, BRECHTRER  FEel
BITRESEIT |, BRRSFaRBETlTERISHEETF , iILE
LA/ & Docker (LRI FREF.

RIEERHTE | SERREIIE SR LUERERRS RIELHHSEIEITHY
NI FRFERFFIAL R, BYRRTLAER APL SRISEHTRISERNSER | LA
EEEE BRI IRFISE =S ER. BRkSFa5R
PIYEEN , SHFEZS I ERZEANKRE. BRFEEAREENE
ERRGESERS | BRRSEEEFBBNRINFIRR. SIME80R
SFadUEdREETIRAMENSRS | RISRNEREENFE
X LMES N RERAR AT,

BRRSERE , RESSURAEHRKRSEEE SRS E |
FEHMEFHETTERR. SHEEEAENESTET LSl
EREECHNZEEMMES ACL , XLTHEENGIRIE TEREXTE , 3
BEERARRSHREOESREK NN AERER. SRRSZEAOHI
RS/ , RIERSHIEFEENRE. RETR | EEENERS G
B ThIEE | SLHRSHEIENZE. ST/A.

2026/8/18 02:02:13

BERIESS (TKE)

AEEHFRR,

BEARRS

B SR EEEMIRIER
BiEh%x BE TR
B CRSRFEENRY. &
EEERGRERRTT

=, IR

HERIE S RERFR
REBRALRESSER
SHIBRE |, A RMEAIRTY
fEttE

B S RRSEERZIT]
R Namespace 555
&, AP, 8%, AR
HRIREERL L RE

%8I 813 W



2 AT TCE

¥y  BHEWSEFE (TKE)

RERRERPE | W SHEENERRSFEETERIENET |, &
[RRY BGP RBRILREGHRE LA TR , RIS ERRRE
WAREERR TIETHE | ERBEREMTETUSET. SRILTE
BeelkS e LEEWS | FAARTE GitHub SEMABFERZ
1BfE  BRRIRS M TE. Wi, FTEEM , BEARITEERE

—
[=]a]

BIFUA R IMEFIBL A L.

BRIkSRBRRRSFLIBTEIWINER | LS TREE
F3 APl iSO EIEER. SRFAEIENRTEEIIEITNA

(3924

BEFNRSER (FINRSS. =EEF) (J5.

BalRS FaTKERZSHEER IR

BERIESS (TKE)

BEEEHRRS

EEARIRSIINETR
iE , BILTSERIEERSR
ERE[EENEEYES

FERNRSHE. &
*. o TRECHE
AFETEEMIRNE , AT
HK

BB FOLENERN, §5. TORISIBCETIERI, ERSRESNE  CIUEERE, T
A . SEB. WEREE 30 MERHSEGE | WERHRAEREHORIENES | W RERT
P S ETERRER,

s HBEFE (TKE) SRS

iRl BREME, 65, 5% , pod SiE 30 MR RN, REREFA
BREAE  ORREREN ATHa8 | AT
BREAE  FRmnES , REEER AT

FHRAE S MERRERE 3 B R
PRES  FANSRESERIEE RESANRKBRNIR

B gt
s 5 %
FEHET  BHATUSESESE log, 35 webshell FA—RBTE  BETHBRHEBLEN

124

WAL : TCloudFinanceZone

A R HFE

2026/8/18 02:02:13

#RHFE

9mH 813 W



& BAETCE SIS (TKE)

KON AERRSEFRNITFOLI |, PRI N EF:

IS e EaE R % FH B

H 2 X0s A EA

XA

Ipvs

WA 2%

GPU Xt A7 ik B AL

IAAS

PAAS
o [ o [ [ on

TSF

CLB CBS CFS COos

2Rt AR

1. FESIRSBFERIRHSTFRAE Kubernetes 8847,
2. 1217 Kubernetes f&f4 , #3B1BFHuE TR Kubernetes &8%,
3. BESIRSBFETE Kubernetes L2 | IRATERISTE. NS, CI/CD Ei#bgeN.

&R AR

1. BFERRSEEHRIEGH= APL : BPETEHIA. Kubectl B AP {EERFSIRSS.
2. {R&BERSS CCR &R : TCloudFinanceZoneiRHAVREIRSER , AP AL LEREEHS R THREIAR T,

HRAXFRA : TCloudFinanceZone 2026/8/18 02:02:13 % 103t 813 W



O sy —
HBHTTCE BERS (TKE)

3. BasfRSS TKE &R : FRRRSOER | SEEFHENNE. RSENNES.

HRIFTE : TCloudFinanceZone 2026/8/18 02:02:13 % 117 # 813 |



& BRTTCE

RN =

TBRSSERM

BERIESS (TKE)

MIRSREERTWESERNNA |, BRANANESERDRE MRS  SMMIRSIIASER— docker &

i,

BRIRBFEIBEMRSMIE -
1. BT ERSE | Tk, SHRRIEER.
2. TEEAE TRNITE. W, 768, N, £28gh , BiEFERATCloudFinanceZone IAAS B8/,
3. XEIRSHwHEE | RBAUESENA , BRI E , REEERS. RSeSTHA.

SMEBARSSA

db db dab
QP QP QP

MIERRSSB AIERARSSC

dab dab dab dab dab dab
QP QP QP QP QP QP
e B a8 EeE CeE EeE

IS RE E

PABRINSIRIZFE L | FIEEESRRSTFakEt LoEkE  AUEHRER | BrlSRHER,

BeeRSTFaILG—RBLEREIRS | RESTNNARRUENE | RRaNAZEEMY 4. KHHE. SUR. BT &, 7

KRRGF. FHEANSIBARTRER.

WAL : TCloudFinanceZone 2026/8/18 02:02:13

% 12W# 813 |



S BASTCE IR (TKE)

— & ==
R —_— gg — Cloud

BrF BERSS

ol

IR : TCloudFinanceZone 2026/8/18 02:02:13 % 13T 813 |



2 AT TCE

BERIESS (TKE)

FERIIBE

im

FmnbI8E

BY ARG FaU RSt EIRCHNSREN  BINIEREEM , FAEESTEGETE. 7. W%
VA

(EES

SRRFHRY

SRFEE

Kubernetes
=i

NAEE

DIRER

35 CVM FraiE | AILGEMERRINER TSR TN SIS E I BXEEIFRE B
APRAER. VPC REREEEXNERNE , BB RIE0RE

- XD R EEFEEREITIEIR
- XIEFBEEN EEREE
- BENX Kubernetes B4Emh&%

- ¥ Kubernetes Zhiva

- MR AFH K INEEKubernetes IFRETE , Kubectl EIERIEERHTHIEERETE Namespace
- WEXISZNGEES , I —REEERTIERENS

- ZHMARIY REHISRERRI

B RRRSFRIRHAINAEIEINE | e HEE—RIREEZS MRS | SBEFRRENA.

RR IEER
. - 32#F TKE SRS LA
RIFAHIR - X#5 Kubernetes Deployment, DamentSet FZ#RIR
NAEE  NASHFHREMER. SRR REeIE S RN AL EE N ARRS —RERE/FLE
BRIREIE  SHFRRIRIR
RESEE

RBSEENERESINSREE TR | SHHRSRELIE. RET 5. REddE. RSAM. RSLEE.

2R

MESHE  EIULIETRS SRS ERENEIRENE=S.

E3ES

RS ER
=

WAL : TCloudFinanceZone

Ibﬁgl\\\

=]

SRS R IIR S BB ST MRS LA TS IRS R o] BX MBS R EFAMEA
FEFFERE

2026/8/18 02:02:13 % 1473t 8131



rb AT TCE BERS (TKE)

&R ThRER
k=& Tk S THEE2EEMS 2 + —h= Seti—In = o)
- RSB R BRI R E ST SRS IS B e EREIRS NS
BBz SHFEERSFANEEROTEERSNAEEM stdout F stderr BESHRAREIRS HE RIS
“% FeEmENENREaERMERINE N SRREEMNKE
ECEMEE

ECENRAXME —LEREEINEARE  RET—MMEREFRENSE . S ARNNRALERRREE
In,

&R DIRER
FENEE ECE RS A S AT IMAAT YAML IERh4RIEZ T,

EcETnfER EENLEESHN ER ISR EREEMS NN R ER EEN N AEREE

BGEE
BB EERST dockerhub ERNREGMAFTAGRG , REEETLULIBIVRCIEE R, REEBIRS
1ER IhAEm

SRS REOESISEENER DockerHub BIRCE (BT REEIN )
RREE XFFEEMER Hub REEE
XHFEES M REHETE

R&ER SRR NEER T REEIERS SHFAM _EE T RS
Cl/CD XIRREMWEREENEESIFRERGRMRARS

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 15W# 813 |



rb AT TCE BERS (TKE)

[RIEAI]
NRILASES

REEERPETHRERRSFENETNR , BEEEERTRRSTURBRIEE , BEEER EFEER
5.

EEER

HABEEMMZEPEER TKE , aTLAG ?
RNEEIRS MBI VPC MLE , A ERMZE,

BRI AR

1. Bz (FERR RS ?
BIEREEERY | RUEBIRSAILCRIRIER | AILASE | 17,
2. REALUEECEN=ENINNEES ?
X¥F LRSS RNEB = .
3. A+ AFKRIRS—BEERhE ?
RBABRELITEETHHE | SRS —BELT B, ESRSEIME@ I =45 IR,
4. BIEEIFRIBRSSANMErAIE) ?
FRHRARBEARGRAD |, FEWES 55,
5. BREAIBEAK ?
ERREENELAN IP FImeEE , WSS EREREING , EF[AEENTSAK IP M5 , NeLuEE
NAT RN,

mREASS

1. B SFEERERENATIMNELE , ZEABHE?
LB ECEIN REERE .
2. RBZEBEIRZEAT ?
SEF B Namespace BIBRSSEILAEEAEE A , /<R Namespace RIIRSZFHEIRIT <service-
name>.<namespace-name>.svc.cluster.local FIFZEi5(E]
3. Ingress SIRFZHFEAX ARIFE"BHAER ?
Ingress 258 HTTP(S) MERAZIRSHMNVES | SRFBEAARNAMIGEILEREXR.
4. BNV S EENSHIFRRETHE |, ATl ?

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 16W# 813



Z AT TCE BERS (TKE)

FJLIEIS R CBS HiRSaIT I EHEIREEISET.
5. IRSSEFES SRS ?
IRSBEMMEHLI | IRNEFIREER. ERREHF LN, SRR,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 1I7R# 813 W



Z AT TCE BERS (TKE)

BB B eARS TKE

BRERSFEESETT ERNSHAESHREERSS | B ENCRSHFINER LRNETNREER. EAET , B8 THNE
(ERAERIRSRECEZMEERSRER | A ERHARE. SBHEERESRIIRS.

I 1 GlEREERY

BREEECEEN. SHEESREIMBEARNES 83 T7TETanRSEHE. RBIERFER.

1. BRTKE =48,
2. BEHEANSAVM=PR (58] | & [SEFEE] ed (FE] .
3. IREEHNEAEERETE [T—2] .
o SERFER | BECIEAIERFRIZIR. ABIT60MNFH.
o CPU ZE#a : BERCPUZEN,
o Kubernetes hi7s : i%#% Kubernetes k7S,
o IE{THT4EM : Rfftdockerflicontainerd FFIELE,
o EEB¥ IP 28U : 1R{HIPVAFNIPVA/IPVEUL.
o FrfEithls « EINEHRIBFIEIRUBISEEIAAOME,. TTFEEILEER | 180 TEIRE.
o EEEEMLE  MNIIENMEASTIE , BRILAEEHE HEFABMLE,
o ZRBERLRIRME | LEIRANSERRIGE.
o FREEMLE | NERNBRSBUES MG ISEERAY IP #itk , B35 Pod 12 EIRFNEEEN Service 2 LR,
o BMERSG [ IERIRERS.
o SERHIA | CUBREEIRVIEX(ER. %EEHEERE £EHERE .
o BRIRE :
» AILAFFE ipvs3dF | iFRFRBEBASHFRA , BRTAIIRSGSE MRIEENE R MR,
» AJLARINIRES" « ATKESSBFECETS | SRBFNQIENSIRSHEIRE IR REHITE.
4. 15FNE (SRR AENMENE ) BRE [T—F] .
o Node :
» RIERE: ERETTESRIEREPHENode T R
» FAEE: BERTETNZ EEFIENodeTI R
o IHERER [ REITEE,
o Master&Etcd#lA :
» ATAKX : IEESEERS T X,
s TR NERNRS e DR AMEHUSTEIAY IP ik, &% Bk T RMNEIRE.
o LB - IEETRE
» K55 | SSDRIEREEFE/IS50GB , RABAIFEIENER , FiwEANVMeESZE , ERTFROHIEREWS. KB
OLTPAVSS , LARSHIOMREBIREIIE KRR
» BUER : ({CHFSSDRIER
» AW | ANEHAREIAR
» HE EFTANE , Master&EtcdiBIE/NEFRE=S,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 18W# 813 W



(% AT TCE BERS (TKE)

IR/ERE
TRt BEItE
EEEEC) test-tke

FRAENE [BIFTRFN 2

iz SH1.LARGES(tvERISH1,44%8GB) »*

ERE SIEREERER 50GB o

HiRE BRI

AT B NAFEALR »

il

-9

I
w
+

o Node#/18! :
#0 Master& Etcdi| BUpNERTE—HE,

test-tke v

589 g, & EiEH SHBAENE REETRTN 2
SH1.SMALL1(fRAEEISH1,1#%1GB) »*

B SIEREEER 50GB o

f
Ht

ENEL

e NAELR

il
+

5. BE=FNEERRE [T—F].
o BIRRIER | BRENRGTMENER  BESENEGEETEIRREE IS L EIRE N ext4 B BaiEHRIIEEE
B FHEAREERER A dockerBR | (IMSTERREAIT MR
o B  ZLEEEMXENINEE | BTFRERRSEE CVM BIRLEHEES,
o BRI | BHEHNEERA.
» IRERS  BIRIEE RS EX NS,
= SEPREAEE | BN EEE—MEEERN XIS B EN BB ERENERSRSENA . #ESH
SSH %48 .
= BRERE | BalERNERISEIERE RS,
o BENNE : ANERERTE , REBHREFIEDDOSIHN. WAFRI=EEHBAH
o iR  AIERETE , ABRTTERTREE. SITHISSESE , RRAHIREENISIEER
o BRIRE :
» BENHUE | BT SRt Ec Bl

IR : TCloudFinanceZone 2026/8/18 02:02:13 % 197 813 @



Z AT TCE BERS (TKE)

» H8li(cordon) : HHTRE  BAEZHAIPOIBERIZTIA
6. FINECEERERE [5Ti] .
BIEESER RIS RS SRR IR,

SEFER v SRS SR

=] a s

ID/&TR £ 5527 vt kuberneteshiZ 55251 FERS PRHE EafScPU@® ERRENEQD s R

1184 frva-= - & tke:test FETR ESEEESIENG

LR D - BlFRIRSS

ISR TER | ETRMELERS. RSEHS MEREKENERLX LSRN ERAIMERSS .

1. BAEREEIRPI—EE | BEANSHIEFE [ARSS] > [Service] |, FEIRSBFIFRIAY [FrE] .
2. BEXERIRE.
o BAER
» [RSBER | ZEIRRIRSBHIZIR, RSBMRRE3INFHR , REeS/NEFE. BFRORFH(-)  BYRLNEFE
Fk | HFaNEFEERE.
» A QIEEIRSHVEXER. ZERBENE RSER WM.
» R TE | EERSEIEImETE
o IflaliZ & (Service) :
o RSBHEAR
s IREAKIGE - BHRIEREREAMCLBLURHInternetifIAIAL , ZIFTCP/UDPHMY , SNwebRIERIRS T LAEE
ARiIE,
= Headless Service : iZihE&EIL ek , AR TFEEFNIBIEAICIusterIP , iiRIService B FRATIREIfSiwPods IPith
it , BFEREBRIRS LKIG. MEHTIHERIRERER Pod IP A2 Cluster IP
» (NFESRBEMIAIE : A Service B9 ClusterIP 8=, , Bz EC Service R IP , FAFEEFNIAE). EUEREER
5540 MySQL RJLASEIRERFRIAR) , LURIERSMESEE
» VPCRiFIE : EHRM— ALK EERFFRTEVPC R RURASRIRIBIEANAND |, STHSTCP/UDPIY , REMRE—VPCT A
5B, ENERERIRSATLAERERVPCAMIBERIFZ .
» EEmOVEE) - RE—AENIROREIEISIEAER750 , 32-F TCP, UDP, Ingress, AJFFSSEHI LE LB #&
#| Node
» InCEGY - MARBERENKOFEEBEMEEE
» BRIRE
= Session Affinity: 21EFRF , RESIERSG | SREBKIPIBERERSGIX MNPZAIAEEIZAIPod, EIA
None , #&FH &M
o Workload4pzE :
» 00 FI0WorkloadHItRES
» 5|Fworkload : B#%5|FWorkload&i&
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& BRTTCE

& HiiEservice

BXER

BEEE default

hIEiRE(Service] )

mepnmnE O RESERBE

BERIESS (TKE)

VPCRFASE

Headless Service (3 Headless Service S5 2IRaT 22 52H

Workload#BzE (%:15)

&

= -

3. B [BUEEARSS) STRBRSSBUEE.
BIEESERRIBR SIS HIEIRSS TR,

L8 3 MEREFIR

ERYESD |, B TRMEIR | SRS, AHLERD  SEERMENERUAREADENZERA.

MIpREEF

1 AEAMSHETSR [5R8F] | ' SEEE TREREIN (E2] > (HR] .

2.BE (m|E] .

=

SERSEREE 2

e 132112 1.02122.32 - EESESI EE v

FHMaster Kubernetesizz

SERFEMIPRERIE) , TTENIIMRMERSS | BIRAIMUTES |, LIRIEMSIE.

TBRARSS

1. AE—MERFID/BIRHN—AER | IBREMSHEFH (BRS] > [Service] , BEARSZFIRAM (MFR] .

WAL : TCloudFinanceZone
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& =88/ cls-bk4wr2r4(test) YAMLEIZEHR

Service

EXER
HEE BER ES:] Selector IPHERE D eUERRdiE 1B
Tiems v (IPV4)

- kubernetes ClusterlP % (PV4) 2021-08-06

172.16.252.1(R 1P 11:08:17

BneaE v
e v 3 o = -(IPV4) 2021-08-06 EaEst B —

% sss uster x 17216 253 16(BEIP) 12835 ESAER EIEYAML

Service

Ingress
BREEE v
e v
EHER
=hE v
B
=t

2. B (]Bx] .

EE

BEAHIE |, BEE THINMIESERSS TKE PicE. SPEMMBRIRSS. ERERERS TKE , BEEFLE. B4, T RENEHEE
Eitighe . REHTER APLER |, FEa/EsifELE Docker NFTER | BRSBTS | IRFEASHRIRS.
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NI 1745
B EERRINgINXIRSS

R EERHBIAR 7 BT RELIE— SRR ERFRAY Nginx ARSS.

=
EEIEE Nginx fRSZa1 , B iiis -
— M EIRIFHIEERY. BXRUIEIRERANEMER , SWoIEEER,

ElE Nginx IRS%

1. B TKE &=HA.
2. BEAMSHETSR (58] | BESRYIRTH— %8 (ID/&R] .

DIE# cPU 23 P ERRS KBSHRA  SERYNE BEHS PanE BARSCPUQ — CARBHEQD e B

2FER 35 132112 1.02/22.32 - EESHAL B2 v

3. AR IEM , i&E [T1ER#E] > [Deployment] , 7EDeployment7|ZREBESRE [FiE] .

& =85/ cls-bkdwr2rd(test)

Deployment
EXER )

e o . i
HEEE v = SE=E defaut a o

POt & Labels Selector SEATHEP oIS 1RHE

|e=

Tiees v ERHERIRABIE R, EEEEEhhEEE
Deployment
StatefulSet
Daemon: Set
Job

CronJob

4. £ [FEEWorkload] TREIEMANATESEL

o TYEta#EE : MABENER , XELL nginx 3,

o A . W TIEREISE A,

o Ir%  BUABEALIERESE | SIFiEnEEE.

o MR TIE | PMRIESLIRE K TIERE, BUAA default,

o WIERY IR T (RN EAIEEY

o SEHINEEE
» ZIR BEN , XELL my-container A4,
= Fi%  IRIBESCIRE R TIERE |, XEBLL nginx A6,
» BIRIRA (Tag ) : WEREEMA (Tag) .
= CPU/RTZBRHI : BeE iz TIEREFERCPURHIFINEIRE.
» GPURRS! : BBz LIFrEERNR/VGPUSE , BiRRERNEERBNGPUSIE,
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» NETE  EBIZSENNEE.
o SLHIEE -
» FEET - BEERELAIEE.
» BEET  BEERERM , WEETSESI (pod ) #E.
o i3I E ( Service) :
» A% [[FA] Servicetz , SFE— N SHREREERIService,
» [REIGEA - ASEUE | XEBEEER REARISE.
» IHCOBREY - ESIHOFNIRSIHOERESO,
5. g [8UEWorkload] , 5eAk Nginx IRSZSHIBIEE,

1Aia] Nginx iRSS
R ZUIAE Nginx IRSS.

o BT thEkYE IP 3518 Nginx BRSS.

BERIESS (TKE)

i £ [558%] TuEsE [IRSS] > [Service] |, &EServiceF|ZREmMBENINIFTEAIRE ANginxfIIRSS , #HEANgInxiRSEHY

B,

& &8/ cls-bkdwr2r4(test) /| Service:kubernetes(default)

#E EL YAML

BXER
kubernet:
ce default
component: apiserver, provider: kubernetes
2 2021-08-06 11:08:17
ClusterlP
E£85P 172.16.252.1
im1BRET N _—
2p10) F@m0 B30
TCP 644 44

ii. ENET e ES M EEP ROt EISE IPERSSIRORIAR Nginx BRSS.
o EITARSS BFRIAIE Nginx RS,
ERANEMIRS SR ASET U EEBIYIRS SR,

FEN Nginx AR5 RFHIETANIER.

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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WAL : TCloudFinanceZone

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

2026/8/18 02:02:13
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HEHelloWorldi&F

R EEHBIAR 7 T RELIE— NS =35EFNRY Hello World B9 Node js hiRAIBRSS.

E2—2 . WENBHIFES
RE R R
1. 83— hellonode BISZIESE , DN serverjs 3T,

[root@VM_88_88 centos ~]# mkdir hellonode
[root@VM_88_88 centos ~]# cd hellonode/
[root@VM_88_88_centos hellonodel# vim server,js
[root@VM_88_88 _centos hellonode]# Is

server,js

serverjs {40 ¢

var http = require(‘http’);

var handleRequest = function(request, response) {
console.log('Received request for URL: ' + request.url);
response.writeHead(200);
response.end('Hello World!");

2

var www = http.createServer(handleRequest);

www.listen(8080);

2. iz Hello World 2R,

[root@VM_88_88_centos ~]# node server,js

FIFFHRERIRGER curl MIKNFERERs , BfENIPaasLA IP il « iwIRYAZEiAIE) | im0 8080 .

[root@VM_88_88 centos ~]# curl 127.0.0.1:3080
Hello World!

tlE Docker 55
1352 Docker BREZIFIBW - A{aiEsE Docker Hi&.

1. 7£ hellonode 3443 , €l7#E Dockerfile {4 :

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 26T 813 W
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FROM node:4.4
EXPOSE 8080
COPY server,s .
CMD node server,js

2. 3@ Docker build <1958,

[root@VM_88_88 centos hellonode]# vim Dockerfile
[root@VM_88_88_centos hellonode]# Is

Dockerfile server,js

[root@VM_88_88 _centos hellonode]# docker build -t hello-node:vl .
Sending build context to Docker daemon 3.072 kB

Step 1: FROM node:4.4

Trying to pull repository docker.io/library/node ...

4.4: Pulling from docker.io/library/node

Removing intermediate container 1e8d01dc319f

Successfully built 027232e62e3f

[root@VM_88_88_centos hellonodel# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
hello-node vl 027232e62e3f 54 minutes ago  647.4 MB

HEZHEBE qcloud RIEBRE
EERGIRMEFEL | RECEERMIE.

[root@VM_3_224_centos hellonode]# sudo docker tag 027232e62e3f ccr.finance.cloud.tencent.com/test/helloworl
dvl

[root@VM_3_224_centos hellonode]# sudo docker push ccr.finance.cloud.tencent.com/test/helloworld:vl
The push refers to a repository [ccr.finance.cloud.tencent.com/test/helloworld]

1b8da8805305: Pushed

20a6f9d228¢0: Pushed

80c332ac5101: Pushed

04dc8c446a38: Pushed

1050aff7cfff: Pushed

66d8e5ee400c: Pushed

2f71b45e4e25: Pushed

v1: digest: sha256:38b194feeee09abf8ee45e7abca82b9fe494b18b953c771ce8ebefa387107be9 size: 1772

BT @izt %0)iE Hello World RS

pES— g

£l helloworld fRSZRT , BWiAAE: — 1 EIRIFRISER:. BXUTIZEHINFAER  SWNHSESHIRSTKE
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RIS

8% helloworld RS

1. &3 TKE =44,
2. BEAMSH=FRY (58F] | REERIRR— &8 [ID/2FR] .
3. SRS [TFfag] > [Deployment] , £"Deployment"JIREMEBE (2] .
4. 1 [#rEWorkload] TEIIALL TS,
o TEREE : MABENSETR , XELL helloworld 734l
o SERINEES -
o B BENX , IXELL my-container 5|
o SRR  IRIELIRFRSRHTIESE | 1IXELA helloworld 79

AR

O =zEomgssEs

FEVES EEWE LEER DockerHubt& (&

l helloworld

¢2) testkeysherkeyshe QCLOUD HUB

@ yunding-tce-chongging/yund QCLOUD HUB

¢2) tkedtceinginx-pv6 QCLOUD HUB

@ tse_base/polaris-server QCLOUD HUB

@ polaris_mesh/polaris-server QCLOUD HUB

o iAMEIRE ( Service) : @ik [[EF] ServicetZf , KFE— I SHREEBMService
o IRBIBIEA : AFSENL | XELEE RN
o UmREY : BeSimOMIRSSHOIERES0

5. BEEalEWorkload,

1518 helloworld fRS
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EHFFARAE helloworld fRSS.,

o BT taEIYE IP i8] Hello World fRSS
i FEEERE USSR [IRSZ) > [Service) |, 7E"Service"FIREBEENINIETIEAIZ S helloworld AUIRSS | HA
helloworldIREZHIFEER.

& &2/ dsamrgfavh(tkects) /| Service (default)

#E = YAML

BAER
default
2 2023-03-07 19:44:19
app.kubemetes.io/instance: grafana. app.kubernetes.io/name: grafana
LoadBalancer
ARWO Smn
TceP 3000 80
1=
Cluster
None
EEWES ik

ii. TENIEE R _EE PRI EISEIP AR SSim O 3KiB1E) nginx RS |
- BiBRFSEFRIGIE Hello World RS
SENNEMRS ARSI U EREIIRSZIRAGE.
Bt Hello World BRSSESRIBAIANIET,

< C [© vl

Hello World!
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s f5lkkWordPress

WordPress 2ff PHP IEEFANEEYE. FAFILIESSEF PHP 1 MySQL #UEENRS LRIRETECHIML |, t
BJLUE WordPress H{E—1"AAEERFKER.
KR EENBUAER tutum/wordpress $REEBIE—NAFHSIEAT WordPress Rjik,
==
BIEE B SLHIRRAY WordPress {AEMEAAER | iZB&HEET WordPress FRBRIEITING , EIEHENGIEEARSSBIAT |
{B{ERRFIRRAY WordPress AEERIEEIRAVRIAMRE | EIEERBERER MySQL 5{FATCloudFinanceZone
#{EEE CDB SKRFERIEURE. #15155% (£ CDB A9 WordPress,
FE8lE2 WordPress fRZZA1 , Ew/ifHE:

o« —/\TCloudFinanceZonelkF~, BXi{alglzETCloudFinanceZonel , {57 [[EATRE] EEMBEXEETMH
TCloudFinanceZoneliF,
o —MBUERIFRVEERE, B XRUNCIEERANFHER &0 st .

BllzZE WordPress [R5

1. B35 TKE i=HIA.
2. BEAEMSH=HN (8] | BEEEIRRI—15&EE [ID/EFR] .
3.7& [&8¥) I , 5% [TEfa#E] > [Deployment] , #EDeploymentfIZREmEBE [FE] .
4. 1E"#iEWorkload"TUH , IRIELIMER  RETIEREERNER.
5. {RGEE.
o BIR : MINBITARIRAFR , LEALLA wordpress 34,
o % : IS tutum/wordpress ,
o hRAS (Tag) :1EE latest,
6. IZEBIAANRE ( Service ) , A% [BA] Service , BAEHOMBSIHOLERIZE 80,
RS ATERFHNL S HRERR T ANERSEMNE , FITHEERE30000-32768ix0 , BUATRESHIIAES
RSFTEFERARE. FIEEN BRSTeBRE

7. B0 Workload, Femk WordPress RSSHIGIZE,

HitEIRIFARAIRE.

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 30m# 813



O BATTCE RS (TKE)

1518 WordPress [R5

BHLATAGE WordPress RS
B a9 P3R5 WordPress fRSS. BRERSTEN [RBER] BEERETE IPAIREIYEID,

nhEigE

mEmeEP [ B50IE| (ST : SEEEEERVIP + SEg@IRE )
BBEIP : 52121 (EERAE : BESRRSIP + BSLHE0)
Sy ) o358 ( 1b-ij0lbOpb, 03.50)

o ERANEMIRS AR ERRIIRS2RAE.
FAN WordPress RS 23HIBRIARKIER

English (United States)
Ay el dn sl

;,_;_-).‘_n

Azerbaycan dili

Sl B

bwnrapcku

BIRG

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch

Deutsch (Sie)

Deutsch (Schweiz)

Deutsch (Schweiz, Du)

FAANVIKG v

EaRtIRAN , TEEFHERERE
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{§FCDBAYwordpress

fEEsLflh WordPress ~GlFEAI 1/ ME T Al iRERIZE WordPress fg55. B3k WordPress fiRES2IE— N S88=1TH
MySQL #iERE+ , ERAXFNERETLURES  BEBFE—NIE  IRESFERFEMRREEL , $UEFENEERIXEER
=K.

REEENRINTRE MySQL $iER: | SR/ BRENENEREAFE. BIER =EIEECDB AILISLIKAFE.

=g
TECIE{ER CDB #9 WordPress JRE A1 , W URE:

o —/TCloudFinanceZonellkF., BXI{IEIZETCloudFinanceZonelkF , iB7E iEMTNE ESHEXERIEM
TCloudFinanceZonellkF,
o —MEIFRIFRVEERY. BXRUTICIRERFINFMEE | S0 FiEsERt .

Bl3E WordPress k5%

$—F  SIE=EYEE CDB

1. ERFBERBEFE .
2. BERFAVEMEFIZRTAY (ID/AFR] (40 @ vpe-xoxx ) .

ML

|
i

VpC-

Default-VPC

vpc-
vpc2

vpct

3. TERVEMESIFIBTT | IEFEIREEE R TR MySQL , BaAM [A0] .
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< IRE 115 P IERESTRE
BENE 10 &hn
TEEE 0 Ehn
pEEE EREEERE 0 =0
NATPI 0 Zhn
VPNRIE 0 A
VPNIZEERI % 0 0
TEMX 0 =0
MySQL 0 A0
SQL Server 0 =h0
TDSQL 0 =i
HEE PostgreSQL 0 =0
Z=i=hERedis 0 Zhn

4. EFRWEECE | SSRERFITRE. BXFEESI &EEMySQL.
5. WSLAT MySQL FHEE MySQL SEAIZIZER,
6. #tatt MySQL s, EasRAM #4F JUTRY [#04aL] .
7. EEEWIREXRSE , RaBE (FE] Feinit.
o XIFFRIE | IR MySQL BUREEIFIF/EE.
o REXNEHR : RBEEREAXNNEHE , BUANE.
o BEXImA : HIEENGEmD , B 3306.
o rootMKFEERD : FElEAT MySQL EiERRIFBFEEIAJ root , EAASIRELL root IKFRIZTS.
o AR | BIREAEE.
8. B#x MySQL SEAIRPRSE N 17 |, IBAE#IsRHaI.

4% pIFEE({EA CDB Y WordPress RS

1. &R TKE =44,

2. REAMSHEFRY (S8F] | REEERSIRRA— &8 [ID/ZFR] .

3.7 [58] Tum , 6% [IfFtAzk] > [Deployment] , fEDeploymentfIREmAT [#Z] .
4. TE"#iEWorkload "TUH , HRIELARER , IRETIFREEAER.
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NS (TKE)
5. BEERE.

o BFR : MINBTERRAIEM | LAtLA wordpress 79/,

o $5f% : 5 wordpress .

o hRAs (Tag ) :1E5 latest,

- v/
2 wordpress
FE wordpress EERE
REERAE (Tag latest
PU/AETRS CPURRS AR
request 025 - limit 05 = request 256 - limit 1024 MiB

rEe G FIEEE NEEBRS

6. BHETRSR MY [BRERKiRE]  mRHNTRSIFRY , REMETE T [FETE] . RXES :
WORDPRESS_DB_HOST = =#UEE MySQL Ayithit

WORDPRESS_DB_PASSWORD = #J#a{¢YAHESHIZE

nEZE O WORDPRESS_DB_HOST =

WORDPRESS_DB_PASS' =

H
#t
il
W

fin

7. REmOABE. BER[HOFMRSIHOERENS0. > IR | REMEEHNZ2EFTEMNET AWERERME , FEit
FENE 30000-32768 im0 , BUTRESHNESRRSLTEEATE. FEEN BHERSZeHRE
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e
To0) BEE0
TCP v 80

s C1pReT

BER00

80

8. Bad B Workload, 5Epk WordPress fRSSAIBIE, > iR | HMEIREFAEINRE.

1518 WordPress [R5

RAt=F75z0518 WordPress fg55.

o BT EIIME IP3RiHE WordPress fRS.
BERESTEN [RSER] BEERHYE IP fithdiyE D,

< cls-h9bgbkzi(vxjun-custer)/default/wordpress

=z ES3ER =¥ HE

BAEE

REZ2#G  wordpress

AT ZTHRE

CiTERE cls-h9bgbkz

R (labe gcloud-app:wordpress
SiIZa18] 2018-10-09 11:35:18
HR i

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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a1 )8 s
REISEIP
AREIP

P O)

[

ZARLEIE ( Ib-ij0lbOpb, 03.50 )

BT 14 kihia WordPress g5,
ERBRSEHEENSHES |, 88 [REE] | 8 [TCP/UDP] |, HEIIMAIGREISEID , SFIEZIHERS.
o EERNEMRS S SE U EEET RS SFRAE,

B WordPress RS 28HIERIAYGITT,

English (United States)
.4_ all .\_/,J

EETRM|

Azarbaycan dili

ol 8
Bvnrapcku

EIRG |

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch

Deutsch (Sie)

Deutsch (Schweiz)
Deutsch (Schweiz, Du)
FAAnvika

ERREEEENW  TEE FHELARE.

WAL : TCloudFinanceZone

35010 | ( SMAAIE] - SEEEERVIP + SaEig@rmEi] )

52121 (£ERFE : RESEHREIP + BES%msE0)

v
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2 AT TCE

TET%VE?E
ERIETE
SEREHLA

ERHEAER

BERIESS (TKE)

SHEETRETMRERRFNES @85 TanRS. REYEREFRR. SLESRREITIRIINARE

¥

L SEZIN

TKE RFFESINER Kubernetes 8% , S8 TEM :

o Master : BFEREHNSERTR.
o Etcd : (REFENERIIIASER.
e Node : WEETHTED A,

SRfRE

TKE ZRRER > LA T AIRPSEEY

=2 2Sid) TGN
FeE Rt Master, Etcd ZFERRRSERE
THNTEERE Master, Etcd REAFPBBEENIEE

SSRFIRRIRME

- BUEREEEE

o SE RS

o ZEREEEE

o FHREEE

o CVM ZNESEERFMLE
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SEERIIEETRT IR
Master IEE &L
E7

FEEARSS TKE 124 Master, Etcd £EBTERY Kubernetes SEEFETRERSS.

IZEILT , Kubernetes S£8¥A9 Master #1 Etcd SEHEIRF R, BREEWEEER , BTREABNITIETS =D
], RHEEXOERSTRMLER,

Master 1EE&RIEREI

IZARIVT | BRI ERIEB TR | S NS A=NIE TERMR T EREAIRS  SEELIES
BESTERA. WRERELIEHIRSMBRATE | BERMRZEER.

Master JH 7 ZREHET;

=V AN

TKE th AR ER T2 B TR ER Master I/ ZPEEL,

IR | Kubernetes £58¥HY Master # Etcd BESEEEEWER CVM L. &38E Kubernetes S£8FURTEE
EFERERUR.

Master 37 ZERITESEIN

o iZIER, T , Kubernetes &&%9 Master F] Etcd EERETINUB RRIE,
o IIRENERHERK | IEFEESENE. NEEEESE

SRR Y Master FEEE [EQNVER) =t =)

21000 e 81%16GB SSD R#£2 36LALE

21500 M= 16%%32GB SSD R%&# 3Ll E

1000 LA E BRIELIrEES RS 380 E
W& PRHI1RE

AT RIESEFRSNSIREMNRESERF TR  RMERIT , IRELUTRS

e Master&8Etcd TREKRKE/DIPEIS.
o Master&Etcd T mBtcEMZ N IAEAIHEY,
o Master&Etcd T mik#E SSD #21EAERSGE,
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ES=E A

RTIRIEERREEN | UREESERIIRENE , i :
7£ Master J/ZPEET :

o IEAEMFR Master TR F32E Kubernetes =fTRIZOAA
o IEAE(EK Master OAHNEESE,
o BAEEN/MBREERFNERRIZ O BIR.
o BAEEK/MIER Master TRAIBKERE (FAER ot key) .
EBEBERT :
o BAEEMRHTTI R docker higZs,
o BAEEHRHITT RIRIERFRT kernel, nfs-utils FAEXEMH,
AR
o #¥AM : kube-APlIserver , kube-scheduler , kube-controller-manager , tke-tools ,
systemd , cluster-contrainer-agent,
o BIMEHERESE] : kube-APlIserver 2% , kube-scheduler £%§ , kube-controller-manager
o SERFNERIOVEIR (BIEEABRT ) : hpa endpoint , master service account , kube-dns

auto-scaler , master cluster role , master cluster role binding,
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SRt ap[EHA

SR AHPIAS I AR

W& 1288

ellf=as SHIERCE , EERBRRIR,

LGS EHNTREETE , T REERT R,

BiTHh SEFIERIETT,

Rk FHRERE.

il Ses SERHEMIBR .

BE EHPEERE | ITRANERTEE.
L

BeEIRSET Kubernetes HAREATURSS. MNRECSHSHRRSHEIE CLB. CBS BF IAAS FR , WHEAR
HEE(#A CLB #1 CBS |, i57E TKE Z=HIA T MIBRIIRAY Service 0 PersistentVolumeClaim X%, tRER
£ CLB f=Hailkk CLB Bi&7E CBS Z=HIaMikR CBS , RS E/MEIZEHAY CLB 70 CBS.
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o SEBf IP 2EA : R2HIPVATIIPVA/IPVOXTi%:
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o FfEithis - @IEHRIERMEIR U BRI IAItE., JRRLEER , RS FEEE,

o BRI | AIIMBRINEBASIE |, BRILAKEFIS FEMEME.

o NEERLEIEM | IR MR,

o BN | NERNBRDEEDRMESIISEERAY IP il , BT mPodiiE FIRFNEEFRService &2

BR.
o BMERSG | IFRBRMERA.
o BEEHEIA | SIEERIAXER. ZERKERE £EHER .

o BRIRE
» BILIFE ipvs3efF | IERFRERBASIFRE  BRTAMES S TREEREAIERE.
» JLURINIRE" | ATKEESHECERE | SRR RIRSIE RE SR ERHTRES.
» BENSH  FEAENSHCRECESER. FHEFEN BEENY Kubernetes AIHERNZLL,

v e IRt
1. T SERN B | BRI B,
FESHERNT :
o Master : Master RUERETTIARTE 7 REEFRIETEE.
o Node : Node EeERIRERHETIRSELEFRNILIED R, BULECIRERINWE=IRSS2/ESN Node 15
R, BTSRRI SEREEAIN Node T,

o Master&EtcdiflE! : HRIBINTEK , IBERIRSER,
» ATAK : S LARREERSZ AN X EPE AT Master 5% Etcd |, (RIFSEEFERAIRT .
» TTRML - SO ERNERS AN FRAEIRERERAY Master 5 Etcd |, (RIESEFESAIRT M.
= B @ EEEXTF CPU 4ZHONEL | BINERARIFSE LHIREMEA,
» R BUANAMEER50G" , SR LURIESEHTAE.
» FWEE : Master 11 Etcd EAREINEPBHMNA , BIAAREHER | FoLIWEEBRINEE.
» NNER  AEDEREAWIP , REKDELN IP,
= B8 [ IRE>=3F4.

o Node#l& : & "Node" i&ZF/9 "SZEDERE" B , Ak, BRILUERCBRITIRSERE/S Node To , tBRILAFE

» AAK : S RRNSRS N BXEBEER Master 8 Node T4 , (RIEERESABY,

» TR  EEILRRHERS DN FRBEIREE A Master 5 Node T, (RIESEEFESRIRT M.
» H1E : BUEESRESE LAIIZREMLA,

» RS BUAN"AHEERS0G” | S LRIEEEH TR E.

» RS : Node RILAEERMRIEE EM SRR

» NN AEDEREAWIP , REKDELW IP,

s HE RE>=1A.

2. 8% [F—#1 , kKE=E.

BE=RSES
L& "=ENEE" + , BERSHIOEMEE.
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HERETS lib/docker, Za&B=: /varflib/docker
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BE
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FRAZEES  eecessesens
ZEhE
AFFIZ=ER VB
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BETBEMKEE, SFTHSSREE, TEAMARIETESIER
> BRIEE

FESHERNT
o BuEEER  BUAGIL,

o T2  TEBEEBMXENIE , BTRERSHONENTES. S5

BRA  BEH=MERSG.
» RET | BIRERRENI N,
» MEPKREXER | HIAREIERERN—XSE , B—FLE
¥4HSE SSH =4,
» BRIERER | BaIERRIEBBRIERERIESE.

]

o RENE : IhEREFE , &%@H@ﬁﬁﬁ@DDoSB}E}P WAFFI=EEHBAIP
o mi¥E  MMERBTE , AETEST MG, DHFICESE,
o BRIRE :

» BENEUE - ﬂa?ﬁﬁﬂiﬁaﬁiﬁﬂ
» $¥gi(cordon) : FHTREF , BA
2.8% [T—2] | REHHAREER.
3. B [Fepk] | BDEJSeRkelze.
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RIS SEIIERIHTH MBS, TKE BEEESUSUTT BEAE -

o FERIN/FBIRTIR
o BT REEHRGE BTN/ BRT R
o TREETR

EllE= S

BER TKE =Hl8.

BRAELER

FNAIN/FEBRTI R
Rl ArE T R AT TR R | SEIERRTFI B, BY 2T S, INERNFIIES.
FETR

BIMREESEE T <85,
RS , BT ZENEE TE , BERRS=S , FANERHTT B8,

BT R
BINRFESE BT A,

T BHEETR

a7 CVM SHETEERESRY TKE SERHERRINEMTI T R T 88dES  BTZIRMF TKE SEAERARER
it FEEEREBRTR , WTRAY kubelet HITERFIRF , LMELL TKE SEERFNECERIZEL.
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IR ERRT

Al

BIEmS

EEILAEIY Kubernetes 85T TR Kubectl \AthE= FimtflasiEZE) TKE &8, AN S SBUTERER.

RIS
WIRIBIRAER OGO | YEIRERAN Kubect! TRETR -

iBR -
RIESCRRESK |, BT v1.8.13 Eim S FrER Kubect! bR,

e Mac OS X &%t
BUTLAT®S |, 3RBX Kubectl TR :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/darwin/amd64/
kubectl

o Linux &%
HATLATES , $REX Kubectl TH :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/linux/amd64/ku
bectl

e Windows &%t
BUTLAT®S |, 3RBX Kubectl TR :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/windows/amd6
4/kubectl.exe

TR
24 Kubectl TE

1. £% Installing and Setting up kubectl , &% Kubectl TE, > 1488 :
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WMNRIBBRLEE Kubectl TH |, BZRALE,

2. PUTLATERS | I THR.

chmod +x ./kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

3EUT®S , Wiz

kubect! version

AIEB R TRAER | B &R,

Client Version: version.Info{Major:"1", Minor:"5", GitVersion:"v1.5.2", GitCommit:"08e099554f3c31f6e6
f07b448ab3ed78d0520507", GitTreeState:"clean”, BuildDate:"2017-01-12T04:57:25Z", GoVersion:"gol.7.
4", Compiler:"gc", Platform:"linux/amd64"}

IRENERBE K SERBLARIEBEE

1. R TKE =58,

2. FEMSHES , B (8] | #EN"SEFEE"TUH.

3. BEFEEERENN (ID/&TR] | HEANZEHIEERE.

4. TEMSH=F , B [(BEAER] | #NEXNEE TE.
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o SER¥NEREAIE ¢ "IMNNIEIEIEIE" A0 " PIRIAEIEIE " (RAFEGANE | oAU TR ARG E | BRI BRI
RBYEHL_EHAT Kubectl 85,

o SREXNARGHEIAD : 5 "SMiplaitit” iIRES "EFR" , AI5% RE Kubectl 5 Batthe BEER
SRR TR,

o ZREX VPC WRGHIEIAL : 4 "ARGGEIE" IRER "EFR"  IEEEFmENRY hosts , RT3z
BT, BD, 7 /etc/hosts HRBEIIAMIRERY IP flig#. SRILAFhRE , WAJASELITHRIG
HTIRE,

sudo sed -i '$a **IPHulE** **15Z**" /etc/hosts

ehECES | 2% 1IRE Kubect! ap Btk e (ERRMIGEMILEZHITAE, > HHE

EERTURATR (BRTREE CHUERE ) , AMBISESHASY AT RITER.
8. B [xiF] .

BIHIEREEMER Kubect! #{EEERE

ER Kubect! #2(FiEK , BITIERER

WA ¢
ZARERTEIR Kubect! #B{EERE , THEEDSEHERERRFEMNSE L.
BXAE

Kubectl fp & a0 TR ¢

-s "IHRAER" --username=fF% --password=%f5 --certificate-authority =IF &2

ANl

kubectl get node -s "https://cls-66668888.ccs.abcd-cloud.com” --username=admin --password=66660
90IB2gHD88882quIfLMy6666 --certificate-authority=/etc/kubernetes/cluster-ca.crt

& Kubectl BB H , KEIBH

WA ¢
ZAERTIKEEE Kubect! #HEERF | REBCE—IR | NMEXCUSBRIETKEIERY.

1. 8ELUTHS , BY Kubectl EEBEXHHRIZ. EBER.

kubectl config set-credentials default-admin --username=admin --password=6666090IB2gHD88
882quIfLMy6666
kubectl config set-cluster default-cluster --server=https://cls-66668888.ccs.abcd-cloud.com --cer
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tificate-authority=/etc/kubernetes/cluster-ca.crt
kubectl config set-context default-system --cluster=default-cluster --user=default-admin
kubectl config use-context default-system

2. BeEsenkfa , FUTLAT A< | 3KEX node WRIER.

kubectl get nodes

RESALATMER | BIZRMESURIN.

NAME STATUS AGE
10.0.0.61 Ready 10h

iIRE Kubectl B2
ERLUBEHITIA T ®S , BB Kubect! Baihe | 1REAIERM.

source <(kubectl completion bash)
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B8RS TKE 1I=2HFR Kubernetes IRAHITHAE , EANBITILINEEXHEITHAY Kubernetes SEREHTHZR, FHERAGD
Bh  ARARIERE. FH Master F1FH4% Node,

FHERITAL

o AREBTAEERIE. BERHT.

o BEFRERR] , EESH MSESHNRRIRES. E5HALRE  BYLBTES , BalEIRZ TR
BERARFANhENEHITIES.

o FERIRFE : FHRERFRT , WJR5E5eRk Master hiRATHER , BRIRTEH Node IRAFHR , BEAREREFAZENTS
SREFHITITATRE.

o {X5285FR EFEK TKE BRI Kubernetes [RA , ASIFESMRATHR ( H1a01.8BKI L. 1I0EEARE
1.12) , BIRHEEEA Master iRAF] Node iRA—EAT A BTHEEFHR F— MRS,

o CSI-CFS {HHEAFRARIRA : XF CSI #H4 COS CSI 1 CFS CSI, A [ Kubernetes hiyAi&EHERY CSI #H{EhA
BUTER , AUEENE | BEEARE TKE 1L14RLL AR , ARGEEREEN %R CSIEH (BEgH
HAIMELAEFER Y COS 71 CFS 714F ) .

o Kubernetes 1.10 #1 Kubernetes 1.12 hixANi&BcHY CSI fE{4ARAR0.3,
o Kubernetes 1.14 KA EhiRASIERCHY CSI f{HhRAZ1L.0,

o HPA Z3§a)&f : £ Kubernetes 1.18ixAN2Z & , HPA ShER3|FHY deployment 33549 apiversion AJ8E2
extensions/vlbetal , ifj Kubernetes 1.18}RAZf5 , deployment A9 apiversion RE apps/vl , AJgES
SRR E Kubernetes 1.182f5 , HPA £,

WNRIEFERT HPA IHaE | BiNERRZET , FUTWT®< |, 15 HPA X358y apiVersion tJ#%] apps/vl .

kubectl patch hpa test -p '{"spec":{"scaleTargetRef":{"apiVersion":"apps/v1"}}}'

e Helm RZFSRNIAIRR : B NMAASZHY Kubernetes RUMRAAAHER , 4GB N AR A2
B=PRENNA, BNAETHRERR , EECTRESHENNAYIR  MAESHHISEHIRTSER. B
RIS EhRARY Kubernetes BIEEE , WHTRIREREF RN FARNRA, BLNATEEIBNSRAR
Kubernetes J&Fg , HHTEEEAREERT.

e Nginx Ingress hRAa)&R : extensions/vlbetal 1 networking.k8s.io/v1lbetal API fRZAH] Ingress A7
v1.22 hRAAHIRERIR AL, REREFEE Nginx Ingress BIMAAIBELLRYE | FEFEK Kubernetes higAE| v1.22 K&
AERRAHES , EEEESIEREFHSK Nginx Ingress 284,
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RBA : BRICXFHEESRR. JREERT Master [RATHER , BFHRFEWLEES - 1093 , FEILHAEEIS AR FERY
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Master KERAS/INRAFHRi58E

B#l Master FHRESHEARATR ( FIOMNL.14FHREIL.16 ) . IMRAFSR (FIROMN1.143FREI1.14.6 , SEEM
v1.18.4-tke.5FH%ZIv1.18.4-tke.6 ) .

Wehg :

o IRIRAFHR (HIEN1.12F74R211.14) , ERCREBEXSH  FECEMEFTMANEENSH. 7S
HARE. FHEUTSN BENX kubernetes B ESH.
o SVNRAFHRET , BERBNBENSHSHRE | TREIMRE.

TEEIN

o FHRET , iEFMIFIE AR,

o 1.7.8hRA TKE &8 , MEHEIL 9 bridge , SEEFARASBEIMIIRRMEEINA cni,

o R RA SR kube-dns 5 core-dns,

o CIREREERFATIR BB ( BIRNSTRE ipvs ) |, ZEE¥ Master IRAFHREIL.10M1. 1258 A IFFHE.

o FEMNSERARE , & Master IRATEL 10MALAE , Node TrhRAELSMRALLT , PVC Ihg8EARI .
o FH4% master 5EpkfE , BIERRFAERT RARA.
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Master FEIZARE
Master TRARDA3INLE : FIEEHFAR. Master TREMAR. FEHREFARK.

o FHRAIEERME | BEARMERBNES | FlaNEEENSE | LhFaHaRSEEatEE.
o Master TRAMHFAE : BIRBHINFIFTE Master BIXIRABAHFFHITFHER , FE Master IR NMBEHFAHRSERK
EBEHFT MM R,
TKE £5cFH4% kube-apiserver , [FHZ kube-controller-manager #1 kube-scheduler , &EH%
kubelet, BRZEMANT :
o EFTEERK kube-apiserver B{45#5 Pod XIMAY yaml SUFAZA.
o 1B XA kube-apiserver pod 2&##ER , kubernetes AR HBIERE.
o [FIR , RFHER kube-controller-manager #1 kube-scheduler,
o F4% kubelet , FEEFRTE Master TTEE7 ready,
o HREERE :
o MEHAREEMRIREN , 21 kube-proxy ( FISELRINEFHRIEH I on delete ) . cluster-autoscaler
A,
o PUT-LEERIEMHEXIGFREEHERE | RS TIRSEEANRE.

Master FHIRIELER
1. ERABRRSEHE | SRS 5,
2. EEEETETmE |, EFETHRERHRIESIN [FHkMaster KuberneteshiiA] , #AFMasterTam.
3 (FRESEH RS , Bt [(REFRIEHA— EARAREAK] .
4. BF [F—¥]  #EAALKIRERE.
5. IERARBEINEAE | BF [Tl | FREAHRTMK.
6. A AR E I RPN E BT HRHE.

2 T Kubernetes k2
£58% Master Kubernetes [RAFARSRE  ERFFIRITGENZER T RE 0 BHEK.
EEE
o FHKE , IBFEMIRIEF R,
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o EXARIAR  RAEETRIARAAR T RRA, SHFAMRAF , Fla0l.10a AR EL.12,
o [FBRNFALR : [RBAREL |, (&% Kubelet, kube-proxy 14,

BERRNTFHRHITIRIE
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ETERNTRARRARNIARNLR | B—HERSN— M TRHETHR , REARTRARMDASHIT TN
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o FHRAMQE : WAL Pod #HTIKFRIGE. BEARNAREIHCEDUIT
o FINZTRFIBTIERERY Pod MY, ERETRE , HTITIERZAT Pod EZH0 , MIEERE
o, ReEHITHR.
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» cbs-provisioner
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= service-controller
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o IXZE Pod : B TRIFCAAREE | EIKEHEMIR T < LATE Pod.
o BHTA : BORNERTRIR, ZZBRETERBELE | FaMiif D RESRRFHH Node A , FrlA
M label. taint ZE4ERET{RER,
o« BRTR  BERTRARMERS , HERTIIRA kubelet,
o AREHE BT RESR ready , EBAEEER , FHGEXURIAAA Pod LEHIRBBIIRAE.,

BRRNARIRELE ( Node Kubernetes kg7 )
1. BRBERSIEHE | EERAMNSHIZHRY 55,
2. EEE BT , EEMEAREEHEEIIN [T R KuberneteshfkA] , EAFHR TS AITH.
3. EERA R AN [ERERHFAR] .
4 (FHFEEARGAE | B (REREHERE LRRARK] | F8aE (T—H].
5. AT REES R |, BEMURABERARNTR  BiE [T—F] .
6. EFHREBELET , BEEFATHRESR | 8aF [5T] BaFFEFR.
1. BETDRARHAE | BEERET RN,

R RNTFH R TIREE
TRIFEMARRARNARNLR | B—HRERSN— M RETAR . REIFTHAARAINA ST T RRY
FR.
LEEANT ¢
o BHEFT - BRFIEGSTIR LAY kubelet 1 kube-proxy 84,
o ARERE  WETRRE ready , FOEISFIARA Pod LEHIREBERAE.

[RIREIFHRIRIEL TR
1. ERBRRSBEHE | EEREMSI=PRY &5,
2. EERFEENE |, GEAHETRERERFIIN [FHRT R KuberneteshiiA] , EATHRT RTTHEL.
3. AR AN RHEREFAR] LR BIRRES.
4. FRESTHHRANGE | BE (REREHEE LRIAEK] | #BE [T—F] .
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5. AL RIERLRTD  BMEAUAFEARITR , B [T—2] .
6. (EFHRECELRY |, FINMSEFERE (5] BIRIF AT R,
7. BEDRARHE , BEERETRARTHK.
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ZIANBR T , Kube-proxy £ iptables 3kSLHL Service | Pod Z @G EISE. TKE IIFHREFEET IPVS ik
EREFTINAEYE. FE IPVS ERTANURESR: , eliRMEFAIaTT RIEFIEE,

ES=E T

o ANBE(VIECIBRERINTRE | §AISNFEEEEFNER.

o IPVS FHSEXIE SR , BINAEFMERERFM IPVS F Iptables jBF.
o EEREFFRE IPVS FAAIXF.

o IPVS {R&tXt Kubernetes 1.1052 LA FRRASH TKE SEE¥43K,

BRAELER

1. &3] TKE =H8.

2. S EOIREEE , &£ [SEHER) TWEY |, & "Kuberneteshif A" iRE /9T 1.1089 Kubernetes higAs , FHEEH
(B&IRE] | 73 [ipvs 32HF] .

3. RERTUERINE S IRIE | SO EERFRIBIEE,
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SR GPU BEBLITRFI

o TEEEFHIHIN GPU 151
o #iiE GPU =iRSSEE
o INE%A GPU =iRSG S
* Bl GPU IRSBMIZSE
o BEIgtEHIE e
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EllE =S

BER TKE =58,

ES=E T

o {R7EEEEF Kubernetes RAKF1.8.* % , StiF#F GPU BE.
o BEEZIEIAHE GPU , BNEEHIOTLUBEKR— N Z4 GPU, FTi%iExK GPU B9—/\EB%H.
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i GPU =pRSS=R

1 wENSHES , B (8] | #NSEFEETHE.
2. ERZECE GPU RIRS=[ERHTH BBl gD <] .

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 56T 813 W



rb AT TCE BERS (TKE)
3. FE" RN TRE , 48 [SLHIRR] 188 "GPUMLEY" , Fi%kiE GPU 1 ERIRISLHIZEEY,
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1 wENSHES , Bl (8] | #NSEFEETE.
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BiiEHanelE

1. EEMSi=H |, B (58] | ANSEEEE"TUE.

2. BEEEEIE Workload BYEEERE [ID/EFR] |, MAFEIE Workload FYSERFEIETAME.

3.7 "THEGE" T , {EEERE Workload 28! , AN NAYEERE. Hln , &% [TIERzE] >

[DaemonSet] , ## N\ DaemonSet (SET3H.
4. 8 [F2] |, #N"FiEWorkload "TamE.
5.1(RETNEER | RETFREE. mRTEEER. HE "GPURREI" & , 182 GPU [RHIFNEE.

6. BT [RIEWorkload] , SERkBlIZE.

B A, Kubect! a5 63
fEaTLUBig R ek Kubect! d5<$6U3E |, & YAML K40 GPU =ER,
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BRAE BRAIUESNISNBESTFH ESREAFNRS RS MNRSNYAMUER | HETI=8 LRERE/EES 12
B2 B RE
19 mgLaudia:
I i3 20 creationTimestamp: null
21 spec:
22 containers:
23 - image: nginx
24 imagePullPolicy: Always
25 name: test
26 resources:
27 limits:
28 cpu: 50em
29 memory: 1Gi
30 nvidia.com/gpu: "1"
31 requests.
32 cpu: 25@m
33 memory: 256Mi
34 securityContext:
35 privileged: false
36 serviceAccountName: ""
37 volumes: null

FIESRE MNUSAERS
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rb AT TCE BERS (TKE)

rin = SIS

TKE &BfRUaT At S558% Pod, ConfigMap., CRD. Event Z&IRAUEE. LARSEEIRA Get/List iZ2E QPS,
Patch/Delete/Create/Update EE#{E QPS ZHJHEX . MREEAXNRIFHERZHIERT LT List 12(F , #%R
38 TKE SR MEUREEFA , BAIZZH ConfigMap/CRD/EndPoints & , E2I5EE¥ET FAl:,

HIRYSE List #24F0F (LA Pod SIEAH) -

. HirEE

kubectl get pod -l app=nginx

« 8% namespace &iff

kubectl get pod -n default

o EREEEERY pod F

kubectl get pod --all-namespaces

o i@iT client-go &#2HY List iHK

k8sClient.CoreV1().Pods("").List(metavl.ListOptions{})

NISBERUERERLERRIFER , BiXEEA K8s A9 informer #HlEIEII A’ cache &Hif], XF—LEEAYS
£, aILUEETE List i&Kepi0 ResourceVersion £ , £ kube-apiserver cache &) , 4l
k8sClient.CoreV1().Pods("").List(metavl.ListOptions{ResourceVersion: "0"}) , ZFE , BMEM kube-apiserver
cache &if] , IR KREBRFNE AL List 15K , I2XT kube-apiserver WIFIERIRAIES , EENIEERINTREL
{RBI{ERIZA .

HEFEE

ISR SE N THEFEE | RIBUSIIRENEESENSERHIE  LaSi s mAH BT KSHER
AETH,

BIgn , ARG E—NEEFPERESONT A | (BRI KIERE 20004 Pod, NINIZIEREAEET AAEI100 (T
3F50 ) HUSERFANAS.

L

o T5518 Kubernetes Node, 18 CVM Fga*, **
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BERIESS (TKE)

o Pod E3EFE Namespace T , FTEIAESHY Pod , (BEREIERFAAHEX Pod ( cni-agent &) ,

o CRD A%t TKE ZFB =419 CRD (70 VPC-CNI 184847~/ CRD ) ,

o IRAHfM K8s TR EISMRFISHEMFIHBTRI , HitbhY K8s TWRIIHAHE. FINEWITHRX
BT AAEIL10009EEEE | T (RIEEEFRITT M | &8¥HRY ClusterRole, Service, Endpoint &
K8s HiRHIEE I ARIZRIZ 2500,

o BUEMERENNFENREFARET800MIB , BNEREXNSA/NAHEIZ100KB,

RTINS

L5
L20
L50
L100
L200
L500
L3000

L5000
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&AX Pod
e
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=IN
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=FN
ConfigMap
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CVMZE=RS

EHMNBESRRNBEEREARLE. BYIRESHMWSISRME T LI EERIMESL 2.

o SERINES | NERANENDEET RMESHBISEERAY P btk | SR LIS ERE PRI F BT EETT
RN, ELSFAENEBRINBESE FAEREFHFW ,

o BN | NEHANEHROEESRNSIISEERAY IP il | SRILIBEN =AFAEMRIFASEME |
REERAERFARSHEN LR | BaDEES AN CIDR BT kubernetes service ; tBRJLURIER
EERENEN T RRpod#E LR | BalASHREERIRSHOE— MESA/NIMERATIZENSE Pod AY
IP ik,

AT
]
B

ERMNBSTRMBIIRR
o SERFRETIRRMEMERTBEESR,
o E— VPC R , FRIEEHISREMEMEREERR.
o BRRMESHN VPC BREHESR |, LITERRMERNIEL.

LB 5TCloudFinanceZone & EE (=

o EENARREFSRREZEEE,

o EENARSTREEEE,

o EFNBRS =FE redis, =HUERE Memcached E&iRRE— VPC TRAMEIR.
o REFMEERRTIE.

o REIEHEERRTIE.

o REBFSREHS IDC HiE,

B eaR)L%i e

o 7588 CIDR : &8/ Sevice. Pod & &ERTIEMER,

e Services & FIR/ERE | REDHELS Sevice B9 CIDR K/,

B8RS TKE SEREEUALIZE3 Sevice : kubernetes, hpa-metrics-serviceube-dns , kube-dns , [3
BHAR AN Bt ANNAR S | EI AP A LAERRServices #18 FIR/&EF2 serviceMax - 5,

+ Pod %8 ER/Node : RESELEA Node i CIDR 9K/, > SRS TKE EBENAGIZ24 kube-dns
89 Pod #0114 17-1b-controller g9 Pod,
X3 F—1 Node Y Pod , E="MUEREENECIBIR : WNES |, [ BbiANR et , Eit Node HAHI
Pod #{H = podMax - 3,
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IXE SRR A HiE

BIEmS

XIS ( Peering Connection ) B2—fXHE. BRENZ LRFREERS , JLUTE= ENRREEH]E. SLIET
XEFHHESCIREIIEARE VPC TRIERISSHEE. XTWEESINEFER |, BILUSE SENFER.
o AXHELACSZERASRIT RN, XTINAEIESER: , BRILSE Sl HITEIE,
o BRI FIERRRINEY , FARER. ENFEREVARE  FTHFEEHERER. (VM £
H., FM ACL FIREREETM.
o EIMFRENFERASROE. ERREHEEREE BRI TBREN.

BFL R

IRNBRIEARER
1. ZRTKE =H4&.
2. TEMISHES , BE [5E] | 3N SRS T,
3. BEFERERMEEHREBEE [ID/ER] | #NZEHNEERE. WTEMfR
fan , HAN A SERFRYEENE.

Deployment
EFEE
?‘:D.-‘Eiz v
S&ESA 2R Labels Selector ET/EIEPodE B 24
TiEmE v first-workload k8s-app:first-workload. k8s-app:first-workload. mn EFANE EFEE 8 v
Deployment
StatefulSet test k8s-app:test. qgcloud-.. k8s-app:test. gcloud- m EFCANE EHEE B2

4. EEMSA=F |, iR (BEXER] | BN EXEE TE.
5. 1B "BAER" B "B MBS,
6. EEHIT £R]3 - TT,S | ICRB— RS M BRIM AN,
BN , iIcF B SREFER =R MESHIMERANES.
BCERREER
L I ERAERSESIA.

2. FEMISHES , BE [FR] | H#NFRTIHE.
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3. BENEER AR E T MAIXRERES K.

EaL

IDIZE 2 Pt P CIDR s ()

4. FERERERFRAVEAER A [ S [FrERmRIK] .

5. fE5RHRY (FrigiRM) B0+  REKHER. TESHERNT

o BIR%R : BN B SSREARRROMER.
o T—HERE | IR "NHIEE",
o Tt . IECEVANFEE.

6. B [BI] | TAARIRHERNEE.
7. ESHIT £ER2 - 6 , TAXIRIEHERNEE.

FRERLER
BEZERLIERE , fRNERNEESE TREERESERE.
1. ERER A SRS |, AEEE A ISSRPINI5ES B RIS, W TEF :

[root@centos-ssh-8456f58d49-hv9k2 /1# ping 172.31.0.6
PING 172.31.0.6 (172.31.0.6) 56(84) bytes of data.

64 bytes from 172.31.0.6: icmp seg=1 ttl=62 time=1.47 ms
64 bytes from 172.31.0.6: icmp seq=2 ttl=62 time=1.29 ms
64 bytes from 172.31.0.6: icmp_seqg=3 ttl=62 time=1.44 ms

2. BRERT B AR FHEEET B (ORISR A USSR, WTERM: :

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

rtb-
E0A

rtb
Z0A

rtb-
loo
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2 AT TCE

[ root@centos-d999ccdd6-z42t4 /]# ping 192.168.0.11
PING 192.168.0.11 (192.168.0.11) 56(84) bytes of data.

64 bytes from 192.168.0.11: icmp seg=1 ttl=62 time=1.40 ms
64 bytes from 192.168.0.11: icmp seq=2 ttl=62 time=1.36 ms
64 bytes from 192.168.0.11: icmp seqg=3 ttl=62 time=1.41 ms
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IXE SR A RE

BIEmS

XIEERE ( Peering Connection ) 2—MAw%R. BREN= EEREBEIRS , AILITETCloudFinanceZone FAYERE
(SHEES. XTWIRENEEE | SSE (IENSER. SYLIBTX S E AR SR EE.

o AXHELACSZERASRIT RN, XTINAEIESER: , BRILSE Sl HITEIE,
o ISR FERMINEY , FHEEER. ENFEREVANE  BHEEHABHAERN. (VM 24,
TR ACL FiRBER AR,

ST

RNBRNERER
1. &R TKE =&,
2. EEMSHES , B (8] | SENSHEE T
3. PEFRERREBEARERHAEENSERF (ID/2R] | HNZEHEERE.
4. EEMSHEET | &% [(BEXER] | N EXER .
5. 1CF "BANMER" & P, TR 1 "SR BER.
6. EEHUT T]3 - LR]S | iICRB—IEHE A", "HRME" M "SRME" fEE.
g0 | ISR B SRR AT, T RSl "RENE RIER.

BCEIRE®
L. I ERAERESESIA.
2. FEMISHES , BE [(MEER]  EANFEZEERTHE , FHeRYFEEN [ID/&FR] .
3. EEMSHE=S | B [FM] |, HNFR"EETE.
4. BENFEREAREE FMIIREXIRHZR.
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FK -

rtt i

5. FERBRESFRZRAY BOAFIS TUE , By [FrBESmR] .

6. TSR FIBE R BT , RERBER. TESHERUT
o B : JN B SERFSERAIMER,
o kR | IR "WFEE",
o Tt . IRV FEE.

7. B [812] | TRARIRHERIEE.

8. EEWIT £B3 - LT, ThXIImIEHERNEE.

TREREER
BesZARLAEE , FRBERLEESE TEERESERE.

1. ERERF A SRS | FHESEE A NSSRPILIEE B (9%=5. WTERT: :
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PR TRS, # FshiftHnsertBH{ TR,

[root@centos-sh-65d4dc775-csjd5 /1# ping 172.31.2.7
.31.2.7 (172.31.2.7) 56(84) bytes of data.
from 172.31.2.7: icmp_seg=1 ttl=60 time=28.9
; from 172.31.2.7: icmp seq=2 ttl=60 time=28.7
, from 172.31.2.7: icmp_seg=3 ttl=60 time=28.7

from 172.31.2.7: icmp seg=4 ttl1=60 time=28.8
, from 172.31.2.7: icmp seq=5 ttl=60 time=28.7

--- 172.31.2.7 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 28.706/28.810/28.953/0.202 ms

[ root@centos-sh-65d4dc775-csjd5 /1#

2. SRERF B IBR: AR B (OSSR PINIISEE A USE. WTERx: :

[root@centos-bj-bdcd88f45-w9tgz /1# ping 10.110.1.4
PING 10.110.1.4 (10.110.1.4) 56(84) bytes of data.
, from 10.110.1.4: icmp seq=1 ttl=60 time=35.0
» from 10.110.1.4: icmp_Sseq=2 ttl=60 time=35.0
, from 10.110.1.4: icmp seq=3 ttl=60 time=35.0
from 10.110.1.4: icmp seq=4 ttl1=60 time=35.0

--- 10.110.1.4 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 35.010/35.045/35.082/0.033 ms
[root@centos-bj-bdcd88f45-witgz /1#
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BERIESS (TKE)

it

F5IDCHE

IRE BT

BIEmS

BRIS=RESAF IDC BEBEEEBIAMST : 44 [IPsec VPN,

o AXHELBEEERFHACSHINTRAM. KTINALIRER | GAILIS%E SRR HITEE.
o BCHRIRERIRSSATERY VPC FI1& IDC BT 4L VPN piIhiER. SEEREE  Balis®
VPN EiEREENaLE ?

BIFLE
BITEHREE

1. 2% HiEMETL , HiEMETL.

3. 2% QLA | SlETLNX.,

4. IFARSETE5IDC BiE, > A :
PUTILERET , BRIEARET RS IDC HiE , WihE .

5. /EEME, , appID , &£EF ID , vpcID , &KX ID (8 , BRRIZ4E T2 BN Bc B BSR4,

6. #R{E IDC ERAIMMNEEEL | ImFIR(FS .
o % IDC {EFRYZ BGP il , BasMERESEHISEIREL.
o EREMIMY , FE IDC AEENDERMER T—HRHEZEITLRX,

7. WIEAREE5S5 IDC B\,

#EiZ VPN SN E#

FlE SPD &H

1. ERIEMBEHSE.
2. EEMSH=S , BE [VPNiEZE] > [VPNEE] | #A"VPN EE SN,
3. BEFEEECE SPD RERRIAUR VPN iEiERY ID/&FR,
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4. 17 VPN BEHEIETaE , B [SPDERE) 2T [4REE] | FINESEMER.

& testiFE
BAEE =SRES

BXES » FE

VPNIEIERFR test

ISWE it IKE/IPsec

VPNRI te n

A ¥ P tc 1

Sl ERTE] 2019-01-10 18:20:13

SPDERE
7 =€3°_a
iy &R WEhiER
FU 10.0.1.0/24 192.168.1.0/24
5.8 ({%ﬂ

6. EEHIT £83 - £S5, BEeEXim VPN 1E&hH SPD kg,

I AR ER

WBA :
— PN FHNREEBE—NEAR GRS NEAZER | BBk &G — MENEEAZR.

L wEMNSHES , B (BBER] | HARBREERE.

2. 33 REFMNERFAER 5E REBHEHEHAEE HECENEZR | BEZIRERN ID/ETR , HNE
FERAYIFIBTTEL.

3. BB [FrigimReg] | BINERRMER.

4. 1858 [REAFW] &, B FgF] | RECFRRERFM,

5. BEEHT £R2 - PB4, EEXIIRAIEREAIRE L, iRINTCloudFinanceZoneZSaRFEMIER.

THALER
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B IR,

BRI FRo R . B FShift+Insertif iR
root@t-centos-sh-6545fdcf4-xkgdc /1# ping 172.31.224.226
ING 172.31.224.226 (172.31.224.226) 56(84) bytes of data.
C ® 1 ccs_nodel
172.31.224.226 ping statistics
packets transmitted, © received, 100% packet loss, time

23

root@t-centos-sh-6545fdcf4-xkgdc /)# ping 172.31.224.226
ING 172.31.224.226 (172.31.224.226) 56(84) bytes of data.
b4 bytes from 172.31.224.22 icmp seq=2 ttl=62 time=27.1 ms
b4 bytes from 172.31.224.226: icmp _seq=3 ttl=62 time=27.0 ms
C

172.31.224.226 ping statistics
packets transmitted, 2 received, 33% packet loss, time 1999ms
tt min/avg/max/mdev = 27.052/27.692/27.132/6.646 ms
root@t-centos-sh-6545fdcf4-xkgdc /|# ping 172.31.224.226
.31.224.226 (172.31.224.226) 56(84) bytes of data:
from 172.31.224.226: icmp_seq=1 tt1=62 time=27.0
from 172.31.224.226: icmp_seq=2 ttl=62 time=27.0
from 172.31.224.22 icmp seq=3 ttl=62 time=27.0
from 172.31.224.72 icmp seq=4 ttl=62 time=26.9

172.31.224.226 ping statistics
i packets transmitted, 4 received, 0% packet loss, time 3603ms

tt min/avg/max/mdev 26.976/27.626/27.683/6.205 ms
root@t-centos-sh-6545fdcf4-xkgdc /)#

AesA5 VPN MinFHELLIEE,

WA ¢

ME=LEFES IDC BB IPsec VPN BiE , TEZEIRE SPDRIEHEHE.
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IREREAHIRS

R2ARERE—PAFREERINEDE , ZFEREEH PRI PNRSRN |, FRER-RMEIRERE  S=RS5E
HIFREEX—R. = TPERNEMNETIARMASHNRZERE | BRIRFSIEE T NS EEFEINRIABMNEYPCRIFATREMR
BHREMSE , AXEEBENERRRS MERTSANRELE | BPWAREELZ AR,

=&

LZEEAR—MERSHIEITIEINENEMUNXE  eRTREREHZETRSHFHIMNEBLAEH , R FERHENEENMNER
LIREFR, BSReENBRiEEILZeE,

BeelRSEEL2HIEN

o BT ESREHT , IRELOIRBOHINHATNHTHE | FRNRSIAISHESFNT R L. EWNE— S TRIEN
HER—ZE2H , SHURESERNMIEh=IRSS.
o REHRYINTRR/IMUR.
o FBLATERRIRS LRI
o MUBERRSLAIMEFEERF T R4S
SRFIHAZIAENT RIS , S8 Kube-proxy IRERIZER] iptable MBI TH R EINRSRUTE— LA
AT IRSILHIETRAERIMITI R E | XNSHIETRIDE. Fn5arERY IPEIRSSEFIP. EiFhHEBRIT
RIP, TR E5REF cbr0 M#FAY [P, XHFEEAEX T R B AR SLA M FIERRF T AR,
o [E— VPC REEEHEIRIER | FEMEX N RIS 2R MEFITI R,
o FBE SSH BRTRIRUE22im 0,
o FUETI /30000 - 32768ixmM,
EiniakEs , FERYREIERGEIEEEAEISRRERA NodelP:NodePort £, E NodelP NERFHIR
—TREIENIP |, T NodePort 27ERIEIRSITERRERF NIRFZEIIADERY . NodePort BBEE/930000 - 32768,
TEILASNRIERIERSS 751 -
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Node A Node B
Backend Pod1 Front Pod1 Backend Pod2 Front Pod1
Port: 9376 Port: 8080 Port: 9376 Port: 8080
@ = et .
= - / e
N eemmT T rOREM: mm/
N--—" T ! PodIP:PodPort ff*
2294 - il (
Kube-proxy podiP-PodPort A/ Kube-proxy  HA]
(Iptable) R | . (Iptable)
[ LN @ meW: E
- . \ 4 NodePort AR
e - ol \ R
NodePort AR °, NodelP:NodePort ,° NodelP:NodePort
=~ - P ¥

_ | VIP:VPort(¥M )
RHIE (domai?ﬁﬁlﬂ)

adgiEn wkEE -----
[BlBackend IRSS

Client

BeeiRSBIAZ EHMN

TREALTEAN
ST RN ER B EEEMESS RO , NERHETHN L SR CIRERLAN , SREBS IR TRAZLEBREN
m, TFx:

EI=

EHRIFALRSARRERENSER  HECUEME XL LENERN , BISREELS BN TIZER LS BAN
NEER. 1ENFERF.

NEEFIY
iGN w0 KRR wEE  BiF
ALL ALL ﬁiimé% RV HBREMEN Pod [EIE(E
ALL ALL fﬁ;ﬂgg RV BRI RIEEE
tcp 30000 - 0.0.0.0/0 P H0E NodePort iia] ( LoadBalancer 28444 Service E424

32768 NodePort 3% )
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TSN

udp

icmp

HHUEALY
e

ALL

itz

i

30000 -
32768

kiR

0.0.0.0/0

0.0.0.0/0

;||

ALL

SR

FeVF

FeF

o BEM BN EHET R ERFIZS2SMER.
o RETREEIZNMN , sBEARGE A HRERF RS,
o ERPIRSAGHIAAR  FIS% Service B 55 151A15 10,

JRITEERF Master BRIALZSENMNY
CUERINITEERFAT , SBRIAJT Master HIEU48TE TKE BOAZ2H |, EEERCIZES Master 5 Node TEIEEEERK Service Toik

IEFEBARXE. BRAZEEBREMUNTE

A

&E

BERIESS (TKE)

H0E NodePort iia] ( LoadBalancer 28444 Service E421F

NodePort #% )

0@ ICMP Y , 373 Ping #2/F

KR

0.0.0.0/0

BIEZ2BINRUEASE TKE IRSAEE , FHIEEN RS EIVERREMIRIA,

NUEFRNY
iy

ICMP

TCP

uDP

TCP

TCP

TCP

;| M|

ALL

30000 - 32768

30000 - 32768

IER

0.0.0.0/0

SRS
CIDR

SERHMILS
CIDR

ERRFRIL

60001,60002,10250,2380,2379,53,17443,50055,443,61678

60001,60002,10250,2380,2379,53,17443

30000 - 32768
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SRl
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FeIF

T

FVF

FeIF

T

Rl
T

=pad

¥ Ping #BE

0@ NodePort ij3ia]

( LoadBalancer 841

Service &S
NodePort #£% )

0@ NodePort iA[a)

( LoadBalancer 2841
Service &%
NodePort #£% )

U@ API Server i&(=

U@ API Server i&(=

0@ NodePort if[a)
( LoadBalancer 889
Service =210
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i i

ubP 30000 - 32768

ubP 53

UDP 53

SR
TSR %0

ALL ALL
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BEEmILE
CIDR

AR
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SERFmILE
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SR
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FVF
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BENX Kubernetes Bi4+Boh&#

BIEmS

AT ENIERRIRSS TKE SEEHAY Kubernetes BH-SHHTIRESEE , FAIFFARTBEENX Kubernetes HH-S#1Th
BB ASRBNEBEEERPUMEREBRENX Kubernetes HHS4],

ES=E T

o 7% Kubernetes &£8¥h4s , T Kubernetes BBIRAEEESHEIREFEATRBNIER | KRAFRAZR
BRIGRERRANEENX Kubernetes H4£%8 , IREBSINMSEETENM Kubernetes FIBHSE,

Sz

BIBERHSEREN Kubernetes B4£#4

1. ERBRRSBEHE , BEEMSEPE (58] .
2. EEEREETUE , BEERSIRESH GRE] .
£ EEER TUE |, it [BRIRE] ERTHTRETAILIEENX Kubernetes 24241,

RETRNEENX Kubelet 28
E'FEERTR'TNHE. "MIEETR"TRE. "FiEm et TTER ST R TTEYAIRET =REENX Kubelet
ERARIEEREN Kubernetes HHS£]

1. ERABRRBEH S | EBEREANSHESR (58] .
2. R EEREESTR TR |, EIREHIT Master Kubernetes fRAFHRAVERE ID , HENERAFIBT.
3. EEREAEEAH , B Kubernetes IRAGMIEFHH. ERTIRE Kubernetes HIFE1SEL,
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RO
RERCERIE

=R CERIA

RIRCERTE Docker 58 , Docker RGATRIERHRMRS , B MREEIRFENE—RR (HF&AY Registry it
IE+RGER+5R& Tag) .

TRiRE

BRRESIFAHREMAFAERR.

{sE RN

o RECEENEE
o MAEEFABRECE
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RERCEESNIGE

BIEmS

BERIESS (TKE)

RRCEERTEM Docker 55 , Docker RGATERERRRSS B MEEEIFEAIE—RR (IREAY Registry HIE+5R

BEFR+FEMR Tag ) . H&52F Docker Hub ERREFBFFAGEE.

BRAELER

FERGCE

iBH -
BRERRGECENAR  SEtTEBRERCE.

1. ZRTKE =414,
2. iEFREMSHIESR [(RECE] > [FAEE] .
3. IR MEESRXERGRE [FHE] #740%m.

o AFE  ARSRIAFNKS , BEERIIZFaDocker RIGECENSH.

o ZHY . RIGEREIRFE Docker RIECENFIE.

lfeEREatea

L iEENS=FE (REERE] > [FANREG] | SN HAIRE T,
2. EBRAVREG TET & (ea=E] REHRE [FHE] .

AR
HEFIFE WRENE
HEEH eENE L

test0816 1

3. 8 [FFEsme=E] 804  BmAmITEEHREE [1EXX] .
WBA :
RS EHEMREREE— , AREEFERENGRT AR wEEAFER |

EllfESEES

L EFEEMSH=FE (REEE] > [BAUEER] | HENHAYEER TTEH.
2. EBAVREG TUE [ BERESIFRR LS (FE] .

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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EAHR
weoE euzE

§
s

3. MANRGERAEE , AE [1BXR] .
15488 :
WRTEERTOREEESG  DRECIZEFAANRGIBUIATRISR | AZLA tkefiletest .

HXREIRGECE

ZERE|TCloudFinanceZone registry

1. ERIHEHRL T SHRIEXEEF T , ERTCloudFinanceZone registry,

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

username : TCloudFinanceZonellt& , FHEBRE AR,
2. W NEREEEIE R,

LfE5RG
REUT RSB RSHIEXEEFT . LIERE&.

$ sudo docker tag [Imageld] ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:[{E{&IRES]
$ sudo docker push ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:[{F&RAS]

o Imageld FIRGRAEAS : RIECEBREESRINE.
» namespace : FFBRE G CEMESHNmETE.
» ImageName : FEEHI A EIRRIEGZR,
THES
1L TUTHSERIBGCE , RRATHEEGCEFCIRENZS.

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com
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2. B SPRBXEEHIT , THRE.

$ sudo docker pull ccrfinance.cloud.tencent.com/[namespace]/[ImageName]:[{E{&hRAS]

BEERG

LFANSH=FE BREEE] > [FRARE&] | SN HRAREG .
2. BEFERENREGER , HAFRRE | RIEFTENREGHTEE.

TR BRA T E RIS RGR AR TEIR |

RGBSR TS ARG B MR THRE.

< I I T e

RIRREE FikiER

BEIES BUEAIE fEegadiE $HRID (SHA256) X 2] R 1#E

Q

o 185MB = =5 Bk

ERRISCRERE

- Sit FAB v

illESEIES

L EFAMNSH=FE REEE] > [FRAUREGR] | SN RAREG TTH.
2. iGEEMNEERETAN (BER] .
3. IR MIBRRGCE"BAYS , & (ME] BMRZRERERE.

IR : TCloudFinanceZone 2026/8/18 02:02:13 5 79T 813 @
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B SS e X

THmEEMRR&EEE") g ?

AR  INRFEMRREIE MY, TLUBTREREER , BN RERE"TNHE , RIEFEEEYNERES
RS THNRR SRR,
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MITEEFAERGECRE

RN BENMEET Docker Compose BE—NMEE registry I85E, 5/ DockerHub BS54 |, registry $f5%
IR 79 registry:2.5.0 , Nginx $B&RAA nginx:1.11.5 , XBFENLE registry IEREREKLER |, EIFMANE
4% registry IRSZESHBERTSIRFRHRAY Harbor,

registry #EiR

registry /2 Docker BS5{&#F(#EIRSS , DockerHub /Y registry &I Registry BE75%(& , BESIHMERITHRE
GitHub EERIRS .

1832 reqistry

1. EIRSE LTI TS %% Docker , XBi%E##TCloudFinanceZone ( Ubuntu Server 14.04.1 LTS 644} )
BRIRROIERSSES.

curl -fsSL https://get.docker.com/ | sh

2. 4% Docker Compose,
Docker Compose 2—1NENXNIE1TE1 Docker B8R,
{#5F3 Docker Compose RFZE—NMEEXMHHEN S Docker B , BIEFA—FaoBE 1SR |
Docker Compose QUIBIIRTERIEINKIIRR | 1RTEINFENATENAIEEE. BX Docker Compose #
BiEEEZE GitHub TH#E,

curl -L https://github.com/docker/compose/releases/download/1.8.0/docker-compose-$(uname
-s)-$(uname -m) > /usr/local/bin/docker-compose
chmod a+x /usr/local/bin/docker-compose

3. |35 registry BRSS , HEAIREE Nginx # registry BANERR | WRAIEREXHSS MR,

docker-compose up -d
o {ZIERRSS.
docker-compose stop

o BEEMRS.
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docker-compose restart
o N&ARSS.

docker-compose down

RIGEARE
HEEE

1. EOHEER] registry BRSSMER HTTP 1Y , AFLA Docker BEISEEEHRLE --insecure-registry localhost i
I , 183 /etc/default/docker STHAHENTF :

DOCKER_OPTS="--insecure-registry localhost"

2. 85 Docker,

service docker restart

3. RIEN_E{&5515% docker pull ; docker tag ; docker push (tag BAIAA latest ),

docker pull hello-world
docker tag hello-world localhost/library/hello-world
docker push localhost/library/hello-world

TEERR

docker pull localhost/library/hello-world

llESTES

docker rmi localhost/library/hello-world

IRBURG

RERG BRI
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# curl http://localhost/v2/_catalog
{"repositories":["library/hello-world"]}

REGRERIAVELAT

# curl http://localhost/v2/_catalog
{"repositories":[]}

RIS tag FIR

# curl -X GET http://localhost/v2/library/hello-world/tags/list
{"name":"library/hello-world","tags":["latest"]}

SRENEE S manifests 58

# curl -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://localhost/v2/I
ibrary/hello-world/manifests/latest
{
"schemaVersion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {
"mediaType": "application/vnd.docker.containerimage.vl+json”,
"size": 1473,
"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc”
3
"layers": [
{
"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",
"size": 974,
"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c”
}

]
}

Hr c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc BPAAHAT docker images
B 27~A9 IMAGE ID,
layers RR THREHIEIRKXZR , AILUBIY layers H digest S#EX blob |, ¥ IEM FEZXREUREE blob,

SRENER(& blob

f£_EEFREX hello-world:latest &Y manifests (SEHFRBE— layer , LA AFISRITBEAAIRE R blob, $iEX
SR BREEE blob 53744 sha256 2—81Y. $4T docker pull LfF 2 SHRENESEEAY manifests (5
B, BHIE blob,
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# curl -s -X GET http://localhost/v2/library/hello-world/blobs/sha256:c04b14da8d1441880ed3fe610
6fb2cc6falc9661846ac0266b8a5ec8edf37b7c¢ -o hello-world.blob

# s -1 hello-world.blob

-rw-r--r-- 1 root root 974 Nov 23 09:56 hello-world.blob

# sha256sum hello-world.blob
c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7¢c hello-world.blob

MpRIRE

MpRiE‘: ( soft delete )

BE5EE curl -i SHEREEESGRY Docker-Content-Digest , registry 2.3 iRARIASHINRANIRIE header Bhig
E Accept: application/vnd.docker.distribution.manifest.v2+json , ZNIEIAREIRIE schemal B9 digest , 5
schema2 By digest AF , FRAAREE LALERIRER digest MIBRATSIRE] 404,

# curl -i -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://localhost/v
2/library/hello-world/manifests/latest

HTTP/1.1 200 OK

Server: nginx/1.11.5

Date: Wed, 23 Nov 2016 02:17:51 GMT

Content-Type: application/vnd.docker.distribution.manifest.v2+json

Content-Length: 524

Connection: keep-alive

Docker-Content-Digest: sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae
5f83aa4

Docker-Distribution-Api-Version: registry/2.0

Etag: "sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4"

{
"schemaVersion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"config": {
"mediaType": "application/vnd.docker.containerimage.vl+json’,
"size": 1473,
"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
17
"layers": [
{
"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip”,
"size": 974,
"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
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]
}

tRiE E—2IREIE Docker-Content-Digest fifipk , 1R[] 202 ZMiBRARIN.

# curl -k -v -s -X DELETE http://localhost/v2/library/hello-world/manifests/sha256:a18ed77532f6d67
81500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4

* Hostname was NOT found in DNS cache

* Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)

> DELETE /v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f9396ba5f0
5f8b50d4046b294ae5f83aa4 HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

>

< **HTTP/1.1 202 Accepted**

* Server nginx/1.11.5 is not blacklisted

< Server: nginx/1.11.5

< Date: Wed, 23 Nov 2016 02:29:59 GMT

< Content-Type: text/plain; charset=utf-8

< Content-Length: 0

< Connection: keep-alive

< Docker-Distribution-Api-Version: registry/2.0

<

* Connection #0 to host localhost left intact

RINER :

# curl -X GET http://localhost/v2/library/hello-world/tags/list
{"name":"library/hello-world","tags":null}

IMBREE(& ( hard delete )

FELE—24 , REMRTHREI manifests (55 , 51ARY blob RESAMETE , UTIN T arS I LAEER LA
9 blob,

docker exec -it myregistry_registry_1 /bin/registry garbage-collect --dry-run /etc/registry/config.yml
MR blob , BIH#ED A , FEHNIT FNERISBL.
TR
AT FERIABSHT registry R RIEHET ( RIERIUAIE registry EEXHHIRE ) |, AURBESSEEIER—
.
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docker exec -it myregistry_registry_1 /bin/registry garbage-collect /etc/registry/config.yml

fisR

HREH

|

| |-- nginx

| | “-- nginx.conf
| -- registry

| *-- config.yml

*-- docker-compose.yml

nginx.conf

worker_processes auto;

events {
worker_connections 1024;
use epoll;
multi_accept on;

}

http {
tcp_nodelay on;

# this is necessary for us to be able to disable request buffering in all cases

proxy_http_version 1.1;

upstream registry {
server registry:5000;

}

server {
listen 80;

# disable any limits to avoid HTTP 413 for large image uploads

client_max_body_size 0;

location /v1/ {
return 404;
}

WAL : TCloudFinanceZone
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location /v2/ {
proxy_pass http://registry/v2/;
proxy_set_header Host $http_host;
proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

BERIESS (TKE)

# When setting up Harbor behind other proxy, such as an Nginx instance, remove the below line if

the proxy already has similar settings.
proxy_set_header X-Forwarded-Proto $scheme;

proxy_buffering off;
proxy_request_buffering off;

config.yml

version: 0.1
log:
level: debug
fields:
service: registry
storage:
cache:
layerinfo: inmemory
filesystem:
rootdirectory: /var/lib/registry
maintenance:
uploadpurging:
enabled: false
readonly:
enabled: false
delete:
enabled: true
http:
addr: :5000
secret: yoursecret

docker-comose.yaml|

version: '2'
services:

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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registry:
image: library/registry:2.5.0
restart: always
volumes:
- /data/registry:/var/lib/registry
- ./config/registry/:/etc/registry/
environment:
- GODEBUG=netdns=cgo
command:
["serve", "/etc/registry/config.yml”]
proxy:
image: library/nginx:1.11.5
restart: always
volumes:
- ./config/nginx:/etc/nginx
ports:
- 80:80
- 443:443
depends_on:
- registry

WAL : TCloudFinanceZone
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SRR

E :t\\/EE

/ L:\ i<

BIEnS

BEXREINAEER 2RSS TKE AFRENEHNBETRETE , JSEHNRSHEN T REERAHNATAEE
HEMRS (CLS) . BEREREERTEHEERX Kubernetes SSBFNARSS BEHITREFIDHTRIAF.

HEREVRERENE N ERFoAEHRERENN, BEREDREFER . HEXRE Agent RTEEEFALL DaemonSet
FIFNETT , HRERF BT S REMNEENXER. CLS BEFTAMBATMEAAR , NRERHTAERE  BBE
NBKRIEER CLS HiFfE. ErIRELTREFEREREINRE

» FEEERE

o REFHRINERHES
RESRXMAT

o RETRXHEEE

H A

EllE==SEs

o BAAERIFREEH TR LEEERR. FEHTRENRES SRS L TR,

e 5 CPU &R : 0.11 - 1.1#%% , HEEI AW IRERERBITREAX.

o HEREER : 24 - 560MB , HEET KA ARIEERBTREX.

o BEKERS | BK512K , WBESEHRT.

o AEABRERERE , BHIA Kubernetes SERF AT RBEBHIRIHEARSS CLS, BLATHEREINRNSF
Kubernetes 1.10 R LA EhRASEEEE,

*EE / l_l\

HERE Agent : TKE FBFRERBSER Agent , £ Loglistener , 7E58EALA DaemonSet KI5 RIE1T,
SN - AP BESHNEEATHIRER. BEER. BEET AR ED SRS,
o HEXE Agent IEAEREMUAIZL , THRIRNESTE Ef'—%’lesljil_i._%l
o ZHRATRENMNA=BIEEZ ) DaemonSet , (B SHAEREMNES & Agent HARIEIRIE
0.
BAER - B3i5ESSmERH. SRR =3,
o IERERFRINERL AT , AFRYEEREES. SdeELIFREFIEE Pod Labels BAEERIRS AEE
HNBETHIRER.
o f£ xmégﬁjﬁ’—?ﬂgéﬂ B, FAFEEELEfREEL Pod Labels NSRS ERIZ AEMENRETR.
o ERETRXMBEASE , BREREASHRERATRXHEEAE.
o B - FAPEZERS HE% CLS MIEEEMBE TR ENIEE R
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o IREVER : HERE Agent STHRIERERIRIBELURITA. JSON, HRFEF. SITXAREENNFREZER
FiEERBREEM,

o [JiEES | ARSI LURERAFIEENAINRESD HE | key 2IFL LA , iISRINISIFIENILAS , 4%
££ ErrorCode = 404 HZE.

BAFL R

FREEGRE

1. % FRRSEHG | BEFENSHESR [58] .
2. EIE ESEENE , REFEFEATRENERHANN (RE] .
3. £ RERE E , BERTRE (FRE] | FEATRERA.

E=t=RE

1. R ARRBENE  BRANSHETR lizghl] > [AERE] .
2. A ESEFEEAFERE ATREMURIER | L Bg] .

BERE

SEZE Ei%ENamespace v Q

rvice1-stdoutly ) L=E e kube-system 2019-08-02 15:58:22 FEEAN e

3. (' HEAERENNTE S , mERELE , ARBERTR. BRIREEES SRt Enl. SRR

TRXMHERE,
REFFNEREATE
e [AeetvERt] REXRE , AREEREEEER. 1%REATRSIFIRIEESZ D Namespace BT ERE.
REBBRAXHEE
e (B EiER] RERE , ARERER.

ARSI G IR IEEAN |, FlaNZSZ588 4R /opt/logs/*log , AILIEERERRN /opt/logs , XFEH
*log .

T AR ERH R ERRANXM (I hostPath 8 ) | BRTRIBRIESAE , ST L&=REL kubernetes 18X
RITCEEE (B0 - FERSHERS ID ) —iE RS CLS , SEAFEERTHERRRIRIESSRImR. FHE (5
a0 : 58842, labels ) BHTHER.

egak kubernetes HXHITTEURRSE T HRIE !
FERZ =34

container_id HEERSER ID.
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FERA aX

container_name HERTBNS SR,

image_name HEMERSSNRGRER IP,

namespace HERE pod AY namespace,

pod_uid HEFTE pod 9 UID,

pod_name HERTE pod BIEF,

pod_lable_{label HEFE pod B9 label ( Fla0— pod FEMA label : app=nginx , env=prod , M#ZEL

name} EHEELMTHR S metedata : pod_label_app:nginx , pod_label_env:prod ) ,
RETRXERE

PR [TasigR] REXRE |, B ARIELRERETRINIBENA "metadata” , BREZINVHHSEMINIEE Key-
Value 2089 "metadata” , ffiil metadata BoRINEIHECR+ . W TFEAS :

I

— SR ERHEREE— B ERRAE.

ISR TNEENN |, FIiNXNTEERERME AR A /opt/logs/servicel/*log , /opt/logs/service2/
*log , JLUEERERRAIESA /opt/logs/service* |, XEFA *log .

1. BEEEHEIRSS CLS AiE#in, EEEAEEMENNEEER , JLUSEHFEIEaHEER,
Y

o HERSS CLS BRIRBESI AR B Eati T AERE LR,
o ERTEE FEFEIONEEER , NAEHEATE-.

2.8 [T | iEASREBIEL.

xR
— N ESERERICHF—MRERE | BRIDEMZ AT ERE SR A &R LS R A RmER B S
o, EER—BESER N2 T ARRERE | [FIRERESHE.

ISEVEE  iHER AEFESTRY
—REBREE—TNE , LURITH \n (FI—RETHSRINE  SRESHEBI o

BiTCA  §EY CONTENT i—Tesis  FERS RIS RRERATHE. BN o
[EILASREERT A A, -
H—SRERNATEAST  RESTENNSTIE  SHTASIRITREN

SIXA  EURAR  HUOR—REENFL M- MIEHIERRATERERE, &

SIRBE—NEUARGEE CONTENT , BERELASREREIAHE.
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IREUETU

STEIEN

JSON

>
=
R

3. IRIERRITETISas A ECEMN , FrEad [5enkl

1iBH

BB —FXBHHRENS RS key-value FIBEMBITES , BHIMABEHE
Bl , BORBEXIENRER , RFEBRIEENRATNEAIHERARDXINAY key-value,

JSON B HE=BEHRNEER key (FARNFERE , BERT value fEANINAYFER
8, LUz USEEATHTEMUAE | BRBENATLIR TN AERITRT,

E— AR LRIE S BRI D PR

B A SN
1. X BARRSEHNE | IERANSh=TE [5E5F] .

2. EE ESEFREMFEEE N AR EMURIER  BEANN [(RERERN] .
3. iRIEREREHENEE , BF (5Tl

pEI =g

AEEMBSEREA T EH.

WAL : TCloudFinanceZone
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AEHITERUAE | SRTENATINMT
FANAERFART, BERSEHITORIFENATLER | BREAEI D FNFREN
E—HY key , THFRAILTERENFRAUES , FUFhEFRIINZE.
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KB HSEIRI N H R

RN BINAES IR i S i B B SR EMNFHB RS N 2 .

BIIRRG

(EE ST RIHEE,
RIS BRI SR,

BRAELER

ﬁJL H 'L:‘*?K%)LJ\J

ERABERSENE  EEREMNSHEF [E4EH0] > (BERE] | #ABERA.
2. EHERHE LG EEFAEER ENEREMNRIEERE  B2E [FrE] .
3. FEFE B EREMN N E P E B B SRS B &R,
RN ZFR : SR LABE N BEWERNEFR,
FiriEtta), « 1563 B &sa) B iRt
4. EEFERERH R ELR TR,
5. 8F [5E] EHETIIREE.

BEirAEMN

1. ERBRRSBEHE | EEEMSHEPN [BEH0] > (ATRE] | #ABERM@E.
2. £ AENE LSiEE TR E ATREMNIRISERT | BT [fERERN] .
3. IRIEFEEHNINEE  Bd (] .
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|I.IJ.I

-Ij TARNY E EE
T3 AR

fote
Eivlx

TRESHREHFEARNERTR., TRERTWS |, BEATLAZREI , eI, 81D RE8R1E1T Pod A
FENEARAMH , 8F Kubelet, Kube-proxy £,

TRABXRIERE

o FETR

o BIETR

o IZEETIAR

o RETRIEIHZ
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T4 EEE

+'-/r\l_\__'\ H’lj(lLJ\lE HE

7N 15288

(125 TRIERIE T , FHER L&,

=HE TREITHRE  RER LS.

[SESEN TREHREH , ARUFHR Pod BERIZT AR,
IxZEA TRIEEIRE Pod BIEAT5 .

HARE SERIRSARE D,
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P E iE -Ij 7N

BIEmS

ERILABIE LA RO II T <.

o FETR
o RINEBTR

EllE= S

EERTKE =HA.

BRAELTR

ETR
1. EEMSAv=S |, B (S8 | BN SHEE T,
2. BB RIRSSENERF | 1R [(TREE] > [FR] > [FEDA] .
3. IR BN TUm |, ARIESERRE K | IEF X, TIRMEFISCRIREE,
4. 8F [T—#]) .
5. A" =FHEE TH , BEBE=IRSES.
FESHERNT :
o RGfE | IRHEECER. SURERIERT SSD miFR | BIRIELIRE R TIEE,
o BUER | BIRIESCIRE KIS TIERE,
o NMIEET IR RETITER f RERRE" T EER | BIREDIRTE RIS TIERE.
o FHA :
» B d | cIRGEEBENSE  HMEERA ccs_&EFid_node,
» FImE - BEXTIRSBEEER | cIRGBEEBFREL60NFR.
o BRAR :
= IRET | BIRERNEENNES,
= S7EMREXETS | BN RE—MEIRERN 28 R ENBEERENERTIRSSEN
B BINFETSHE SSH &8,
» BENERED | BaERNEE | ZEREETIERERIERAR.
o e BFRERRSET CVM BIMEiBRIEE |, BIRELRE RHTER. SRRt FER
£A] | BEHEMmIRO,
6. B [T—2] .
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7.7 [EE8A)] IUHE , WIABERENER | REZEVHE  HRE (K] .

NEBT A
WeBA ¢
LEHSZIERINE— VPC FH=RSSEE.

1. EEMSHES , B (58] | HN"SEFEER T,
2. 582 [BTREE] > [BR] | AT RFIRRAE.
3. ERERINEETRINEEH T , Bt [FINEsHR] .
4 EEFETRNHE , ARFEMINTR , 8% [T—2] .
5. &' =ENEE TUH | BEEFEMNZIERHN=IRSES. TESHERAT :
o BUERIRE | 15 BRI GEEERIER",
» FRRE | FMRESENBENEHIER  RARSERBANTEIERN=EY &R
TEGEFESFERNER , BEENSERBER.
s BAREREGFHEESER | RARSER/)  FEHIEENTN , SRS HEIRRIE
o, RIS ERRSRGNEEER.
o BMERSG | IBIRIBSCIRE R TIESE,
o BERAN
 RETE | BRIERRRENNER,
= S/BEIKEAFS | BN REE—TEIEERIN 2, RUENEBELENERERESEN
AR BNEETS SSH &R,
» B4R | BRIERINER | ZEBEEEIEREREAR.
o e BTFRB=RSES CVM IIREiHRES] , ISRIESDRE R TER, SRt [FhEg
2] |, EE bR,
6. B [5ERk] .

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 97HH 813 W



2 AT TCE

BERIESS (TKE)
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BIEmS

RIS SIERBIRER TR .

ES=E

o REVMBTRBRT RAGREREAAER  MEFHEER |, BHRENzE,
s TRBHEEMIBISEFESHITERRS  BIEIEERE.

BIFL R

1. B5RTKE 5414,
2. EENSA= |, Bads [&E8F] | #N"SEEFE1E"TUE.
3. BEEEBRTAERE [ID/EFR] |, HNIZERISTERE,

& =B/ Cls-r4bvzit2(0246)

J— Deployment
s SESE 2HSESH v Q 1
Ee=0 E=0) sBpodzE
Irns
Depl

StatefulSet

coredns

4. wEMSHEET , &F (TREE] > [(PR] | SN TRFIR"TE.
5. T RFIERT | EFEBRTRIITIRIT , BE (BH] .
6. TR EHEEBHLTTRA ? "80% , B (ME] | R TRME,
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BIEmS
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TARNY
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R EE SN IIEF S BT <.

BAFL R

HUT R

4 (cordon ) FAE , BEAES:

J3iE—

A9 Pod HERIZTR , EFEFHNREHHIIER. BUTRBLUTRMIE

TR, ' =EEE TE , BE (BRIRE] | @ik (FFEH#] .

4
o
)'J‘,u
]

[
M“
o0

T EEEEISRS 2

BiEZ
1. BRTKE 2418,

2. EEMISAET | B (58] | EN "SRR TUAE.

3. PEFREHM ORISR [ID/BR] |, ENZERFIEERTE.

4. NS |, iR (TREE] > [(BR] | BN TRFIR"THE.
5. ETRAIFRYF , IEFEHUIT AT BE (H8] .
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& &8/ cls-r4bvztt2(0246)

I TylE
ExEE
weER v s SuEEms | Bs | mw
i IDEEE + wim wa Kashiz MK E P

ins-r45r3tz8 .
! i =3 =it
cls-rdbvztt2-work... Ify

6. fESRHAURNEES |, B (HE] | RIRJ5ehiEisil.

BiHH TR

EGEZIRE (uncordon ) TRl , BRI Pod BERIZTR. BCEHELITRMITE |

J3iE—

B TR A ST RS |, S LEZEARINBCEE SH i< |, BIRBGES 8. EpianT -

#l/bin/sh

#your initialization script

echo "hello world!"

#If you set unschedulable when you create a node,

#after executing your initialization script,

#use the following command to make the node schedulable.
node="ifconfig eth0 | grep inet | awk '{print $2}' | tr -d "addr:"
#echo ${node}

kubectl uncordon ${node} --kubeconfig=/root/ kube/config

kubectl uncordon #<$EIRREBGEI ST A,

BiE=
1. ZRTKE =518,
2. mAMISAV=S , B [5REF] | HN"SEFETE THE.
3. BRSBTS mAYEERE ID/EFR , BENZERAEIER@E.

4. TEEMSA=S |, &R (BREE] > [(BR] | BN TRIIRTE,

5. £ PRAIFRY , BEFENEHMNTRIT , BE (B .

& =B/ clsrdbvzit2(0246)
o
- TmslE
TREE N FRTR =3 ENEATSE B
=
IDEEE ¢ =i S K8skRA EZ)ES:
MasterEtcd
i ins-r45r3tz8 S
cls-rabvztt2-work... I i Bas =&
E==b
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6. fESRHAIRHEES |, B (HE] | BDRISehkBUEE#L.

IKIE T R
R

(8% DaemonSet EiE#] Pod ) INZFRIERFAEMTI R L | FHFIKEN T RIRENHIRES.

WiBA :
AHFHERY Pod #IKIREEIRIEELX | BIEERIF.

BEI3E
1. ZRTKE =414,
2. EEMSHES , B (58] | SN SHEE T,
3. PEFREREHMUT A0SR (ID/AFR] | EAZEEHIEENE.
4. NS |, iR (TREE] > [(PR] BN TRFIRTE.
5. ERBEIZETRNTRITH B [EZ] > [KEZ] .

TRl
DRSS ¢ iz RS KBSk TRIK ET e RE IPisht EHRSEEG
513 . @
ins-r45r3tz8 m e = 1%, 1GB, -Mbps CPU: 0.00/1.00 #
' o “’ TGS 5068 ST A% :0.00/0.65 Gi

cls-rdbvztt2-work... If

6. TESRHAIRSIEES , BE (HiE] | R sk,
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pia=RELal:N) =t ZN

BIEmS

RESEI AR AR BIEET = ready BIXISRIT REBHTHIIBMH TR | RS REaIRRHRE TECERIBIA. WNR—

RE
.

i)
RBLZERRSER , BENMESEMBNRIRS#: LiET.

{sE FEPR !

o EVIBEAEBIEEIIAIEH TKE T LA Kubelet, kube-proxy. docker &,
o BEIARITRMAE , FEITRIEALI T HITHEREIRLS.
o HIARKREERBE I R /data/ccs_userscript/ REE.

BRAELER

ERILELUT =M RRET RNEHHA

o SEESEFEGTET R , IRETRAISEIHA
o NINBAETRE , RETRASHEIA
o SlEERgEER , RETRAISIHIHAR

BIEESEREITET RN, RETD RIS

o SIEERHY ' ENEE NH , BE (BRRE]  ESEENIE | B,
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v SHE
BRI M szsosesaenEs
HERReFREIEsEE e IUIEES
Ivar/lib/docker v
FEES|ESES: varllib/docker, Z32B=: /var/lib/docker

exEBIERRISEENERR, FRBS

BERIESS (TKE)

SEFREEHESSRdockerB R, (W ESIESAT 4R

EEVEE @

g4 (cordon) Frerey

HEH SR, BT ESHNPEEE)

TS

o FIE

CT R, EEFaREEETS,

TRE , ' =ENEE THE , BE [EHRRE]

EEBREXEE | B,

£84 (cordon) FEEE

HETH SR, BASSHNPodEEES)

ANEBET R, REVSENRIA
MNIERT RIS , £ =ENEE TH , BE [BRRE]

RET

v SHRE

Vs
TR REFINETINTSR, WEEENIETIT RiEHTm<S 2

EEEEXEE | B,

BHENIE @

£gd (cordon) Frese

HET SR, BAESHNPoIBERRZTS,

Bl {R4aERT , IRETRIEIIIA
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BEIRSS (TKE)

BIR(RAR R , ' ENECE N , BE (BRiRE]  EEEENEE  BEiilR. B

BREER EEEEFEEIES
EEEECFRENESaTEAIERReU B NERICIEEUERS, FRORFRIERSlkeBR, (UINRSEENTSEY
Ivarflib/docker v

FEESES S varllib/docker, E228=: /var/lib/docker

E84i (cordon) FEne

HEmSE, SAEEFNPodBERRT S, EEFIREHENT S, ST
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kBT RLabel

BIEmS

RIIEHESERET R Label,

{sE FEPR !

o \*kubernetes\* 1 \*qcloud\* #EXIREZERRIEFIMR.
e \*kubernetes\* #1\*qcloud\* FR&EHIREHE , AFFHH.
o HRIIFRNTIRIRE Label , FTHHILEIRE,

BRAELTR

EHERETR Label

1. ERTKE =HA,

2. EEMSHE=S , BE [&8F] | HNSEHEE T,

3. IERHEERET A Label BIEEF [ID/ATR] |, ENEEFIB,

4. EEMSA=F , 112 [TREE] > [(PR]  #ENHRFIERTH.
5. IEFFEEIRE Label (TR1T , BB [(EZ] > [FwiEIRE] .

6. TESRHAY "4mAE Label"BHS |, 448 Label , BT [1252]
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‘SigLabel X

T= Q) beta.kubernetes.io/instance-t - QCLOUD X
beta.kubernetes.io/arch = amdb64 X
beta.kubernetes.io/os = linux %
failure-domain.beta.kubernete - sh X
failure-domain.beta.kubernete - 200001 %
kubernetes.io/hostname = 172171245 e

FhiElabe

Kubectl ig&T 5 Label

1. %% Kubectl , FHERERE, BIFFBESE BT Kubect! EZERT.

2. FUTLAT RS | IRET M Label,

kubectl label nodes <node-name> <label-key>=<label-value>

3. FUTLA T &< , EET M Label,

kubectl get nodes --show-labels

REESUEIT™MER

NAME STATUS ROLES AGE  VERSION LABELS
172.17.124.5 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kuberne
tes.io/instance-type=QCLOUD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=s
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h,failure-domain.beta.kubernetes.io/zone=200001,kubernetes.io/hostname=172.17.124.5
172.17.124.8 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kuberne
tes.io/instance-type=QCLOUD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=s
h,failure-domain.beta.kubernetes.io/zone=200001,kubernetes.io/hostname=172.17.124.8
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EllFES L AE

BIEmS

RESEEERLEAR

EllE =S

[SyellfESi:

BRAELER

1. BRTKE =HA.

BERIESS (TKE)

2. EEMSHE=S , BE [S8F] | #ENSEHEETE.
3. BLFRECEMMANSERF (ID/BFR] | EANZEEHRIEERE.
4 EEMSHE=T &R (TREE] > B8] | #EN"REENIER T,

5. "FE{R4ER TUE , SERTHITIRE.

B BENX , RELSERSFEEHTHE | HEERERFEE.
BIETSTV/HBNRE | IRIESERRFE R TIERE,
BR5  RUEUT=MERS | BRIESCIRERH TR,

o IREE  IRIEEREENED

o MBIXREXE R | BANEETEAERN IS, B—MHEENEBEL IS REIRS RIS

FEIEEM SSH &R,

o SSHER | WIRAEE RS TSR MAIKRERE R fFHI. MRECHESSHERILUREFTEIREEN &

wHTE , BSE 8 SSH B4R,

o EIRIERER | BIERRIEBEBTIERERESE.

RS | fRIESCARFR R TR

Zef  MANCEERITFMRENTEE | JRIECIRREEH TERTGHIN.
Label : B [#t€Label] , BDAIHAT Label BENXIRE. AJRTIREERIE Label fHik. EETA.

BRIRE (FiE) :

o BENMEEE  IEEBETENEIEFREENode , BINode EHEETEENMA , EEE{TRIEHAR T
BANENZE, MAREEMNBAEEAET mAY/data/ccs_userscript/iRIREE.
o #ii (cordon) : AEFBIIE | BANEZHA Pod BERZT R , SEFMECEHPIIIT S, 5

EEEXEIRFHIT B

BEFRE.

SCFFER/ SR - IRIESEIRTE RIH TIERE,
TREETHE : RIECRERHTIES.
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EHi RS
o RSB : MANER , EREEARRNEER |, ESAMEE—ERE (SR ) EABER.
o [EfREIEER  ElRRIEEL , EEESAKURERIEN  SXERETEX , ElEREAREILRAR
%,
6. Bat [GUzE(hgEE] BNaT oIz haE4E.
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BE{RYaH

BIEmS

AN BUAEBII B RGSEHE EEEHTC IR REE , FRBURBAENFRES , LMEREHREEHTE
H,

EllEe S

SNl Ll

BRAELER

1. ZRTKE =HI8.
2. EEMSHVES | By (58] | #HN'SEEE T,
3. A EECERMEEREERE (ID/BFR] | HNIZERISTETT@E.
4. EEMSAv=F , 1% [TREHE] > [F4EH] | #NREEHEYIR"TE.
[ERESREENT :
o *EFEE | *ERZE TITEREENERESI. JRHZIERG LA [RIE] #TEN #1585
SNEEHREESSEE.
» BEDS A EXRA. EEFEN , ST TRATHRRRZIBMARS. FI5ES
W SR E Y JaaiBA,
» TREE AL BOAR B, FBREEEEIEE— MEEER T . BRRSATS
LATRF BEL | S RIBLRE R TEM :
= most-pods : FEFEEEEEZ Pod BYRGEEHITT .
= least-waste : i%#% Pod AEERFEFRIFE DI REERHITT &.
= SRR LR | ERAREERERE. NeBMRAEHTHERENERIEFAREEN BT
BESE ISR , SIERET BT RHE.
o BYEASIE | £BRE TAHRAREEHFIXE, , FEGRUTER !
R | HRGRAREZE , aEzXiEgA AN RIERMNRLEE ID ST RTRHTibLE.
= (4E4H ID/BFR | BEHgEA ID AT ANZBBEAFEREEESHEXER.
RS ABIREBEBR" | RNZEBGRALTIERIRE,.
1B BRER. FH. B2% , FEEsN AR EERE.
» BEIECEID/BR : WEERMOIZEMHLEER , FMEEURE |, FIEESNEEE.
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EE (4R

BIEmS

AN BINTEI B RS EH G B AGEERE.

EllE =S

EeIZEEERRIHEE.

BRAELER

ERERRE

1. B e4a2E5 =" , B eBRE AN [(HiE]  #ARENH.
2. RN R EERHRREEREE ' BOF  SELUTERHTIRE.
o HalES  MIARGIE. AEEmESH  SHPT T RTSHZRRSHEMASES. FIEssl SiE
L ST 2
o BREE  WINEARENESEET.
» RAHERLEDEH  ZEEFAULENETESHNTRE , EKIAA"10" , aZRERENIR
=
IR MERERTETRNET A, IRTRLEFE Pod , WEXEERSZ— TR,
» Pod HAER/AISBRERNTF : ARE Pod HARR/AISEERE SN EERTFAEIRT
MERFM. SHHECEFRRTO - 80ZiE.
» TRELETR | TEENRET REETSHNEEE Lo EEmES.
» SR D TEENIREEHERAETY B &M AR
» AERTR | ERIERE R A BN,
o IREX
= B - B MELEERT , FETUEE— NI B
» most-pods : BZMEYEAERT , EIFEERAEEZ Pod AYR4EHEHBTH &.
» least-waste : BS/MELEERT , %R Pod EEERBERSAEDHBBHEITT B,
3. B [Fae) | B0engERkIh.

AR HREEEE

1. £ (R4RRY IR TUE , REFTRECERREEAD , HARERE.
2. EgEAFRRETIIEI AT (FE] KERMREERE  FHEEWEKFEA.
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RAA | EERK. BR/IMRAERISEOIEERMTIE,

o B RYRAIFIBTUERE RARAEEN " &/ M4
o BIdRYRESIRTUE BE SR (EZ] > [REBEE] FrY"LhEE"
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iR

BIEmS

AXNBIMEIEIT B ERIRS TS MBRERF FE IR BMEE. EISEARMRABERNEREDR |, MOALERN
"IRRE,

EllEe S

EeIZEERrIREE.
1. B (F4E2E5 TN B E PR [E=] > (MER] .

2. A RbREgEAE "B O |, REREEGRERET A,
FE
o BUAGIGHENZEITTERNT & | IRIBELIREKEGH QL.

o REWBTRERETITKRE  BERIEF  RAIE0TFEE.
3. B [18%] | H5MIFRALIOEDAT.,
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BEPIHEICR

BIEmS

AN BINAIEEFEBENERECR , BRTIUTESR

o EOLABRE S TRE CUSHIRETN , EERRIREECE R EAH.

o BRILABISFREAT R BRER TRE CHERR | HITESSHIAASIE,

o ISRILAT R SRR ENAMBNRR ( flany SE TS RERSEY /LW ) | #HITXESTE.

o ERLBEERMNERIHECR | £RHRBICR 1 SEHBARFRECR
iR

o EFEZ MEgEERIBR T . CA ( Cluster Autoscaler ) ARIEERSERNRGEETHITT 45 | £BHFECRY
LAM CA B9 Event 153,

o NRERXORFEFEANFRRCRE | Ax0 CA BITH , THNBEEFEREEZFREANYT B a0
o

EllE= S

CelEIRHRAER. FIZEESN Bl HEE.,
EHN"BEAEYIZR T, FIBESN E5HEE,

BRELER

BEEEBHEICR
1. Z&RTKE =Hl&.
2. iEFEMNSIV=PE Laghl] > [EHEEEE] | BEEREHRFEIN RE] .
3. B EHRY IR EINRE B O | SR S TheEaNRRE | Qi FESMEE" | FEEesEEEEERIA
GERL,

4. BEHERI RS HFANLINEE.

BEFHEFANL
1. &% BERSEHSE.
2 EEAMSHIEFR (IeRST] | BN GRS SERH.
3. "I ROHT TUHE L FIEREME, , BEFEEEFHFANNBEEEMBEEA,
4. Ai%event.source.component:cluster-autoscaler , BBHIGEROHT,

5. EANKREREF B ELUES | XXRIERIFIFTEIIIL.
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BERIESS (TKE)

BERET RitH4EICR

1. BRTKE ZHE |, EERAMS=Fr (58] .

2. TEERFEIR SIRNE | R EREEE ID |, EAIZEETF "Deployment” T
3. IEFAEMERE=PT REE > M4aE , HNHYEHESIR"TIUH.

4. 7R IR"F |, BB EiREYE4 ID,

5. ENIZRGEEIFBR | IR MEEETE |, I BEEHECR.
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[

Kubernetes}I&&1E
BTN

POEN=BES LS

AT LLEIS IR S BRI ERAE Kubernetes 335 |, f5I80 Deployment, DaemonSet &,
Kubernetes XIS EERFPIFALMN , FAISREASERRIZTAISS. ARRY Kubernetes JRETLIRIAARRRIR X :

o IFFEGITRIRI FER,
o NIRRT ASRIR
o N R REARIRIRSE
EA L @S TKE 546 8¢&E Kubernetes API {5/ Kubernetes 93352 , 580 Kubectl,

XJRDHE
Kubernetes BRI ES AT !
o TERE

o Deployment : FEFEEEEEBEANA Pod,
o StatefulSet : BIRN RN TIERZ APl X5 , BiZRBRER B RS EER.
o DaemonSet : HRFIBHERD TR EIE1T Pod , fISNEERE.
o Job : = Job BIE— & Pod , EEIGITER.
o CronJob : EERNIZTTHY Job 1E55.
o RS
o Service : #Z{ft Pod i5G#Y Kubernetes %35 , AILRIBWEZERE N RREZEE,
o Ingress : STREEEt Services FIMEBIABIAINY Kubernetes 335,
e BB
o ConfigMap : BFREFREES.
o Secret : FHFRFEVRMERE | HIUNZD, ShEFE.
o TFE
o Volume : AILAFHER SR EI0MEXAVEERE.
o Persistent Volumes ( PV ) : Kubernetes &E8¥ R B a—RIZHE.
o Persistent Volumes Claim ( PVC) : iEK7FERIAEBH. SNSRIE PV EUAE Pod , B4 PVC IBETI{EfR

.
o StorageClass : FEFHIATZERYZEEL, € PVC BT , i@1d StorageClass SIFEIEEEEINIZE |, BIFAE
AR,

Kubernetes 3J&iAE#E Namespaces. HPA, Resource QuotasZE#+#f , Ee]LURIBEW S EEFEH
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FEAI Kubernetes 3352, REKRAHI Kubernetes BI{EBRIRIS A ER , ELIREIER
Kubernetes BE75/uL &ifl.

X RETRRAE

o T{EfA%
o Deployment 18
o StatefulSet =&
o DaemonSet &
o Job 12
o CronJob &t#
o RS
o Service S8
o Ingress &=1&
o BtE
o ConfigMap B18
o Secret 18
o i
o Volumes &18
o Persisten Volumes &8
o Persisten Volumes Claim &1&#

o Storage Classes &1#
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Namespaces

Namespaces 2 Kubernetes fER—NEEFHIF{TIZEIMEXIDAINIS , BRJLAUEIT Namespaces H{TEIEZNE
AZANIERIKS . £ Namespaces T, Kubernetes SISEIBZFRIAAME—, EaTLUBIS B IRECEUH{ TR BRRN S
Bt , A LAHITAR Namespaces RIZ&RIIGIEHZH,

{EFE7T&

Bid TKE &=HI&aFEH -
TKE #5451 5124t Namespaces BItEMIZETHAE,
tliEmE=E

1. ERTKE =HA,

2. EEMSHEIRRE (S8F] | HASEEERE.

3. IR BREIZERY [ID/&TR] | EANEEFIBT.

4. FEERAFIBIAEM | 8% (R =E] , B NamespaceUH.

5. 8 (Bl WARIR. #idE , BdE [8J#Namespace] ek,

IR E SR IRECEANPR
1. TR BT ERHE , RIEEEREIXIMAInamespacel2FFIRY [EERERE]  MHAEERA.
2. ERRECERSIRGINE , TLABTRE [fiEEcH] REkETHE. 7. BithZIRRE.
3. fEfmiELimitRange ME A LARIEIR E 5T IRPRH].

1B1T Kubect! {5
BEZFEIESE Kubernetes BRI AH,

1E1d ResourceQuota i&E Namespaces RRAY{EFAECER

— Np BT E THLUEEZ ™ ResourceQuota iR , 84 ResourceQuota AJLUZEE Namespace FRRIFER
295K, AILURE Namespaces BIRAYERLIRAT :

o ITEZRIRRIBCER , B0 CPU. AfZ.

o FHERIRAYBCER , GIIMBEKREFMERSIFHE,

o Kubernetes X3gAY1H4Y , 5140 Deployment PEUECER,
AERY Kubernetes ir7A , ResourceQuota SHFHIECAIR BEIREER | EZIFIBEUEE Kubernetes
ResourceQuota B7537k,
ResourceQuota B97=FIGN A7 :
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apiVersion: v1
kind: ResourceQuota
metadata:
name: object-counts
namespace: default
spec:
hard:
configmaps: "10" ## §&%101 ConfigMap
replicationcontrollers: "20" ## ££22201" replicationcontroller
secrets: "10" ## 52510 secret
services: "10" ## Ex25101" service
services.loadbalancers: "2" ## §2524" Loadbanlacer {29 service
cpu: "1000" ## 1z Namespaces TEZ #1000 CPU BURIR
memory: 200Gi ## 1% Namespaces Tz {#FE200GiFIAE

&@id NetWorkPolicy I8 Namespaces AT a)EE]

Network Policy & k8s 1RItH—F&IR , BT EXET Pod HIMEIREHEES., AMYXTLBRE] Namespaces , iFa LA
=%l Pod 5 Pod Z/EIRIMILEISIEES] , BliEHI—2E Pod 2EALISHEEA Pod , LARKETE network endpoints i#
1TIBfE.

TEEEREENERE NetworkPolicy Controller , 3i@id NetworkPolicy SCEl Namespaces Z [EIHIMIEI=EIRRIEiEET
&%& (£ Network Policy H{TMZ&IEIE,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 119 # 8131



rb AT TCE BERS (TKE)

TrRE
Deployment&E

T

Sk
vy

Deployment =AY Pod RU#EIRFNIES Pod RUZ1TRES , EETFEHELIKNSHINAER. ETLUREWSEX , X
Deployment #i=17HY Pod BUEIAZL. RAEREE. ERIEEH1TEE.

Deployment {=Hl 5SS

Bl Deployment

1. 25 TKE =44,
2. mAMISAVES |, B [5RF] | HN'SEFETE TH.
3. BEFERIE Deployment A95EEF [ID/AFR] , HAFFEIZE Deployment RUSEEFETERAE,
4. aF [FrEE] |, #N #EWorkload T,
5. fRIESERRFEK | IRE Deployment 24f, XBESESEUT :
o TIERER : BENX.
o RTHE : RIESEIRE R TIERE,
o KA : %R "Deployment ( AT EAIEBEPOd ) “,
o SLHIMZAEE : HRIBLFREK , 79 Deployment f9— Pod 8B — SN ARERISEE,
» B BENX.
= BB RIESSIRE R TIERE,
» BRI : RIELRR K TES,
s NBETE | REFEFITE,
= CPU/MTFBRS! : BI4RHE Kubernetes BIFR® #1TiRE CPU FINEFHIRHITE |, 1IRE SRR,
» BRIRE  RE "TEER", "BTHS", "SI, "ARERNRE" , "R ESH.
o SLHIEE : RIECIRRERERRET AR | RELGIHE.
6. Bt [BIgEWorkload) |, ERkEIEE,
MIETHE=HAEEER , BIF Deployment THIEFAE Pod EEIE5EAK.
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& BRTTCE

=

et

=/ cls-69z7ek9l

Deployment

StatefulSet

DaemonSet

&3 Deployment

& YAML

1. &% TKE 414,

2. EEMSHES , B [5EEF] | SN SEFEIE TUA.

Deployment

e |

&

first-workload

test

Labels

k8s-app:first-workload.

k8s-app:test. qcloud-...

default v

Selector

k8s-app:first-workload...

k8s-app:test. qcloud-...

BT/HAEPodE

mn

n

BERIESS (TKE)

YAMLBIEZHE

Q o

&=

BE

EFEANE EFRE BEE -

ENEANE BEFEE

£z v

bl

3. BEEFEEEFT Deployment A95EEF [ID/AFR] , HNFEFT Deployment RUSEEFESTEITAE,

& &5/ cls-69z7ek9l

Deployment

StatefulSet

DaemonSet

Deployment

=123

first-workload

test

=

Labels

k8s-app:first-workload. ..

k8s-app:test. qcloud-...

default v

Selector

k8s-app:first-workload.

k8s-app:test. qcloud-...

BT/HIEPodEE

mn

YAMLEERERE

B
EFEANE EFRE

EE v

EFERNE EFRE EE v

4. EFEEH YAML By Deployment 1774 , B2 [E%£] > [4RIEYAML] , HEAEH Deployment TIMH.
5. F£"E#Deployment T , fwiE YAML , B2 [5SRk] | BIRTEEST YAML,
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& BRTTCE

&  EHDeployment

— containerPort: °

col: TCP

terminationMessazePath: fdev/termination—log
terminationMes olicy: File
ClusterFirst
restartPolicy: Always
schedul erName: default—scheduler
securityContext: {}

terminationGracePer1

Deployment has minimum availability.

: MinimumReplicasAvailable
status: “True”
type: Available

— lastTransitionTime:

reason. NewReplicaSetAvailable
status: “True”
. Progressing
Feneration: 1
readvReplicas: 1
1
updatedReplicas: 1

EfPodEE

1. B3R TKE &414.
2. EEMSHI=H |, BE [ERF] | BN SHEETE.

BERIESS (TKE)

3. EEHETETNE , BEEEFEHEGM Deployment BIEEEE ID |, HAFEFHPodECERI Deployment FUSERFETER

[ETR
4. EEEFHMHEMEM Deployment 1774 , B [EFPodicE] .
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& BRTTCE

& =R p)
Deployment
e ploy
el B Labels Selector Ty MRBPodiRE
Lt as-te: Kk8s-app-as-test. qcloud- k8s-app-as-test, qcloud-app:as-test 3
Deployment
gee-stress k8s-app gec-stress, qclo kBs-app.gcc-stress,  qcloud-app gc ”
StatefulSet
DaemonSet nginxE K8s-app:nginx, qcloud-a k8s-app:nginx, gcloud-app:nginx 7"
" kv " .3\-. — == A2, 3] S gt N
5. £"E#HPodEcE "TUH , RIELFRBRIENEH T RESEL
&  EffiPodRlE
BEE (28 RISEE
DEE 3 BTSERIEE. TVEE. ZERNRE ENFS, RS
=5 nginx2
" ccryfm18-hg tcecloud fsphere  IEFIRER
Col ag vi
7IR# PUIRS) AERS
request 025 limt 05 = request
Requ
Limit/3
MEEE BEV v PATH usrflocal/sbin:/usr/o:
n Min
BEN v  NGINX_VERS 1.19.0
EEV v NJS_VERSIO! 041
BEV v  PKG_RELEAS 1~buster
FETE
CEaaFE. 8FRSRE _ BAFLIFETT
SE=EH0E

1. EEHSENE  REFEFEHHEEN Deployment RISEEE ID , HENFEIREBZHI D
2. EREEHRER Deployment 177 , BB [BHRE] .

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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Q o 1
BE
EREHNE EHPOES DFER B
= i EFFoRE EFEe B2 .
-
PVC, RN fEEEg e
256 limit 1024 MiB
callbin:/usr/sbin-/ust/bin:/sb ., X
X
X
X

eployment FISEEFETETUH.
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€ £/ cls-69z7ek9l YAMLOER R

Deployment
EXEE
[ HESH v c
S ; i default Q o
SE=E Z Labels Selector iZ1T/EIEPodE 343
TRz v first-workload k8s-app:first-workload. k8s-app:first-workload. mn EFRNE | SRS
Deployment
StatefulSet test k8s-app:test. qcloud-...  k8s-app:test. gcloud- 1n EFEANE EFEE EE v
DaemonSet
3. B RAEHRE NH , IRIELIRRKIENEHL | IRESH.
4. BBE [5epk] | BIRTEFRE.
vy A §==s]
BEFfiEpEDeployment
1. B3 TKE =468,
2. EEMSAV= , B [5REF] | #N"SRFEE TUE.
3. BEFEEEFT Deployment 95EEF [ID/AFR] |, HBNFEFEPE Deployment FUSERFESIEAME.
& &R/ Cls-TTkBasTK(vpc-eni-EEip) Mas
— Deployment
- . m 2 BEDIE | default v Q
FRDE =ity Labels Selector infyFEBPodisE BT
Tens M as-test k8s-app-as-test. qcloud- k8s-app:as-test. qcloud-app:as-test 3 EFGE EifPoIES FiMER S .
Pepeyment e stess Kes-appgccstress, qdo. kes-appgccstress, qcoudappgc 14 TR EPEE BREE S
StatefulSet
DaemonSet nginx k8s-app:nginx, qcloud-a k8s-app:nginx, qcloud-app:nginx mn ELHE FFPoES TIRR
="
CronJob ST
SIEYAML
S v
B v

4. EFEEEFEBE A Deployment 1770, B [E£] > [EFERE] | S "EFEE"E0.
5. E'EHHEEN , BE (5Tl | BIAEHEBEDeployment, W1 TNER7S
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S BASTCE IR (TKE)

LS

EREEEMAPEDeployment: nginxi3?
S AR ET MRS O INSE RIS

BT SR

1. &5 TKE =HA.
2. EEMISHES , Bd (8] | SN SHEETE.
3. BB EEH Deployment RISEE (ID/BFR] |, EAFFEHAERE Deployment RISEFEENE. N TEF: :

Deployment
EFER Ay
— . m wis HELE  default - Q o 1
=l £ Labels Selector infyEEPodiR i B
Tirm® M as-test K8s-app-as-test, qcloud- K8s-app:as-test, qcloud-app:as-test 33 EFEHME BFPES BRG TS v
Deployment
gec-stress kBs-app-gce-stress, qclo. kBs-app'gcc-stress, qcloud-appgc n EFEHEIE EFPodEE HINEEe =58 4
StatefulSet
DaemonSet nginxTf kBs-app.nginx, qcloud-a k8s-app.nginx, qcioud-app:nginx n EFEAEE BHPkE BIRS BX v
Joo =S
crenen
FRIEYAML
=2 v
iR
Bs v

4. EREEFRERE /9 Deployment 1770 , B [B£] > [EFMAERK] | B "EMEERK EO.
5. 'ENREREEO  BFRTREERE , BE (k] . B
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SWAEETAMTAABSR 228 2 218 BEE1E
Q DB Pt nm
B oeEs Pittst e
ins-ddxqOvrx - SH1 LARGES
tie_cls-siirgbjc_worker 10.0.0.73 S AREEe
ins-ddxqOvrx - T
te_cis-sjjrgbjc_worker 10.0.0.73 Sr AR
ins-o4ovammr -
; L. SH1.MEDIUM4
cls-siirgbjc-worker-mc-2chbldp9 10.0.1.16

[Bi® Deployment

1. Z&R TKE =HA,
2. FEMISHES , BE [SFF] | #NSEFETE T,
3. BEHEFERER Deployment RISEEE [ID/ZFR] , HEAFFELR Deployment RISSEFEIERE, MNTEM :

& £/ cls-69z7ek9l YAMLBIEZRR

Deployment
EXEE
e iz =EZE default v Q o
sE=E B Labels Selector T /HIEPod R B2
TiEmE v first-workload k8s-app:first-workload. k8s-app:first-workload. mn EFANE EFEE EE v
Deployment
test k8s-app:test. qgcloud-... k8s-app:test. qgcloud-... n EFTANE EFEE BEE -

StatefulSet

DaemonSet

4. BFFEBEERR Deployment ZR , #A Deployment (2R,
5.8 (EIThR] % , ARERRNRATH , BE [ER] . TTEM=
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€ £/ cs-ol9bzwtv / Deployment:reviews-v3(default)

PodEH &ilhs =Y HE =3 YAML

BES 7853 3215 SEHE B
< io/ey - i - | fiews-yv
vi E %iis istio/fexamples-hookinfo-reviews-v1 2018-12-18 10:31:24
& (tag) : 1.8.0
< io/er - i - | fIeWs-y'
vi E ai-ﬁ istio/examples-hookinfo-reviews-v2 2018-12-18 10:31:24 EE
& (tag) : 1.8.0
vi E ﬁi-&: istio/fexamples-bookinfo-reviews-v3 2018-12-18 10:31:24 EE
k4 (tag) : 1.8.0

6. TR [EIRHFIR] REF , B (18R] | AER.

JA%& Pod (&
1. ZR TKE =44,
2. EEMISH =S |, BB [&EF)] | #HN'SRFETE TN,
3. BEEFEEIEEE Pod (2RI Deployment BYEEE [ID/EFR] |, HAFREZEE Pod #12#Y Deployment FYSEEFEIER

H.
& &3/ cls-69z7ek9l YAMLOEESRE
Deployment
EXEE
_ iz SEZE default v Q o
TREE v
SE=E B Labels Selector IET/HIEPod R B2
TiEmE v first-workload k8s-app:first-workload. .. k8s-app:first-workload. mn EFANE EFEE EE v
Deployment
test k8s-app:test. qgcloud-... k8s-app:test. qgcloud-... n EFTANE EFEE BEE -

StatefulSet

DaemonSet

4. EFEEE Pod #ERY Deployment 177 , BatE [EHSLAIEE] | HEN"EFLHEE TTHE. WNTEMD :
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& BRTTCE

BERIESS (TKE)

< EEshIHE

O =hEs

i
it

¥3
i'l”

L]

HfD

BaiA® EEE—EE

5. IRIESEIRTRKIAEE Pod #18 , B [EHLAIKE] | SThliEzE.

Kubectl #2{E Deployment 55|

YAML 7=:f51

apiVersion: apps/vlbeta2
kind: Deployment
metadata:
name: nginx-deployment
namespace: default
labels:
app: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx-deployment
template:
metadata:
labels:
app: nginx-deployment
spec:
containers:

HRIFTE : TCloudFinanceZone 2026/8/18 02:02:13
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- name: nginx
image: nginx:latest
ports:

- containerPort: 80

o kind : #xiR Deployment &iEEEY,

o metadata : Deployment f9BFR. Namespace, LabelEFEAER,

» metadata.annotations : XJ Deployment BIEI/MNRBE , AIEIZZSEIRE TKE FUEIMEIERES.
o spec.replicas : Deployment &1Ef{ Pod (2.

* spec.selector : Deployment 18 Seletor i%&+fY Pod A Label,

« spec.template : Deployment &#J Pod ANiFMIEIRECE.

BEEZSEFETES Kubernetes Deployment B 753744,

Kubect! €l Deployment
1. 2% YAML 7=f5l , #%& Deployment YAML 3244,
2. &% Kubectl , FHEREEE, BIEFHEISSE BT Kubect! 1EEER,
3. FUTLATE< |, Bl Deployment YAML 3244,

kubectl create -f Deployment YAML {42 #R

BIgn , elE—AN3Z442 79 nginx.Yaml 9 Deployment YAML 3244 , MBATLA TS :

kubectl create -f nginx.yaml

4. PUTLATa< |, WIEBIEETRRI.

kubectl get deployments

REESALITMER | BIREUZRII.

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
first-workload 1 1 1 0 6h
ng 1 1 1 1 42m

Kubectl &3 Deployment
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®81d Kubectl &3 Deployment BLAT=f75i%. H, 75iE— M 757E 1937#F Recreate #1 RollingUpdate PSR
RER.
* Recreate EFTRIEASTHIEHEB Pod , BEFEIE Deployment,
* RollingUpdate BRI ARTNEHHRAG , B NE# Deployment iy Pod. RollingUpdate IXST3E1E. 8EEH
iN[EIE

T5iE—
PUTLATE< , 3 Deployment,

kubectl edit deployment/[name]
75 RERTRERAERIGIE , AMENEEFIMNEFEREFEA. SaLUBdI 75 ZEHEERY Deployment 544,

FiE—
WITLATSHS | EFiEEARR&.

kubectl set image deployment/[name] [containerName]=[image:tag]

FEIREF Deployment BUEMESEAT |, WS EHET , (NEHDESH K.

k=
PITUAT < | IR E B ER IR,

kubectl rolling-update [NAME] -f FILE
B REH S RohE A,

Kubectl [];% Deployment
L. ATLATas< , & Deployment BIEFHSE,

kubectl rollout history deployment/[name]

2. JUTLAT @< | BEEEERAFR.

kubectl rollout history deployment/[name] --revision=[REVISION]

3. FUTLA T &< | BEIREIRI—hRA,

kubectl rollout undo deployment/[name]
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IFIEERIRRAS |, THITLLT &<,

kubectl rollout undo deployment/[name] --to-revision=[REVISION]

Kubect! JF% Pod #(&

FrE#H Pod HE
PITIAT a8 | FaEHT Pod HE,

kubectl scale deployment [NAME] --replicas=[NUMBER]

BEE# Pod #&

BUREY
FriEsErtag HPA THEE, TKE BIERRIEEEEENATFFE HPA IHAE,
BIESE

HATLATAS | 88 Deployment B 4.

kubectl autoscale deployment [NAME] --min=10 --max=15 --cpu-percent=80

Kubect! ffipg Deployment
HATLAT A< | MiBR Deployment,

kubectl delete deployment [NAME]
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StatefulSet&=1E
vl

StatefulSet TERTEHEEINSHNA , 8IEERY Pod HERIENSEIEIFABNTRF, Pod IBHEREDE | MR
PERE. EFERFANGFHER , S VBSRRAN T ESH TR, NRNBEFARERFANRIRT , BIEE
FA Deployment ZRE N FIFER.

StatefulSet {=#| &5 #{FE5|

Bl StatefulSet

1. 25 TKE 244,

2. EEMSHAv=4 , BF [&EEF]  HEN'SHEE" T,

3. RELEFECE StatefulSet FUEEF [ID/BFR] |, BEAFFRIEZE StatefulSet FISEFETEHE.
4. 1% [T1EtaE;] > [StatefulSet] , ¥ StatefulSet (SETAHE. W TFER: :

& £8/ cls-0l9bzwiv YAMLEIEEE

S StatefulSet

—— . =EZE default v Q o L
BEZE 2 Labels Selector o E/EIEPodiE 24

LieRs N eureka k8s-app:eureka, qcl...  k8s-app:eureka. qc. 212 EFRE SEYAML B2

Deployment

StatefulSet

DaemonSet

5. 8# [FreE] . HN"##Workload T,
6. TRIESCRRESK |, IR E Deployment 84f, XESHISEWT :
o TEfaE®E : BEN.
o FPERTE | RIESCIRE SR TIERR,
o KB : &R "StatefulSet ( BIREERIZITPOd ) “,
o SERINZSES | IRIESCRRESK , A StatefulSet B9— Pod i@B— M HEZ N FAENIAEE,
o B BENX.
o Hg | RIESCERE R TIERR,
o BIRMRA : RIECIRE R TIES.
o CPU/AITEBRHI : AIHRHE Kubernetes ZBRBRH #1TIRE CPU MINFHIRHIEE |, iRm L SHIRITHE,
o BIRE  RE "TIEER", "BTWe  "BITEE , 'ARERNE" "R FSH.
o SLIEE  RIEEIRRRERAT AN | RELHIEE.
7. BF [BliEWorkload] |, FRkOIEER.
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B ¥ StatefulSet

Ei# YAML
1. 23 TKE #5414,

2. mEMSHIEH |, BE [EEF] | BN SHFEETH.
3. PEFEEFF YAML 958 [ID/EFR] | #HNFEH YAML fUSEEFSEIA.
4. %82 [TEfaz;] > [StatefulSet] , # StatefulSet (SEME,

& £/ cls-o0l9bzwtv YAMLBIREERR

Stateful Set
EXEE
semm . HEZE default v Q o 1
wBEZE Zir Labels Selector o E/EREPod R 343
LieRE M eureka k8s-app:eureka. qcl... k8s-app:eureka. qc. 22 EiEE BEYAVL B2
Deployment
DaemonSet
5. EEEEH YAML 19 StatefulSet 179 , B2 [fRiEYAML] |, HNE5F StatefulSet TaA.,
6. £ [E#fiStatefulSet] TE , #wi8 YAML , B2 [5SRk] |, BPRJEEST YAML,
EIRG
1 A'SEEFETE HE |, BEREEENREN StatefulSet BEEEE [ID/EFR] |, FARFEFREGRY StatefulSet FUSEFE
Eﬁﬁﬂ

2. EEEEMEEN StatefulSet 1750, B [FHER] .

& £/ cls-ol9bzwty YAMLAEEE

Stateful Set
EFEFEE
! =g v O 3
BEZE 2 Labels Selector o E/EREPod R 343
TieaE v ) . . p =apem e |imemyn ona
eureka k8s-app:eureka. qcl... k8s-app:eureka. qc. 212 SFRE |FEYAVL i
Deployment
StatefulSet
DaemonSet

3.1 "RNEHRG" N , RIELERELEFSN  RESH.
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BERIESS (TKE)

¢ RUEHRER

L BEF (8% v
Partitior 0
ER eureka

i

o

ccr.ccs.tencentyun.com/looloc  IEEEE

dlit

4. B [5epk] | BIATEFTRE.

EFPodilE

1. B3 TKE i=HIA.

2. EEMISKv=+ , B [&EFF] | HEN'SEFEE A,

3. EEEFEENH , PHREEMREN StatefulSet FIEEEF ID , HANFEFHTPodECER) StatefulSet FIEERFETETT
S,

4. EEEFTIIRGAY StatefulSet 175 , BTk [E#FHPodicE] .

5. &"EFPodEE " TNH , (RIELIFRKENEHAL | RESHL.

6. B [5ERk)] |, BPeI&EHT Pod ECE.

BT SRR
1. &% TKE Z=HA,
2. EEMISHEES , Bd (58] | ENSHER"TE.
3. BEFEEES StatefulSet RIEEE [ID/RFR] |, HENFFEFEERES StatefulSet RISEEFEIETIAE.
4. THREEFNEERM B9 StatefulSet 170, B [EZ] > [EFAERE] | BH EFMRERK EM.
5. A"EHARRK EN , EHTREERE , BE (5] .
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Kubectl #£2{F StatefulSet 55|
YAML 7=/

apiVersion: vl
kind: Service ## gE2— Headless Service , FBF 41,
metadata:
name: nginx
namespace: default
labels:
app: nginx
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: nginx
apiVersion: apps/vl
kind: StatefulSet ### 8 — NginxhJStatefulSet
metadata:
name: web
namespace: default
spec:
selector:
matchLabels:
app: nginx
serviceName: "nginx"
replicas: 3 # by default is 1
template:
metadata:
labels:
app: nginx
spec:
terminationGracePeriodSeconds: 10
containers:
- hame: nginx
image: nginx:latest
ports:
- containerPort: 80
name: web
volumeMounts:
- name: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
spec:

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

% 135703t 8131



rb AT TCE BERS (TKE)

accessModes: [ "ReadWriteOnce" ]
storageClassName: "cbs"
resources:
requests:
storage: 10Gi

o kind : #RiR StatefulSet FRAEEY,
» metadata : StatefulSet FYBFR. LabelEEXREE.
» metadata.annotations : X StatefulSet R9RR/MRBR , BlBITIZSEISETKE RIKIIMEEREEN .
« spec.template : StatefulSet EI2fY Pod AYFLIEIRECE .
« spec.volumeClaimTemplates : f2{tEli# PVC&PV AER,
EZSEIFETES Kubernetes StatefulSet B34,

BlJj%E StatefulSet

1. &% YAML 7~f5l , %% StatefulSet YAML T4,

2. % Kubectl , FHEZSERE, BEFHEBES® BT Kubect! EREERY.

3. HUTLAT#S | BllgE StatefulSet YAML 3244,

kubectl create -f StatefulSet YAML SJ{&EZFR

fign , BUE—NU4R S web.yaml |9 StatefulSet YAML 3244 , RIBATLA T &< -

kubectl create -f web.yaml

4. PUTLATa< |, WIECIEETRI.

kubectl get StatefulSet

RERMULATNER |, BIZRReIEZm.

NAME DESIRED CURRENT AGE
test 1 1 10s

B StatefulSet
PITLA T S , & StatefulSet BUFEFRAREEY,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}’
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StatefulSet BLATRFEHRAEREE

e OnDelete : BIAEFHRIE. ZEFRISTEEHT StatefulSet [5 , FEFaNMBIFRIAARY StatefulSet Pod A& BlIEHAY
StatefulSet Pod,

« RollingUpdate : 37§ Kubernetes 1.7aEShA. 1ZEFRIEEEFT StatefulSet #21%f5 , |HAY StatefulSet Pod
gl , HELURSEHAS B StatefulSet Pod ( Kubernetes 1.78(E=hRA ) .

BiE—
WITLAT®< | B StatefulSet,
kubect! edit StatefulSet/[name]
WAEERTEROEXIGIE , FENEEFNEREEFER. EoLABE LG ZEFMERR StatefulSet 244,
BiE=

PITUAT &< | BEffs e =miR&R.

kubectl patch statefulset <NAME> --type='json’' -p="[{"op": "replace”, "path": "/spec/template/spec/containe
rs/130618223492100096/image”, "value":" <newlmage>"}]'

FENREF StatefulSet RIRMESEUARZE | \WSEHHT , (NEHEREER.
SNEREEFTHY StatefulSet BIRMNEFHSHTRIREE , TFUTUU T SERENNRE

kubectl rollout status sts/<StatefulSet-name>

ffips: StatefulSet
PITLAT®S |, MiBR StatefulSet,

kubectl delete StatefulSet [NAME] --cascade=false

--cascade=false £#iF7~ Kubernetes {Xffif& StatefulSet , EAMIER{E( Pod. NZEMIER Pod , MIHITLA TS :

kubectl delete StatefulSet [NAME]

E% StatefulSet 18X E{Fr]&EH KubernetesgE 5183,
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11l

DaemonSet&1E

Eil)

DaemonSet TEATEEFERERNNEEIER |, HINTRAIEERE, DaemonSet (RIEFEFREEERS T m EI9iE1TiE
ER Pod., FrPRURINZISEREART , tESEBERE Pod | TRHEHEIRERES |, Pod ¥BE5IEIK,

UEJEEAESE

HbcE 7 Pod B9 nodeSelector & affinity £2% , DaemonSet EHEAY Pod EiZIRIEERIEENNIEE., HAREE Pod BY
nodeSelector 8 affinity 2 , NEERET A EEE Pod,

DaemonSet {=#| & #{FiE5|

632 DaemonSet

1. ZF TKE =4#l4,

2. EEMSMES , BE [SEE] | BN SEETE T,

3. REFECE DaemonSet BI5EF [ID/BFR] |, HARFRIEE DaemonSet RUSSEFEIE A,
4.7%8% [T1Eta#] > [DaemonSet] , ##A\"DaemonSet"{SERMA.

£82/ cls-ol9bzwtv YAMLEREEETR

DaemonSet

T

H
if
il

It

dl
=My
ok

'
.

default v Q o 3

5
1
i)

j

B Labels Selector IZ1T/EIEPod R e

[
o
iy
4

Deployment user001 k8s-app:user001. g k8s-app:user001. g 212 EiEE KEYAVL #i2
StatefulSet

DaemonSet

Job

CronJob

5. BT [FriE] | HN"FiEWorkload" TUH.
6. IRIESCPREK , IRE DaemonSet £, XESHEEWT :
o TEfaE®E : BEN.
o FPEATIE : RIESCERE SR TIERR.,
o 2B . 1%F "DaemonSet ( EBNEH LIE TP ) 7,
o SLEINAEE : IRIESCRRESK , 9 DaemonSet f9— Pod i§EB— S N AEHASE,
o B BENX.
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o R« IRIESERRFE R TR,
o FRIRA : IRIESLIRRREITIRS.

BERIESS (TKE)

o CPU/AITFRR®E! : AIHRIE Kubernetes BiRFRHI #TIRE CPU FMIRFRIRRESEE | RS SAMEITY.
o BRIRE  FRE "TIEER", "BETHS", "BITSH  'ARERKE" , "FR"'FSH

7. B [BIE#EWorkload] |, SSRiBIZE.

B3 DaemonSet

&3 YAML

1. B35 TKE i=HIA.

2. EEMSH=S |, BE [SEF] | NSRS T,

3. BEREEE YAML 195 [ID/&FR] |, EANFEH YAML RSEFSTETTH.
4. 15%3% [TEtaz] > [DaemonSet] , #N\"“DaemonSet" {2 A,

& £8/ cls-ol9bzwtv

EXE]

ol

DaemonSet
TREeE v R
BEZE
28 Labels Selector IETTHAEPodE R

Trems v

Deployment user001 k8s-app:user001. q... k8s-app:user001, q... 212

StatefulSet

DaemonSet

Job

CronJob

2B

EFEe SEvAVL B2

5. FZ=EFEH YAML §9 DaemonSet 17740 , B [4REYAML] |, #HEN"EHDaemonSet "TaH.

6. 7£"ExDaemonSet"TaH , 4wiE YAML , Bk [58k] | BIEJ&EET YAML,

EHE&
{1 Kubernetes 1.6 EShRA+37F DaemonSet iRENEFTIIAE.

1 EEEEENE  AEFEENREGEH DaemonSet RI&EF [ID/BFR] |, EAFEFRER DaemonSet RIS

DU
2. EREFEFREBGH DaemonSet 1774 , B [E#RE] .

HRIFTE : TCloudFinanceZone 2026/8/18 02:02:13
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& £/ cls-0l9bzwiv YAMLEIE S

EXEE

DaemonSet
T=EE v
vy SESE  default v Q o 1
2EZE
Z& Labels Selector E1I/HIEPodEE B
Tietas v
Deployment user001 k8s-app:user001. q...  kS8s-app:user001. g.. 212 EHEE [REYAML B2

StatefulSet
DaemonSet
Job

CronJob

3. 1 "R EHRG" N , RIELERELEFSN | RESH.

< RNEHRR

SFHA v
. AT A LSRR S ST RS S

EFEE 10 i
EREES

MaxUnavailable 1

SR A FRIPodEE

b=

£ user001

RE& ccr.ccs.tencentyun.com/ces-d  IEERE

FRERE (Tag) latest

4. B [5epk] | BIIEHRE.
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FEHPodElE
1. &% TKE 414,

2. EEMSHEES , B (8] | SENSHEE"TE.
3. EERRFEEIE , REFEEFNREA DaemonSet RIEEE ID , HNFFEFTPodECERI DaemonSet RISEEFEIER

EO

4. EEEFEHEBZR DaemonSet 174 |, B [E#FHPodiiE] .

& =B/ )
Deployment
e ploy!
e El -
SEE &
Treom as-test
Deployment
gce-stress
Statefulset

DaemonSet

Labels

k8s-app:as-test. qcloud:

k8s-app gec-stress, qclo

k8s-app:nginx, qcioud-a

5. £ EHPodECE " TNH , RIELIRERIELEFRLS , IRESHL.

<  EffiPodRlE

6. B [5epk] | BIAJEEHT Pod ECE.

WAL : TCloudFinanceZone

2026/8/18 02:02:13

BERIESS (TKE)

YAMLOEREER

2 default Q o 3
Selector infy/MABPodiRi Y
k8s-appas-test. qcioud-app:as-test ELGEE EFPoES SR B8 ¢
kBs-app.gcc-stress,  qcloud-app gc 17 EFEGEE BHPodRE EFEE BE v
K8s-app:nginX, qcloud-app:nginx 1” Ee o ET o s~
: 2. = 2. ZRRNEE & =1 FRESIISHNEE =EES 2
nginx2
ccryfm18-hg tcecioud fsphere  IEFIRE
request 025 limt 05 = request 256 limit 24 MiB
f /= AR, 55 R e RMES SRR
Limit 2 B SaEs B HR SESEE = S
BTV v PATH usrflocal/sbin-/usriocal/bin-/usr/sbin:fusr/bin:/sb b4
n-/nin
=h= v  NGINX_VERS 1.19.0 %
EEX v NJS_VERSIOt 041 %
BEV v  PKG_RELEAS  1-buster 4
FETE

% 141703t 8131
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BEHAEREE
1. &% TKE 414,
2. EEMSH=H | B [&ERF] | NSRS E M.

3. BEEFEEEF DaemonSet BY5EF [ID/BFR] |, BAGFEHIEEREE DaemonSet BYSEERFETENME.
4. EEEFHEERE 9 DaemonSet 179 , Bt [E2] > [EHEERE] | B FFEERI 'S0,

5. A'EHARRE EN , EHNTREERE , BE (5] .

Kubectl ##2{E DaemonSet $g35|
YAML 75=/51

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: fluentd-elasticsearch
namespace: kube-system
labels:
k8s-app: fluentd-logging
spec:
selector:
matchLabels:
name: fluentd-elasticsearch
template:
metadata:

labels:
name: fluentd-elasticsearch

spec:

tolerations:

- key: node-role.kubernetes.io/master
effect: NoSchedule

containers:

- name: fluentd-elasticsearch
image: k8s.gcr.io/fluentd-elasticsearch:1.20
resources:

limits:
memory: 200Mi
requests:
cpu: 100m
memory: 200Mi
volumeMounts:
- name: varlog
mountPath: /var/log
- name: varlibdockercontainers

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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mountPath: /var/lib/docker/containers
readOnly: true
terminationGracePeriodSeconds: 30
volumes:
- name: varlog
hostPath:
path: /var/log
- name: varlibdockercontainers
hostPath:
path: /var/lib/docker/containers

iE - LLEYAMLURBIS BT https://kubernetes.io/docs/concepts/workloads/controllers/daemonset , BIERTA]
SR ESR AR | (UETAY M BDaemonSetiIEH;,

« kind : #xi2 DaemonSet FRZEEY,
metadata : DaemonSet B9BFR. LabelEEAKREFE.
metadata.annotations : DaemonSet RIEI/MNRE , AIi@IdiZ5EgE TCloudFinanceZone TKE RYZR/MEIRRE
« spec.template : DaemonSet &I Pod HIFMIEIRECE.
EZOEE Kubernetes DaemonSet B 5344

Kubectl €lJZ DaemonSet

1. &% YAML 7~f3] , 1% StatefulSet YAML 3744,

2. T4 Kubectl , FHERERE, BIFFBIEESE BT Kubect! KR,

3. HYTLAT®S |, Qi DaemonSet YAML 3744,

kubectl create -f DaemonSet YAML 3Z{4&FR

fIgn , BUE—NSU4E A fluentd-elasticsearch.yaml ) StatefulSet YAML X4 , MHFATLA TS -

kubectl create -f fluentd-elasticsearch.yaml

4. JUTLATa< | BIEEIEE TR,

kubectl get DaemonSet

REIULATMER. | BIReUR.

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
frontend 0 0 0 0 0 app=frontend-node 16d
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Kubectl &3t DaemonSet
WITLAT < . & DaemonSet BUEFTHRRESEE,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

DaemonSet BLA TR EFTRAZEE :
e OnDelete : BRIAEFHREE. ZEFRISEEH DaemonSet [5 , EFaNIERIAEY DaemonSet Pod A& 632 HHY

DaemonSet Pod.,
« RollingUpdate : 3235 Kubernetes 1.6aEEhRA. ZEHRIEEEH DaemonSet #&iRf5 , IHAY DaemonSet Pod
BgIE , AELURANEFTD I BIEEHHY DaemonSet Pod,

BHiE—
HITLAT®< , E# DaemonSet,

kubectl edit DaemonSet/[name]
WAEERTFEROERIGIE , MENEEFINEFEEFER, SoLABE L5 AE#MERAY DaemonSet 24,

BiEZ
PITIAT®S | EFEER SRR,

kubectl set image ds/[daemonset-name][container-name]=[container-new-image]
N REF DaemonSet (UEMMSEAE , WHEEHRR , (NEHDSSERE.

Kubect! [B];8 DaemonSet
1. 1T TS , &2F DaemonSet BIEFHE.

kubectl rollout history daemonset /[name]

2. TATES  BEEEERAFS.

kubectl rollout history daemonset /[name] --revision=[REVISION]

3. FUTLAT &< | BEIREIRI— R,

kubectl rollout undo daemonset /[name]
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IFIEERIRRAS |, THITLLT &<,

kubectl rollout undo daemonset /[name] --to-revision=[REVISION]

Kubect!| #if& DaemonSet
PITLLT®< | MR DaemonSet,

kubectl delete DaemonSet [NAME]

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 1453t 8131



@ AT TCE BERS (TKE)

Job&TE

T

Eil)

Job $=HIEE 2Bl 1-N 4 Pod , IX£ Pod ZERIZ(TAINNETT , EEETER. Job AIRTHENE. MESHFHR. B
TREESMTRE. FTE. ERRBFHEUZIAK,

Job {T5ERkfE . AEEIEHTRY Pod , BASMIBR Pod , f&A]7E "AE" HEEBCS5MKAY Pod FIAE. WNREMERT Job
Job EliZAY Pod thRERIHMIER , HEEAZZ Job €2 Pod RIE.

Job =HlEEIFESI

el Job
1. &5 TKE #5418,
2. mEMISH = |, BB [&EF] | #N'SEFEE TUH.
3. BTERFECE Job AYEERE [ID/AFR] |, HNFEIEE Job FUERFSIENME.
4. %3 [T1EfAE] > [Job) , HN"Job"{ZEIME.

€& £/ cls-0l9bzwtv YAMLBIEZR

EE

it
¢

|4=

-
=e

di

I

BEZHE B Labels Selector HOE EERE B
Tiems v - _—
job-test k8s-app:job-test. . controller-uid:0e67. 1 1 EREYAML 2

Deployment
StatefulSet

DaemonSet

CronJob

5.8 [FiE] |, #N"FiEWorkload TamE.
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& BAETCE

&« $#EWorkload

THEREE

=R

e

wBEZHE

ESic)

JobiZE

#WEE (A

ERRERE

ETERRE

WAL : TCloudFinanceZone

B\ Workload R

BR63I1NFE, HEad\SF8. SFRoRE(-

e
B
an

default v

. Deployment (E]% E&IEEEPod)
. DaemonSet (EENEH EiETPod)
| StatefulSet (BRZTEIETPod)
() CronJob (3ZZBCronfTitRIERHET)

O Job (BREE)
EEXH O 1
HOE® 1
ESVES =5 OnFailure v
@®
BEEEE

dﬂ]

"), BUALVNSFEITL, BFavNSFEE

BE ﬂéd\%?ﬁ BFRHEFEC-), BEBVRAUNSFEFL, SFISFELEE

BEIRSS (TKE)

AEZRMEFE, BesETER. FRESNIEE. JEFFENFS. BB, PVC, Secret, AEERIISHNETESP. FEESIe

2R BRAEREEM
BE6FE, HeEas)\SFE. HFRSRE(-). BAEUSESTLEEE
HE EERE
RUSRRE
(Tag)
CPUIRFRS CPUFRH RFRE
request 025 - limit 05 #  request 256 - Ilimit 1024 MiB
RequestB TS EEE, SERTIT Sia arequestiT =R EREERN SESHEEN.
LimtETF 2S8R EEEENEA LR BREEHN Mo o miR et £,
MNETFE @ 37i8%E 3|FConfigMap/Secret
ZERHEESINSTFE. HFR ML, FEFSEUSFTL
ErafrE

S WorkloadIBseris, BREMREREERILIEBT @M YAMLAIAZUHTIEYR

Bl Workload g

2026/8/18 02:02:13
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6. IRIBSCRRESK |, 1IRE Job 8%, XBESHEENT :
o TEfaE®E : BEN.
o FpRTE : RIESCERE SR TIERR.,
o KA ¥EIR “Job ( BUR{ES ) ",
o JobiRE : HRIBRLFRFEK , 5 Job B9—1 Pod BEB— N HES N A ENEEE.
» EEREL : IRE Job BB Pod EEESHITAIREL
= FTE 188 Job F{THITHY Pod 12,
= KIMEEHE : 88 Pod TARERERNENESRE.
= 558%F Never : 1FEEH2E . HE Pod THEAESEL.
= 3% OnFailure : Pod 4451517 , BESEEHBH.
o SLEIRZSEE : IRIBESCRREK , 9 Job l9— Pod RE— M ES M ARIIEEE.
» B BEN.
» BR  RIESCIRE SR TIERR,
» BIRIRA : tRIELR R K TIES.
= CPU/MITFBRS) : AIHRYE Kubernetes BRBRS #{TiRE CPU MINFHIRHITEE |, iRmShIfILTHE,
s BRISE  NRE "TIEER", "BTwd", "BIIEH , 'BRERNE" , "R S5
7. B8F [BIiEWorkload] |, Rk,

BE Job k&

1. B TKE =Hl4,

2. EEMSHES , Bd (58] | SN SHEE .

3. BEFRETE Job WSHIEEE (ID/BFR] |, EAFEE Job IKSHISHFEIETAL
43568 [T{FRz] > [Job]l , #A"Job 2 H.

P

&=

= ! =E=E v ¢

BEZE B Labels Selector HOE BEERE 24
TiERE v ) . . = -

job-test k8s-app:job-test, controller-uid:0e67. 1 1 SBEYAML e
Deployment

StatefulSet

DaemonSet

CronJob

5. BERETEISH Job BFR , BIAJEE Job 5.

fiflpx Job
Job HTRE | ABEIZEHRY Pod , tBARRMIBR Pod , &AIE [HE] HEEFCSTMAAY Pod FEE. WMEREHIRT
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Job , Job 8IERY Pod tESREIRI#MIER | BEEFENZ Job BIER Pod BIAE.

Kubect! #{E Job 155|
YAML 7431

apiVersion: batch/vl
kind: Job
metadata:
name: pi
spec:
completions: 2
parallelism: 2
template:
spec:
containers:
- name: pi
image: perl
command: ["perl”, "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: Never
backoffLimit: 4

o kind : #xiR Job iR,

o metadata : Job FIEFR. LabelEFEANEA.

 metadata.annotations : Job BIEI/M5ER , FIEIdiZ&44i8E TCloudFinanceZone TKE AIEI/MESRRES.
e spec.completions : Job ETEAY Pod EEHUTIREL.

« spec.parallelism : Job H17#147AY Pod %4,

* spec.template : Job EAY Pod AYIFMIRIRECE .

Bl Job
1. &% YAML 7=l , ifEg& Job YAML 3214,
2. % Kubect! , FHiZEfzEERs.
3. Bl Job YAML XZf4,

kubect| create -f Job YAML {4 FR

fn , BlE—NX4RJ9 piyaml B9 Job YAML 324, NIHATLA TR -
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kubectl create -f pi.yaml

4. JUTLATa< | BIEEIEE ST,

kubectl get job

REIULATMER. | IR,

NAME  DESIRED SUCCESSFUL AGE
job 1 0 1m

flEs Job
PITLL TS, Bk Job,

kubectl delete job [NAME]
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T

CronJob&1E

Y e
vy

BERIESS (TKE)

—* CronJob J$5E(UT crontab ( cron table ) XAHRI—1T, EARTEIEERNTUEKIEEEEIT— Job.

Cron #&=(IBEENT :

# ST
# —38 (0-59)

#| /NBF (0 - 23)
#|| —H (1-31)

#||| —B (1-12)

#|||| —2H3(0-7, E8AH=0847 )
#|]1]]

#*****

CronJob #=HI&12(FE5|

8l%& CronJob

1. &5 TKE #4518,

2. FEMISHES , B [5E] | 3N SRFEE T,

3. BEFELIR CronJob RISEF [ID/&FR] | HAFEIE Cron)ob RYSEFEIENE.

4.1%#%F [TfFazk] > [CronJob] , #N"CronJob"{ZERME.

€ £5/ cls-ol9bzwty

CronJob

BEEE B WATHRREE

cronjob-test A Bl

Deployment
StatefulSet
DaemonSet

Job

CronJob

5. 8% [FhE] , #N'FEEWorkload"TaMH,

WAL : TCloudFinanceZone

4 default v

HIE EERE

1 1

2026/8/18 02:02:13

YAMLBIEZHE

A
=

|EYAML k2
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&« FmEWorkload
TERES 548\ WorkloadZFR
BEMTFE, Hetas/\S=8. HFRSRE(-), BXALVNSFETL, HF\SFELEE
R FRAERAEE, ANBI10000NF:F
== k8s-app =| Value
HIETE

R \S58. BFRHERC-), BXAUNSFETL, BFWISFELE

BEZR default v
== . Deployment (A]# E&I2EEPod)
() DaemonSet (&N EH. BETPod)
() StatefulSet (BREERETPod)
O CronJob (3Z3BCronfditRIERHET)
1 Job (BRIEE)
HATERE BEARTESRE, W command to ex
JobiZE
ESHO 1
HOEO® 1

EMERERE OnFailure v
@

mEE (A AnEE
AERRUEE, BasasTiEE. ZESNIEE. JEFENFS. BEW. PVC. Secret, AEERIISHNETES . FHEESIe

=HRERE
BEMNFER, B\ SFE. HFRSRE(-). BASEUSERTLESER
RE& TERE
RERE
(Tag)
CPUIRFRS CPURRH RFRE
request 025 - Ilimt 05 # request 256 - limit 1024 MiB
RequestF TS EEE, SEPT iR ArequestiTE RN EREEN SEL0IB5W.
LimtE T 2S8R EREENEA LR BRREEN M aaRsadE.
METE O #IEZEE S| ConfigMap/Secret
FESHRESISEFE. HFR ML, FE SEUSFTL
SraRrE
= WorkloadBseris, BENREEE ST ERYAMLAISZURTER
EINERE
ErERrE

BiEWorkload g
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6. IR{ELFRESK , i8S CronJob 8%, FESHEEUT :
o TEfaE®E : BEN.
o FPRTIE | RIESCERE SR TIERR.,
o ZEAY . 18 "CronJob ( #ZRRCronRIiHRIERNEIT ) .
o HTHREE : 1RIE Cron VIR B(ESHIERBHITRRS.
o Jobig&
« EEREN : Job BN Pod EEESHITHIREL
= H4TE : Job FTIITH Pod £E.
» KIMEEHEE | Pod TRSEREELENESHRE.
= Never : REFARRE . HZE Pod THTERRRIEL.
= OnFailure : Pod $48151T , RESEEFBE0.
o SERINZSEE : HRIBSCRRESK , 9 CronJob B9— Pod i8B— S Z M FENALE,
» B BENX.
» BR  RIESCIRE SR TR,
» BRI : tRIELR R K TIES.
= CPU/II7EBRE] : AJHRIE Kubernetes FiFFRS #7188 CPU FINFHIRESTE |, 2= SHYETME.
» BRIRE  NRE "TEER", BT, "SI "SRERNE" , "R EFSH.
7. g [BIEEWorkload) |, SERkEIEE,

&3 CronJob

FEifPodflE
1. B3 TKE i=HIA.
2. EEMISHv=+ , Bd [&FF] | HEN'SEFEE A,
3. EEEFEENH , PHREEEMREM CronJob RIEEEE ID , EARFERPodECERY CronJob RISEEFETENMA.
4. EEEFHIRGA Cronlob 179, Btk [E#fPodEE] .
5. &"EFPodEE ' TNH , IRIBLIFRKENEH AL , IRESHL.
6. BF [5Tpk] | BIRJEEHT Pod ECE.

ERTEE RS
1. &5 TKE 418,
2. mAMSHES , B [5EF] | HN"SEFETE TN,
3. BEHEREEEH CronJob RIEEEE [ID/EBFR] |, HANGFEFIAESRME CronJob RISEEFETETIH,
4. EREFHREER /9 CronJob 177, B2 [E£] > [EFAEREE] | Al EfmAERE 80,
5. =" EFAERS B0 , BT ARESRE  2E (T .
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&HE CronJob RZE&

1. &R TKE &=HIA.

2. EEMSH=S , BE [SEF] | N SEEE T,

3. BHEEFEEEE CronJob KEHEEE [ID/BFR] |, HANFEE CronJob IRSRIEEFSTETIH.
4. %8 [ITfER#E] > [CronJob] , #A"CronJob"EEMHE. M FEFS :

& £/ cls-0l9bzwiv YAMLAE S

CronJob

di
0y H
ofF it

o

i
1K
5]
1)
iy
3
=
=
i
=
H
=1
o
e
i
>T
))§
]
o

[{ERE v =

|
o
l;l
[=]
=
=)
i
i
=
’:
.
1

Deployment
StatefulSet
DaemonSet

Job

5. BEEEBEEINSH CronJob BFR , BIEJEZE CronJob #15.

Kubect! £2/E CronJob 353
YAML 7=/

apiVersion: batch/vlbetal
kind: CronJob
metadata:
name: hello
spec:
schedule; "*/1 * * * *"
jobTemplate:
spec:
template:
spec:

containers:

- name: hello
image: busybox
args:

- /bin/sh
- -C
- date; echo Hello from the Kubernetes cluster
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restartPolicy: OnFailure

kind: ¥xR CronJob #RiRSEEL.

metadata : CronJob F9BFR. Label EEAEE,

metadata.annotations : X4 CronJob AYER/MiBA , BlIEHIZEEKETCloudFinanceZone TKE R/ MEERE
« spec.schedule : CronJob #1789 Cron BIZRHES.

* specjobTemplate : Cron H117Y Job &R,

£l#& CronJob

73—
1. 2% YAML 7=~f5] , ##& CronJob YAML 314,
2. &%t Kubect! , FHERERT,
3. PUTLATER< | Bl CronJob YAML 3214,

kubectl create -f CronJob YAML 34 FR

flgn , lE—ANIUEFEF cronjob.yaml f9 CronJob YAML 3244 , MIHATLAT @<

kubectl create -f cronjob.yaml

AiEZ

1. @I H4T kubect! run @5< |, HRIEBIZE— CronJob,
fFlEn |, REEIFE— I AEESZEEEFEM CronJob , WHITLATHS -

kubectl run hello --schedule="*/1 * * * *" —-restart=OnFailure --image=busybox -- /bin/sh -c "date; ec
ho Hello"

2. JTLATES | IR RS,

kubectl get cronjob [NAME]

REULATMER | BRI eger.
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NAME  SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
cronjob ***** False 0 <none> 15s

HBg CronJob
o HITIEMIBR A <RET , BRIARSFEEELIER Job , BUHITIZBSIGEIETFECIZEER Job,
o FUTILMIRR ST , 2EIERY Job FIETMAY Job AR IR,
o WNZEMIBR CronJob BlI5EAY Job , iBEFaNER.

PITLAL TS | flB& CronJob,

kubectl delete cronjob [NAME]
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I8 TERERIRIRRS

B3k (Request ) 55 PR ( Limit )

Request : BesERNIR/N\ARHX , (FATREARNTRSDEIAKE. RESTRETSERRE >= B68

TS REAT A RIS R BSEEZRIZT A, (B Request SHIARIREIA SIS A R FAEIRE,
Limit : ZNESREFERANEREAE.
15288 :

EZ Limit #1 Request 2848 , B BEIFS.

CPU PRiliAA

CPU &RAIFRE CPU iE3KF0 CPU [RHEIFIERIRE , LI (U ) ABEAL, RiFA/NEL
WdBA :

o CPU Request {E/9ARERIRIIE , TEEIRITNZERET R 0B CPU ERRIR . #9 "EHE CPU”
« CPU Limit fRiIZ=s CPU SFIRRI LR , FMRERTAEPRE ( CPU Limit >= CPU Request ) ,

RFBR®1EH

AERBERATFRFISSHZRAFERNEFEZ. LA MiB A8, FeiF /L.
WBA :

» N7F Request {ERRERINKIE | OB NZBR[NED R LDERE , A "ENRNE BiR.
s AERBRARBERE. ST LMEREFERNGFITEEN , 77 OOM XK., EAZE Limit
BJ . BATA Limit = Request , {RIERSHIIERIE(E.
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CPU =& CPU (£

 CPU EFRENEIHE , FSEAMERR CPU AIERIZEL , CPU RIRISKI CPU RIFIRFIRIFIMTKIEERE
CPU {£RE.
 CPU fERZMIEXTE , T~ CPU BIERES CPU BZAGHE (SEST R LR CPU Z8H9tHE ) «

(e~

—MEERAYRIEBE Request 0 Limit R9/ER , MIXEERFEIELA 4U4G TR, ELEE/IRA Pod (Podl
Pod2) , &4 Pod RUZEIRIZE /Y ( CPU Request , CPU Limit , Memory Request , Memory Limit) = (1U,
2U,1G,1G). (1.0G = 1000MiB)

TRLE CPU NN SIRERBE R TEF

CPU fF S M. N T B
{ " HF4E
— PAEERE
ks
O
[ |

E£5ERI CPU &iFA : 1U (98 Podl) + 1U (5ECE Pod2) = 2U , RIRATLASDECHY CPU HiFA2U,
EENEHNREFRIES : 1G (HE Podl) + 1G (9EE Pod2) = 2G, FIRAILASDBEHIRNEFRIFE2G,

FrLAZ T RRTLABEBE — (CPU Request, Memory Request) =(2U , 2G )Y Pod &% , si&ETRE21 (CPU
Request , Memory Request) = (1U, 1G) A9 Pod ZpE.

ERIFRG7SE , 4 Podl # Pod2 #ERARIRERI LR (2U, 1G) , BERIRZ=HAIES T | Pod £/ CPU K&
RABEIAFI2U,
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RS RIRPRHIHES

TKE SRS LIS S S ERAIH PR Request 5 Limit (B , (FREEFESFRIEHNEEEINFRNET , X
KR/ NHIFEREE,

WEEE

BNEASNHEE7TREaIBR[ER o RAIGE  FHLAR DSBS %HERELEHREETFN Request
Limit 3 Request AY2{Z,

Request = Percentile(SEfRrfa#Ek[7d],0.95)
Limit = Request * 2

WRHBINEAREE ( SLPrfaE ) MREEFITENREE X , HIISENYT KEARETE |, SXEmtE. 4l
a0, XiFERf5% tag , namespace , serviceName FEifiksct. LI ZRITEERFEREERIBRVE , WHEFER

=,
HEFERT

EFEREREF , BeRIEHDEELTHEFZNER | vTeeETFLATLIER
1. BEIUEHAHRITENT K , RINFEFTENELREE ( Lhrfd ) KF14401 , BIE—XRRVEUE.
2. EFE/NTFEEIRRELEER Request 2 & Limit,
WihA
1. AFHEZFERRERRREKITEN | R L , SR GsTELISHRTEE | HEFEWER.
2. FREFENEIRS , TSR NERREACENSSTARAEMN. FERERN , A SaIEEFNRIRE

pEN
3EEFEREINE , BaILURIER S SBSAYPRE AR AT EE,
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BERIESS (TKE)

2 AT TCE

& TESRERYEERN
Eivly

BIIRETFRHTERRENEREMN , EEZTIFRIETH Pod EEHAITRERE. FEUTHASS

* 1§ Pod IE{T7EIEERI TR L.

* 1§ Pod TR —ERE ({EAEILUETAK. NEFEY ) P~=LE.

* & Pod S2THEIT R E (B ER— , FFEFMHRI Pod FIHEE ) .

{EFE7E
RIBSM

o RETFRHBERRETIERMN . BERRT Kubernetes IRAVEL 7LA ERIRRAS.
o JIHHERIERT Pod BEBREMT) , IBHREGIREREREMNZNE , TREZSRNZRRTESRIIEE.

 ERBENEEINEN  FEATRIREXMN Label, FIEESN RET R Label,

REFEMN
SNEREHIERRFR L 7TRER AR , MATLATE S TR i ERE AN,
ERTLARIESERRREK | WL AR SRE

« BETRAE : AIRELY (Pod ) ARZNEEMNIT R L, RETRIRE.

EEE O ==s=i3E EEVEEAN

ins-2rgdg2q7(tke_cls-osvocprp_worker)
ins-d32y9rni(tke_cls-osvocprp_worker)

ins-cimg57np(tke_cls-osvocprp_worker)

o BEXEEMRN : JEEXSES (Pod ) FEEMN , ILFECSLHIFRE.
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TRAESR EETSEE O SEWIEAU

BEXEEANS S TAMIERS
o SEGIHREERENY | FAEHENRBEFNESRM , WEEZRIA node, MNRRETRBEFRM  WEERW.
o REHBERFZM | BEMENRHEFMMESRM , WEERIRIA node, MRRETRBERM , NBETIERENE

BEMERMUBYRILARIZFEEMN , SRR ERFNS T -
e In : Label 9 value 7E7Z&h,
« Notln : Label B9 value ~EFIFEH,
o Exists : Label B9 key Z(E,
o DoesNotExits : Label B9 key ~F7E.
o Gt : Label FHEATFIZRIE ( FRFELTE ) .
o Lt : Label RYBE/NF7IFRIE ( FRFEBIE ) .

JRIEN A

RESHIEEMNEE BT T A Yaml Z| Kubernetes £28% , Kubernetes i Affinity and anti-affinity Hl%|&#48 Pod $&—
EMNBTERE, 8% Kubernetes iy Affinity and anti-affinity Hl&INEE] EEIFIE.
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B TFRENERGE

BERERAZET Kubernetes, Kubernetes ST =RHTRMIERN , FARERUERFIMSRIIRERRTS |
1TERIMNIIRAE.

fEREEZS

REEES LTS

o BRefFaiaE | BTRUERESTE  RUTHIT ps s EHEREEFE. NRERNFERERW |
EHSZERITERIRE. MRBHFNEEEEND WA TEHTERE.

o ARMAERE | BTRNSSRESESFFRGERFBER. fli0 , EFaIEHRIERKE , FEINHEE
EEEBRIIMBRRE MR E5e A BEIRHIRSS. RS , TR BRMENTHTVRERFHE | IAE
FrREEae. IRERIMERTERW , SHSFRERNI%ER. NRE[UMERENT , WSFF
XSz =RaIE.

EEREESI

TCP i R

TCP imOERMAYEIRAN T

TR TCP IBEIRGAES | SR EHAMHENNZ eSS TCP &k, NSREZRID , UEBRERINALTD , BRI
WL, EF TCP inORNS T | BB ER =R ITHRO.

BIgn , —1> redis &8 , ERIIRSIRORE 6379, HAXNZBR[EE T TCP iwmOHRN , FEERNmO7 6379 , 3B
AR EHAMEIXZ A 8800 6379 in[IAte TCP &, WNSRERERT | IERERRTD , BNHGELRNL.

HTTP &3z

HTTP IEXIRNUZ I THRME HTTP/HTTPS IRSHISRS | ARtz A=A e HTTP/HTTPS GET 53K, 40
ER HTTP/HTTPS response IR[EIfB/ETF200 - 39955 , MERFRNIATD . BNERNEM., (£ HTTP Sk tE
SRR IIRMIHOF] HTTP/HTTPS AOIEKESR,

fien , 124t HTTP BRSSAYESES | BRSSumO/8 80 , HTTP 1@EERIZA /health-check , BRASERFHAM NI S RA
#2 GET http://containerIP:80/health-check &3,

AT RE

PTaSIEER—MEARMEEST , ZANERAFEE— I SRANTRITRS | SRR ERRRIIT
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Zape. RBSHNRELERZO , 1B , BUEERK.
3T TCP umOERA 0 HTTP iEKEN |, #ALABS TSR ERSTUREN

o XJF TCP iwm RN , ATLAE—MEFRXIEEMIRO#HIT connect, 908 connect AT , BIZAIREIO , BRIR
[B]-1,

o XJF HTTP iEKERN , AJLAT—PMEAKIIEEEHIT woet FHGE response RUIRERS, g0 , wget
http://127.0.0.1:80/health-check ., #NERIREFSFE200 - 39985EE , MIAIRE] 0, FUIRME] -1,

ET= W

o MG REHTHIREFBESSNREEGEY  SUSEHAZEFTHITRE.

o WIRHITHIER S shell FIA , FeEERSEEMAMEANITHS | TEMLHIARERRERS. §I
N, BIAZR /data/scripts/health_check.sh , BBAERAHTIRSIOERT , I8ENERA sh/
data/scripts/health_check.sh .

EAHSH

7N

o [SHNEERT : BARD, IEERREME  ZSATTHRRN. G40 BHERIRERS , BBARBRIEERERREM5
WiaFra.

o [EIFRRTIE) : BAAIRD, IEEMEIGEAURER. HlAN , [ERRANENREMKL0 , BIASKEHSER10sIEE IR,

o IAAZEERT : BAAED, FEEf@ERmNAYEERIETE), XINE] TCP mRN. HTTP &R, FTomSteE=/M7
U, PBIFRT TCP IEESEATYE). HTTP &K MGERTBS RIS A T o S HIBRT R AL,

o REREIE : BADR. IEEREREEESNINZDRG  THESREREN. F1a0 , EREERERS , Uik
RERBEEEIRFNERL , DN R,

IR NREREEREEEERE | BMARREERERL  BRREMECERBHEMAT.

o MERRBIE - BAUX. IEERRGEESANSVRE  ZHESREMERN. HlN , MERSEEIREN
3, MIRBBRERHEELRIRERUEL , FINAER2AEERRY.
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B TFRERNZEITan SHISEN

A

BT EGER |, BEEIRERISELATRRMETHHE. ERANERT  BEIETHANGS |, IRE
REETMFENDORESRENIAME , BEEFEREILIT=1EE ¢

o T#EBSH (workingDir) : {IEE4AIMNIIEER,

« i51745% (command ) : BHEIBKEITHIIIRGS.

o OB (args) : ERA/IETHONSEL

T{FEZRER

workingDir , BMEEZRINNITEER. MRAFE , UEMEEE. WRBEE , NERAERsITHRIRIAE. MR
REPINRIRIEE WORKDIR , BEEFIGHRIEE , W workingDir BiAZA /",

LS EHYER

BF [FE)] | THEWMEE docker run dp$i&ELEITCloudFinanceZone B E3R5S.

Docker RSRGABFMEREEEIERTHIE | IRAMRHIETH OIS | BSBSEITREHIERHRHAENA
RS TIE52L. Docker [RETENHIFERA “Entrypoint” 1 “CMD", ¥{Ea]&%& Docker B Entrypoint 3588
CMD 48R,

NRIGEREIRSSHT | BE T RSHIETH OIS , BERFESBEREMENNEIAGS (Bl "Entrypoint” ]
“CMD") , HHWT :

#{% Entrypoint 1% CMD BENIETHS BHRINETEH REHIT
[Is] [/home] KiRE K& [Is / home]
[Is] [/home] [cd] RE [cd]

[Is] [/home] RRE [/data] [Is / data]
[Is] [/home] [cd] [/data] [cd / data]
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WA ¢
Docker entrypoint XN AESIRF =SS _LAIE1TE<S , Docker run B9 CMD S#XINAEIRSEH & LaE
728, AESNETEHET | EERRRSNETSHTMASE , B/ S5 m—(T.
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{£A TCR VisEfIn SRS =& eIZE TIFR
"

BIEmS

BREEERSEUREAREETHRIEREREMEER. WEHHES M. EHIERARNEWVRERER |
REEWRAIRSHERSITERS. BRTIAMRS | RWRSHFRREGTEAME. BittgBmEL. Helm
Chart f6&. WEZIGREHIEEE  FHEEEN SRHEERS.

RXNBINAERIRIRSS TKE b, EABSREERS TCR RIEENAEREGHITAARE.

ETlE =S

£ TCR RIEERIRABRGHITNAERER , BFRETHANESETE

o CHESHRRERSOEDIARSLS]. WEKREEE , i52% SIREIARSTA STrelE.
o IRFERFIKSHITIRF | 1B5%F RURERUIETA IBATAFIRSE F RSN SLAIRIR R,

BIFLE
EEEREE

Bl =(A

FEERY TCR RAVARSEFIATROAGRZE , BRABSHEEREEMEE. 155% ClEaR xR RHEmelE.
N an B[R ERMEEERAR , AL docker 96,

BIEREGEE (Fik)

BERGIEEERERNRGCENR | B5% (IRREOE KESHEE. REOESRERENPESENSHRE
BB, AL getting-started A,

Si=1:z]
Bid docker cli BkEMERGT R |, 5140 jenkins EXREERIMSLHIAR , ERGECEATE , BBt
2, TEIREIFOIE,
HEX RS
f&a@Id docker cli EREMBEGMAETER |, HI90 jenkins X B G EIEEHRECERN , A3LA docker cli 791, ttE
BRETFR—B LS Docker WIRSZEESIIEN , FHRFERIBDRINEPiRERE BEEEMNKIHERE B XA/ E)
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R EFLIEEEER.
1. 235 SRECLHIHIEEIE SREVERIES | FFT Docker Login,
2. BFRpINE | EREAMIE RIS REEUM DockerHub ESREX—MATHREGRA T,
A3ZLA DockerHub B75HY Nginx &R A6) , AT TEPRRIUTLUUTIES | BIAT#EEZERR. 515

demo-tcr, docker & getting-started (KRB IERLFREIZERISLHIETR. BT HERIEGRCES.

docker tag getting-started:latest demo-tcr.cloudcr.com/docker/getting-started:latest

docker push demo-tcr.cloudcr.com/docker/getting-started:latest

HEXRIN/E |, BIARHEEHIEN RECE H  FECERHNFBRHES.

BcE TKE &&+i318) TCR L)

TCR RMVARSEGISIFMERIEES] | BUABLEEBARIRAIINGRIAIE. ERIRIE TKE SSEHAUNSEE | IRET 2R
MIKIGRISESESI , HENAESHG. & TKE £EES TCR LAEPEER b, , BB AMIEES RIS EE
& RFAREEE | ATORMRERE.

{£F TCR ¥ RAMHTREEE ( #7F)
1. BERERRSEHG | EEREMSA=hrIET.
2. (EEEFETHTUE |, IGREEE ID , HEANERHFIBIN.
3. IEFAMRS=PNEHETE | AAMEENESERE.

4. e AMEE NI AL TCR B,

il
B0 TCR AP RSIRF K8S MRS > 1.12 RYSERT | ANEERHRAEASSS  BRAFHEES , 3tk
EERFRRAS.

o BEFEEEFIE 7T RANTIREREC SR,
o RRSHEETIRECER M.
£ TCR A 2HIRENH , SEEEFBPINENEGERES , KERXSH.
o RERSLH : R SEERFRIMIRAT TCR SLA,
o RENINEE : AIRARKIAEE.
o RMIRIECE : BIEEINRE , £ TCR SLERASERIFRE VPC B EIETE . SEAT R RRILA
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TCR 3£, FEFRERAINEE. BT TCR MIEAHFINEEMKELT PrivateDNS |, HSRISEFTEIE RS
#¥ PrivateDNS 7/ , RIfEAATESSIIAMIGE, WARRIGAEEPRETAEIRIESR" , 52% A
KiipEEEl , BoE TCR LS TKE SSEFFRAEFABIZS VPC RIRIRIGER.

5. BEHHEREIAAHEREFRE.

6. TEAEMHGRRE R TR , FHANERFREE TCR I RAN-
BHRETHE | SRS EERANREREIZREASLGIRIRERRIEE] , THREIMNCE.

FaECERMIEIRRIEEFEIE
1. BEEAMITIE

1. 8% NGNS , BB TCR SIS TKE SEFTERAVERLS VPC HIPIRSERS , TS BRI,
2. 40248 TCR SCPIFFEE AT RERINRHT | BI7E TKE SERE-RERRUE TCR OISR, BIREE
RSB | VeI TR

o BIEERIECE T R Host
el TKE " TIRSHEE LRY | GESRREARE TRENEE TBANTAS

echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

o NEBEHMEET R Host
EREHSITR , FHTIUATSS

" bash
echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

"172.21.17.69" & “demo.cloudcr.com’ i5E#5 9 ESChR{FE AR RIEHT IP & TCR SCHEE.

2. BeEpAEIE
1. 2ETCR - REAKSERE , KBRS RKSHIRAF SR ER.
2. (EEERAFIBT , iERAMK BCEEIE > Secret , ¥ Secret TWA,
£ Secret TNEIBEHEHNTEE Secret A , EELUTSE NRIHIEILE,
FESHERAT -
o Secret £ : 1%4% Dockercfg ((RIG G ELAIFEIL).,
o £ - AIEFE TAREIENGETEL,
o BIEBESS | HHS TCR LEIRSHAEA.
o AFA. B HE £¥1 ERXNARERERE,
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3. BBl SecretAIAER T k.

{£F TCR sSLAINE [ RGEIETFRA

1. EERAFERE | EEAMT(EfE> Deployment,
2. 7£ Deployment TREIEATHTEE,
3. 7 ***Deployment TTH , & LA TMEE I TIFRE.
FESHERUT Bt Hi5%ERE
o AT : GRS TALEEIENGETEL
o SLPINEES -
» BR  RESERR  HEESERRGRHE  BESSREERSEE , BIRIEEEEFEbE,. L
HIFIREGCRE.
» BIRRA  ERFRGE  RESERGRE  AEFERGERATRH , REFESFRZRGCE
BIENRA, EREEUEIAS latest,
o SRZIKIAEIL :
» SEORE TCRY BRAN | THELE.
SRR TCR ¥ RAM | IBRRINRGRREL , FhEE EE RS £2BHE TRIAEE
AT
4. STREMSEIRER |, Bt DeploymentiFBEIZ LIEREAVEEHE.
IBEMINS , BT Deployment WEIEEIZ LIFRERY " 1E17/HiEPod#E"H"1/1",
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S
B o aEEANRE

BIEnS

3L ( Pod ) Ba1 48R I08¢E ( Horizontal Pod Autoscaler , HPA ) aTLARIE B#RsLf] CPU FIRZRFIYEEISIREE
B. SEHEEN Pod 8., AX/NMEMTED TCloudFinanceZone 2R IREZ 124 S5CI Pod By &S,

T{ERIE

HPA E&EH<ER30M A= IEEHEEEEH Pod NISEIER , RAEIRIELRIEREUE. HREIASFLZISREIMEHT
8 | ITEEERIEARSIHAERIAE. SBHERIAESLRIRIAEA—EET , HPA £fit& Deployment ##17 Pod &l
AHEFE , NTAZEaERGENER.

LA CPU RIFZRAGI , BIRZAIG21NEAI , 33 CPU R ( SEHEIREUE ) 90% , BanffgaigEnIBHR CPU

60% , NIEFNEEELFIEER : 90% x 2/ 60% = 314,

NRAFIRE T Z 158 EREEIR . HPA KIESMER . DB BREIRE | BERXEHRTT BEEE.

ES_E

o MIEIRERNER S **CPU IR ( (5 Request ) **BF , MANEEEIRE CPU Request,

o RESIERENEERIE | FIMNRET0%EBSFINA , TAE30%RIRE.

o {R¥F Pod 71 Node f@FR (B Pod JUEEH ) ,

* (RIEABPIBEKIIAEIIETRETIT,

o HPA BB BRI A EET 2B — 1M 10%IKEEF. MNREKRITEER , HPA AAKEEEIAEE.
o WNERIRSEZFIRIAY Deployment.spec.replicas {890 , HPA AN ER.

o FNRXIEA Deployment FEIRFBESZ S HPA |, NIEIEER) HPA SERTERL , RIEMMISEEREY 5.

RS

CelEERr. KT OIRER  FFIFEN cliEsrs,
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EREPIR
FEEHT EE
LTRSS E .

B iR B LG EET
1. pFAEMSi=h (58] | HN"SRFEETUH.
2. BEHFECIRREARIERE ID , BENT(FR# Deployment 18R , i [FE] .

& IMBYH) / cls-ak5§8ine( test)

Deployment
BTAL
meea [ - | = | o8 oo - Qo
BEZM
Ieeme
CERRRENENS sEmeass
StatefulSet

SCOUE =hEn O =3FH
BEESESM, WEHEHE HESEEZ 2
R R CPU v  CPUERER v &
it

i

o fRARES : BNRAEINRERIAVRIRIER. FHEBEN 5t
o SLRSEE : BRIESCRF R TIER | LOMESERENTEENEHET | AFaBHZREBE.

B HrE B shfegad

1. BFEAMSAHES (8] | #HNSEETETRmH.
2. BEREFECIRE(RYEAENSERT ID , BNT{ERE Deployment #1851 , &F [BonfH4E] .
3. f£"HorizontalPodAutoscaler"T3mE , Bd [FHZE] .

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 17104 8131



&) AT TCE BERS (TKE)

& WBUTH) 7 Cls YAMLERETE

HorizontalPodAutoscaler
=34}
DeER N | R | e default v Qo3
BETH
Teneg v =13 F*EDeployment RS BURHIE BARSIR B0

CEEHBEENTIELT , LRSS ESE

4. fE"FrEHPA'TUE |, fRIELATESR , ##4T HPA Ec&.

& HEHPA

2R
Ei< 7. HEEEa/ S8, ZFhoET ByRLVNSFETTL, HFVNEFESERE
wE=E default v
TYetadzEs deployment v
FER T EGRE SRS | EmE -
R SR
CPU v CPUERE v %

o BIR : MAECIERIEMNHIERAIRTR,

o BRTE  IBIRIESEIRFE R TR,

o TR | BIRIECIRFR R TIERE,

o REXT IR : FREAT | IBIRIESCIRR RIH TIRE,

o MUARRER | ENRAEINRERIAVSRIRIER | FEESI fEinl,

o SERSEE : BRIESCIRFEREIETIER | TOMESTRERTEENEHNAEAT | FaBHZREBE.
5. B [E#HPA] |, Sopk HPA RIBIE,
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&) AT TCE BERS (TKE)

Bid YAML 61z

1. BEAMSH=S [SFEF] | HNSEFEETE.
2. BEFECRMMEANSERE ID , A T{FHRE Deployment IFEX,
3. pEizmEA LA [YAMLEIERIR] .

Deployment
EXEE
. .
]
IEog v &6 Labels Selector ETT IR PodZe iR 2

Deployment T T s e o A . N SIS T e S
CEFORISENFIRNT | COILRMRESESE

StatefulSet

4. FE"YAMLEZER TUE , IRIESEIRRRRERS , BE (5ol | BIAJ#EE HPA .

B BT EEAN
ALABE LA T =75 HiRS B e Mnl.
BISEH Pod &

1. BFEAMSAES [SEEF] | HNSEEETE TUA.
2. IEEFFECR(RYEAENERT ID , BNT{ERE Deployment #1851 , B [EFPod#E] .

S

—— Deployment
TEEE v m e 22 default . Qo 3
BEZE
THRE v e Labels Selector IETIRBPod IY i 124
° 'v’--:rl’[j k8s-appiest, kBs-app:itest, qcloud mn

StatefulSet

DaemonSet

3. " EHPod B TH , RIELIRFERHTIRE , FrEaE [FEHHIHE] .
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O BATTCE RS (TKE)

¢  HEHPod¥E

1l
il
i
o
o
fi0

SRS FhEs Q saEn

BEEE, NEFETER (pod) NEEEEZR 2

FBIE T —

RS EERE CPU v CPUEHE v 05 #%
FSER
HFEE 1 ~ 2

o). EEEZaNRERE

BIIIEN Hpa BEcE

1. BEAMSAES [SEE] | HNSEFETE TUA.
2. IEFFECR(RYEENERT ID , BNT{ERE Deployment #1851 , B [Boh{h4E] .
3. &£"HorizontalPodAutoscaler " TuH , BEEEEFHACEAI HPA FrIEfTANIE [EXEE] .

& WMBM) / cls- YAMLSERERR

HorizontalPodAutoscaler
EEME
TRER v m SEZE  defaul v Qo3
S8=9
Toemes v =423 FBtDeployment T RS BUNEpEs BARHER B
bl testp testify CPU 5734k 0.54 1 2 ISEIEE | SEYAML S
B M

4. £ EFHpalic & TH , IRIESEIRR R TIRE | FHiT [(EHHpal .

IR : TCloudFinanceZone 2026/8/18 02:02:13 3 1747 813 |



& BRTTCE

& WEfHpaiils&

K
o

oAy
LR —

)

H

test1

default

Exdeployment test1 -
REZERRE
CPU v CPU =H&
HISHET
el 1 ~ 2
TEENEEREMET A2

Bid4miE YAML &3

L BFAMSHES (8] | BN SHEETE.
2. BEFRECIRRMRARISES ID |, iR (BaH4E] .

BERIESS (TKE)

3. f£"HorizontalPodAutoscaler T , FEIREEEHEEM HPA FrEfTAMNEY [FREYAML] .

& EBM) [ cls

HorizontalPodAutoscaler
E5EE
wEZE
THems v B XBtDeployment T
SeE testl testlf
B v

4. "B HorizontalPodAutoscaler"TaE , FRIESCiRGE K

WAL : TCloudFinanceZone 2026/8/18 02:02:13

YAMLEIERERR

BRSChIE  BASCHER BME

BHT9miE |, B (Sepk] BDAI,
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&) AT TCE BERS (TKE)

IEtReRE

BRI IRENES N Bl aEisini A,
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2 AT TCE

SpujLZEtantil)z

L) (Pod ) BiEHT 487088 ( Horizontal Pod Autoscaler , HPA ) RJLURIEBIRSLHI CPU FFZREYFEIESIEIR
By R, 48RERSH Pod 8. By Sk , IR e TIREMAISREELEE CPU f8tr. N7, 1#
2. MEF GPU H8XIER. st XESERERT LATEEEE YAML SU4-BIE2 4S8 HPA BYER , AXBGEHERE
YAML 324751,

BERIESS (TKE)

SpAEEAE=TR

BalfgEiEtnF Bl FR
Hep metricName HZERSHEEN , AIRFATRIVARN , ZBVUERS YAML SRS 20S,

CPU i8#R

i={ac =R

By

(EE ) CEE ) pad type  metricName EIAR(L

Pod £
. | %

CPU FAZ % CPU EFE Pods  k8s_pod_cpu_core_used ¥
Pod £4

CPU FIfA== CPU FR=Z

(5355) % - Pods k8s_pod_rate_cpu_core_used_node %
pdvd
Pod B9

CPU FIFE=xR CPU (£

(& % mgEN Pods  k8s_pod_rate_cpu_core_used_request %

Request ) Request {8
pdvd
Pod £
CPU FEHZE

| =

C(PE Tilriﬁit?) % gE Pods  k8s_pod_rate_cpu_core_used_limit %
Limit B2
nd

B
| -
TEAREA L #F type metricName BRABA(T

(EHE) (=HE)

WAL : TCloudFinanceZone
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rb AT TCE BERS (TKE)

1EIREFR =2ty) . . 1 e je

(e ) CEE ) = type  metricName BRIABR{T

EEERE KB/s Pod RIRRE S EER Pods  k8s_pod_fs_write_bytes  B/s

BEIERE KB/s Pod HUREERISEERER Pods  k8s_pod_fs_read_bytes B/s

. Pod MIEESEENEHE .
i IOPS " "
REEEIE N 89 10 3R Pods k8s_pod_fs_read_times NS
— Pod 1BEEE NERE L
35 [OPS " "
BEs N 89 10 3R Pods k8s_pod_fs_write_times WR/s
a2

1EIREFR =2liv) . . N

(Bmle)  (me) o type  metricName BRARAL
Pod O

R INGE Mbps yslEIE: Pods  k8s_pod_network_receive_bytes_bw Bps
ZH
Pod B9

MBS Mbps FaEEs Pods  k8s_pod_network_transmit_bytes_bw  Bps
2
Pod O

PILENE KB/s pal I Pods  k8s_pod_network_receive_bytes B/s
ZH
Pod B9

MEHRE KB/s HEiRE Pods  k8s_pod_network_transmit_bytes B/s
ZH
Pod FIN

MENEE ™s FREE Pods  k8s_pod_network_receive_packets Ns
2
Pod B9

MEHEE Ns e Pods  k8s_pod_network_transmit_packets Ns
ZH

NEF
| = .
EHTER UL & type metricName £ WIN:EL ]

(=HE) (=HlE)
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2 AT TCE

{=(ae =R
(#EHE)

NFERE

WFFERZ
(A2
Cache)

NEEZRIIEERS
(ATFR)

WNEFIAZR
(PR,

NIy

Cache)

REFIREZR
(&
Request )

REFRIAE=R
(&

Request , &~

B &Cache

RFEFIAZR
( &5 Limit)

REFI=ER
( & Limit,
N2
Cache)

GPU

{=(a =R

WAL : TCloudFinanceZone

By
(#EHE)

Mib

Mib

%

%

%

=2y

&t

Pod R7F
ERZ

Pod HF
f , A&

& Cache

Pod R%E
ERAG
node AJLL
1l

Pod R7E
ERAGS
node HILL
B, A=
Cache

Pod AfF
ER&S
Request
ALY

Pod AfF
ERAG
Request
AIEERY , A

4 Cache

Pod A&F
FA4
limit BYEL
4l

Pod WF
ARG
limit AYEL
B, A2
Cache

type

Pods

Pods

Pods

Pods

Pods

Pods

Pods

Pods

type

metricName

k8s_pod_mem_usage_bytes

k8s_pod_mem_no_cache_bytes

k8s_pod_rate_mem_usage_node

k8s_pod_rate_mem_no_cache_node

k8s_pod_rate_mem_usage_request

k8s_pod_rate_mem_no_cache_request

k8s_pod_rate_mem_usage_limit

k8s_pod_rate_mem_no_cache_limit

metricName

2026/8/18 02:02:13

BERIESS (TKE)

BOABRLL

%

%

%

%

%

%

BN
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rb AT TCE BERS (TKE)

(#EHE) (=HE)

Pod
GPU £ CUDA GPU {& Pods k8s_pod_gpu_used CUDA
= Core = Core
HRE
Pod
GPU HiE CUDA CUDA
P P k
= Core i;l Ef ods 8s_pod_gpu_request Core
1IBE
GPU FIF %P;_J e
(g % Pods k8s_pod_rate_gpu_used_request %
Request ) Request
BIEL
GPU FIF %P;J e
(gD % Pods k8s_pod_rate_gpu_used_node %
=) node B9
Ee 51
GPU 2‘;‘3}
memory Mib Pods  k8s_pod_gpu_memory_used_bytes B
R memory
2
GPU 2‘;‘3}
memory Mib Pods  k8s_pod_gpu_memory_request_bytes B
EEE memory
HigE
GPU GPU
memory memory
% R Pods k8s_pod_rate_gpu_memory_used_request %
FER (& R
Request ) equest
HIEL G
GPU GPU
memory memory
% ERL Pods k8s_pod_rate_gpu_memory_used_node %
FEER (4
) node B3
P Ee 51

B YAML Gl F14m%E HPA
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rb AT TCE BERS (TKE)

ERILAEID YAML XA B4R HPA . LINNECESHRIRA] |, i SUFEN T —5&FR example B9 HPA
CPU EFHEZ1RTfA HPA | SLARSENL - 2,

TKE EHFERARER Resource 28,

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:
name: example
namespace: default
labels:
gcloud-app: example
spec:
minReplicas: 1
maxReplicas: 2
metrics:
- type: Pods  # SZ3F{FH Resource
pods:
metricName: k8s_pod_cpu_core_used
targetAverageValue: "1"
scaleTargetRef:
apiVersion: apps/vlbeta2
kind: Deployment
name: nginx
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rb AT TCE BERS (TKE)

AR5

Service &SI

[pun

Y en
Eivlx

Service EEXif0l/Gi% Pod BUGIIERES , IRHEEREINAGE IP, &aJLUEIT Service taEgEtiha2ISinaY
Pod.
Service SZFFLATEE ¢

o KIiAIE) : f3EF Service AY Loadbalance #2= , HaffIEA M CLB, 2K IP sfE#5ABIEIFiRAY Pod,

o VPCHIMiFIa] : {8F8 Service By Loadbalance &z, , Bzt CLB, 18E
annotations:service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx , VPC A
MBEIEEIE AR IP BiEhinzlEimRY Pod,

o EEEEMITIA) - £ Service RY ClusterlP 1z, , BafiyEC Service MERFRY IP , BFEEEMIIE.

Service = &RFES|

EI=E AT

o BWEHEFBISAEF CVM SHE— CLB,

o BEINEARETR CLB I=HEBEER(E TKE B8 CLB,

- (FAEER CLB BY , TKE £B51E= CLB EBHGiE RS.

o TKE R BENBHEHZFR/ TKE_Dedicated_Listener fYIfres , EfttiRIres R EE.

BRREER
Service EATIAE
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rb AT TCE BERS (TKE)

|I.IJ.I

Ingress&E

Sk
by

Ingress RIFAHIRIEIEEEFA Service FIMINIRIES | ETLUBIIECERE &MN , SCIAR URL BJLAKRIZEISSEFAAR
[EHY Service,

AT Ingress BRIEHETIE , SERFVIET Ingress-controller, TKE [REBIEERNENAS R T EF fEiy@ss
DAY 17-lb-controller , 3245 HTTP, HTTPS , EAYtB3#F nginx-ingress K8 |, Ee] LMRIEEI S HEEXZEAR
AY Ingress 28,

Ingress &=Hl & FES|

£ll#E Ingress

1. &R TKE I=H&.
2. EEMSHiv=F |, BE (&KE] | ‘#)\"Eﬁimﬂ"ﬁﬁ
3. BB ESIE Ingress HIEEEF [ID/AFR] 50l Ingress FUSERFETETUAL
4. 35%8% [BRsS] > [Ingress] , #A"Ingress’ {E%ﬁﬁ,
5. 8% [FrE] |, #HN"FiElngress U@,
6. {RIESCFRESK , IRE Ingress 84), XBESHSEUT :
o IngressBR : BEN.
o MESER : BN "W |, IETRIESCPRE K TIERE,
o MBTE : RIELIREE RF TIRE,
o Wm0 : BRIAJ “Http:80" , BHRIBESLIRE R TR,
o HRECE : tRIELIRE RFH TIRE.
7. B8 [BlgEIngress] |, SEAkEIE.

E# Ingress

B YAML

R TKE =58,
2. EEMSAv= , B (58] | ‘#)\"Eﬁ‘““fi"ﬁﬁ
3. AEFEERH YAML py&EF [ID/BFR] | Erﬁ YAML ROSERFE TR,
4. %% [BRSZ] > [Ingress] , #HA' Ingress Ew
5. E=EE#H YAML §9 Ingress 174 , B [éﬁaEEYAM L] , B#EAE#H Ingress TS,
6. f£"EHIngress"TUE , 448 YAML , 883 [5Epk] |, BPRJEEHT YAML,
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rb AT TCE BERS (TKE)

B RN
1. ERESTETE , PHEESEH YAML f95EF (ID/ZFR] |, HANSEH YAML (IR STERA.
2,158 [BRS5] > [Ingress] , N "Ingress"{EE A
3. EREEHE AN Ingress 77 , BE [EFEAEE] |, N EFEARE TUH,
4. TRIESCIREESK | B REE | Bt (EFEAREE] | BDRITREN.

kubectl #2{E Ingress 55|
YAML 745

apiVersion: extensions/v1lbetal
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: qcloud ## ®Ji%(E : qcloud ( CLBZE&lingress ) , nginx ( nginx-ingress )
## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 2652 CLBERIANMingressEiEEZ5kannota
tion
name: my-ingress
namespace: default
spec:
rules:
- host: localhost
http:
paths:
- backend:
serviceName: non-service
servicePort: 65535
path: /

kind : #RiRIngressZRER,
metadata : Ingress B9BFR. LabelEFEAEE.
metadata.annotations: Ingress fYEWYMRER , AIBITIZSEURETKE FUEIMEIREE
spec.rules : Ingress RYARIN , BCEZMNFTCIERIRHRSS. ETRE20ERREHEH,. HREHIAKIA
BE. EELeNIEHERESE.
MERIEFERNET R LBKS | IR MBI ARSI FEEEEL TH annotations 1T :

o kubernetes.io/ingress.internetChargeType AMEEEITEELT |
TRAFFIC_POSTPAID_BY_HOUR ( #Z{fHimEitZ: ) , BANDWIDTH_POSTPAID_BY_HOUR ( #%
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rb AT TCE BERS (TKE)

iR ) .
o kubernetes.io/ingress.internetMaxBandwidthOut &35 LR , 52 : [1,2000] Mbps,
fign

metadata:
annotations:
kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

El#E Ingress
1. 2% YAML 7= , %% Ingress YAML 3U{4,
2. L% Kubectl , FHERERRY, BMEFBBESE B Kubect! 1EREET.
3. FUTLATER< , B Ingress YAML 314,

kubectl create -f Ingress YAML {433 %R

flan , BIEE—AN4 8 my-ingress.yaml B Ingress YAML 3244 |, MIHATLAT @S :

kubectl create -f my-ingress.yaml

4. PUTLAT < |, ke 2SR,

kubectl get ingress

IREIULATMER | BIREIEZAID.

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

B3 Ingress
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Z AT TCE BERS (TKE)

FiE—
PATLAT < , 5T Ingress,

kubectl edit ingress/[name]

BiE=

1. FafiBRIBRY Ingress,

2. WUTLAT < |, BB Ingress,

kubectl create/apply
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rb AT TCE BERS (TKE)

[Tl

Service &1
AR

Service EAHLS

FAF7E Kubernetes FaJLIERE S AES | HP—3fo 2@ HTTP, HTTPS thMIIMEE-CEMERS , B5—af%0
@Y TCP. UDP thildRMHIIEMEEARSS. M Kubernetes EXAY Service &R 2 AR EIEERFHIUEMSEAIR
$inia,

Kubernetes B9 ServiceTypes SSIFERE Service 258! , BRI\ ClusterIP 258!, ServiceTypes BIRIBUELARIT O
SN

AJEE 1548

BT EERIPER IP REIRSS. SEHIRS RAFEEERFREHRONERT | BEMZEE. %K

ClusterIP RINBRIARY ServiceType,
i R A IP RIS ( NodePort ) BREERSS. NodePort JRSS2L L)
ClusterIP g3 , i% ClusterIP fRSZ=BzEIEE, @FER <NodelP>:<NodePort> , BJA
o SEBEIISMEBIAIAZ NodePort fRSS. BT MMKIARIFEFFRBLIN | FEFEE ST EE

BEEFTRIIMNEEANRMIRS. N2 tER , ERZEESEEZRERNTR &%
REWE. BRANEHTRENSH. ARAERT , ERIZREEER MRS OIS
BURITETES.

{ERREIYERR , TR MESEANRERS. RiddERsILAERHE] NodePort fRSS | 5

L Bal
oadBalancer  u el VPC-CNI PRSI RRIR S,

ClusterIP #1 NodePort 28 Service , EARRRSZHSHEERERTITARIVEERE R MER. M
LoadBalancer 28417 Service , BT AT aRSHNRBIVERTIRSRE | RSHSBESHEAEIIERNEEIIR
HARRIEINDEE.

ARSS IR0
WRIE_ER ServiceTypes X , EAJLAERAERRIRSS TKE IRRILATIUAIRSSI5E)75
hHEGE Service 28! 15888
{s8A8 Service BY LoadBalancer &%, , 2K IP ATE#5025imEY Pod |, 1&F
T Web BIEZEAIBRSS .

BIETSRERIIRS EREFIMT BT B EEZE IP + IRSmOAIERSS | &
HRREYRSE + RSiROHARS.

LoadBalancer

>
x|
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rb AT TCE BERS (TKE)

HEAT Service 8! 1z

{s5F3 Service BY LoadBalancer 185 , 1§/ F## service.kubernetes.io/

gcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx , BIAJ@IS I
VPC A LoadBalancer 1P E5iAIEIRRAY Pod,

SUEESERERIIRSS SRR/ B Ry EE B e, IP + BRBZimEAIRS | &

HAEITRSE + RSImOEEIRS .

RN ENuRO RS RIERAEEA T |, S23F TCP, UDP, Ingress, aJFF

;g’mu NodePort WEES EE LB #%4% Node,

BIiETRERIRS T LABET =iRSSES IP + FinihiaiRS.

{5 Service B9 ClusterIP #&=;, , B4 EC Service INERFHY IP , HFE&EEEN
{NEBA ql P HA. BUEEXEFRSW MySQL aTLUSIRERENIAA , LURIEIRSS MLEER
51 uster B

BIESRERIIRS FTLABIEIRS & + IRSimCIEIAMRSS.

SREIIER NS

Service T{ERIE

ZNBEEEREAY Service Controller B4R Service BENEE. HBFAIE. (EXEMIER Service &iEAT.

B 158, Service Endpoints HIIZURT, BHSH/RENFERDR , BIHEFEXTAFH Service RFHITRIZ.
Service Controller 2{KERFF Service FRAVEABIENMAIREIIETR , FHETsREEmH#TRE. XA
FHIBREERF Service FRAT , BRI R AEIERIR.

Service &M EESTE

Service YMRFBAVBEIIKER T REIIEFHREMNZR , REFFESEHLE Service WEETEZ—. Service ®RIR
N4 ERS RS FERLITIRE

o tke-createdBy-flag = yes : tRRIZZFEEHERSCIE.

o tke-clusterld = <Clusterld> : fRIFIZEIRHH— Cluster FrfsSEFEAY.
o tke-lifecycle-owner = tke|user : #xiR CLB AUI=HINE TKE X2 F , INRER user , #FR Service BFIAS
[y AS LN
15288

o tke-createdBy-flag #1 tke-clusterld IXFMTEXTHFPRIE | BAZEEEEMIBRXLARES , BN
AIRESHRIRITRE.
o BRFERTEEREYE , W Service (REFERZGEHIYE  MASHIRZREITE.
o BRI tke-lifecycle-owner & user , S & FABIER: | WMIER Service B , A=MilbRi%
TEIIE,

24 LoadBalancer 358419 Service SERFRIFMREGIERT , XN REIIEIAEGEEEHM AL 7. EE Service FREMER
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&) AT TCE BERS (TKE)

EHERBIIEWEREN , EIENEGREIMERT. FELRRRIGEIDESIFEARIE Service FWFEAEAHITE
3£, YA Service BIMLRIAAAT , FI70R > Cluster IP, VPC IR > Cluster IP. Cluster IP Y#ap%{5
NEahEE , WRRERST RAREIIERIMRSER. **LoadBalancer 58! Service T{ERIEIN TR :

CLB

TKEEABEH
¢ + ;
NodePort NodePort NodePort S A S Sg SR Eaang aag e

v Kube Proxy y Kube Proxy y Kube Proxy Kube Proxy4{%
I Container Network ] - T
¥ = = ; T sums
Pod Pod Pod Pod Pod Pod df==——c e e = -
Node Node Node

Service FEEIN

o 50 ELEIEIEHIEF MR Service ATREXAY CLB 3L, thARBEFaniEX CLB RYECE , —1) CLB 18X
BREERRIE TKE 1T,

« Service B—1FER © .spec.externalTrafficPolicy , kube-proxy E7F spec.internalTrafficPolicy AR &Eid
EEEBNBERRSmR. SENERA Local it , RSEETDRAMRRS RS, JERIEIRS Cluster 5
TRERT , Kubernetes RIFEEBRIIRSS IR,
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rb AT TCE BERS (TKE)

Service EAINgE

EHeEEES|

Bz Service

1. ERBERSBIEHE | EEENSIZFRISEE.

2. (EEERTEIENE , BEEEQE Service R ID |, HNEREAEER,

3. %iEIRSS > Service , 1£ Service MEBATHE.

4. TEFEER Service IO , 1RIBSCPREESK , IRE Service 241, XESHEEWT :
o [REBER : BENX.
o METE : RIELIREKIF TR,
o IBANRE : i5SF RS 50H0ME #TIRE.
o Workload 4832 : 5|F—MF&/ Workload , Sl EBENMIFE |, 1% Service 2IRIEEE X AIRESIEFIA

BIXEARER) Workload,
5. AR BIEE Service , SERLEIE.

B Service
WiBg :

79B5LE Service TEHEARREIRY CLB RYAERIFERFIEE , HI40 : CLB AJRESMiE TKE (IEESHRIRTR , 5t
FTo LB HIINAY CLB SEARS M , TKE XF Service B4 Ap[EHARIZ B 7 a0 TFRH

1. ZIFRSSHEGNFAR LB 5SS AR LB i5ia)Z B E T,

2. EFRAK LB ipEey , ZIETIRAET VPC BRI, LUREMD VPC ; ZitfERdddEsrtiEatlEs
(ERERZEEETR.

3. EEEAR LB i5laRd , ZitfEREdd =B melZ SERERZAERIIE , ZE1ETHR LB FifEF
ZiN

4. iZEERCER , IR BES CLB,

5. ZIHESEAN FAEY CLB ZiBIRITIHE,
Hie=aIRLL EEE | BIESERE] | EeSizE. SEBLIETEK , TSR

6. SR IRSS LA SR ERIE R IR e ELim H31E,

7. BECENERISHEE.
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rb AT TCE BERS (TKE)

B E
1. BRABRRSEHE | SRS PRISEE.
2. EEREIETmE , PEER ID , BIAERHEANEER.
3. 1%EMRSS > Service , 1 Service TMEET Service ATEITAMIRIEFTLEIG .
4. EEIHBEANRE , REIRERHTHERE.
5. 1®E5TkiE , BEEFNARAIRIE,

mtg YAML
1. 5E12ARSS > Service , 7£ Service TWEET Service FiE{TAMIMIRIEYAML,
2. fEfRiEYam| T , IRIESCIRFEKIRIE YAML [5ERT5SmkRITT,

fHEg& Service

1. ERABBRBEHE | EBEREANSIEHR05EE.
2. FEHETETE , BEERF ID , HAEBHEANSER.
3. EEIRSS > Service , 7 Service TRHESETE Service FrETAMIBIMIER.

Kubectl| ##{E Service $g5|
YAML 75451

kind: Service
apiVersion: vl
metadata:
## annotations:
## service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx ###& 2 6FZ A MG
B8]89 Service FEFEEIZS: annotation
name: my-service
spec:
selector:
app: MyApp
ports:
- protocol: TCP
port: 80
targetPort: 9376
type: LoadBalancer

BR :
e kind : #1iH Service &EZE,

e metadata : Service 9ZFR. Label EEXE=E.
» metadata.annotations : Service BE/MAEE , ANEIHIZS IR BB IRSAORIMEREE
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* spec.selector : i Service RARBEIX BRSBTS | IBFREXLIREH Workload,
o spec.type : #7iR Service BI#IFIEA.
o ClusterlP : TEEERFAEPATIRSS , TR TERFRERAIA.
o NodePort : AT RBRORETEISi% Service , SERFIMTLUBIS T /m IP:NodePort (],
o LoadBalancer : FR=FEIRHANGEIIERATIRS | BIACIEAMGEIIE , $8%E annotations
Bl Tlk=ns]i R
o ExternalName : |ZIRSEZHETEI DNS |, {YiEHTF kube-dnsl. 7 EShRA,
Bll#E Service
1. £EYAML =5 , /&£ Service YAML 344,
2. % Kubectl , FHEZERE, BEFBEBSW @ Kubect! &R,

3. BITLAT®< |, B3 Service YAML 3244,

kubectl create -f Service YAML S4B FR

fgn , SIE—AN34E7 my-serviceyaml g9 Service YAML 304, MIHFUTLATE5<S

kubectl create -f my-service.yaml

4. PUTLAT < | Kk eI2 2SR,

kubectl get services

IREIULATMER | BIREIEZAID.

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIlP 172.16.255.1 <none> 443/TCP 38d

B3 Service

Fixl
PITLAT A< , B3 Service,

kubectl edit service/[name]

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 192m# 813



Z AT TCE BERS (TKE)

73i%2

1. FEIIERIBAY Service,

2. WTLAT S |, EFBlFE Service,

kubectl create/apply

IER Service
PUTLATES | MiBR Service,

kubectl delete service [NAME]
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Service REIIEFCE

TkeServiceConfig

TkeServiceConfig 2BeSIRFSIRMHEAIBENEIR CRD , 1Bid TkeServiceConfig BEMEHSBNEE RIEIECE
LoadBalancer 3584 Service , REEHESPHFHIIHIOZMECE.

ES2ERTES
Service YAML B9iF X TCIATE X MG EISEROSEFNTIES , FILAEIY TkeServiceConfig #1THELE.

FcE1RA
{53 TkeServiceConfig BEBES G R ITREIIEZRAVECE. 1BIT Service TR

service.finance.cloud.tencent.com/tke-service-config:<config-name> , eI S EBRECEFH M FEZE) Service

.
A

TkeServiceConfig BEEES Service b FE—HBE =,

TkeServiceConfig HFASBEEREEFHESNMNMIRD , BFEEEEPERMUF RO LEREERE T AR
88, £— TkeServiceConfig FAJLABRRSHIRITRECE , HRIEEH X AEINERRRIEEIUR S RinibaE
HECE,

BEEEMFIRD |, BCEREEHRERA ARSI ITES

« spec.loadBalancer.l4Listeners.protocol : PUEHY

 spec.loadBalancer.l4Listeners.port : Y0fimE

Service 5 TkeServiceConfig xEL{T /5

1. 8 Loadbalancer #&z Service i , iXEiFf# service.finance.cloud.tencent.com/tke-service-config-
auto: "true" , BBENEIEE -auto-service-config, EBEJLAEID service.finance.cloud.tencent.com/tke-
service-config: EHEERR1TEIER TkeServiceConfig, WNEEAAIRAIIEER , BEFaHEEMN <config-
name> AEELL -auto-service-config 5 -auto-ingress-config AE4X.

2. HhEan8E) TkeServiceConfig FELIREISATH -

o BB Service FFAT , FIEETIUEEITET , NRIZEITEEEEE AMNIZBIXINAY TkeServiceConfig
EeEHER. Service-Controller $&FE&7NN TkeServiceConfig IR HER.

o MHFRETFIUEMITESET , Service-controller tB{4IEERNMIBR TkeServiceConfig ITR HER.

o ffip& Service FiRRY , BXZxMIfR1Z TkeServiceConfig,

o FAFMEM Service BRIAAY TkeServiceConfig , TkeServiceConfig BRI # M FAZEIGEITE.
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3. BRI LASE 51 TkeServiceConfig ZEALESEBITRIEFEM CLB ELE | Service BidiEAE
service.finance.cloud.tencent.com/tke-service-config: 5|FiZECE.
4, BohimFanglzERil TkeServiceConfig FELLTESITH
o AL Service FRIIECE TARRT , ABIYEIE S RAIHITIRERD.
o HAFTE Service FIBRECEI RN , AEIIEBESFRIEAE.
o {&M TkeServiceConfig ECERT , 5IBIZELE Service FIREIIENSSIRIEFAY TkeServiceConfig #17
RERZL,
o Service RYMRITERARIKFININACERT , ZRITERIE A TIER.
o Service IRITRRHKEININECERT , BRCEFIRERHNEN | ZETREARIFHITIER.

TR E S

apiVersion: finance.cloud.tencent.com/vlalphal
kind: TkeServiceConfig
metadata:
name: sample # ECERIZTR
namespace: default # ECERIHEZE
spec:
loadBalancer:
[4Listeners: # PUEMNECE , 1I&FTFServicelN S Irs8ECE.
- protocol: TCP # #jilim1EEServiceRITUEAN, #IE , #28(E : TCP|UDP|TCP_SSL|QUIC,
port: 80 # WH , BII%(H : 1~65535,
deregisterTargetRst: true # %1H , f/R(E. XUE RST FF% , EBNIFEEEE! Service 2R , IFEIE Servi
ce BUERESEE NodePort 5% |, ANfGAN A RST oJBESEN NEERFT RigiEak Il 55T,
session: # RIERIFHEXEE. I&1E
enable: true # REHERIERT. ©E , /R(E
sessionExpireTime: 100 # SiH{RIFAIAGE], 5EE , BUAE : 30, BJE(E : 30~3600 , Bafi : D,
healthCheck: # &R0 EEXEE. EE
enable: true # EEHBRERIGE, ®IH , f/KE
checkType: "TCP" # {ERRIGETEEY, WEIH , M&4E : TCP|HTTP|CUSTOM ( {U&EFFTCP/UDPLLTES |
HAUDPIRITEE RZ#FCUSTOM ; tNRFEABENBRIQEIIRE , WE ) .
checkPort: 80 # fgRRteEIR , R, BANBRRSNRO , BRIFGFEIEERERO , BUIEINE
=, ({WEARFTCP/UDPIEIRES ) .
intervalTime: 10 # f2ERIQERNIEIFEATRE, EE , EBIME : 5, AIEE(E : 5~300 , 7 : 70,
healthNum: 2 # {@REIE , RIELERW URBRNFRNZEERIESE, EE , BOME : 3, °IEE : 2~
10, 827 : IR,
unHealthNum: 3 # ANMERREME , ZTrRIEERNURBRNFRRZEARRE. &8, BOAME : 3, ik
8:2~10, 87 : IR,
timeout: 10 # (@R ERIILNERTEYE , WAGER AR/ NFaEEiRetE, $BE , FOAE : 2, 7%
{8 :2~60, A1 : 7,
httpCode: 31 # fEERICEIRSAD |, EIE , BOAME : 31, °A%(E : 1~31, {(NERFHTTP/HTTPSEE AR
W, TCPIEMT=SAIHTTPERIGE AT, 1 FNRNUGERENE 1xx ARG , 2 FRE] 2xx AFRERE |, 4 7
IR[E] 3xx SFEMERER |, 8 FRE] 4xx KFRERE | 16 FRE] Sxx (KFRMER. BHESTREREDEIRFRERSR
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NE+E R B EEIN.
httpCheckPath: "/" # fZERIGEERR , EE, (WEBFTHTTP/HTTPSE AN, TCPUENTESAIHTTPiERRIG
=W
httpCheckDomain: "" # {#RRtCEIRE , BH, AN TCEIUEE ({(NERFHTTP/HTTPSE LRI,
TCPIAMT=RMIHTTPEZRIGE AN ) .
httpCheckMethod: "HEAD" # f2E0E7 % ((UERTFHTTP/HTTPSEE AN, TCPUSITSSHIHTTPHEES
wEA) , BME : HEAD , Bi%EHEADELGET,
httpVersion: "HTTP/1.1" # BENXIRUBXESE. BEREMNCheckTypefYEEHTTPE , wMEItF
B¢ KEREWIRSAIHTTPRRA : HTTP/1.0. HTTP/1.1; ({ERTFTCPENTRS ) .
sourcelpType: 0 # {EREICEHRNKIE, O(VIPAIRIP) 1(100.6491FIP), XtFiZtclbBIAMBEF1EREE
A1, FIEFBZUHICAbEINMER—RE , IfEclbizHEEEREEREEERIVIPIRNSG I | WEEBRIFAER
0, BUAI,
scheduler: WRR # &k & AECE. WRR, LEAST_CONN S 3IFRTNENERA. S/INERE. HE
548 : WRR|LEAST_CONN,
proxyProtocol:
enable: false # [SF ProxyProtocol , {X%$ TCP_SSL #1 QUIC #9534 , CLB BRiEFHEAZSEEA , B
AKX,

ANt

Deployment 7=fjl : jetty-deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: jetty
name: jetty-deployment
namespace: default
spec:
progressDeadlineSeconds: 600
replicas: 3
revisionHistoryLimit: 10
selector:
matchLabels:
app: jetty
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
creationTimestamp: null
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labels:
app: jetty

spec:

containers:

- image: jetty:9.4.27-jrell
imagePullPolicy: IfNotPresent
name: jetty
ports:

- containerPort: 80
protocol: TCP
- containerPort: 443
protocol: TCP
resources: {}
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File

dnsPolicy: ClusterFirst

restartPolicy: Always

schedulerName: default-scheduler

securityContext: {}

terminationGracePeriodSeconds: 30

Service 747l : jetty-service.yaml
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apiVersion: v1
kind: Service
metadata:
annotations:
service.finance.cloud.tencent.com/tke-service-config: jetty-service-config
# IEEC A tke-service-config
# service.finance.cloud.tencent.com/tke-service-config-auto: "true"
# BsheliE tke-service-config
name: jetty-service
namespace: default
spec:
ports:
- name: tcp-80-80
port: 80
protocol: TCP
targetPort: 80
- name: tcp-443-443
port: 443
protocol: TCP
targetPort: 443
selector:
app: jetty
type: LoadBalancer

ZrBIPEELUTEE

o Service 3/ M LoadBalancer 281, =BEE T TCP IRES , —ME80iw , — ME443im O,
o HT jetty-service-config faEigEHECE.

TkeServiceConfig 7~:f5 : jetty-service-config.yaml

apiVersion: finance.cloud.tencent.com/vlalphal
kind: TkeServiceConfig
metadata:
name: jetty-service-config
namespace: default
spec:
loadBalancer:
[4Listeners:
- protocol: TCP
port: 80
deregisterTargetRst: true
healthCheck:
enable: false
- protocol: TCP
port: 443
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session:
enable: true
sessionExpireTime: 3600

healthCheck:
enable: true
intervalTime: 10
healthNum: 2
unHealthNum: 2
timeout: 5

scheduler: WRR

Z B E SRS !
EFRA jetty-service-config , BEPIEISITEEACES , A TLATREREE :

1. 80iwMAY TCP WSS atficE. XIABEKNE.

2. 443K TCP eSSl E.
o FIFHEERINE |, REREERAZEA10s , REFEIR , NMERBEDR , #8aT5s,
o FIFSERIFIIEE | SIE(RISATEETEIRE3600s,
o BRRIREE N | IRINERIA.

kubectl EcEapS

$ kubectl apply -f jetty-deployment.yaml
$ kubectl apply -f jetty-service.yaml
$ kubectl apply -f jetty-service-config.yaml

$ kubectl get pods
NAME READY STATUS RESTARTS AGE

jetty-deployment-8694c44b4c-cxscn 1/1  Running 0 8m8s
jetty-deployment-8694c44b4c-mk285 1/1  Running 0 8m8s
jetty-deployment-8694c44b4c-rjrtm 1/1  Running O 8m8s

$ kubectl get service jetty-service
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
jetty LoadBalancer 10.127.255.209 150.158.220.237 80:31338/TCP443:32373/TCP 2mA47s

# KENTkeServiceConfigEt &E%Z&

$ kubectl get tkeserviceconfigs.finance.cloud.tencent.com
NAME AGE

jetty-service-config 52s

# BEHEK TkeServiceConfigft &
$ kubectl edit tkeserviceconfigs.finance.cloud.tencent.com jetty-service-config
tkeserviceconfig.finance.cloud.tencent.com/jetty-service-config edited
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2 AT TCE

Service {£FE%H CLB

BEERSS TKE Ef1&Bid service.kubernetes.io/tke-existed-Ibid: <LoadBalanceld> ;FfESCIUER B REIIER
INgE , EO{ERIZERHBEEERT Service TRKBAAIGEIIESLA, KIRMMT Service aEIYEHERAINEE , BMiEES
N Service FHE—EBREINE , B SEARGHITIRE.

(FREERESENELITA

o FREEREIYER , 1B Service FIMLEERINTFEREL.

* 24 Service FBFACEREIIER , iZ Service AT RMSITEESMIFR | ZREIIEIFRE.
MR ESOTERRT , SR IRITRRTRERHIEK. WMRAFESERITRETR , WAZEr2srI sEHAF e |
NHEITENMER.

* 9N5R Service BRIEEERABNEIZEIREIYE , BARENMNERCERATIIEER  2EEIRRED
BRI ARG RFREIL | Service NEERSSZABIIEHTRE., kR , WIRMBR Service IEFEERRY
EBRREIIERERR , Service Controller HIHER/1Z Service SR RABIIEFHHITRIL,

(EREBREIIGRLSIREITA

o BRABT , Service B8R CLB IYLHEE tke-createdBy-flag = yes #5% , Service &TEFHERRTIIBRRT R
RE. AEFAEE CLB , UAREEIZIRE , Service HEBAT B AR I N ES IR,

o FTS Service I94FEE tke-clusterld = #5& , % Clusterld IEHE , M Service STEHSERAMHIFRIT RIFRES,

o T202058 8 17 HitctIFEAIEEEE , BENAXKFIZ A Service EAER CLB RYTHEE. 1ZERARISEEEFA Service
BIEEH CLB inEEEMNTEBERIIFMES  15EN £ Service EF CLB,

pES=E T

« IEE(FERREIIE RIS TFE— VPC,
o BIRRENARUVSAI=RSE CVM WSHB—Madis.
o AXIFEERBIEEHISRIE TKE FrEBadddEninisflEingterIRsss , BRENSHE TKE N8
AL EE.
« (FFRREBERIREIIERT
o Service Controller AR RFZEB REIIEHIFEMSEI.
o (NZHHFEREE REIIEEFISENRAEIYERS | FAIFERH TKE BaitiENREIE , SBIRE
fttl Service GEIHEHIA T EHIEE.
o SHREIYE :
o AXIFEEHESRAEIYE.
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o IR EERS AR , EINERHNETREOEE  SNABIIETES Service ERT |, &

WETEEL.
o SRMHIIEIIRIIPRAS , FoHIEE. MREERPHINDPR |, BALIPRAIR==ERREE T
iRHRERIER,

o SRREIER Service RFFFE Local b8 ({EFEGEIDEIRE] ) |
o ffiB& Service , MEAREIIEHENRInEIRGZEEEERTHEY , ARISRE— tag tke-clusterld:

cls-xxxx , EB1TEE,

Service 7=~/5)

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/tke-existed-Ibid: [b-6swtxxxx
name: nginx-service
spec:
ports:
- name: 80-80-no
port: 80
protocol: TCP
targetPort: 80
selector:
app: nginx
type: LoadBalancer

WiAA
o service.kubernetes.io/tke-existed-lbid: Ib-6swtxxxx jEfEFRZ Service B{ER B REIIENFITHES
EO

o i5/FE Service fU3ER |, FiREN LoadBalancer 88!,

ERZRE T=H

ERE—i%OEE TCP 1 UDP RS

Kubernetes B757E Service BIRITHEBIRH : — Service TEEBENZ MNmOMMYLIER. BITSEET
MNAF , BER—NmORREE TCP f1 UDP RBAVER , SRS sIFER— 1 Nm O L EAT ST UDP
TCP ¥ , IWEESRETLAEID Service takigErES AR,

FIROLAT Service E2& , game-service #HARARN Service FIR , HIANANEIR T IBITAIMMUAINEARERE., B
A Service #PEIT HRISEFRATEREIIE Ib-6swixxxx , 18T kubectl LA F RN BEISERF , FEETLASSIT
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ER— M RESERNRO ER2ESHMAER.

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: Ib-6swtxxxx
name: game-service-a
spec:
ports:
- name: 80-80-tcp
port: 80
protocol: TCP
targetPort: 80
selector:
app: game
type: LoadBalancer
apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/tke-existed-Ibid: [b-6swtxxxx
name: game-service-b
spec:
ports:
- name: 80-80-udp
port: 80
protocol: UDP
targetPort: 80
selector:
app: game
type: LoadBalancer
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Service [FimigtiF

BN fSumie

EIABERT |, Service RECERBIENFIREISERF =M NodePort , S1TNE TKE IENEHHERD. HHEEEIE
EENBaEE  mENREIIEENEET— NodePort Zj5 , NodePort RB—IXHEHIEE—" Pod KimE¥ KT
. FERXBE Kubernetes E7SIRHAIREMAINBENEL R, W B

CLB
i\ TKERABEHF

(
NodePort NodePort NodePort —_mmm - - —
Kube Proxy

v Kube Proxy v Kube Proxy Kube Proxy4 {4

l Container Network ] — e

2y
¥ v T s

Pod Pod Pod Pod Pod Pod -l e

Node Node Node

TKE Service Controller BRARSELUT B RIEAGREINE R

 Master T ( AFIF Master TREEMERNENRE ) .

o TRRES NotReady ( TRAMEER) .
R
TKE Service Controller ATLAGBEIRZS Unschedulable B335, Unschedulable BT st a] LAVESS
BENAL , EARBHANETRZE 2B ERmNERBENRER K  MET Unschedulable Y
TREAAHEER | N EERR.

BSeatsr Al
TEIET;:)\)%E Vo

P F—LAHERARIERE | Service BIEIMEIIEHSER LV FREERT =Y NodePort {EARiR, IWIHSEFELL
TIaJRR :

» REIIERRIREEEHERS.
o REIIEHEIIE— NodePort HTIRERINE , FIERERIGEHSBEXREIEHRNITEREL.
LeRIArTEIS LA R ATV TR
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S AEERRAET |, APALUBID service kubernetes.io/qcloud-loadbalancer-backends-label
IBE—EPo TR TYBE. service.kubernetes.io/qcloud-loadbalancer-backends-label FIRBEE—Mx
BIEIERE , APILUBEAESRE R LR Label , A/G7E Service RIBIHIZEFHIARIIRES LIRSS |, 1GEIT
BB RIETHRE. RPMELTRIFEEHT  STRRESHSEEBEESE A BHRIEER |, Service
Controller XIRLZ NSRS ESE_ERIRIMNFiR.

e ¥ service.kubernetes.io/qcloud-loadbalancer-backends-label A9i%E#E282FIENENE AT RA0EHE | IR
FHRIRSGSEHIT |, SFESIRS . FRLLINEER , EEXNERFT =M Label B—EHEE,
o MERAEKRNTRHTEFETRESMA controller &3,

ERm=

AAMEEERF TR B

E—DARIRERET | #BE—MNEE—/ Pod RUNHAR. & Service BHTIRSZSRER , AEIYEISRIATERY
[5im NodePort BHTHZERIGE , IWRBREEBERENUKNABRAN. WTTLESERFET Label fEE—/
BOTRIENRR , EREREETRIES.

ANl

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/qcloud-loadbalancer-backends-label: "group=access-layer”
name: nginx-service
spec:
ports:
- name: 80-80-no
port: 80
protocol: TCP
targetPort: 80
selector:
app: nginx
type: LoadBalancer

ZRBB S TERS !

o HIRT — P AREEGEINERIRS RE.
« service.kubernetes.io/qcloud-loadbalancer-backends-label ;F#EEE T fGumikiRes , (SFERT AL
B group=access-layer Label T mASFAXNAEIIERIGiR.
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Service Local t&=

Kubernetes 124t7 Service %51t ExternalTrafficPolicy ., 2§ ExternalTrafficPolicy i&&79 Local Bt , ATLABESRIR
BT NAT AT RERVER , #DT NAT BEBEHESR IP 52/ T{RE. NodePort (Y& BREBE AZIZHEIT MY
Pod, Local tRE{4AF=80T :

A=W
o BT NAT 5T maiE A kAIERERk,
o MRS IHIREE TIBRIE IP,

5=
RETIEAZHRNT S , NodePort 57K HIRS.

EI=E T

o Service Local IR ASHEBT RIEEEES |, ATLL :
o IEAELE Service Local T , (EFRIEERNEGRAVEE
o IBAETE Service Local 2, , 7£ Node E{FF node.kubernetes.io/exclude-from-external-load-
balancers Label3XiZEfSimTs M.
o REHNEHNRLSEFEMERN. 3 Local FRNRS TIELEIHERION , TIERBENIBHANEFMR
R, AEHRNFREREL | EinRIIRS T seHIAT BRIER.
o (NERTHEERE. KABANS , FENEEFREPFEA.

5 : Service FF/F Local #% ( externalTrafficPolicy: Local )

apiVersion: vl
kind: Service
metadata:
name: nginx-service
spec:
externalTrafficPolicy: Local
ports:
- name: 80-80-no
port: 80
protocol: TCP
targetPort: 80
selector:
app: nginx
type: LoadBalancer

Local ERASRimiEsE
BRANERT . Y Service FFE Local BRZE |, BB ALV FERRET 589 NodePort fEAGIR, REIYE
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SIREEFOENER | BRREHNE LERENERDR. ATEBRXYSE TIERENERESE , BFA
LUEid service.kubernetes.io/local-svc-only-bind-node-with-pod: "true" Ff# , £ Local &\ MEEHEE L
YERETD RIFAGR,

~F : Service FF/2 Local #5FHFFE Local 4f&E

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/local-svc-only-bind-node-with-pod: "true”
name: nginx-service

spec:
externalTrafficPolicy: Local
ports:
- name: 80-80-no
port: 80

protocol: TCP
targetPort: 80
selector:
app: nginx
type: LoadBalancer

BT Local BXT , #FATRIBEKREFASETRIHER. AUAETRENTEREHERA—HHIHE , BENE
I E A g FEE— TR LENREAFY., WRTAFRLUEE service.finance.cloud.tencent.com/local-svc-
weighted-balance: "true" FH{TINREE, (FRLLERER , NodePort FimAIINEKHT R L TIEREBHVHERE |
MNMERARET R L T EREFHEARRTRINREAINER,. HF |, Local M FEL/mFN Local 4BERATFER.
AT

~Fl : Service FF/2 Local #% , HFEF Local 485 Local HitREE

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/local-svc-only-bind-node-with-pod: "true”
service.finance.cloud.tencent.comm/local-svc-weighted-balance: "true”
name: nginx-service

spec:
externalTrafficPolicy: Local
ports:
- name: 80-80-no
port: 80

protocol: TCP
targetPort: 80
selector:
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app: nginx
type: LoadBalancer
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Service {JUFEEH

Sk
by

ETENEEE Pod 78 | SEWETIRHNEH/EIR Pod #MMBRES , W1REES Pod M LB RS , W7
iZ4LE Pod ERWBIARIIERIERK.
SRR KRR | AIINS0LSS | INREEEHEMBRTFREE Pod , LRSS ERZTHT.

NS

o EFTIFAZAT , Pod RIMHERY | = FimASRR B = ErIESFEIR,
o = Pod FBEWMIFRRT , Pod BESAMESSERICEIRIER | RIANREXE , (BHREMNEEE. HEESHT
BERIBEKM Pod HIEMFRET , HAREZHTKA.

xR
i ERT EiETE &, BRESHNERESIFEIEER.
ii. NERZEZ Service EFAHERAY CLB , HREIFTEFHZ A Service WMNAIFIRIRS , SJaeSEULHEEL
IHeeZEm , 11BN £ Service EF3 CLB AAYIRBAEEIN,
= 1=

&1 : £ Annotation fREB{FERRUFEEN]
LA A{EH Annotation #RBBERCHEEN MG , 5228 Service Annotation iiBAE £ Service Annotation 15288,

kind: Service
apiVersion: v1
metadata:
annotations:
service.finance.cloud.tencent.com/direct-access: "true" ## FZEI%E Pod &%
service.finance.cloud.tencent.com/enable-grace-shutdown: "true" # FR~{FRMIIEEH
name: my-service
spec:
selector:
app: MyApp

$ B2 . {5 preStop #1 terminationGracePeriodSeconds

TE2NEEERIHEN I TIERE BRI &EA preStop 1 terminationGracePeriodSeconds,
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rb AT TCE BERS (TKE)

BRARIERE
LA ABEEE Kubernetes ISMEHAYEIEFRIE -

1. Pod #fIEk , LteAd Pod BBE DeletionTimestamp , BIKZESE Terminating., ItATEZE CLB EiZ Pod AR
RO,

. kube-proxy EF#EAIN , & Pod M service i endpoint FIZRpiEkRE |, FAGREARBEAZ)Z Pod,

. YNER Pod EZE Y preStop Hook , E£i#1T.

. kubelet $3%3 Pod & container k3% SIGTERM {55 , LABIF S HETAMIHELL,

 EEAREEHERSELE , W8T terminationGracePeriodSeconds B3 (BXiA30s) ifk=LELE , BRI%E
SIGKILL {55 3aHHELEHE,

6. FFEREHIERIL |, B8 Pod FIE.

g A W N

BN SR

1. {5 preStop
ETIHERIE , SIS ARBELIE SIGTERM 55, TREEBRNMEZHNREBHAN | RENMEFER
82 et RE.
HERWSAIEHARLIE SIGTERM (55 | BiERLEESIERNS = E R RIS IMATELLILAZE |, B
AJLAZIRA Pod ECE preStop , fEESCIMUIELRIERGZEE | BN

apiVersion: v1
kind: Pod
metadata:

name: lifecycle-demo

spec:

containers:

- name: lifecycle-demo-container
image: nginx
lifecycle:

preStop:
exec:
command:
- /clean.sh

BEZXTF preStop BIBCEIBS N Kubernetes API 344,

FERURIRER T , Pod HHHBRAT—/N\ERBIIEIAN |, (AARTREEFMEEREE RISk , A kubelet 5 kube-
proxy [@fd watch £l Pod #i#li& , kubelet HEIEETE kube-proxy EEMNIBIH BEE LSS | IXATATEE
SH—LIRERERIE R RIEERIFRE Pod , MIBEBRT , SNAZE SIGTERM EEIABESZMEE , R
RISEEEERMENNE | FEeTsESE Pod MIBRAIEBHEIERDERE.

£33 LiRE5R , ATLARIA preStop 5t sleep F2&RTE , FfF kube-proxy SERAINIEL B AE LR SN
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2 AT TCE

BERIESS (TKE)

2. BT -

apiVersion: v1
kind: Pod
metadata:

name: lifecycle-demo

spec:

containers:

- name: lifecycle-demo-container
image: nginx
lifecycle:

preStop:
exec:
command:
- sleep
- 5s

2. {F3 terminationGracePeriodSeconds JEE{LHERT
WRFEMHEL AR (preStop + WSHEELLOTEEEIE30s) , AIRIBELIRERBENX
terminationGracePeriodSeconds , B& I RAI#HE SIGKILL =1k , 2~FI0TF :

apiVersion: v1

kind: Pod

metadata:
name: grace-demo

spec:
terminationGracePeriodSeconds: 60 # {LHE(SEANEAIA30s , AT LIS E E<HIATE]
containers:

- name: lifecycle-demo-container
image: nginx
lifecycle:
preStop:
exec:
command:
- sleep
- 5s

(EPSE

HIEHRZAE Pod MIBRES , 448 CLB [RimAINEEN 0, & Pod EIZTHIERES , HIL T AMERAYIENR | HEPE
ZRIRAVINEE S 0, BTLAR D ERSS A AT FRRIXIES
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1EATLAER Annotation @ service.finance.cloud.tencent.com/enable-grace-shutdown-tkex: "true" SEIIXHEL
R AR
iZ Annotation £1R#E Endpoint %35 endpoints @& not-ready , ¥ not-ready B CLB [FiHtNEE A 0,
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rb AT TCE BERS (TKE)

Pod {CFERIBR

[ =] b
BIESE
7 CLB HEGET , YEPRETIEMSANEN | SRR -

1. Service 15458 CLB [Sith Pod B9INER 0 , FEBLHEIRZ Pod.

2. 151787 ( kubelet ) £Z1EFHMIBR Pod.,
ERLARIRIZE | iS4 Service EFBRE— CLB , 5iE— Service TEIFESH Pod , TTaEHIIELL
Pod EE#HIE{TAIMIERT , 18 Service &HIEEREH5Th CLB £i% Pod MIINEEAR , #HMSXRELSKE
RFER Pod IP , SEIERE.

NS
TKE Service BULTERIBREFIE | S8 DARNHTHIER | thiAAR1T , BERESLE Service =HIZ85/ CLB Fim
Pod IWNEREEN 0, HiLLE1TAY ( kubelet ) Hif&iZ Pod.

e

1. NERTF EETE,
2. W kubelet lRABEK , BIRERFTIRIRASZIF kubelet 3235 pod MIBR{ERIPIHEE.
3. BRIRSHS Service , HASHF ingress, 1ZIIRERT TKE Service HHRAEER , MEEMERIHZ

ke,
EMELR

] HRERET SARAFD Service AR A% IHEE
kubelet hR7AS : BBIRERFT mRASZHF kubelet B9 Pod fIBR{ERIFIHEE,

FE2 - (FHEEIITESER Service FE Pod {fLHEMIRR
YAML ECERAIR0T :
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apiVersion: v1
kind: Service
metadata:
name: anyserver
annotations:
service.finance.cloud.tencent.com/direct-access: "true"
service.finance.cloud.tencent.com/enable-grace-deletion: "true" # FR<FF/5 Pod {LHEMIER

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 213 8131
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{$£F LoadBalancer Ei&E Pod t&={ Service

BIEmS

JR4 LoadBalancer #&3{, Service FTEaIEERHITE CLB , FHEIERHI Nodeport 3R E=EEA , FHiET iptable 5
ipvs BHTREER. 1%t&EZU TR Service BERBARIOERAR | (BELUTHRHTERZFHEREE Pod 153 Service :

» BIRECKIR IP FB3kAT ( IFEIEEMMBINTE Local K ) .
o EXERTERLAMRR (IFEEEINT CLB # Service A5FEMIZ CLB |, 4EeE—EHRK ) .
» EEATENEROCENSIERIFE Pod BRAT (IEEEENT CLB 1 Service X5FEME CLB , BRIGERS
TEIRRFINRERERCE ) «
53R
o HIGHEERER Serverless 58 , NIBANEIE Pod &3 , ST FE(T(AIRIE.
o 2471 GlobalRouter #1 VPC-CNI FeEMEIRTIIISIFEIE Pod 181 , eI LATESEFSIRPRTERE ID
BENEERHFIETNE |, RN BEAGEE HETEE Sp SR ERIMEEM.

BRI 9 VPC-CNI

{E FRPR !

o ££8% Kubernetes fRAFEEST 1.12,

o EREMEIETCITTIE VPC-CNI 3R K,

o EIEER Service FRANTEREFEHER VPC-CNI MR -RIER,

* ZHA CLB SR ELBIRE , BRRE4ES CLB FfEiiEa X , ZHARREEEE10082004,

o #E CLB AE4PESMEN-RAITHREIRS , 1FFEES N 4PEsitEm R,

» F/SEE Pod BN TIEREFEH , BEIRE CLB MERIGEIRSHITRINERH , SNEMEEER—EFMN.

R
M NodePort #ENARIHREEEN , EETELTEIR

o HAMMEN R TFRERZLERE , AL NRERE.

o HHASR IP OSSR ETIN. (EEER T FullNAT #£% , KR IP AEETAIP, MEEkk
iRIP) .

o EIATRRESRLRBLTRANEF PP,

o AIRHMEIRELENATE | ERSERELRHTREIR.

BELR
R aERFESI

1. BRBHRIRSIEHE.
2. 2EIFHIG IR Service B, ENFE Service TUH , IRIBESLIRFEKIZRE Service 824,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 214 8131
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Hoh , B XESHERFHITUTRE.
o lRSBHAHG  IBEARK LB i5aakAM LB i3ial,
o MERT | WIRKARBIIEEE Pod BN, (BUBAIERSEGAR NodePort #2AT5R )
o Workload 4% : #£#£5|FH Workload,
3. BB Service , FTERLEIEE.

YAML #£{E55|
Bi% Pod &5, Service {9 YAML EEE S5E1E Service YAML E2&E+EE , 7~F4HY annotation BMXREBRFEEIZE Pod &
=X

kind: Service
apiVersion: vl
metadata:

annotations:

service.finance.cloud.tencent.com/direct-access: "true" ##FF/EEE Pod 1&x ( MpRIEREL false" , IFHHE
i)

name: my-service

spec:

selector:
app: MyApp

ports:

- protocol: TCP
port: 80
targetPort: 9376

type: LoadBalancer

annotation J &

ThEI9% CLB RUHBRECET S W TkeServiceConfig 143, EEHEX annotation ECEW0T :

service.finance.cloud.tencent.com/tke-service-config: [tke-service-configName]

SAIRIEREN E TR RY A AR CRIE

Kubernetes BE7512HH9—MFE ReadinessGate , FEZRFKIEH Pod FIRT , ERIRATSTL.12. BUAEBRT , Pod
BLLT Condition : PodScheduled, Initialized, ContainersReady , 23iXJ1/MRZER Ready AYRT{E , Pod Ready HY
Condition HiBEI Y, ERERREZET , Pod BPRSAIRERESEHMIAT., ReadinessGate 124 7 XFE—MLH
FEVF/9 Pod ROPIASHIBTRIN— M= | S =70 Tl SIEH]. XitF Pod RPRSHANSE =75 KEGER T,

BEEEVRIM BRI

SRPFHEIN MR ERAIRR , Kubernetes SAREENTRIRIHITIRENEHT. (EEFIKT—HL Pod BatftmRINEE
Pod BBHIIRE . H#ASEEZ Pod FEREIYE LRGRERREEEREN. MERNEEASREN | FRERRIRIILSE
Pod #HTRESERE , MIRFNEHAINA Pod FIEEFHRBIEAEXIINEMARSS , MTTSEBRSSAIFET.
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NT KBRS EFFIREIIENEIRIRT | TKE MANBEMESINT Kubernetes 1.12775 | N\BIFFIE ReadinessGate
TKE # \BEHUERA R RS ek BRI IR , @JEE ReadinessGate HPIRZRE(FE Pod iAZ! Ready AU
&, MDA TERBIRENEH.

JEI=u

ReadinessGate {XfaZRiERMAEIRE , F1 Endpoints RUBREREA—FRY , ATLA Pod Bl 2 ERRBEINSTSHE
ReadinessGate Status Fr{ARIL,

EEE P ReadinessGate

Kubernetes SEEHRM T IRSSIEMBINNE , REEISERSLL MutatingWebhookConfigurations &iREIFZZGEMESE
BEPA], &EFRTE Pod SIEEAAHEIZERAC ERIEIEARSHITER] , HATEIXY Pod HTRIFERIRYERIE , BDZS Pod 0L
ReadinessGate , EFEILEIMIFEMIAZE HTTPS , BIZEEEE MutatingWebhookConfigurations FEEEZ &SR
CA , HERF IRECEZ CA ERANIET.

ReadinessGate HHIRIRMEIRE

AP ERPRIIRS TMEEBE T RE IS | BAXLRAB MR BRAROZE AFISHEEIR. ERPITERIIRERD
BIRBET  XE@ESATEENEN. EENERHFTEEMNSEEI ERRNEN | 2SRRI SEE
P E&E , IBRRFNEEE, FES 0 Kubernetes Pods ReadinessGate 454,

AEEMLZIRT, I GlobalRouter

{sE FRPR !

o BN TIRAEINEEEITHE—FIMBIEINT | SANEEEM M- REER; GlobalRoute Hi%.

* 20A CLB NiEin#E<BIRE , B RHIEES CLB AfEitidBxX | BIARRGIEHEZ10052004,

* {5 CLB Hi% Pod , HFEFENBRIEZ RS HRILLERE] , W AR2ERE BTN RO , FE
FiE CVM ETraEI A,

o ISZHFHEL BMG5n.24XLARGE384 , tNSRAEERIZAE |, #HREAEIZER Pod AMEEEIZHEATT <.

TR FEEEERE

X3F GlobalRouter £58% , TESHR "SR HRERNEIZREN , B "service” HERERIEIEX.

£ kube-system/tke-service-controller-config ConfigMap =h#i& GlobalRouteDirectAccess: "true” LIFFG
GlobalRoute BiZEAES.

EHlaERFESI

1. ERBERSIEHE | EEMSHIVEFISRER,

2. EEEFPIRF |, BB EINREEE ID |, EANEERFEN.

3. EELEEE > ConfigMap TRE , MATIEERE kube-system |, 2 tke-service-controller-config , BATREHT
=1

4. EEHEERH , EFEFNEIN , TERIESH GlobalRouteDirectAccess , TEEESA true (JERIRESI
5).

5. BB &@H ConfigMap,
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((b AT TCE BERS (TKE)

YAML $#2{F55|

1. ERBHERSIEHE | EEMNSIVEFIEEREER.

2. EEEFPIRF | BB EREEE ID , EAEERFER

3. EELEEE > ConfigMap TR , B tke-service-controller-config AMIAY**4R4E yaml, **Zi@dap<1TH
17 kubectl edit -n kube-system cm tke-service-controller-config X yaml fgiE1=E=(,

4. 7£ data %17 GlobalRouteDirectAccess: "true" (EE4EH2MEH) ) | (R1FRIE],

# Please edit the object below. Lines beginning with a '#' will be ignored,

# and an empty file will abort the edit. If an error occurs while saving this file will be
# reopened with the relevant failures.

#

apiVersion: vl

LOADBALANCER_CRD_ SUPPORT "true"

REUSE_LOADBALANCER: "true™
kind: ConfigMap
metadata:

name: tke-service-controller-config
namespace: kube-system

$#£122: Service & Ingress hFFEELEER

2.1 Service FEEZEEL,

ERILUBIE LA T A FF/E Service NEIEIRTS :
AR

1. ERFTHEIRSBIETHE | NS iR ER,
2. EERSRG  BBEERERE ID , BEANERAFIBA.
3. EIRS 5HEH > Service A , BEFECER Service GMIKNYHEE yaml,

A2 :
BEHSITTRER kubect! edit service -n <&BZSE]> <serviceg> HNGFEEL,
-

1£ metadata.annotations EHELIT IR : service.finance.cloud.tencent.com/direct-access: "true" , FXFF

3 Service NEEET, MRFKHMNZFESTEES "false” , WFRRKAEEFEI.
BiZE Pod &= Service B9EfE YAML 2B 5E&E Service YAML Bc&E+EE.

kind: Service
apiVersion: vl
metadata:
annotations:
service.finance.cloud.tencent.com/direct-access: "true" ##JSH1%E Pod &
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name: my-service

spec:

selector:
app: MyApp

ports:

- protocol: TCP
port: 80
targetPort: 9376

type: LoadBalancer

Annotation ¥ & :
B mEdyE CLB WELE , 55 TkeServiceConfig 1143, EHHE> Annotation BELBUNT :

service.finance.cloud.tencent.com/tke-service-config: [tke-service-configName]

2.2 Ingress FEEIEERET

FF Ingress FBE(EH ingress.finance.cloud.tencent.com/direct-access: "true" TSRS EIEED,.
BRTIERETRARIN , HRPBS FiE Service NEIEER, 18,
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rb AT TCE BERS (TKE)

% Service EF CLB

BIEmS

I&EBIdZE A Service SFHERITREIYEEE CLB FIBEN , KSFER— VIP ERTRE TCP K UDP g9BREIRO.
FE

Hitp = MIAREINERS A Service SRERAY CLB.

e AAERIN

o WNISREGHYEEFRE TKE Serverless &58F , SSRFENACHET CLB SR , BFRETEUTRE :
i. BTFERN CLB BB FaIMSE , MIF Serverless &E¥ERIMISE, Serverless SEEFBAENWERY
CLB TSRS HSE , A TIRIPER CLB B9 Service §9 CLB R4 Serverless SEEfREIKL,
ii. CLB WJSLRiIHfE , EEE1E Service EERINFA Annotation :
» service.kubernetes.io/qcloud-share-existed-lb:"true"
» service.kubernetes.io/tke-existed-Ibid:lb-xxx
o Service 1 CLB Z[EECBNEEBESZHLL CLB ID 1B =AY LoadBalancerResource HBIHEENIS: |, 5
D31z CRD BHATIHEHRIE , BB SEL Service L34,
o WS KIRET (GRENEST) | BBRERXHXL Service XEAEIRIRSHITAIR , EARSIXLE FAHER
CLB &9 Service FRERHBITHY (RIEELERIVERME ) |, MEREZA Service [FimRNEEH , &30 iR
HNmEREIRATEMARE , SZRERRERE | BT (UIEE] AUSEHBAEEIEEN.

{sE FERRS

o 21 Service EAER CLB B , Service i EEES.

o 7£ Service SFRHRET , BNRFIHEEENIEITEEEER CLB f9 TOTAL_LISTENER_QUOTA PR,

o 7E Service ERHRET , REEAAFETRIRNGEIYE. FAFEIRS TKE £ CIENGEIYEEHRER
HERT , REIERIR R ATTEAREMM SR,

==

REIERFERERRE | % CLB R BRI AH TKE Mizh , FEBTERE | BEREF.

BRAELER

1. &R AEINELH) , SIRERIFTTE VPC THIN MBI MR E IS,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 219 8131



@ AT TCE BERS (TKE)

2. &% 6l Deployment 8 €l Service , BlJi# LoadBalancer 258 Service , FERATERENE , Hik
# 2B POEAIREIE L),
3. EE 4R, BIEIERIEIT S Service ERERRMEYEEE CLB,
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Service ¥ E#MY

Service BRASIFAINMNY

Service & Kubernetes £ FIEFZRISERF/MI—FWIHI Sihs: | ERJLUBID Service 15R1ERFARIN R,
FE

o ' EIEGE AR, (Y BIMNGEBEEIRS , 32355 TCP #0 UDP thisGRA.

o EIFEIEIZET, ClusterlP #1 NodePort #3158, (BE , XTF LoadBalancer 28] Service
X BRI CHFEEBMYAYER.

e % LoadBalancer /=889 TCP Bt , imE R LAY BiXAIEEN |, B REIIEaIMYEEE A HTTP 8
HTTPS,

o % LoadBalancer /=889 UDP BY , imERT AR BiXAIEEN | B HREIIERIMNYEEE S QUIC,

TKE J"EE Service #&E 1Y

B4R Service STIFIUMMYEIN L |, FEERDIFEEEL Service LERTSZHE TCP #1 UDP ;B4 , B Service gE
figsz4% TCP SSL. HTTP, HTTPS 1Y, TKE £t¥3 LoadBalancer {2 & ¥ ES MUY,
BIE AR
o RN LoadBalancer 1#&z{AY Service 434,
o I EMMUESERR Annotation I BRI SimONX R,
o ¥ EMMYSiERE Annotation XEWT :
o B BIMGERESIREES Service Spec HHEIARYIKORT , Service Spec IREBFFHHAEE.
o M RGBSR Service Spec ARTFIERT , ZIKIZELE,
o LY RIMGERPHHARIROE Service Spec FTEERS , BE=RFTE Service Spec FEEBARIMYES
=

IEREERR

service.finance.cloud.tencent.com/specify-protocol

7 RIS ERE B
HTTP {3l

{"80":("protocol":["HTTP"],"hosts":{"a.finance.cloud.tencent.com”:{},"b.finance.cloud.tencent.com":{}}}}

HTTPS 743l
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2 AT TCE

BERIESS (TKE)

{"80":{"protocol™:["HTTPS"],"hosts":{"a.finance.cloud.tencent.com":{"tls":"cert-secret-a"},"b.finance.clou
d.tencent.com":{"tls":"cert-secret-b"}}}}

TCP/UDPE &I

{"80":{"protocol":["TCP","UDP"]}} # (XEIEE3TFF
EE

HTTPS HFER cert-secret , RREFZIMYFEERIEE—MET |, IEH2 Opaque £81Y Secret , Secret
A9 Key A3 qcloud_cert_id , Value 2iE$ ID, 1#EW Ingress IEHELE,

7 RN E RS AR
R YAMLsERSSER

apiVersion: v1
kind: Service
metadata:
annotations:
service.finance.cloud.tencent.com/specify-protocol: '{"80":{"protocol":["HTTPS"],"tls":"cert-secret"}}'
# GEEFARINMNY , ESOZREXRIES LERE

name: test

7RI & (E R A

o = Service J9RIEEEFRIIE ( ClusterIP ) BiEHiwmAE1A ( NodePort ) #zURY , STFHERIMSGER.
o BIEED , SHFHESMINER.
RN YAML{E RS AR

apiVersion: v1
kind: Service
metadata:
annotations:
service.finance.cloud.tencent.com/specify-protocol: '{"80":{"protocol":["HTTPS"],"tIs":"cert-secret"}}'
# EEREARAMY | ERZRENIEN BARE

name: test

T RIEH & (E R A

o 2 Service JRFEERFRIE ( ClusterlP ) BiEHImA5E ( NodePort ) #zURY , SHFRHERIMSGER.
o BIEED , SHFHESINER.
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rb AT TCE BERS (TKE)

ESY

JR4E Service ASHHMGRA , TKE 2IIRHMIER £ HiED S FFHREMMAIER.

EFEME , YAML Sh{AERERAINMY , {ERTLUEE Annotation BBFEEMNROAIMMYER, IITFRABTRT 80
imCfsEF TCP 1Y , 8080 imfEF UDP 1%,

apiVersion: v1
kind: Service
metadata:
annotations:
service.finance.cloud.tencent.com/direct-access: "true" #TKE Serverless EEE¥EMAEREIERT, , TKE &
HSSw s RsUEAEEER.
service.finance.cloud.tencent.com/specify-protocol: '{"80":{"protocol":["TCP"]},"8080":{"protocol":["U
DP"]}}' # #5% 80 w1 TCP ##¥ , 8080 &[] UDP 1Y,
name: nginx
spec:
externalTrafficPolicy: Cluster
ports:
- name: tcp-80-80
nodePort: 32150
port: 80
protocol: TCP
targetPort: 80
- name: udp-8080-8080
nodePort: 31082
port: 8080
protocol: TCP # ;¥& , E 3 Kubernetes Service Controller fR%! , RASEFRARIZEENL,
targetPort: 8080
selector:
k8s-app: nginx
gcloud-app: nginx
sessionAffinity: None
type: LoadBalancer

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 223 8131



rb AT TCE BERS (TKE)

Service Annotation 15¢BE

BRI LABIELAT Annotation j£f#ZECE Service , LISLIMEFERIGEIYENIRE

ERFERS TV

apiVersion: v1
kind: Service
metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: Ib-6swtxxxx
name: test

Annotation &5

service.kubernetes.io/loadbalance-id

=
HiEFfR |, 1252481 Service B|BHRYMEIYE LoadBalanceld, &L 7ECLB 84| &6BEES5EREHE— VPC T
CLB =1 ID,

service.kubernetes.io/qcloud-loadbalancer-internal-subnetid

154ER :
BidiZ Annotation 15ECIERMZEEL CLB , BYEAFM ID,
SERRB

service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx

service.kubernetes.io/tke-existed-Ibid

dBA :
FRAERFEER CLB , HFEFRFERA I RS,
SERRA

ERAINFBN Service (FREE CLB,

service.kubernetes.io/local-svc-only-bind-node-with-pod

iR -

EAmAI
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ERBNIFBW Service Local 1#=(,

service.kubernetes.io/qcloud-loadbalancer-backends-label
1A

EESIRE RIS REERITI A,

=R

EABINFBN EEENEET,

service.kubernetes.io/loadbalance-nat-ipv6

5dBA :
HisEFiR | B NAT64 IPv6 aEtafEhd , REIIMERY IPve b S RREFEP,
ARG

service.kubernetes.io/loadbalance-nat-ipv6: "2402:4e00:1402:7200:0:9223:5842:2a44"

service.kubernetes.io/service.extensiveParameters
e
iz Annotation fEFRIZ CLB SIZERTRISE , SRINECIEISTHECE | SIBRASIFHEN | BIESIENANEHST
o
ERA
o BlJiZ NAT64 IPv6 Ll :
service.kubernetes.io/service.extensiveParameters: '{"AddressIPVersion":"IPV6"}'
o MSCREtaEIE |
service.kubernetes.io/service.extensiveParameters: '{"Viplsp":"CTCC"}'
o SUEREENX CLB B :

service.kubernetes.io/service.extensiveParameters: '{"LoadBalancerName":"my_cutom_lb_name"}'

service.kubernetes.io/qcloud-loadbalancer-internet-charge-type

1he

TEGIERITERRE | SRR STSECE | SIRRASIFHERUTZEEE | QIR RIEA TR,
IEERIERAEIER , EIYEHIEERT, BELS service kubernetes.io/qcloud-loadbalancer-internet-max-
bandwidth-out ;EfE—iEER.

BJI%E

o BANDWIDTH_POSTPAID BY HOUR iZtresid/ \itjSit2s
o TRAFFIC_POSTPAID BY HOUR i&isiz/\i5ites

{ERI
service.kubernetes.io/qcloud-loadbalancer-internet-charge-type : "TRAFFIC_POSTPAID_BY_HOUR"

service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out
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28R :

CLB HERRIRE , HRNECIENXIFEE | QIS SIFHESHE | SIREIENA TR,

eI EIYERT , EIYEIIRAETSR , (CIRMNEMRT LB &£, HES service kubernetes.io/qcloud-
loadbalancer-internet-charge-type ;:f#—it2fEF.

Glpvi =

SBEISZIF1Z2048 , Bt Mbps,

=R

service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out: "2048"
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=]
ConfigMap&18

1T

Sk
vy

/B2 ConfigMap fEEILUSE BRE(THIEGHTIRIE , (HENFERETEIMEN, ConfigMap £ key-value 7
BOSRERT , EETLLBHEEIAR Kubect! TEAIERIRAY ConfigMap 15 , Ul USSR LIES. ETRRESE
15(T64 R ConfigMap,

ConfigMap =HI&1#2/FE5|

£l ConfigMap

1. &R TKE &=H&.

2. EEMSHv=4 , BE [&KEF]  HEN'SHEE"TE,

3. BEREFEERIZE ConfigMap BI&EEF [ID/BFR] |, HAFEIEE ConfigMap RYSEEFETETUH.
4. %8 [BCEEE] > [ConfigMap] , #A\"ConfigMap"{SE AL

ConfigMap

=xEE
BEZH 2R Labels elEmIE 2

TiemsE v

configmap-test - |EYAML FiE2

BE v

EEEE v

ConfigMap

Secret

5. B [F2] |, #N"#FEConfigMap TTH.
6. IRIESLIREK , 128 ConfigMap 2%, XESHERNT :
o BR : BEX.
o BpREA) | IRIESEIRR R TR R TALE , EXNEERMEEE.
WETLAERS AR5 U T eI,
7. B [BliEConfigMap] |, FTHBIEE.

&8 ConfigMap
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BH— : ESEFERA ConfigMap 258
1. & TKE =#H8.

2. EEMSHEES , B (8] | SENSHEE"TE.

3. BHEEIE Workload BYEEEE [ID/BFR]
4.7 [ITetRZR] T , {EE5EE Workload 2£8! |
[DaemonSet] , ##N"DaemonSet"{EE2RH.

i

##

BERIESS (TKE)

NEFERE Workload RUSEEFESTRTE,
NSTRAEEAmE. Flan , %% [TIERE] >

YAMLBIEEERR

& £B8/ cls-ol9bzwtv
==
==an DaemonSet
TeEE v .
iz =EZE  default v Q o 3
HEZE
=42 Labels Selector BT/ Pod SR B
TiEms v
Deployment user001 k8s-app:user001. q... k8s-app:user001. q... 22 EFRE FEYAVL B2
StatefulSet
DaemonSet
Job
CronJob
5. B [FE] | HN"#iEWorkload"TH,
6. (RIETUEGGE | RETFREE. DRTHEER. H& (BUESE] + ., 82F [FNEdEE] | FIIEdES.
& FhiEWorkload
e/ NS58. HFRSIEEH BHALVNSFEITL, HFWINESTFESE
R default v
= Deployment (R]3 E&I5EEPod)
© DaemonSet (FFZ=H1_EiE{TPod)
StatefulSet (ERTEFIETPod)
CronJob (3ZEECrondgitZIEFhEMT)
Job (BRIES)
BeizisiiEE. =E83dEsS. 4=MENFS, BEEE. PVC. Secret FHES I

WAL : TCloudFinanceZone
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& BRTTCE

&% [fEAConfigMap] 5= , IHERMR , BE [IEFREEW] .

EEixEConfigMap EZ8ER X

{E=FEConfigMap v

8. R REConfigMap"&O+ , EeEiEHim , Bl [FiA] .
9. BF [GUEWorkload] , SERBIE.

AR HEZEdER ConfigMap 28!
1. &% TKE &=HIE8
2. EEMISE=+ , $E|3 [S=E¥)] | HN"SEEFETE TUH.
3. REFEERE Workload RYEREF [ID/EFR] |, HARFERE Workload RISSEFEIENMAL.
4. 7 [TfeaE] T , {E20EE Workload 288! , EAXINAYVEEHE. FIa0 , &% [Tzl >
[DaemonSet] , #H#HN"DaemonSet"{SEIAMH.

=/ cls-0I9bzwiv

™
A
kit

It
£
if
ol

DaemonSet

IETTHAEPodE 2BME

|=

di
My
m

5
1
i)

=4 =4 Labels Selector

o
b2l
b

<

Deployment k8s-app:user001. g k8s-app:user001, q 212

StatefulSet
DaemonSet
Job

CronJob

5. Bty [#iE] | HN"$iEWorkload Tam.

6. *ETEﬁE%M CRETEREE. faTEHEER.
%% "ConfigMap” IMEZEH T, , FHRESIIRF RERR

8. $$ [BlzEWorkload] , E=RAIEE,

&3 ConfigMap

1. &R TKE #=H A,

2. EEMSH=4 , 2E [&EF]  BEN'SHEE"TE,

3. %E%%E‘?‘E YAML ROSEEF [ID/2FR] |, HANGFERT YAML ROSSEFEEE,
g (BEEEHE] > [ConfigMap] , #\"ConfigMap"{S 2@

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 229t 8131



@ AT TCE BERS (TKE)

srze ConfigMap
5258 - ¢ !
RESH 2R Labels SUEERE B4
TERE v
configmap-test - EREYAML iz

BE v
ESEE v

ConfigMa

Secref

5. EREE# YAML Y ConfigMap 1794 , B [4wEYAML] , #N"E# ConfigMap"TaH.
6. £ E#ConfigMap"TaH , 4wiE YAML , Btk [5epk] | BPAJ&Esh YAML, > %88 :
NFEAEH key-values , 4wiE YAML o data fUSEE |, 8 [R] | BIT SRR ER.

Kubectl #2{F ConfigMap $535|
YAML 7=451

apiVersion: vl
data:
keyl: valuel
key2: value2
key3: value3
kind: ConfigMap
metadata:
name: test-config
namespace: default

« data : ConfigMap RY##E , LA key-value FZZ( 23,

e kind : ¥R ConfigMap &EZ8,

o metadata : ConfigMap FIEFR. LabelEFEAREE.

» metadata.annotations : ConfigMap BIEI/MNREE , FIEITIZSERETKE RIZIMEREEN.

£lg# ConfigMap

BHR— @ YAML RIS A R elE
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1. &% YAML ;=f , #E%% ConfigMap YAML 374,
2. &%¢ Kubectl , FHERERE. BIEFHEESE BIY Kubect! EEEET.
3. FUTLAFas< | €U ConfigMap YAML {4,

kubectl create -f ConfigMap YAML {4&FR

Bign , elE— NS4RS web.yaml B9 ConfigMap YAML 3244 , MIHYTLAT®S -

kubectl create -f web.yaml

4. PUTLATar< |, WIECIEESRI.

kubectl get configmap

REULATMER | BIReUgrk.

NAME DATA  AGE
test 2 39d
test-config 3 18d

AR BERTHESHREIE
PATLAT < , EBRHEIE ConfigMap,

kubectl create configmap <map-name> <data-source>

¢ <map-name> : &7~ ConfigMap K&,
o <data-source> : FRER. XHHEFHE.
EESEFETTS M Kubernetes configMap B75 344,

&£ ConfigMap

BH— : #ESEER ConfigMap 28!
YAML 7=5IE07F :

apiVersion: vl
kind: Pod
metadata:

name: nginx
spec:
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containers:
- hame: nginx
image: nginx:latest
volumeMounts:
name: config-volume
mountPath: /etc/config
volumes:
name: config-volume
configMap:
name: test-config ## & ConfigMap iR
## items: ## iREBISE ConfigMap 9 Key £
## key: keyl ## EIRIGTE Key
## path: keys ## IEREFBENFIER
restartPolicy: Never

KT MEZREPEA ConfigMap 358
YAML 7=BUIa0T

apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
containers:
- hame: nginx
image: nginx:latest
env:
- name: keyl
valueFrom:
configMapKeyRef:
name: test-config ## IRE KR ConfigMap X143
key: test-config.keyl ## IREIZIMEZER Value KIRIT
restartPolicy: Never
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Secret&1H
vy

BERIESS (TKE)

Secret ATATEFMHEER. Sh. FPEEFHRYEE | BEEEIINEENXIE. Secret 8 key-value SERIAYHERT , &0

Llsidiztlany Kubectl TERAIFENINAY Secret X5 , WA LABITHEEUES. MRLEHAERHE

Secret,

Secret 1THI&1E(EIE5|

BI%E Secret

1. &1 TKE =&,
2. EEMISHEES , Bd (8] | SN SHEETE.

3. REREOIR Secret RUSEEF [ID/BFR] | HNFFEUE Secret RISKRFEIENME.

4. %3 [BLBEIE] > [Secret] |, #HN"Secret"{SERMA.
5. 8% [FrE] | #HN"FESecret" AL,

& EiESecret

2FH) default -

Secret== YA
oeClCiI===s QOpaque

6. IRIBSCRREESK , IR E Secret 281, XBSHERNT :
o BR : BENX.
o BREIA) | IRIESEPRAR R TR An B (AR,
o RE  IRIELIREX  REXERNEEE.
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7. Atk [BlgEESecret] |, SeRkBUEE.

{$F Secret

BR— : BUEEFER Secret 28

1. &3 TKE I=FHA.

2. EEMSHES |, By [SEE] | #NSEFSTE TUA.
3. BEFEEE Workload FYEEEF [ID/BFR] , EARFEPE Workload HISERFETERH.

4.7 "THRGE" T , {25 Workload

%ggl

[DaemonSet] , ##N"DaemonSet"{EE2HE.

€ £B/ cls-ol9bzwtv

TieRE
Deployment
StatefulSet
DaemonSet
Job

CronJob

52258 default
Labels Selector
k8s-app:user001. q... k8s-app:user001. q...

5. 8% [FhE] , #HN'FEEWorkload"TamH,
6. IRIEMEEE , RET/EREHA. HRTHFHEE. HE "S85 b, Bt [FINEES) | HIIEUES.

WAL : TCloudFinanceZone
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BRRIRSS (TKE)
& ¥mEWorkload
BEE default B
== Deployment (E]% E8I3E=Pod)
© DaemonSet (FES=H_EETPod)
StatefulSet (ERZTELIETPod)
CronJob (¥zBECrondditRIESHET)
Job (BESUEE)
¥EEE (A EIEEE
¢, ZREIEE. EFENFS, BB, P\ ecret, F=ESISBIETHESP, FHES R
7.158% "(FSecret” 3 , IHEERR , BaE [E#ESecret] .
{EESecret v EEiEESecret iEZFESecret X
AERREEE, BaxisiEeE. ZRa8fiEEs. WHFFENFS, BEEW. P ecret, AEERIISENETESS, FRESIR

8. fE3RHRY "R ESecret” BO , BEEHR , B [HA] .
9. B2 [BIEWorkload] , SERkElEE,

AT SR EPFEH Secret K7
1. B3R TKE 5414,
2. mEMISH = |, B [&EF)] | #N'SEFEE " TUH.
3. BBTRFEEERE Workload BYEEEF [ID/BFR] , HEANFERE Workload BUSERFSIETAH.

4. 71 "THEAE" T |, (=% Workload 228! |, F A NAYSERE. a0 , o568 [T{ERE] >
[DaemonSet] , #N"DaemonSet"{=EHE. W TFER: :
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PR —

DaemonSet
TaEE v .
2EZE
=N Labels Selector Z1T/EIEPodEE B
feag; v
Deployment user001 k8s-app:user001. g k8s-app:user001. g 2/2 EiEE SEYAVL Bl
StatefulSet
DaemonSet
Job
CronJob

5.8 [#iE] |, #N"FiEWorkload TamE.
6. RIETUEISE | RET/FREE. DRTHEEE. %R "Secret” INMFTEHT , FHRIELIREKIERER.
7. Bk [BIE#Workload] |, SSRkBIEE.

B Secret

1. 3 TKE i=HlA.

2. EEMSHv=4 , BE [&EEF]  HEN'SHEE"TE,

3. BEFEEEH YAML &R [ID/EFR] | EARGEH YAML iUSEFEIE R,

4. %% [ECEEIE] > [Secret] , BEN"Secret"{SE R,

5. EREEH YAML | Secret 177 , BT [4wiEYAML] |, HE\EEET Secret TUH.

6. E"E#Secret ' TUHE , 448 YAML , B2 [5Epk] | BPRTEERET YAML, > WIFIEH key-values , 4%4E YAML H data
NE#E , 8F (Tk] | BIRTEREH.

E#f Secret icE
1. 25 TKE =HA.
2. EEMSHA=4 , BaE [&EEF]  HEN'SHEE" T,
3. REFEEEH BEERF [ID/EFR] |, HAGFEFRNEERSERmE.
4. %% [BCEEIE) > [Secret] |, #HN"Secret"{SERHE,
5. EREEHECER Secret 170, BBE [EFHECE]  HEAEHRE,
6. (EEHIm , RIBECEIN , B [STk] | BIATEH.

Kubect! #2{E Secret 3§35

Bl%E Secret

BR—  BIEEXEEIE Secret
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1. HUTLATER< | 3REX Pod RIFBF&FIZETI,

$ echo -n 'username' > ./username.txt
$ echo -n 'password' > ./password.txt

2. #1417 Kubectl 455 , €l5E Secret,

$ kubectl create secret generic test-secret --from-file=./username.txt --from-file=./password.txt
secret "testSecret" created

3. PUTLAT < , BE Secret iFf5.

kubect| describe secrets/ test-secret

B YAML XXHFRelE

1B YAML F5hel5E Secret , SE32R11G Secret B data i#47 Base64 4&i3.

apiVersion: vl
kind: Secret
metadata:

name: test-secret
type: Opaque
data:

username: dXNIcm5hbWU= ## Hecho -n 'username’ | base644:5;
password: cGFzc3dvemQ= ## Hecho -n 'password' | base644RY;

{8 Secret

BRX— : EIESFER Secret 28!

YAML 75190

apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
containers:
- hame: nginx
image: nginx:latest
volumeMounts:
name: secret-volume

WAL : TCloudFinanceZone
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2 AT TCE

mountPath: /etc/config
volumes:
name: secret-volume
secret:
name: test-secret ## iR& secret K&
## items: ## IREIEE secrethy Key £
## key: username ## IEIRIEE Key
## path: group/user ## EEHFPEENFIZE
## mode: 256 ## QB4R
restartPolicy: Never

B RELE(FER Secret 288

YAML 7~f3Ia0T -

apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
containers:
- hame: nginx
image: nginx:latest
env:
- name: SECRET_USERNAME
valueFrom:
secretKeyRef:
name: test-secret ## IR EKR Secret {4
key: username ## IREIZINEZERY Value KRN
restartPolicy: Never
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Ingress S18
Nginx 288! Ingress
HEAR

Nginx-ingress /14

Nginx AJLAFBER MR, s FEesfl HTTP &7,

Nginx-ingress 28 Nginx {EAR BB IGREFESHY Kubernetes BY Ingress 1&#88, &RILAERE Nginx-
ingress 4H{4 , TEEEFPER Nginx-ingress, &3R5S TKE IRt TP mtAY8E] , FEENEESRFNRERER
Nginx-ingress,

Nginx-ingress Z1alfFREE

o Nginx-ingress B4 : £ TKE ®h{&£F3 Nginx-ingress RIAL , ERJLAESERFRIBH NE— R LEAE Nginx-
ingress,

 Nginx-ingress 3£l : —PERFHRAERE S Nginx-ingress ( HllI—PMRAFAN , —MATAK ) . £
Kubernetes #s$i—4 CRD , ljfE— Nginx-ingress SLBISTEER P ERIBIE Nginx-ingress-
controller, service, configmap & Kubernetes &R,

 Nginx-ingress-controller : SCFR Nginx fa%; , FEET controller & watch kubernetes ingress JISRAIZLE
SR , Nginx REHVERAECERD nginx.conf 14,

Nginx-ingress HX12{E

Nginx-Ingress HHXEMERINEEUT |, EAISELITIXEH—S THE
-

e Nginx-ingress &%=
o 5 Nginx-ingress JISIENERFINERE
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2 BATTCE
% Nginx-ingress L7l

Z#% NginxIngress ZH{4

1. ERBHERSEHE | EEREMSAV=FROSET.

2. EERHEERH , BEBERERF ID , HEANERFFBR.

3. ERAMSHANANGESE  TAGEERE B,

4. EFREMH NEH A% NginxIngress,

5. BT AN AR A, RSNG| BRILEAAEEPERARFE.
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{53 Nginx-ingress SISENEEFIMEBIME

ETlE =S

- EERTHERSEHS.
o SEFFNEERE NginxIngress A,
o BLEFHOIEWSZFER Nginx-ingress L,

{EFE7TE

Nginx-ingress = &#{FE5|

1. ERBHRRSEHE | EENSI=hREEER.

2. ENEREETE , BHEO%E Nginx-ingress BHRIEEEE ID |, HNERHFIER.

3. IERAMER  BEEHEE | HA\EFHNHE,

RIESEPRE XK , IRE Ingress 244,

o Ingress 28 : %3 Nginx Ingress Controller,
o Class : #&FE— Ngixn Ingress st , EXNEBFAMAYIZEPEIE Nginx RABIHERE.,
o BRHIN : EETIRE.

4. B8 Rl#E Ingress.,

Kubectl #2{E Nginx-ingress 1§5|

£ Kubernetes 5|\ IngressClass #&i&#0 ingressClassName ZE& 281 , Ingress 35 Ingress F/Y
kubernetes.io/ingress.class ;Ff#EE.

BN

metadata:
name:
annotations:
kubernetes.io/ingress.class: "nginx-pulic". ## 3Rz TKE &8 Nginx-ingress B9 Nginx-ingress 5L
BHIZFR

IEFSESEE

73 Nginx 28! Ingress XS A E &R,

Nginx-ingress 335 & FtEEY
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K21 Ingress WHRIEBF— Nginx SLART :

« 1% CreationTimestamp FE&XT Ingress HIRIHER , BDSTizI BN,

o WIREZA Ingress FAR—ENEN THEER , WRRAIRNEIRME,

o WNIRZ Ingress BEFE—EHAT TLS &% , NEFRIMNIGIRE.

o TNEREZA Ingress EX T — M Server RECEHGER , NS RAIMNISTERE,

o R hostname £l NGINX Server,

o WNERZAN Ingress AE— host EX T ARERIERR , M ingress-controller §HIXLEEN,,
o 24 Ingress AILIENARIRNERE, IXLEENFE Ingress ZAIAHE,

o Ingress RUERIGRN AT Ingress FRIATEIEIR.

fib & SBFT nginx.conf H&l
LR EA T BEEHIN nginx.conf KON

o BUIZHRY Ingress WIS,

o /3 Ingress iRANFTAHY TLS,

o Ingress [EMFRIENANEIN LFECE | MERMIMEKX. 5140 load-balance [TEAFTEEFHINE.
« 79 Ingress FRNN/MIBREER,

o MFR Ingress, Ingress B9 Service, Secret,

o Ingress KEXAISISHAZSAEIA] |, 540 Service 8 Secret,

o B3 Secret,
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CLB 584 Ingress
HEA

Service IRt T ETFINEMEINERINAEIRSZSEERSS |, Service FESEAY (40 ClusterIP, NodePort =
LoadBalancer ) SEFUEMKRSHTHEAND , HROEFHEMENREIE. SSL EBETRRNELNENSEEE
RI4RREST, Ingress IRCERMET HTTP, HTTPS tMYIREBHNRE , R tEMEKE FHIETEES,

Ingress EARHES

Ingress RRIFHIAIZEIEEEN Service MINAIES | ERILUBDECERE AN , SCIARRE URL AJLAUABRIZISEENAE
89 Service, AT Ingress FRIEFETIE , SERFFIGIT Ingress Controller , FESIRSBAEERHNINSRETE T HLE
1918:288sCIAY TKE Ingress Controller,

Ingress £ EHIEE

Ingress X9MREHIBENEKIR T REIIEMRMARR , FIRSFREEDR Ingress IEET{EZ—. Ingress 7£
BENE D EHESIE F2FERLATRE

o U

- INRIZRIFR B RIRSCIE | HHEZIRER Ingress STEHERATMIFRXT
- MR\ IZIRE | Ingress RFEIHERAT , (VMR ARISE R EITEEE
iR MARRREEES.

tke-createdBy-flag = yes

- FRRIZERIEHB— Cluster Frf$EFS.

tke-clusterld = <clusterld> - Ingress £7E44SRRT , MIRIBIIRES ( Clusterld ZEIER ) .

- FRRIZ R FHIE— Ingress AR,
tke-Ib-ingress-uuid = <Ingress - Ingress BRIASISFER , HAFERE Ingress FHBHEREIIER |, 15
uuID> EMNEEAFERSIWIES,

- Ingress STEHERAT , MIBRXIRAREE ( Ingress UUID FEIEF ) .

1A
ERFESARRIEE | BARESEMR DS | S ATRESEREIRTR.
ERFPERTERREISE , U Service (NSEMZEIYE , MASHERZAEIYE.
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Ingress Controller {EH75X

B2 7 ARSIR(AY TKE Ingress Controller LSl , Kubernetes # KA ZFEEIE =75 Ingress Controller , iXL&
Ingress =428 AT RIRSHICEMBRE, Kubernetes 1t REAIHER kubernetes.io/ingress.class i##F
FXoEH Ingress 1=H28 , LAFBESAT Ingress FIRMH—MEHIES0HE, TKE Ingress Controller 13733 {#
ZiER , BRI ERENNT ¢

o Y Ingress BREBHEATME kubernetes.io/ingress.class B, TKE Ingress Controller &8 24a1 Ingress
o X Ingress FEAFME kubernetes.io/ingress.class B{E/ qcloud At , TKE Ingress Controller &
gy Ingress &R,
o X Ingress FEIEHLEME kubernetes.io/ingress.class BIAZAT , TKE Ingress Controller StRIEFEAS
BEMNESREESETE , B REIERIE SN,
o UIFHHATTEAEE(EF TKE Ingress Controller ff , ATLUSEEE A Deployment ( kube-system:I7-1b-
controller ) BT {ERIAZNEFEE A0 , M%< TKE Ingress Controller IH&E,
kL]
o KINZINEERT , IBHHIREEFHIRAM TKE Ingress Controller &EIERY Ingress &R , B HIMAZL
e R ATIEI.
o BRPEREYE EEAE THERMRIF |, SREERTAEIERE | WMIER Service BY , BRIz AR,
5,
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Ingress EATIhAL

Sk
by

Ingress 2RIFIHIRIZIEREA Service BIMNRIES |, EalLUBIEEE &NMN , SCIAR URL aJLAAKRZEIEREFNA
[EHY Service,

AT Ingress BRIEHETIE , SERFVIET Ingress-controller, TKE [REBIEERNENAS R T EF fEiy@ss
A9 17-lb-controller , 37#F HTTP, HTTPS , RSB ERF N B E D Ingress 1=HI28 , A LURIBEANSS
FESEARRY Ingress 288,

pES=E T

o RENARISA CVM W SHA— CLB.
o ATHHEE CLB 1= 512(F TKE S CLB RUMNITES. HAKER. IERHIERIBENIRSES , BHERSE
TKE BahE=.
o (EEBRI CLB AT :
o HeeFRAEE CLB =Hl&eENGA SIS | ARFE A TKE BatEEm CLB,
o A3#FZA Ingress EFF CLB,
o A37#5 Ingress # Service £/ CLB,
o #ilBR Ingress f5 , EA CLB SEMEin~iRS ST 2B 1THSD | FIRtSRE— tag tke-clusterld:
cls-xoxx , FEITEHE.
o Ingress 1 CLB Z/BEcEMNEIERLSZHLL CLB ID 38E=1Y LoadBalancerResource ZEEIHIERIRXT
%, BOXI% CRD #THTEME , BUSZ S Ingress KL,

Ingress &=Hl & FES|

£l## Ingress

1. B3R ARRBEHE  BEENSIEPR [£8] .

2. EEHEENH  BREFEERE Ingress IEEEID.

3. EERAFEI , 5% [BRSS] > [Ingress] .

4. 7 Ingress T , B [FE] .

5. 153772 Ingress TUE , RIBLFRESK | iRE Ingress 281, XESHESEWNT :
o Ingress Bk : BEN.
o Ingress 38! : tRIESCRRTE KIFITILEE,
o MIEEREY : BN "AK" | IETRIESEIR A K Tk,
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o IP AR : $2{t IPv4 #0 IPv6 NAT64 FFHHRA |, iSHRIESCARE K TR,

o ThEIYEER | IEHeIEEERER CLB,
o ARRZSIA) : ARIESERRTE K TR,
o IEEMHEE  XIFBGP (8% ) EEMEEL,

BERIESS (TKE)

HREE | thNBOAA Hitp , ISHRIESEPRIBEM B TR, WIRMGER Https NIFRSPERSSSRIET |

LURIERaZRE,
IERBIEFEBES N SSL PR ER RIS FEHRiAA.,
6. B2 [BliEIngress] , SRElEE.
E# Ingress
B3 YAML
1. ERABRRBEHE |, REANSHESR (58] .

2. EEEFEIETmE , BAESRE ID , EAGEH YAML RUSEFEEHE.

3. TEERRHFIBTT , 18 [BRS3] > [Ingress] .
4. EEEFEH YAML 19 Ingress 177 , B [45E YAML]
5. 7E5E5# Ingress TUH , 4wiE YAML , 8235 [52pk] .

BT A AN
1. ERBRRSEGE , BEEMSEPE (58] .

2. FEEEFEIETmE , BAESEE ID , HAGEH YAML RUSEFEEHE.

3. EERAFET , % [BRSS] > [Ingress] .

4. EEEEH YAML 89 Ingress 177 , B [EFiEREE] .
EENRARERH , BIELREK , Bt ARE.

5. 8% [EFRARE] | RIAISE.

Kubectl #2{E Ingress 55|
YAML 743

apiVersion: extensions/vlbetal
kind: Ingress
metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## AJi%(E : qcloud ( CLB3&&ingress ) , nginx ( nginx-ingress ) ,tr

aefik

## kubernetes.io/ingress.existLbId: [b-xxxxxxxx #HIEEERE B REIIERECIZE LR/ RiEEIAYIN

gress

## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###&EEIFECLBEEIIMingressEIfgEI%5%annota

tion
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name: my-ingress
namespace: default
spec:
rules:
- host: localhost
http:

paths:

- backend:
serviceName: non-service
servicePort: 65535

path: /

o kind : #RiR Ingress FIRZEHY,

e metadata : Ingress FYEFR. Label EEAKEFER.

» metadata.annotations : Ingress RIEYMREE , ANBITIZSEURE TKE FUEMEIREE

e spec.rules : Ingress B3R FMN , BeEiZMNIFT I HRKHERS. EFHENERREHEEH. BREBEIA
BE. EELeNIERRSE.

annotations: ERAEARHEIYERRCIZE L M/ARIIEIRY Ingress
MREEENN AR CLB ATRIRE | FEIRMES TKE BIEERY Ingress M , SHAREERFAFEAERN CLB |, &
AILUEE LT annotations TR E

il

5 7R TS FHHAER.

metadata:
annotations:
kubernetes.io/ingress.existLbld : |b-6swtxxxx

annotations: gl CLB 22K Ingress
WRIGEE(FRNMREIIE |, sLUBELAT annotations #1718 E :

metadata:
annotations:
kubernetes.io/ingress.subnetld: subnet-xxxxxxxx

4BAEEIN
MREEFERNZ IP vR8lKs |, EeIEAMIAEA RS EEREELL TR annotations I :

o kubernetes.io/ingress.internetChargeType AMTERITEAT , AIEES :
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o TRAFFIC_POSTPAID_BY_HOUR ( #%f&EFHiRELTE )
o BANDWIDTH_POSTPAID_BY_HOUR ( #&Zmeait )

o kubernetes.io/ingress.internetMaxBandwidthOut &% LR , 52 : [1,2000] Mbps,
fian :

metadata:

annotations:
kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

£ll#E Ingress
1. 2% YAML ;=3 , %% Ingress YAML {4,
2. L% Kubectl , FHEREERF. BEFBEBESE 151 Kubect IEEEET,
3. PUTLAT A< | 8U#E Ingress YAML 3044,

kubectl create -f Ingress YAML {42 FR

Bian , BIE—AN4E 79 my-ingress.yaml i Ingress YAML 324 , MIBATLATER<S -

kubectl create -f my-ingress.yaml

4. PUTLA TS | Kk eI 2SR,

kubectl get ingress

REEIAATMER | BIRReliZakrl.

NAME HOSTS  ADDRESS PORTS AGE
clb-ingress localhost 80 21s

83T Ingress
FiE—
PUTLAT a8 , B85 Ingress,
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kubectl edit ingress/[name]

BiEZ

1. FaffiBRIBARY Ingress.

2. W TLATSS |, EFEIEE Ingress.

kubectl create/apply
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BERIESS (TKE)

Ingress (EFIEH CLB

BEIRSS TKE BE&i@iY kubernetes.io/ingress.existLbld: <LoadBalanceld> ;F#FERAEEREIVEHITHEE , 1&a]
(FRIZEMRIETE Ingress KEXAIREIESLAI,

Lz

Ingress 5 Service BYX3] : Ingress A3FFEMNSEAIERE— N REIIESLH] , BIARSHFERAINEE.

ES=E T

o BRRENBSREISAERERSEE (VM ISHB— MAEIEER.
o AXIFHEREIIGIEFIERIE Ingress Controller EEAIGREIIE RITEELAR GiRIBERIIRSS S | S
Ingress Controller BB,
o ERACHREYERT
o RIS Ingress SERRE—MAEHYE.
o IEENRBIIEAREFEEMCHERTEE. WEFE BRI,
o {\EHFERIBIT I EEHI S QIR EIYERS | ASHHERE Service Controller BaffIEFIETR
HItaEIS%E , B Service # Ingress REERFAR—MAEIYE,
o Ingress Controller AGERFIIEHEREIE , BITE Ingress FEMIERAT , ABIIEEREAHMER
[E]z.

ERmSR

{ER R EISE I IMRAEIRSS

Ingress Controller EIRAHIYEEREHAR , (CHHRIBTZEITZHNRIR,
B RS Ingress (FRHBEEINE |, BREIIENEGERISEM Ingress Controller =, =0T :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.existLbld: Ib-mgzu3mpx
name: nginx-ingress
spec:
rules:
- http:
paths:
- backend:
serviceName: nginx-service
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servicePort: 80
path: /

kubernetes.io/ingress.existLbld: Ib-mgzu3mpx FfEFRA T 1% Ingress EEREBHREITE Ib-mgzudmpx #
17 Ingress IRSBBECE.
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Ingress WEPHECE

BIEmS

RIRENE Ingress IERFEAEXHNANS |, SAELI TS ST Ingress iIEFPEE :

o Bl Ingress 1% HTTPS mImVEY , IBFAEERIRRS SIERREBIIRILIA% L.
o JRTERY HTTPS I Z4BER—MIES |, BXECE Ingress T HTTPS MINARIES | FEFIRIEEINERE.
o NAEHBRHEARRINES , HERSRSZFin SSL/TLS.

ES=E T

o SIEAIAEFRENIET  FHEESN N B EH e fmERS IR,

o FH{EMA Secret FZZURIRE Ingress IEH. =&=sARSS TKE Ingress REVACIEEES Secret, ERBE SIS
ID,

o HIREEFEIRIETR BB FEamE—MER , SAFEH Secret RYIES ID, EAKEFHAMENRZSIA
Secret NEBENE , EFEREEHMIEPRSS. QEDERS EEFHIEP | BESH Secret BRRSIER.

o Secret IFBEIREF Ingress FFMETERE— Namespace T,

o AT EHIEBIASEIEERE Secret IERHIR , HRH Secret HWREFE , W Ingress ETTEBIE.

o« BERBRT , T3 Ingress B , F2EH Secret XEARGIEREIR, BISHFELIE Ingress S Secret X
BXASUEREIR , 3 Secret BY , KRS EFHHFATES|Bi% Secret BY Ingress AYIES.

o NEZEINCEERGE | BEEFEMREIYE CLB SNIThEE ( A3EXE ) . BMSEPXIMNAYES , NIZIE
BIEEIALTE Ingress FIXTMAY HTTPS &,

o (ERBIQBINEASHFETIHEM URL ViR , BIIERELGEIIE IR Ingress AHFECEZIET.

ANt

TKE Sz#5@id Ingress 89 spec.tls BIFER , 79 Ingress €AY CLB HTTPS MIre8EcEIEH. Heb |, secretName
FEEUEP ID B9 Kubernetes Secret FiR., ~FII0TF :

Ingress

BT YAML Bz :

spec:
tls:
- hosts:
- www.abc.com
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BERIESS (TKE)

secretName: secret-tls-2

Secret

EBITYAML Bl

apiVersion: v1
stringData:
gcloud_cert_id: Xxxxxxxx ## EEEIFF ID Jg Xxxxxxxx

gcloud_ca_cert_id: Xxxxxxxx ## ECEIUEP ID J3 Xxxxxxxx, {NECEWEIEPNEE , R TFTEN TR,
kind: Secret

metadata:
name: abcd-com-cert
namespace: default
type: Opaque

BidiEha el

EA LB RS REIEHI a6 | BIEFBESE 6 Secret,
FE"#riESecret” TAME , Secret TESHFELBUNT :

o BFR : BENX , A3LA cos-secret 736,

o Secret38! : 1%&#F Opaque , ZXREUEATREFESHUEBFIBCEY | Value 1ELA Base64 1E4wA3.

o £XCEH : IRFEE , FRRS Ingress f£F— Namespace T,

e AF : TLERIREN qcloud_cert_id , TEERENIRSSEIEBFAXIMASES ID,
PR =1
EEFEREWNEIES , W Secret BRTERIN"IRZ|[ER "/ , BRERMN"EZFHRCAIER", HAHZ
Secret IFEERFINFIN—MEEXT : TEEH : qcloud_ca_cert_id , TEEEE N ZFIHCAIER"FT
I RAGIEBID,

Ingress IEPBBCEITH

o NECEE spec.secretName HKELE hosts BIERT , BEAFFEHR HTTPS PUEAMNEEIZIER. =
FI0E :

spec:
tls:
- secretName: secret-tls

o XIFRE— B SE. THINT
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BERIESS (TKE)

spec:
tls:
- hosts:
- *.abc.com
secretName: secret-tls

o BRINEBUERSZIHBUEDS , BIFOEE—MEB. =FINT , www.abc.com BEfER secret-tls-2 A
HARRGIES.

spec:

tls:

- hosts:
- *.abc.com
secretName: secret-tls-1

- hosts:
- www.abc.com
secretName: secret-tls-2

o XNEFEAZ/MIEBH Ingress H{TEHAT , TKE Ingress controller E#{TLATT AR

o HTTPS fY rules.host Fo/HAIPTERT , BHFIRFAEIL , MABHRIZEFH.
o HTTPS B9 rules.host PLCEZREAAN TLS B , BJ4R3ZEHr , FFHiZ host ECEXY Secret HIIRATIER.

o (& TLS B3 SecretName BF{X#3%58& SecretName BOTEIEME , TIAMREE Secret I, Secret 77/ERIA]
B BT,

==

EHIR Secret EP ID FFEEK,

BRAELER

B 2 SRR ST
ik

HECEEFREENIES  WiSHHIIPR.

1. BERGHEHEEHE | BEANSIEFROERESE,
2. FERER AT  BE (FE] .
3. IR FEIER " EOY , 2EUTMEEHRTIRE.
o BB : BENIRE.
o MR | ERIRSZEBIIH", PRSZEBIEHAD SSLIEH ( SSL Certificates ) , EF SSLIFPH , a4
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BERIESS (TKE)

MH HTTP ( Hypertext Transfer Protocol ) fJJ#%| HTTPS ( Hyper Text Transfer Protocol over
Secure Socket Layer ) , BIETREERFR (SSL) HTREHIEEHAIMELR HTTP thil.
o IEBAR : IRIELRBRESIERRS,
o BIANE | (NHIEPRREBFEN " RS|[ERE , ZERA 2T,
4. BB IR AR A SERk .

CIZEERIEBAY Ingress X

RSN

o SIEHIEEIEER Ingress FFig HTTPS [RSS , R55EIZREM Secret FIRFATFHULES ID , F7E Ingress FfsE
FEFFUS0TiZ Secret,
o TLS BBIHEZ SUEPRIIRARAT ¢
o BAJLMBERA—ZIRERE,
o BIFBRRPSNIAERES , BHTIEE—MES , FENEREEERREIESR.
o FBAFE HTTPS HEEEIF , BUSCIERNET.,
BEPE .

2% i Ingress Fepk Ingress #5E , im0 4iE Https:443,
IEBGER

RSN

o WIRIGEEERLES , BFARTBERIZERA Ingress. WAFBIZA Ingress BLE{FREE—1 Secret &
IR, BBAXLE Ingress X3 CLB RRIERBRFELEE,
o IEPFEBBIEH Secret HITIEM , Secret AFHEEERRIZIUERH ID,

BIFPR

L PUTLATaS | ERRVARIERRT T RIENAY Secret, Hep, [secret-name] FEHRAFTIELAT Secret FIF
R,

kubectl edit secrets [secret-name]
2. {828 Secret FR , & qcloud_cert_id AYBEAESCHFRAGIES ID,
56z Secret HE , 1% Secret iFH ID EEH1T Base64 4RAT , iSHRIELFREKI%EIE Base64 FaImiLaK

HI8E stringData #17T Base64 Brh¥wA3,

&3 Ingress X5

B iEH e BT
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1. BERERRSEHE | IBEENSHEPRISEET.

2. TEEEFETE TUE |, IERFEIE Ingress AYSERF ID.
TESEHFB , iR AM [BRSS] > [Ingress] .

3. BT BtR Ingress FRTETEMRY [EFEARE] .

4. "B AERE AT | RIELIRERH T A ERNE.

5. B [EHEKEE] RN ERERE.

i#@ig YAML &3
PUTIAT RS | (ERROAZRIBRET TITRIEMAY ingress |, 1201 yaml SXHFHRIFEIRI o pkEHT IR F.

kubectl edit ingress <ingressname> -n <namespaces>
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Ingress Annotation 1AH

ERTLUEIE LA Annotation jH#ECE Ingress , LASCIEEE IR EIYERIEES.

ERFERS TV

apiVersion:
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: "qcloud”
name: test

Annotation &5

kubernetes.io/ingress.class

e

BcE Ingress £8!, HaiAHEEREEIZ IR , SLERAE N qcloud B Ingress HiR.,
=R

kubernetes.io/ingress.class: "gcloud”

kubernetes.io/ingress.qcloud-loadbalance-id

5iBA
RiEFEE | AIHEM2E] Ingress 3|ANGEIYE LoadBalanceld,
SERRBG

kubernetes.io/ingress.qcloud-loadbalance-id: "lb-3imskkfe"

ingress.finance.cloud.tencent.com/loadbalance-nat-ipv6

eBA :
RimFiR , BFEPEESRIEA NAT IPVvemEIgEaT | 1244 IPveitbit,

ingress.finance.cloud.tencent.com/loadbalance-ipv6
1he
RiEHE , YEFEESHBENA FullStack IPveRESERT , 124 IPveltbit,

kubernetes.io/ingress.internetChargeType
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iBA -

REIERMTZERE | SRR ISR E | CIBEASHHESTEEEE | QRIS TR,
IEERIEAEIER , AEIIEHITERER, BEES kubernetes.io/ingress.internetMaxBandwidthOut jEfE—itz
{#H.

AJi&(E :

o TRAFFIC_POSTPAID BY HOUR &7/ \dEitEs.
o BANDWIDTH_POSTPAID BY HOUR #&ipaatd/ \id 5128,

EFRA)
kubernetes.io/ingress.internetChargeType: "TRAFFIC_POSTPAID_BY_HOUR"

kubernetes.io/ingress.internetMaxBandwidthOut

1he

CLB FEIRE , JRMXELIEXIFRE | QI STHENTE | SIS ERTH.
IEECIEABIIERT , ABIIERIFAHTER | (OIARELRY LB £38, TS kubernetes.io/
ingress.internetChargeType EfE—ite(#H,

v =

SBESZHF1F2048 |, Bfi7 Mbps,

{ERA

kubernetes.io/ingress.internetMaxBandwidthOut: "2048"

kubernetes.io/ingress.extensiveParameters
ihg
iZ Annotation fEEFRYE CLB SIERTHISEL . SRINAERIERSHERE | CIRBEASIFHEN | QIS ATRES
8
ERRA
o SlEE NAT64 IPv6 3Lffl -
kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPV6"}'
o Bl IPv6 ST : ( Subnetld 8 , TEEESEIPV6MER, MixlpTarget BILURALRERSHHIPVARIEES |
HIEHNRImARIPVORTERNZEE )
kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-
fqduxxxx"}'
kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-
fqduxxxx","MixIpTarget":true}'
o WSCER(STREIYET
kubernetes.io/ingress.extensiveParameters: '{"Viplsp":"CTCC"}'
o IEERTAXEIE :
kubernetes.io/ingress.extensiveParameters: '{"Zoneld":"ap-cityA-1"}'
o SUEREENX CLB B :
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kubernetes.io/ingress.extensiveParameters: '{"LoadBalancerName":"my_custom_lb_name"}'

kubernetes.io/ingress.subnetld

5dBA :
1B AR TR EIYE |, FHEERBIYEMRETM.
ARG

kubernetes.io/ingress.subnetld: "subnet-3swgntkk"

kubernetes.io/ingress.existLbld

il

EEEREARBIIEFAMEARANORR.
E 2=

ERERRHIYEN , FERIEEFALEthixlT=S.

R
kubernetes.io/ingress.existLbld: "lb-342wppll"
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Ingress Controllers 15208

Ingress Controllers "4

HiE CLB

BERIESS (TKE)

BB CLB EETFm#E I8 CLB STIAY TKE Ingress Controller , AJLAREESSIIAR URL 501ZIEERF N ARRY

Service, CLB EiEFiGmE@mIT

NodePort #%Z Pod ( CLB EiiE Pod FTE#EE AR Pod ) , —%% Ingress FRE40

E— CLB 3£l (IP) |, BEENHMEREHEE | X7 IP lbWSIASURRIER. FIETS CLB 22! Ingress,

Nginx Ingress Controller

Nginx Ingress Controller 2EF #9158 CLB #1 Nginx AR ( BESVEPBIEEREHN ) B9 Ingress
Controller , i@ Annotations 'R TIR4E Kubernetes Ingress B8, CLB FiEINT—ZERIE (nginx ) , &S
SMRNRIEHEEEESZIFK , &KE IP lhEOFKRANAR. FHERISI Nginx 2582 Ingress,

Ingress Controllers Ifjgg%lZ&

(E3ES

Nz FaiTaIaE]
= hily

TE

BT

WAL : TCloudFinanceZone

TORE

STHFY

SSL R
IR
s

ERIERR

NZFEEY CLB
http , https

—%% Ingress FXIR—A™ IP
(CLB)

host , URL

R>zHs

RZFF

B Kubernetes &8

HF

AHF

2 (EEECLB EE)

RZFF

2026/8/18 02:02:13

Nginx Ingress Controller

http , https , http2 , grpc, tcp,
udp

%% Ingress MNRIR— IP
(CLB) , IP ttbtitikrssn

B2 $F - header, cookie

i BEMm , E5F

RZFF

B Kubernetes &8

S2F

S2HF

2 ( mRERE )
R3ZFF

# 260 T3t 8131


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/

O sy —
RS TCE BERS (TKE)

EEES Thae RiFEEY CLB Nginx Ingress Controller
FEEs KEX CLB EftE | (NEEEWIET FEEFAIETT Nginx Ingress

TKE Ingress Controller Controller ( #=#IE + #UEm )
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BHSTE

7 R

T RBMERRMRSS TKE B RINEEE , S LURESIFKISEEEMENT RAH. T REMIRIEEE
B0 Kubernetes B , SIEEMFEE. FHR. BHEEMENNS.

VAT

BERIESS (TKE)

T RBM 5 SRR A FIEIRA FIFSEL,

ErtB M

EHieAHR TKE ThEEKEasEa., Flin , tadd%4aM4 Service-controller, CLB-ingress-controller & ZS38R4%

14 tke-cni-agent &,

WBA :

o ERBHRITHR. EEBEEIERISH TKE F—HTEE4HR , FRINMENERAMN.
o ERAHNEFAMSERISEMG. EESHA R TER.

1EaRA M

IERBME TKE IREHVARUFEERERIAEN | RIS EPE IR B RAER TKE STHSAIEIRINEE | 1ERB BN

TR :

BHEFR
COS ( XI&7=tE )
CFS ( 3X147=4% )

P2P ( BERRERINE
DK )

GpuManager ( GPU
EEEMH )

HPC ( ERHMEXEIA
#)

WAL : TCloudFinanceZone

ERm=
=&
7

Gt

Hith

Hftb

BHENE
BRI CSLIRD , AT B Ban SRR HE AN ST A,
ARSI Y CSHIRMO , RIS B AR SRR AT A,

IZBMHET P2P 5K, AT AR TKE SSRFRIERIEY GB =R
& SIF LT O REGFARE,

IZEHHRHE— All-in-One B9 GPU 1888 , nJLATE TKE SERFR &ML
FERIER GPU &R,

HPC ( HorizontalPodCronscaler ) 2—Fa]LARS K8s workload gJA%g
HITERMEXREM , Btd HPC CRD A , /I \ERIEES.
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Y REGEESTE

Sl e S

ErTLABIS LA RS R AR A

o SRFOIETNR
o PHEETNRE

SRR

1. BRERRSEHE  EANSHEFIER [E8] .

2. SRR TNH  BEERIER LA RE] .

3. RS TUE , MOXESER [ERHER] . [EENE]) | [BRSG=REE] & [B4EE] .
EATLARIB S EERR | HESEEAENEANHRE. REBNMEHRAN [BFFE] abiEadE zaHdnn
@, BoBEHFERTTH [(BHEE] .

HiBA
o BHLEENERFCIENIFRRIR | “REAMASINEEFRICIE.
o EHREFESHEHN—TERR , NEEHNERESRERARE , 8F [(BEEFFE] 258184
FER,
4. BF [T—¥] | aEHmAEEEEER.
5.8F [5Epk] | BRI SeRkelEE.

AHEERNRE
1. &% BalRSEHE  EENShvi=itE (58] .
2. ESEHEE TUHRL BRER ID , BASEHFBI.
3. iR AMSEEPR [BHEE] | #A "BA5IR" .
4. " EMFIR TTETERE (2] | SABMRENE.
5. TR RNANFEE (5] Bl

RHEDEY

1. &R FRREEAE | AENShEPikE (5] .

2. E'SEHEE TUHRLBRER ID , BASEHFBER.

3. iEFAEMEE=PE [BEERE] |, &N "BHEHSIR" TH.

4. " AHFIR"TEYT , BEFEMRAMGETAN (RR] .
5. SRRy "MIFREIR" O , BB (#3941 RIRI5epkBHEDEL.
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2 BAETCE FERS (TKE)
COS 1528H

Sk
by

BHNE

1ZCOSLAH3CH T CSI gviEO |, aIEs SRR FERETCloudFinanceZoneXygf=fi# COS,

ERmSR

XI5 7% ( Cloud Object Storage , COS ) ZTCloudFinanceZonef2{ti—fiFiEBE 4RI HUFMEIRSS . B
PrEId ML RERI AT ESUE. COS ATERF#FERERET Blt. A, TEMLZeisiRFERS.

BRI

o 3% Kubernetes 1.10 LA FRRAAIEEES,
o Kubernetes 1.12 iR ARIERFZEIZN0 kubelet BLE : --feature-gates=KubeletPluginsWatcher=false .

o £ TKE rfiEF3 COS , BEAEERALRLY REM  BHBE—ENRRRIR.

(e &

=4 COS ¥ RaH

1. BRFRRSEHE  TENSIV =R (58] .

2. R el WHBE ERSERF ID , HAEEIFIBR.

3. iR AMSEEPE [BHEE] | #A "BA5IR" .

4. " AMFIR TETEE (F2] | AEFEEM4 NI+ aik COS,
5. B [5epk] BDATEUZEAEMH,

ERRISRFHE COS
BRI1E TKE SRR A TIERBIERNIRIFE.
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CFS 588

St

vl

BENE

1ZCFS BEsLI Y CSIaYEO |, oINS SRR h(FEATCloudFinanceZone {41,
=

1.12 SERFEEEM kubelet E2& |, 1&I0 \--feature-gates=KubeletPluginsWatcher=false\ .

ZREIEERNM Kubernetes 335

kubernetes3ISE R ESic) A AER Fr/E@Namespaces
csi-provisioner-cfsplugin StatefulSet - kube-system
csi-nodeplugin-cfsplugin DaemonSet - kube-system
csi-provisioner-cfsplugin Service 1C2G kube-system

{ERmS

XtEfE CFS 1Rt 7ol BNHEHEMEIRSS |, 5 CVM, B2BIRSS TKE. HEITESRSEE(EA, CFS 24t
THOER NFS K CIFS/SMB XXHRGEHENY , 24 CVM RIS EMITEIRSIZEREZIEIRR | SIFEMS
SMNHRENY R , WBRBEAHENRESSER  B2—MeoA. SUENSHRNERS , EaTAEES .
RANEFINS SRS R,

CFS EAER , BEFRATESWSEN , iEZRHTEZNEE. RE=SHISHIMARFRHENTIER : I
XHRG , BoiRSEE IFRAE iR , HEEOIRN RS, BT CFS-CSIf RAN | BrILAREER SR+
WISV ERAE Kubernetes {$/ CFS , #5520 CFS FAGE.

BR®IFAG

» CFS BERHEATSN CFS REFRH,
o 7£ TKE Fh{#EFH CFS , EEAERATERZY BEH , XBELHHA—ENRAZR.
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TEFIZE CFS ¥ REAH
1. BERFRRSEHG  TENSIERiEE (58] .
2. EEHEE TUHBRL BRER ID , HASRHFBER.
3. iR AEMSEEPE [BHEE] | #A "BA5IR" .
4. AMFIR TTETEE (F2] | AEFEEM NIk CFS,
5. B [5epk] BDRTEUEEM,

Bl& CFS 358! StroageClass

1. SRS TR TUm A TR CFS HUSERE ID |, HNEERFIEIBR,

2. EEMSHAHEFIER [7F6E] > [StorageClass] , 8ads [FiE] #HA "FrEEStorageClass” @,
3. FRAESCRRESK |, BlIEE CFS 358U StorageClass,

4. BT [@lzEStorageClass] |, SSRkBUEE.

Bz PersistentVolumeClaim

1. ARSI TMEPRTER CFS BUEEE ID |, HAERHFBR.

2. EEMSH=FikiE [F48] > [PersistentVolumeClaim] |, B& (] #HA "#i
PersistentVolumeClaim” TaH,

3. FRABSCRRESK |, Bl CFS 258 PersistentVolumeClaim , i%#% FiALEEGIE2H) StorageClass,

4. BB [BlgEPersistentVolumeClaim]) , FeakBlIEE.

Bl T{FRRE
1. "R EIR TUE R TEA CFS ISR ID , ENSERHFIEI.
2. BEMSHEERE [T{EfE] > [Deployment] |, B [#&] #A "#iiEWorkload” .
3. iR{ESEhRR K , HuEsIE [EREAPVC] | FikiE LIASeIE PVC,
4. EHFIRSRAEERERE | BE [elEWorkload] FeRElE.
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CBS B8

CBS &7

371

Sof TKE SERHBITI I RIBREIAT | FOIRRINRIF R RIBATAY PV 7 PVC, ASTiRAt CBS-CSAH

IR IR A NMB LR E W FIFE.

DIREsTFIE

Thge 1788

SRS XHEEFEIRIE Volume, PV 395K PVC X%

NSEUES X4FEIT StorageClass Be&. BIEEFIMIER Volume & PV X35

N éggﬁfjjﬁzﬁifnfﬁz V ﬁiiﬁﬁlz;%ﬁqﬂ , CBS-CSI BH-155EIERE Pod |,
JEERRRAIT R BANRIRS SR EBIARSIER 20 AR |, AERREE Pod FHIGISISEITRA
maxAttachLimit AEHAERHENTR

EHEAT S XFFETEN PVC BEBFER , STIAESEY & ((CUSiEfzRE )
SRS SHEHBI REBEIEEES

Bt AR

CBS-CSI ‘BHEERFREREfS Bl AN .

o DaemonSet : 81 Node #&£{t—4* DaemonSet , {&#x/3 NodePlugin, H CBS-CSI Driver ] node-driver-
registrar I NSERAER , ARATIEM Driver , FHRHHEREES,

o StatefulSet #1 Deployment : &#R/ Controller, E Driver #12 Sidecar ( external-provisioner,
external-attacher, external-resizer, external-snapshotter, snapshot-controller ) —&Ctapk , =ALEIH
%, attach, detach, ¥'&. RERZERES,

OB
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Master Node
API Server
Kubelet
Scheduler Controller Manager Volume Manager
LIRS TITEI DL [ILE LTI cbs- PV Controller| |AD Controller

provisioner Volume
MaxQCSIVolumeCount ’ X Plugin(In-Tree)
CheckVolumeBinding Volume

Plugin(In-Tree) |

Cloud Platform Provider

BRI

o 5[ CBS-CSI ‘A{4f5 , AAI1E TKE B P ARIEEELT BRI R,
» B£{#H QcloudCbs (In-Tree &4 ) B9 TKE &£8F , RTLAMREIEE(ER. ([5EU5 8T Volume Migration
Z—=I CBS CSI)

{EF~5)

o BT CBS-CSI R A AXER
o T BB
o BIEIRERFNERRRRINES
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B CBSE S AR 15 7 FH X HEE

BIEmS

ZEEAHFETRXKEREITR |, EEURXAISEREMNET , 8T CBS RN ERERIE T BXERA

[

o

SCH R

HINEEIRAEBRESZ A Kubernetes HA4ELE TR , B1E Scheduler, PV controller, external-provisioner, B
AT -
1. PV controller 2% PVC 3% , #&& Storageclass fJ VolumeBindingMode &4
WaitForFirstConsumer , 12 , WASIZAMEEEZ PVC RIBIEESH , 65 Scheduler 4HE,
2. Scheduler B Pod f5 , &% nodeName [\ annotation 95 IIAZE PVC 395 E
volume.kubernetes.io/selected-node: 10.0.0.72 ,
3. PV controller 3kEX& PVC SWSHEFHHHEE , BFHIRLIE annotation ( volume.kubernetes.io/selected-
node ) , tR#E nodeName 3XEX Node XI5 , {E\Z] external-provisioner /1,
4. external-provisioner HRIEEIS3kAI Node 3549 label SREVATFEIX ( failure-domain.beta.kubernetes.io/
zone ) EEXINATAX G PV , IAXZIF] Pod HHEIATAXAYAR |, R atE R Node FEARRTAXMAE
FHIRRE,

RIS

» Bf% CBS BHEFHIRHIRA.

= 1=
EMELER
FEALLT YAML , 1£ Storageclass & & volumeBindingMode 5 WaitForFirstConsumer, =0T :

kind: StorageClass
metadata:
name: cbs-topo
parameters:
type: cbs
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
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volumeBindingMode: WaitForFirstConsumer
ihA

CBS-CSI #1 In-Tree B9 HZIR(E.,
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Tl BiEi

BIEmS

TKE 35L& PV, WNAIZERNXERS , BIAFEER Pod RIRISEAE &. NBRGRFRIRENR | &
WS X R G T RIS TIRE.

EllEe S

« B1% CBS BEHRHIRA.
o (k) NERT BRUSBEIEEREX | LT BRltRRREOEIE.

BRAELER

BIEE BIFY =AY StorageClass

HEALLT YAML 273154258 StorageClass , 7 Storageclass Hi%E& allowVolumeExpansion 73 true , 7=/l
{1 N

allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cbs-csi-expand
parameters:

diskType: CLOUD_PREMIUM
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
volumeBindingMode: Immediate

a5 RN
LAY &5

T&aA 1188

B35 Pod RIER ML T BSNRTRE NG RFARIER |, SEBERYT FSHBLURSTEEREE, #
& FERZ BT B,
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T&ah 1iBH

REJF Pod HIER ™ E PR LEREST SNRBEENARSE  RGFE /O #iZ | IR
57 S eI BEIR.

L HUTLAT < |, BHIAY B8R0 PV FIXXHRFURS. RERIT , PV FIMXARSA/IMTF30G ¢

$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem  1K-blocks Used Available Use% Mounted on

/dev/vdd 30832548 44992 30771172 1% /usr/share/nginx/html
$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE

pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9¢  30Gi RWO Delete Bound defaul
t/wwwl-ivantestweb-0 cbs-csi 20h

2. UTLUATRES , A PV XISIT E—1EZX zone i5& | BETN—#EJF Pod 5, i Pod TEEERIEA
L. =BIE0TF -

$ kubectl label pv pvc-€193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.i
o/zone=nozone

3. PUTIATap<EJS Pod , ERIGHT Pod XIMAY PV RIIRERAFAIZIEE zone , Pod $44F Pending 1K
. THIEIT

$ kubectl delete pod ivantestweb-0

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE
ivantestweb-0 0/1 Pending 0 25s

$ kubectl describe pod ivantestweb-0

Events:

Type Reason Age From Message

Warning FailedScheduling 40s (x3 over 2m3s) default-scheduler 0/1 nodes are available: 1 nod
e(s) had no available volume zone.

4. FATLAT S | 1B PVC MRTHIBE | BEET 52406, THINT

kubectl patch pvc www1l-ivantestweb-0 -p '{"spec":{"resources":{"requests":{"storage":"40Gi"}}}}'

==}
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T BEHIPVCHREERIAIMGII L0RIEEL.

5. FUTUAT S | BBR PV WRZAEFT EAIRE | R&EXBRZE Pod BIRIERERIN, U0

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225¢f9c failure-domain.beta.kubernetes.i
o/zone-
persistentvolume/pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c labeled

6. MATLAT®S , AILAEFEZR Pod K74 Running, XIRAY PV SRS BTN , M30GHT BRN40G, 541
nr

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 1/1  Running 0 17m

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE

pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c  40Gi RWO Delete Bound defaul
t/wwwl-ivantestweb-0 cbs-csi 20h

$ kubectl get pvc wwwl-ivantestweb-0

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAG
ECLASS AGE

wwwl-ivantestweb-0 Bound pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO
cbs-csi 20h

$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem  1K-blocks Used Available Use% Mounted on

/dev/vdd 41153760 49032 41088344 1% /usr/share/nginx/html
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B RIGANERRIERINES

BIEmS

AN PVC UERCIERBRENEE | B HEORIRBEIRIREZIFRI PVC th , BTLAEIY CBS-CSI #{4KsE
W, AN BfEIFI A CBS-CSI #&4SCHL PVC ROEUESRD SRE.

EllEe S

» BREEAThRAY CBS B,

EMEL R
&HPVC

£l& VolumeSnapshotClass

1. LA YAML , 8l# VolumeSnapshotClass 35, =~EIEITF :

apiVersion: snapshot.storage.k8s.io/vlbetal
kind: VolumeSnapshotClass
metadata:

name: cbs-snapclass
driver: com.abcd.cloud.csi.cbs
deletionPolicy: Delete

2. FTLA T SEE VolumeSnapshotClass @& EIEEMIN. 2FIENT :

$ kubectl get volumesnapshotclass
NAME DRIVER DELETIONPOLICY AGE
cbs-snapclass com.abcd.cloud.csi.cbs Delete 17m

EllE PVC AR VolumeSnapshot

1. &A3ZLA new-snapshot-demo REBEZ 9 , EALLT YAML 6lJ& VolumeSnapshot 335, ~EIRIT :

apiVersion: snapshot.storage.k8s.io/vlbetal
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kind: VolumeSnapshot
metadata:
name: new-snapshot-demo
spec:
volumeSnapshotClassName: cbs-snapclass
source:
persistentVolumeClaimName: csi-pvc

2. 1IFLAT#< , & Volumesnapshot #1 Volumesnapshotcontent 315 2&I5EAIN , & READYTOUSE
79 true , MIBUEERTN. B0 :

$ kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE
SNAPSHOTCLASS SNAPSHOTCONTENT CREATIONTIME AGE
new-snapshot-demo true www1-ivantestweb-0 10Gi cbs-snapclass
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 22m 22m

$ kubectl get volumesnapshotcontent

NAME READYTOUSE RESTORESIZE DELETIONPOLICY DRIVER
VOLUMESNAPSHOTCLASS VOLUMESNAPSHOT  AGE
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 true 10737418240 Delete C
om.abcd.cloud.csi.cbs cbs-snapclass new-snapshot-demo 22m

3. FUTLA TS , ITLAFKEX Volumesnapshotcontent IISRAVIRAR ID , FERE status.snapshotHandle (&0
79 snap-e406fc9m ) , ATLUMRIBIRER ID £ =iRSBIEHIE > HRIBFIR MIANRBESEFE. ~FIT :

$ kubectl get volumesnapshotcontent snapcontent-ealla797-d438-4410-ae21-41d9147fe610 -o
yaml|

apiVersion: snapshot.storage.k8s.io/vlbetal
kind: VolumeSnapshotContent
metadata:
creationTimestamp: "2020-11-04T08:58:39Z"
finalizers:
- snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-protection
name: snapcontent-ealla797-d438-4410-ae21-41d9147fe610
resourceVersion: "471437790"
selfLink: /apis/snapshot.storage.k8s.io/v1lbetal/volumesnapshotcontents/snapcontent-ealla79
7-d438-4410-ae21-41d9147fe610
uid: 70d0390b-79b8-4276-aa79-a32e3bdef3d6
spec:
deletionPolicy: Delete
driver: com.abcd.cloud.csi.cbs

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 275 813



rb AT TCE BERS (TKE)

source:
volumeHandle: disk-7z32tin5
volumeSnapshotClassName: cbs-snapclass
volumeSnapshotRef:
apiVersion: snapshot.storage.k8s.io/vlbetal
kind: VolumeSnapshot
name: new-snapshot-demo
namespace: default
resourceVersion: "471418661"
uid: ealla797-d438-4410-ae21-41d9147fe610
status:
creationTime: 1604480319000000000
readyToUse: true
restoreSize: 10737418240
snapshotHandle: snap-e406fc9m

MIRERIR S EIEZIFT pvc

1. AXZLA EiAEEBH AR VolumeSnapshot 893354279 new-snapshot-demo 79l , FERFLAT YAML MR
BIxEE. 0T :

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: restore-test
spec:
storageClassName: cbs-csi
dataSource:
name: new-snapshot-demo
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi

2. 1TA TS , EBRER PVC ERINENE , M PV FRaJLAEEBZIXIMAY diskid (01T disk-
gahzlkwl) , BIE0F :

$ kubectl get pvc restore-test

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECL
ASS AGE
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restore-test Bound pvc-80b98084-29a3-4a38-a96¢c-2f284042cf4f 10Gi RWO cbs-c
si 97s

$ kubectl get pv pvc-80098084-29a3-4a38-a96¢-2f284042cf4f -oyaml

apiVersion: v1
kind: PersistentVolume
metadata:
annotations:
pv.kubernetes.io/provisioned-by: com.abcd.cloud.csi.cbs
creationTimestamp: "2020-11-04T12:08:25Z"
finalizers:
- kubernetes.io/pv-protection
name: pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
resourceVersion: "474676883"
selfLink: /api/v1l/persistentvolumes/pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
uid: 5321df93-5f21-4895-bafc-71538d50293a
spec:
accessModes:
- ReadWriteOnce
capacity:
storage: 10Gi
claimRef:
apiVersion: vl
kind: PersistentVolumeClaim
name: restore-test
namespace: default
resourceVersion: "474675088"
uid: 80b98084-29a3-4a38-a96¢-2f284042cf4f
csi:
driver: com.abcd.cloud.csi.cbs
fsType: ext4
volumeAttributes:
diskType: CLOUD_PREMIUM
storage.kubernetes.io/csiProvisionerldentity: 1604478835151-8081-com.abcd.cloud.csi.cbs
volumeHandle: disk-gahz1kwl
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: topology.com.abcd.cloud.csi.cbs/zone
operator: In
values:
- ap-cityA-2
persistentVolumeReclaimPolicy: Delete
storageClassName: cbs-csi
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volumeMode: Filesystem
status:
phase: Bound

iEH

UNER StorageClass {FRT#HFMNSAD ( 5o Pod HElE PV ) |, BIfEE volumeBindingMode:

WaitForFirstConsumer , MIFEESERE Pod ( FiEH PVC ) A4k 632 PV ( NHRERGIZEFTAY CBS
H5PVEE) .
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P2P 15iEH

Sk
by

BHENE

P2P Addon 2&=S5EE&MRSS TCR #HEHAET P2P KANBREEINES &iEY , AIR AT AIESEERSS TKE &£
BFEHIEY GB RBFHRG |, sIF LT RN RREL

1ZBHH p2p-agent . p2p-proxy #1 p2p-tracker 4HAY :

e p2p-agent : EEEHFEINTRL , RESIMDRAVRGRENEK , FIERE P2P RMERIRA peer
(node T3/ ) [,

o p2p-proxy : BRBESEEEOTRL | (FARBMFIEERINENSRECE. proxy TREIREMR  BFE
MERRG CEFRIERIGEUE.

o p2p-tracker : PEEEREIS AL , FHE bittorrent #YAY tracker fRSS.

EREELERENA Kubernetes 395

Kubernetes XJ&&HR =il BEREIR Ffr/@ Namespace
p2p-agent DaemonSet B 150.2#% CPU |, 0.2GARTF kube-system
p2p-proxy Deployment BN R0.5#% CPU , 0.5GARE kube-system
p2p-tracker Deployment B/ 1550.5% CPU |, 0.5GRTF kube-system
p2p-proxy Service - kube-system
p2p-tracker Service - kube-system
agent Configmap - kube-system
proxy Configmap - kube-system
tracker Configmap - kube-system

ERmS
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NIRRT ARUE TKE SEEHRIEAEY GB KBRS , SUF LT HRRFARE , #HFNTERZS

o EHMAESTR500 - 10005 , ERAMEEFMHENSSRESR. WISRT , SERNTRESI>FL00MB/s
AUFFRRIENEE.

o EEHMERTIM500 - 10005 , A CBS mR2FENERIARRG , BERFTEERTA, 1B, tihC
FEEME., WEET ST RESUSFF20MB/sHF AAEBUERE.

BR&IFAG

o EAHIEEERFNIEA P2P Addon HIENASSRER , BN AHSERIERR=EEEN | Al INEHNEE
WS, EEENTRMER CBS =EFMENENNARES | BRBRERITEREESIEN TR R EN
S/ , ERRRGHIEN &S AEid SIS EEFNI R SHSR , EERImZEE R E RS
HIERRERA.

o FF/5 P2P iR EMBE —EREIR , P2P AHERGINENEAIREPS ST RN CPU FIRERIR , IIE
FEREABLHRAEERE. HP :

« Proxy B9 limit PR#IJ9 : 4#% CPU F04G AE.

o Agent B9 limit PRI : 4% CPU #12G 7=

o Tracker B9 limit fRHI5 : 2#% CPU F14G WZ.

o EERIEERIT SIS , [HEBEM Proxy Mg, Proxy iIZ{THRHISRREE H4C8G , AN 51.5GB/s ,
B4 Proxy BRI IE200MEEBF I AR,

o FELA Proxy F Tracker BIHEEEPET R , (FAARNAFHNAT AT K8S 15& | HEBESN (/A5
i%. Proxy F1 Agent FRTERITI mRFR UL THIDAY G EERES,

« Agent BB EATRAI5004ix00 , LAK P2P £HE(Sin[16881 ( Agent ) #16882 ( Proxy ) . Agent,
Proxy B 5 BICIEAETIEER /p2p_agent_data 1 /p2p_proxy_data FIFEFREEERESG , BRI
INTRETREE BBAIFETE.

{EFE7TE

1. SEENEIEAIT mEREI1T Proxy B,
afi@id kubectl label nodes XXXX proxy=p2p-proxy f<tRcTm | iRt EEsiEXETs RHEE
ZEMH., RERNRFERE Proxy HHEINEL , IEIEET R ERMEERRZ label f5 | 1B &R+
kube-system #5Z=SE T p2p-proxy THERERIBIANEL,

2. N EIERT T REREIGTT Tracker B4,
B[1@iT kubectl label nodes XXXX tracker=p2p-tracker Sp<SHRCT A | RIS B EIXLET s R
Bz, REFEMNRFZEEE Tracker BN, AIEIEET R ERMSEMIFRZ label f5 | 1B &R+
kube-system @z =[BT p2p-tracker TAEREAIEIA L.

3. TRELEAFTERMNEESN : NGHINHGE TCP #1 UDP A930000 - 32768 im[. LAK VPC A IP £1u&E.
HILHINIAOESER ( TKE 828 work TEBNALZLECTHEEK) .

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 280t 8131



rb AT TCE BERS (TKE)

4. IEIREESET IS P2P Addon f@tt, IHEREMENRECERS , TRAEPRIE. Proxy 78, Tracker
MY, BERNREZESIHIRARTENRSIRE , AJEH p2p-agent configmap Y downloadRate 1
uploadRate,

5. eSS B =AM B AIBRIRFTRRY dockercfg , HFGEEEZ /9 localhost:5004 , FAFE KR EBEI9BIR
RECENFERBIRREIE

6. IEE0EE YAML , BEENNEAEG O ERZMHHER localhost:5004 , Ul localhost:5004/p2p-test/
test:1.0 , FEREFEEAY dockercfg YE/9 ImagePullSecret,

7. EASS YAML SEEF LIFRE , ALNMREGABRERER D REEEERE , RIEET RRYTERIE
PAUXREIERIFIMERIER,

R IR

1. ERERRSEHE | ERENSH=PRY (8] .

2. "EEFEIE NE B L ERER ID , HENEERFEI,

3. IEEFEAMEEEFH [(BHEE] | H#NBHIRTUE.

4. E"BHFIRTREFERE [FE] | AR s WEhaiE P2P,

5. 1R SHEE"  MRHAY P2PEMSHIRE ' EOF , EEFTEMRIRECERSZ. TRAEFRE. Proxy
N Tracker N,
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GPU-Manager 188

Sk
by

BHENA

GPU Manager #2#— All-in-One 89 GPU &1228 , E7F Kubernetes DevicePlugin fE4RFLIN , (XS IETR
M7 HEFHIEE GPU, GPU 15tn&if. Bs8a1THIY GPU 18X EREINEE , SIFHPE Kubernetes &E8f(E
BB GPU i£%.

HA{FIhEE
o FFNDED : IRMHET GPU IRIMIECINRE | BRAFSEREE 15K GPU RIORA | ATLUSRRI NERSRIRAYA
e GPU iR%.
o GPU H= : AFAPRER/NTFIKRERINES |, FHEH QoS Rk,
» N GPU 181RR9EE : AP ATLAAGEIENIRO ( 2AIA 5678 ) BY /metric E&42 , AJLA/9 Prometheus f2{it
GPU fE#RIUIIEETNRE | hid) /usage BEEEAILAAITAIEMHIERINAEIS.

IEIELERFAN Kubernetes 45

Kubernetes SI&ZFR it EINTIEBRR Ffrf/E@ Namespaces
gpu-manager-daemonset DaemonSet BT A1 CPY, 1GIRE kube-system
gpu-quota-admission Deployment BTHA1#Z CPY, 1GIRE kube-system

{ERmS

£ Kubernetes S£8#iz1T GPU NAERT , ATLARER ALY F 5 R R RIERERRENER , iItERRE
FzoFA.

BR®IFAG

o ZBAHET Kubernetes DevicePlugin LI , ATE1ZEE Kubernetes 1.10 LA EhRANRIEERE(EH.,

o ik GPU =—HBLI00MHUAIRIR , 832350 - 189/ 80+ , IRIBVEHNIBHERRE. EFEEEEMU
256MiBAS/NI— RIS ECER.

o 5 GPU-Manager EEREFAE S GPU HlET A,
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{ERAA

Bz

1. BRFRRSEHE | EENSHIEPiEE (58] .

2. EEREIE NHBR L ERER ID , EASRHFER.

3. iEEFEAME R (BHEE] | #A BE5IR" .

4. " AMFIR TE SRR (Fi2] | A EM4 NE+HaiE GpuManager,
5. B [5epk] BDRTEUZEAEH,

BRI ER GPU T{EHRE
4 GpuManager BERIIZRER |, Eah@Ed LA TG IR ERN GPU T{EfRE.

A— BT TKE =H a6

1. BERERRSEHG | ERAMNSI=FR (58] .
2. EFFECNE GPU NNARIER:  BEATRRHEER , AHE (FE] .
3. TE"#EWorkload " TUENRIESERRE Kt TECE , AR GPURIR ECEAAER GPU TRk,

AR B yaml gl

**gBE . **ERIZENEIY yaml AARIRE GPU HERRIR , AR BREEE resource HIES
finance.cloud.tencent.com /vcuda-core , BEF&REE resource FiESfinance.cloud.tencent.com /vcuda-
memory ,

THEEEH yaml 774
o fEFA13K-RAY P4 IR :

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:100

« {£/0.35k< , 5GiB ZBFFRINF :

apiVersion: v1
kind: Pod

spec:
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containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:30 finance.cloud.tencent.com/vcuda-memory:20
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HPC 588

e AN
8]7 |

BHENA

HPC ( HorizontalPodCronscaler ) 2—FaJLA%} K8s workload BIZAEIHITERMEXHIAM: , Biid HPC CRD (M ,
BRSO ERESS .

Hi%¥Thae

o IFRE"LHEE" ( REKIISA HPA ) 5" BArsEfIEE" ( KEXXI59 deployment [ statefulset ) ,
o SFFFX"GISNIE" . FISMHENSR/NREREEBE | SHFRESRK.

o XFRREERESRERMT X,

TRBITERFAMY Kubernetes Y48
FESRFERE HPC , BIEERFNEREBLLT Kubernetes X95 :
Kubernetes 3352 FR i) EIAGAEAIER  Fr/ENamespaces

horizontalpodcronscalers.autoscaling.

. CustomResourceDefinition - -
finance.cloud.tencent.com

hpc-leader-election-role Role - kube-system
hpc-leader-election-rolebinding RoleBinding - kube-system
hpc-manager-role ClusterRole - -
hpc-manager-rolebinding ClusterRoleBinding - -

cronhpa-controller-manager-metrics-

. Service - kube-system
service
hpc-manager ServiceAccount - kube-system
100mCPU/
tke-hpc-controller Deployment pod. kube-system

100Mi/pod
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BR&ISRA

INEEK
ST EERFRTIRIEL. 12 4ALL ERRAEERF | THESUTHTSEL , FFEnTR.
o {N3Z7451.12hRALAERY kubernetes,

o FRE kube-apiserver B95512%1 : --feature-gates=CustomResourceSubresources=true

TREX

o HPC AHEVAERENIR KIS EABIMES NS EME , BLLERTRIFE /etc/localtime {4,
» HPC BRIA%%24 HPC Pod AR R , BT mEdEFA2 M RIAL,

BIRRREX
7ERlEE HPC &ERT , #5589 workload ( K8s BB ) EEFETFEREH,

BRIEL IR

T4 HPC
1. BR FERSENE | TENShi=hitE (K] .
2. ESREE MESHBERER ID , HASEHFRR.
3. i MEER=RY [BHEE] | #AN "BHE5IER" TTE.
4. E"RHPIRTTE R (F2] | AEFEAH TESaE HPC,
5. B [5epk] BInTelEZAM.

BIEEFFER HPC TIEtaE Rl

BU##XEx Deployment BYERESEIR
AN NN

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:
name: hpc-deployment
namespace: default
spec:
scaleTarget:
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apiVersion: apps/vl
kind: Deployment
name: nginx-deployment
namespace: default
crons:
- name: "scale-down"
excludeDates:
_ "k k% 15 11 *"
LT B B 5"
schedule: "30 */1 * * * *"
targetSize: 1
- name: "scale-up"
excludeDates:
_ "k k% 15 11 *n
_ "k k k k% 5"
schedule: "0 */1 * * * *"
targetSize: 3

BIEEXEX StatefulSet FIERMESEIR
0T

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:
name: hpc-statefulset
namespace: default
spec:
scaleTarget:
apiVersion: apps/vl
kind: Statefulset
name: nginx-statefulset
namespace: default
crons:
- name: "scale-down"
excludeDates:

_ "k x 15 11 *"
schedule: "0 */2 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k k% 15 11 *"
schedule: "30 */2 * * * *"
targetSize: 4
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BIEXEX HPA RYERMESHEIR
R0

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: hpc-hpa
spec:
scaleTarget:
apiVersion: autoscaling/vl
kind: HorizontalPodAutoscaler
name: nginx-hpa
namespace: default
crons:
- name: "scale-up"
schedule: "30 */1 * * * *"
minSize: 2
maxSize: 6
- name: "scale-down"
schedule: "0 */1 * * * *"
minSize: 1
maxSize: 5

EERESS

FERER BRpi% RIHESEE
Seconds = 0-59

Minutes = 0-59

Hours y= 0-23

Day of month = 1-31

Month p- 1-12 8 JAN - DEC

0 - 6 8¢ SUN - SAT

2l

Day of week

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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Network Policy 15288

Sk
by

BHNE

Network Policy & Kubernetes I2ta9—F5IR , BFEXET Pod HIMEIEEREE. SifiAT—H Pod 2&7ILA
SEfh?E Pod , IR EfS Network Entities #1785, ANBHEM THIHZEIRER Controller LI, MNREGHEE
IP itelitakim 1 /2m ( OSI FE3EHBAE ) I=HliFEMNANMERE | N EEFERARRM.

HREIFERFAM Kubernetes 335

Kubernetes - . Fiii&
7&;—3“:-] ‘EE\ /"S\/\
XIREFR ~ WRER Namespace
, BAELHICPU:250m ,

networkpolicy DaemonSet Memory:250Mi kube-system
networkpolicy ClusterRole - kube-system
networkpolicy ClusterRoleBinding - kube-system
networkpolicy ServiceAccount - kube-system
= 1E7EX

BREC R

1. ERERRSENS  EENSHi=FitE (58] .

2. ESEHEE TUHRL BRER ID , BASEHFBER.

3. iR AMS R [BHEE] | HA "BH5IER" IE.

4. REFIRTTESIER (3] | FEFREM TE+ ik NetworkPolicy,
5. B [5epk] BIAJBIZAM.
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Nginx-ingress 588

Sk
by

BHENE

Nginx SJLARIER AR, sk TE2ef0 HTTP 7%, Nginx-ingress B2 Nginx /EARERIEFIGEFE
2809 Kubernetes B9 Ingress 1488, A LAERE Nginx-ingress 84 , fE&RE{EA Nginx-ingress,
EREIELERFAN Kubernetes 338

TEEERHNERE Nginx-ingress Add-on , JSTEEEINZRELAT Kubernetes 3% :

Kubernetes J4&ZFR - i) AIAGR&EIR PR
Namespaces

ke-i -nginx- ller- .13#% CPU , 128MB

tke-ingress-nginx-controller Deployment 0.13#% CPU 8 kube-system

operator A=F

. . Deployment/

- - 1# CP kube-
ingress-nginx-controller DaementSet 0.1#% CPU ube-system
ingress-nginx-controller-hpa HPA - kube-system

FEERBFALIEE Nginx ingress LI RTEEEFNEREBELAT Kubernetes X495 :

Kubernetes XY5REZFR it HNEAHER Fir/& Namespaces
nginx-ingress Service - BEMIRE
nginx-ingress Configmap - BENIZE
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Fha

Volume&I&
=N
HIELERE

o EAENER | BRSAEBRENASUG BREEREISHBNSERREF (BIXIA Kubernetes A9 HostPath ) , #Ra]
LURIRVSS TR , FRBIREER ( BIXIRL Kubernetes fY EmptyDir ) . dIRFRBIRIERE , KRG D ECENAIIGE
ERESEIFB[VERR, EEREENAERIIESER TSRS ANFIEEIRESAEREEN , EmptyDir
ERTAERIIGRRHE,

5 NFS & : RFES NFS IR, SalLMERS4FE CFS |, tBrl{ERBEERISATFE NFS, R NFS iB6E
RATFZE2EREANEE  CERTAREEST. BALE, ASEEEFHE,

o {FAHEA PersistentVolumeClaim : FFHEHE PersistentVolumeClaim FIT{EREREME , Bap ez
PersistentVolume E#&ZIFTMAY Pod T, FEEAT StatefulSet SIERHIEIREMNA, BELFFEHFSMN PV 1 PVC
S,

o {EFAFAY PersistentVolumeClaim : #i&— PersistentVolumeClaim =T {ERERITEE , Bl B
PersistentVolume #EFISIMAI Pod T, FTEEATF StatefulSet SIEMERSHA. EL¥IEESM PV 1 PVC
S,

o {EATCloudFinanceZonef§#2 : TCloudFinanceZone&F CBS # &MY Kubernetes RULRIZHERRG, EEILUSE—
RTCloudFinanceZoneRy CBS RIFRIEHFIBRIIE—IRIZ T , IDR[IBH , ZERMEZTR. FRSEEL
ESERTHRENIFANGRE | AT Mysql SERERS. RETERHIEEHRS | LHAKESAH 1.

« A ConfigMap : ConfigMap DA EREFRIF ZNIEEZI Pod L |, SZ3FEENX ConfigMap &£BEHENSENR
2. EZiFEBESM ConfigMap B,

o {3 Secret : Secret LI RFHIFZIERE Pod L, TIFEEN Secret KEEHENFENER. EZFHEES
0 Secret 18,

HIESHEEE

o BEEIELE |, BIRERRAERA.

o MRS T , BRSBTS HRENEHRTEES.

o AHIRREESRIREATH , RSB oEe /var/lib/kubelet/pods/pod_name/volumes/kubernetes.io~empty-
dir IeRfBR , BEAIRINNEIESE GBS LA RIS

o FUESEHARZENR , BUARENEIER,

Volume 1=l 51 {FE5|

Bl TrREdEEEuEE
1. Z3 TKE #2414,
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2. EEMSHES , Bd (8] | ENSHEETE.

BERIESS (TKE)

3. BEEFEERE Workload FYEEF [ID/BFR] |, HEARFERE Workload RYSEEFEIETIAE.
4. F "TEGE" T , (E=0%® Workload 28! | NTNAVSERE. Flt0 , %% [TERE] >

[DaemonSet] , #N"DaemonSet"{EEIRH.

YAMLBIEEERR

& £8/ cls-0l9bzwtv
ETFE

= DaemonSet
TReE v o
wE=H

=22 Labels Selector iB1TEIEPod R B

TiERE v

Deployment user001 k8s-app:user001, q...  k8s-app:user001. q... 22 EFREE REYVAVL iz

StatefulSet
DaemonSet
Job

CronJob

5. 8d [HFE] |, HEN"#EWorkload"TTH,

6. \RIEREREE  RETFAHE. HRTAFER. FE "8EE" + , BE (FNEES] | iFINEdEs.

< FmBEWorkload

QEEa I SFE. BFRHBAC-). BSAUNSTFEF
R =E default v
== Deployment (EI5 E8I3EEPod)
O DaemonSet (FESN=EH1EE{TPod)
StatefulSet (ERZTERIETPod)
CronJob (3%=EECron3ditHIE=ahET)
Job (BR{ELD)
TEE (BE EIEEE
BB INES. CRENEE THE
7. {RIBLIREK | IEEEUEENEMES T | BCEESA.

8. gk [BlIEWorkload] , 5=RkAlIEE.
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Kubect! £2/E Volume $g5|

(RGN | BT BB Kubect! S TEIERIR(F,

Pod #=#; Volume YAML 7:f5l

apiVersion: vl
kind: Pod
metadata:

name: test-pd
spec:

containers:

- image: k8s.gcr.io/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

* spec.volumes : IREHURERTR. KB, HIEESHISE.

« spec.volumes.emptyDir : B EIRETERIZ,

« spec.volumes.hostPath : iIREEHEER,

« spec.volumes.nfs : iIRE NFS £,

« spec.volumes.persistentVolumeClaim : i&EH PersistentVolumeClaim

« spec.volumeClaimTemplates : E{FEHEIZEE , BIRIENEENEIZE PersistentVolumeClaim #[
PersistentVolume,

« spec.containers.volumeMounts : IEESHIEEHNEE A,
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PVRPVCETE
Eid)
ik

PersistentVolume ( PV ) : SSBFNEMERIR | GIUIT R2ERERIRIR. PV M7 F Pod UAmER , IRIEARR
StorageClass KELBIFEARZRELAT PV,

PersistentVolumeClaim ( PVC) : SEB¥RNFIEERK. 5Ia0, PV 2 Pod (FATARRIR , PVC WEBAEER PV &R, X
PV &RAEH , PVC B LAl PV,

ES=E A0

o CBS BALIFEA AXER,. BiEH CBS 2! PV iY Pod IBIEMITAK , BESEIEHAY.
o TKE I=HlGA8F CBS 2 485 | \5B{TRIE CBS =H G TEE.

PV&PVC i=H &1 EfE5 |

BSElIE PV

HSEE PV BRTERRFERR  AESEHRERINR.
1. B TKE ZHl4,
2. EEMSIERT (REF] | HEN"SEFEE TUE.

3. BEEFERIZE PV UEEF (ID/BFR] |, HARFEIEE PV BUSEEFESIENME.
4. 15%61% [136E] > [PV] , N "PersistentVolume"{=EME,

& £/ cls-rndmrr(document_cluster) YAMLEIZEHR

PersistentVolume

=BE M

HE=E

B

SEEaNRXesIFEA, EALINGREIEMRE=E

PVC

StorageClass

5. 88 [FiE] | #HN"FiEEPersistentVolume T,
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BERIESS (TKE)

& ¥iEPersistentVolume

va,
me
filt
m(
Il|}

Al
[
é’i’
o
it
|cH
e
il
lll]
it

O ext4

6. tRIELRFEK , IRE PV &8, XESHEEUNT :
o BFR : BENX.
o IEERE | RIEIRFE SR TIERE,
o StorageClass : tRIELIRAR K TIEE,

7. B [ElUEEPersistentVolume] |, 5SRkEIFE.

8l PVC

1. Z3 TKE i=HlA,

2. EEMISHv=8E (L8]  HEN'SEEE"TH,

3. BEEFEECIRE PVC RUSEF [ID/BFR] |, HARFOIE PVC RUSEFEIERMA.
4. 1%82 [1#E] > [PVC] , #N\"PersistentVolumeClaim"{SET@.

5. B [FE] |, #HA [FiEPersistentVolumeClaim] TIE.
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& BRTTCE

& #HiEPersistentVolumeClaim

default v

cbs

GiB

il
i
o
=

6. IRIBSCRRESK , 1IRE PVC 8%, XESHEEWT :
o BFR : BENX.
o fPRTE | RIESCIRR R TR B T ERE,
o StorageClass : RHELFRTR KIF TR,
o BE | RIERRE R TIRE.
7. B [ElUgEPersistentVolumeClaim] |, SRk EIEE,
EHBHB PV AR | RAEBtIgiHin PV,

B8l3E Workload & PVC #iES

1. ZF TKE i=HIA,

2. EEMISAv=aE [5E8F]  HN"SEFEE"TNA.

3. REFEERE Workload RYEEF [ID/BFR] |, HARFERE Workload RUESAFEIENAL.

4. 7 [THemE] T, (ER0ERE Workload 2884, HEAXINAYEERE. B0 , &% [TIEfz] >
[DaemonSet] , #HAN"DaemonSet"{SEAHE.
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BERIESS (TKE)

& £/ cls-0l9bzwiv YAMLEIE S

==

E+2 DaemonSet

T=BE v

v default v Q o 3
BEZE
B Labels Selector E1I/HIEPodEE B
Tietas v
Deployment user001 k8s-app:user001, q...  k8s-app:user001, q.. 272 EFEE SEYAVL B2

StatefulSet
DaemonSet
Job

CronJob

5. B [FE] |, H#AN'F i%Worhoad" .
6. tRIETUE(EE |, IRET{FHREE. TEHHEER. FE [BEE] |, 2 (FIIEYEE] | RINEES.

< FhEWorkload
TERESE
iR
R =
ReEaa/\Sx8 HFRHERFE(-). BYALUNE=FEk, SFi/\SFE88E
e default v
e it

© Deployment (FTH EHISBSPod)
DaemonSet (Z&=EH1 EE{TPod)
StatefulSet (BHREEENETPod)
CronJob (#&BBCronfitRIERHET)
Job (BURIES)

FEE (FEH)
RIIEE. THRE. ZEREUEE. HFENFS, EEYH, PVC, ARERIISENEEREF. EHE5I2
EHIREE

i (EAEHEPVC] 753, IHESMR , IEFEHR PVC,
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FEZ=ZEPVC v pvc-test pvc-test v X

111]
¥
‘j‘
Hr
118

|
|
|
i
)
}
'
B

H
i
ni
M

8. By [EUEWorkload] , FepkbliE.
{EF PVC &z , RS RAEHEI—5 node L

Kubectl #2{/E PV&PVC 52|

LEMNSZIE CBS 25849 PV&PVC, &nNi@id StorageClass B8 15E PV #SE=EA025E, LITMXIRGIRGISE: |, &3]
BEIEE T Kubect! {TCIERIZIE.

( |Ji% ) B3 PV
BT EHE CBS Bl PV, &G PV, 7 CIEE PVC i , KEEEIEIENIRIEY PV,

apiVersion: vl
kind: PersistentVolume
metadata:
name: nginx-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
qcloudCbs:
cbsDiskld: disk-xxxxxxx ## §ESAHICBS id
fsType: ext4
storageClassName: cbs

Bl PVC
£ B PV, 7EEZ PVC Y , RETSENEENINAY PV, YAML RAIENT :

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: nginx-pv-claim
spec:
storageClassName: cbs
accessModes:
- ReadWriteOnce
resources:
requests:
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storage: 10Gi

o BEEEAIVURZ100EE , BINA10,
. BYE=ERIN50GB,
« SSD ERERE/\A200GB , EAAEIES T FIEM SRS,

5 PVC
YAML 75190

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 1
selector:
matchLabels:
gcloud-app: nginx-deployment
template:
metadata:
labels:
gcloud-app: nginx-deployment
spec:
containers:
- image: nginx
imagePullPolicy: Always
name: nginx
volumeMounts:
- mountPath: "/opt/"
name: pvc-test
volumes:
- hame: pvc-test
persistentVolumeClaim:
claimName: nginx-pv-claim # BZ6IE5FH PVC
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StorageClass&1#
=il

StorageClass #IATFHERIKEE | SEHFEERRALINEHENABNFESRS].  TKE RBFARHIRFHEEEN
StorageClass , #@id StorageClass & PersistentVolumeClaim BILAZNSBIEEERNEMHE SR,

StorageClass 1= &5E{FiE5|

£ll& StorageClass

1. &R TKE #=H8.
2. EEMSi=F , BE (&EF] | #EN'SEEHETE.
3. BEEFEECIE StorageClass RYSEF [ID/BFR] |, BEARFE StorageClass RUSSEFETEUMAL.
4. 5%8% [FE] > [StorageClass] , #\"StorageClass"{SE .
5. 8F [#rg] | #HN"#hiEStorageClass"TTH.
6. tRIBLIREESK , 18 E StorageClass %), XESHSEWT :
o BFR : BEX.
o IHEEET | REITE,
o K : IRIESERRERHITIRE | BUAR "ENATREX",
o nERFER ; RIELIRE RF TIEE,
o [BIKIEREE : HRIBSCRRT RFH TR,
7. BB [ElUgEEStorageClass] , SeRkBlIEE.

Ell# PVC 15xE StorageClass
S8 PV 71 PVC B2 fh9 "8 PVC" , 8 PVC, FHEIRE PVC S¥RY , I8 StorageClass 4,

Bl5E StatefulSet EH,HENEIZE PersistentVolumeClaim 284

£H8 StatefulSet &8 Y “BllzE StatefulSet” , Bl StatefulSet, HFiRE StatefulSet ST , BT [IFINEUE
&) %R EREEH PVC” A, 188 PVC,

o
[t

19
[
0
X

FERFIPVC v

H
it
}
frit
]
il
IIH'I
Ju
=

}
23]
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Kubect! #{F StorageClass g5

PATMRMROIS M | 1SRTEESEIY Kubect! HTRIZR(F,

& StorageClass
WNERABI5E StorageClass , EERFHIEEMATFIE name 3 CBS A9 StorageClass,

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
# annotations:
# storageclass.beta.kubernetes.io/is-default-class: "true"
# WMRABX—% , WAL default-class , BlIE PVC A AIEEREN BahFRLSEE
name: cloud-premium
provisioner: finance.cloud.tencent.com/qcloud-cbs ## TKE ££8£B7HY provisioner
parameters:
type: CLOUD_PREMIUM
# 7¥F CLOUD_BASIC,CLOUD_PREMIUM,CLOUD_SSD #NERFRBINL4fH CLOUD_BASIC
# paymode: PREPAID
# paymode A=£HIITZHE( , BAIAR POSTPAID (#ZREit2% : SIIF Retain {REEF Delete MHPRIEHE , Retai
n {XEST1.8RIEEHRALERN )
# aspid:asp-123
# STHRHEEIRIRRE |, BI2 =R2f5 B9 iELRIRRER SBERWA B ElE

MIFEHA

o type : StorageClass 938! , f4% CLOUD_BASIC. CLOUD_PREMIUM # CLOUD_SSD (;¥=£AE ).,

« zone : 5% zone, MNEIERE , M=EGRIZEZLL zone ; WNRAIERE , WHIENFTE node By zone 52 |, Bt
FEE— zone,

 paymode : =EAVTEIRT , BAIAIRE /9 POSTPAID & ( BMREi+#: | 3245 Retain {REF] Delete filfRER
B& , Retain (RS T1.SHISERHIRALERL ) .

o aspid : IEERER ID , BIE=EEEMEIELREBREE , SFERB AN,

Bz 2505 StatefulSet
(EFA=ELE CBS Bl StatefulSet , IR TR :

apiVersion: apps/vl #AEk8shRA , apiBER , XELL1.20554]
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
replicas: 1
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selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
terminationGracePeriodSeconds: 10
containers:
- name: nginx
image: ccr.baiping.fsphere.cn/tke4tce/nginx:1.20.1-stable #iRiEZ=F B SR &IEN
ports:
- containerPort: 80
name: web
volumeMounts:
- hame: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates: # BzhgliEpvc , HimBzIEIEpv
- metadata:
name: www
spec:
accessModes: [ "ReadWriteOnce" ]
storageClassName: cloud-premium
resources:
requests:
storage: 10Gi
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\_ < RBAC control ’
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TKE Kubernetes XS R IR RIS 52

AERA T

Kubernetes APIServer S1FEE SHANAUESERS , 5120 x509 iEH. bearer token. basic auth, Ee , {X bearer
token BB/ M ANIESREE ST HEE known-token csv 324 beaer token, serviceaccount token, OIDC token,
webhook token server Z&Z# token IAIES T,

TKE o TSLIMEZME R SIS EFREER |, EFEFER x509 iERHIAEA. EUBNT :

o FAFIRARRANIE.

o T FEEHLTHITERTE .,

* 1ZAB User K Group #17X% | [BEE RBILHF,
TKE EF x509 UEHIAUESEHL 7 LATIHEE :

s FNFIKSERIMEREFiRIES , BF5A Kubernetes APIServer,

o SFWSTEEHIBIIA Kubernetes R , FEEIAERIZFKSHIZFIRIEREBIAAR Kubernetes
APIServer,

o IFFSEFTRENEFmIES , PiLEEIDHE,

o SHFEMWSEFEFAEKET tke:admin SRR SHITER. EHEMFKSHES.

LS

Kubernetes & RBAC & Webhook Server FffESERUELR, HERE Kubernetes FIAFIRE—EIHAE R T
5JR4E Kubernetes Z5&1EF , TKE 1% RBAC Rz, ZIERMHL TFIIR Role & ClusterRole , BRRFEAE
SR NBIEEEMAY RoleBinding 1 ClusterRoleBinding BIETSCHMSAASE, EUHBUT -

o R Kubernetes EREAIAF.

» 5 Kubernetes RBAC 8877 , 37#F Namespace #fE. APIGroup #HENRFIRHEENZH Verb BRIz,
o XIFFIF BN R,

o IFEEAFPEEXHY E APL FiR.

TKE Kubernetes X5k I RI=HITHEE

BT TKE RUAIRNEERINRE | LU TEMAEAISPRES]. flan , (EFENFRS RISRSH F R F
S THRERNPRZEEENRE, ISELUTX |, MFKSHITEMREAIPRZS

ERFURBHTEN

BE X RSN

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 304t 8131



Z AT TCE BERS (TKE)

{ERFNIKE RN

Fuiz B e

RS 1EHIEEE Kubernetes [REEAY RBAC 1ZIUREE |, ST FKSIRME THRIERY Kubernetes FERPRIZH.
Bt TFUZAE . Role K ClusterRole , iF4HiBEAIT :

Role 15¢BH

DeSRSBITHISIRMISINEER , AETKEREHUZEZESEERLIR. IXEMHEGIZEEF DescribeCluster
Action RRAYFIKSHITIRETE,

€ A1/ dsloazhghimmacichen
_ ClusterRole
EXES
TREE N
B2 & Labels e
-t
BB
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EEET
s
{1t

ClusterRole 5488

EHER (tke:admin) : WAEHETEH TRRUEENR , BEEHTR. FiEs. H8TH. RERIEEIIR
AR EFIKSHNESIR,

BEHEAR (tkeiops) : MEEGETE MR G NRFRIEENR  BEEHTR. s, BRTHE. EHAE
SR,

FREAR (tkedev) : SFrEMATEEFNEGETE MEH ST DA RIESR.
HIEAR (tkerro) : XWETAEMATRENLGATE FEHI &7 WS TR RIESPR.
BENX : BRPBENX ClusterRole,

BAFL R

SREXFEIE
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BRSNS IENFRSIERIMINEIE , AR REHIEEHFIEREERz= AP &0
DescribeClusterKubeconfig , BIERENSRIFERKSHIEIEEE Kubeconfig 324, BHiEHIEKEE BT ¢

1. BERERRSEHG  EFRLMSI=FR (58] .
2. EEHEE TUEY , BEATRERER "B (EESEHFILE] | IUERRIFEXAE.

SHEERFLINREEEER , HTEEHEFREKS FEERIEIE.
Y

WiBg :
BAREHEER (XKS. £EFEIEELIHEE admin role BIFAR ) BT,

1 A"SEEEETEY |, IEEEREEEID,
2. EEEAFRET , BBE [IIUEE] > [ClusterRoleBinding] .
3. 7£ "ClusterRoleBinding” EIEEF , By [RBACKESARLEE] .
4. " ESEAPR NHENEEKS SBY , AnFENNFRSHREE 2.
5. &"SRBFRBAGRE 'S BH |, IRIBLITES HI RIS E :
o Namespace¥3& : IZFEIEENPREHT Namespace SBE.
o IR : EEEREFRITIRRA" , IRFIRENR,
R RS CRIRGR) |, SREEHTRIREENIRE.
LY
BRTFWKS | WIANZIKS SRR , NIFRRENALI.
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H T M REBIRN

RN BIMAEITEIT9E Kubernetes A ClusterRole 71 Role LR FFIKSHFENIR , ErIHRIEL SRR TS
N HER(E,

4

Eﬁ S Iﬁlﬁ il

FABETRERIBEE BB HRIEE CAM RIREMSCIZEEN R, YAML/REIENT :

Role : dp BT B14EE

apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
name: testRole
namespace: default
rules:
- apiGroups:
resources:
- pods
verbs:
- create
- delete
- deletecollection
- get
- list
- patch
- update
- watch

ClusterRole : EEBf 4=

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: testClusterRole
rules:
- apiGroups:
resources:
- pods
verbs:
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- create

- delete

- deletecollection
- get

- list

- patch

- update

- watch
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ZEBRUAFIRSHEBEN ClusterRole 79l , S457E Role FIXBREA—E , BAIESEIRR R TERIE.

1. ERBHRSEHE | EBRENSHERL &8,

2. " EEEFETE TUE T | IERFERIERE D,

3. EEEFIETEY |, i (BEE] > [ClusterRole] .

4. 7 "ClusterRole” EEIEY , BEHA LA [YAMLEIZRIR] .

5. [EREREMNBE SR YAML RS |, Bath5ehkBIal 8 ClusterRole,
iZPELA ClusterRole : SSB¥4ERE YAML 7965 , GU25SR/E , BJ# “ClusterRole” BEERETEEHEE IR
“testClusterRole”,

6. £ "ClusterRoleBinding” EEmE~+ , 87 [RBACKHEEEMEE] .

7. £ SR TUHRY EERS TR, AnERNNFRSHBEE T,

8. HN"ERFRBACIRE "RH , RIRLATES [HIRIRE.

o NamespaceZlI5% : IZRIEENREZNAI Namespace SEHE.
o R : IEE'EHEN" , ARTGEEEEMIIR, ZHEEBENIIRTIFRFHTIRIERE , RZLUEES
BIZRIBEENAR “testClusterRole” 796,
WihA

R LABRE ISR , S T REENIRE.,

9. BT SO RN AT SeRiRUR(E.
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KR IR S TR SRR RENIES N E. BIEARRRE, AR TUESERFRIMREFIER
SEUSTRERE | S LIBRNE R T R A SR R IRS T TRRIIER 46E | FraeREiRIE SR SR MRS =1 T
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<?php

error_reporting(E_ALL);

ini_set('display_errors', 1);

require 'Predis/Autoloader.php’;

Predis\Autoloader::register();

if (isset($_GET['cmd']) === true) {
$host = 'redis-master’;
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if (getenv('GET_HOSTS_FROM') == "enV') {
$host = getenv('REDIS_MASTER_SERVICE_HOST");
}
header('Content-Type: application/json’);
if ($_GET['cmd'] == 'set’) {
$client = new Predis\Client([
'scheme’ => 'tcp’,
'host' => $host,
'port’ => 6379,
1
$client->set($_GET['key'], $_GET['value');
print('{"message": "Updated"}’);
} else {
$host = 'redis-slave’;
if (getenv('GET_HOSTS_FROM') == "enV') {
$host = getenv('REDIS_SLAVE_SERVICE_HOST');
}
$client = new Predis\Client([
'scheme’ => 'tcp/,
'host' => $host,
'port’ => 6379,
1;
$value = $client->get($_GET['key']);
print(‘{"data": "' . $value . ""});
}
} else {
phpinfo();
} 7>
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gitlabZ RIS
HATLAT docker run $$EIEEH— gitlab 2588 :

docker run \

-d\

-p 20180:80 \

-p 20122:22 \

--restart always \

-v /data/gitlab/config:/etc/gitlab \

-v /data/var/log/gitlab:/var/log/gitlab \
-v /data/gitlab/data:/var/opt/gitlab \
--name gitlab \
gitlab/gitlab-ce:8.16.7-ce.0

-d ‘FREEEIEIT. FRTaiRIVGaIIIREITER | IUASHAFTEERREHEEE.

-p FEERCIRGS. FfIXEMRE TR NGO |, Bisino 52808122 , X/PEEATROD5IE201808120122 , X9
RMEEHS , FATRINMRROBREIRN , FHESNAISRRRAMRS K. BTR(I8gitlabFERMAIMNIIT
&), BN T REAIGEERSE.

BEBEABR G o BEARSE RESEREE VPCARSTE ==
EERET7ELBERR
T HING w20 BBEE0G
TCP v 22 20122
TCP v 80 20180

--restart ASHATIEEESHBLN , REAEREER. B TratlZimaatRun  BBERERE | X
SHARERETREHIaiEE.

Vv ASHATIEERSE. LENGSERE 7 =16  WNEIRSEHE  BMNBFERII=AEES | AES=S
NERREBEBX="EEHIIERE,

BAERIBE=AS
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BT TCE
FAEE(EE)
EEfES v config /data/qitlab/config X
EEFES v log /data/var/loa/qitlab X
EETHES v data /data/qitlab/data X

RER(VEERNERRERR , K=1ME7lEHEIERE

TES ' o —
= config v [etc/qgitlab =5 v | W
log v~ Jvar/log/qitlab =5 v W
data v [var/opt/qgitlab == v | w

F+Hnt

XEEFERR |, FANEESHIREARNR ERAMER | SRETEETE RS RIRFEI ST
MPRLE. NREFSREEIEMITR  SEMSER. BIIULER =R KBRS | SRR TE
=EET , ESSNERZIEMNTR , BRI AaER.

--name ‘FR/BITHETF., XPMESH , YNEIFREFEMERSE | SASHBETLURRSSAEENEF.

HEes#
XENEEAT4T docker run BF , EEENSE

-l RERHITER. BIIBSEHERSEEIETEEE | FILARSER3S.
-t BR-ISH—H | ASHMARE.

-e BRETHINETE, AP HITLA TR docker rundpss -

docker run -e FOO="foo' -e BAR="bar' --name=container_name container_image
XERARPHEEATFMIFNMEEE |, RS FH S tIZRSH  ARSHNERIRER | ILARIIESHIER
BT E, MXE , TEFNTEELHN  TER:Foo , TTE(E:foo , LANEERBAR , Z&{H:bar,
Command#fiArgs

BIHEFAIFAEIE docker run RIRGR |, ISEHZRTIASFISEL , LLAN

docker run --name=kubedns gcrio/google_containers/kubedns-amd64:1.7 /kube-dns --domain=clust
erlocal. --dns-port=10053 -v 2

XEBRE(HEE T DEHENTSH © /kube-dns , FHEE Y =124%4 : -domain=cluster.local.”--dns-
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port=10053 #0-v 2,
AEFEFE | FAITLUXEEE

=TT G /kube-dns
ZTEH O -domain=cluster.local.

—-dns-port=10053
-V 2

WAL : TCloudFinanceZone
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rb AT TCE BERS (TKE)

EASLZ2 22850k

BRSLIZ =5 L

B/ ME

BRHZME(E | TORFEERNEH TR RREE S ERHZEENEE. B SEh TSR ERAERAIMN
a2 IE. IPHIANIROKXE , HEZEELEY localhost SRATAEES. E—NTERXIIEEMEF , &/ Lf)
#;E— 1P MU ATIRBIFYIEENMSSREE | LONSFRRIFSREBERNENS. ERNIAIRNIE TSRS
EHE—REFMEETE , FHREANEEASESHREDREEX | RRSEERRSLA T IR HEE.

i ERENSSREZED |, LOBSRUESEXRIMSR , BATNAEEINEE. ThpG— SEMEEER
EMEERTT , THTE. KFEH=E. ESHMRREEREALABE,

ERBRLIZERNAES
SIHIgEN PR EE AN Rt , (BENEZEAN TP EE—LHEER , 10 :

- NEEE , HFIEIRINEHTE | A cache BIEHES
o H&EE4E. rotation, #Hfp. REESE
o FUETMLIAT, BHEMNRIERRS , BHOARE
o KB, MFFIEERSE
o 5, B kB AREFRE
B aELHINRTR.
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T

THIAEE
A%

MREHERFEPEREITERRS (TKE) |, BZRSEBAHFTENAEE , BHRA—ERENIKSER K7
TELAT R -

o BRERRASALE | HEXEE.

o BTERBIEMBARILIERR | Efb NRIBEZDIEZ E X,
FIRERLAERER | ST LABET (ERF IS RELBARNASERRRWS. BOABRT , FIKSiREER TKE
BIRRR | BRI RIS F Ik SR BT EEAINIR,

Y e
Eivlx

iHEEE ( Cloud Access Management , CAM ) ETCloudFinanceZonei2tl—E Web RS , TERTHHZE
FP&2EITCloudFinanceZonelKF FRIFIRRVBIEMIR. Bid CAM |, ReJLICE. SEFIERHAF (H) |, HB@
S EHEIRFIRIR SRS TCloudFinanceZone B RAYEBIIR,

HIGER CAM BIRHZE , LIRSS — N AR SE—HRAFXEGEXR | RISSeBIEINaEERAF FRIEER R
BHEEES. BX CAM RISNESIEXEAER | BER RIEZE. BX CAM RENESHEXFERER | 158R
K.

WNRIEAZTENFKF#HIT CAM HBXRERRARERR |, S LABNIILET ., BHOXEED HA ISR S ER
B HVERRRFO(EA.

AI']
CAM SREBIIERUER—1 S TKE BMFEE IR BER— IS TKE 8(F. RERSETLARTRF
NER (TLEEMRR  FERFEIURSSHER) | RBEATLE SR ERIRAIREM.

TKE #89 APL IBERSIFETRREIUR | BB TS AP IME | (SR AEERIZSSR RS ER N B ETR
KER | MYREEEEEPRIFHEER.
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ARSSIRAGER A BRI

TEEAERMRSS ( Kubernetes Engines , TKE ) B2 , ATREBEREXZRIR , SBRIESMEEHITIRSIEN
R, BMEREEMNARNAEMESHNTURRE , EhEESKE TKE_QCSRole 1
IPAMDOfTKE_QCSRole B/ MER. AR MRS HABRTS MINRIRINFE. RINGRIIEER.

TKE_QCSRole &t

FHBARIRSE  ZFESETFENIKF TKE_QCSRole AEAMIR, ZAERSABEIIAKEKS N FURKR , /5
FREVERIIR | BERFERIRIIZ R THRITYMATTIR SRIBRIRE. BETNZE  MRBEHIEZAEHNE
RAERIRT IR,

IPAMDOfTKE_QCSRole Ff2

IPAMDofTKE_QCSRole Bt ARSRRSHI IPAMD iFRES A,
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TKERGRCEREIMNIRIZE

BenRBIRS TR A

BESBEEAMIIEILE : ccrfinance.cloud.tencent.com/${namespace}/${name}.${tag} .
BEECEISIRESUA TN FRIATIRE !

o ${namespace} : HIECEMBEMHETIA,

* ${name} : FECERTR.
5EEA
mE=E ${namespace} RREHEEF ${name} FARBEEERUL /", ${tag} FERERISTI T HIPRIEIELS
R, i58% FR Tag tUR.

B&d ${namespace} , ${name} WNFE , BIEETLUIMMEERIEEMIAIRS R , TRRIBEAITIRETE,
folgn

o SAVFIIMEE A RBURS

o ZIFMEE A BIRRRE

o ZRIEMEE B FIENARRZSE nsl FRYER
MREAFTEFAERRGOENR | TLAER RRBEN. NREFEASUERIMEENIR , BER BEX
FERIEN, BREGRSIPRET TCloudFinanceZone CAM BHTEIR , IS LIFMA THE CAM RIS ¢

- AFEE

o RIBEE

o RINEE

TR SRESIZ Y

AT EHEREERSTIRERE , BREERSNE T TR

o BIRGE (CCR) £IEEHAMNRXTURRISECE ¥ SR REIRSAENIR , IRIMEEXREOZIURRIE 58
BEREHENEECENR. FEEEE tNRIE.

o BIRGE (CCR) RITHMPRZINKRIEE S T DR GRS RILR IR , IRIMEEESSRERSFRX
BX TizFig olg |, MIA TR EGREELL

o docker push #EXE&

o MERGCEMRSTHE

MR RECRERE=E

o BEERGRORE

o BBRIRGCREE

* fHIBRERE Tag
WRIEA T R EE KERFUREREE | i55% CAM XA : FKSRISN 4B, FURRIEXERFEF.

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 342 8131



((b AT TCE BERS (TKE)

=2 \\ ) £ xxv3
HE X RE&IRIN
BT EEN R , EEETLARRINMMES XEEARRIR. HES MR , BERXLEER !
o FiF(resource) : IZINRIKIEKEAMLRGCRE | HINIFIERGECERAS qestcerirepo/* |, I CAM FiEiaA
A=
o FifE(action) : IZMPRERIEXTI R (resource)* 1 THRLEHRE , AOffIBR. #EFE  BEERREROS TR,
o A (effect) : ZAPRFREEIIMEERIMHAIRR ( RIF/1EL ) .
—BEIEHIRIFRPRIZE |, TR TR DB, FELL RFIMEE SRR G O E" NI TR :
1. QBB N RES HREIE Y,
2. FRFABKSERIEHA.

3. N IREEEENRIREERE , S (FEEENERI] | 17 [EFCERIRIT] IHEE.

P OB X
—  REBEAEE
-/
EREEIXOE
<> ‘

o) IS

4. 1%F EREEEIRZE] > [=aER] .
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BERIESS (TKE)

& | BEREGRERIE

5= 2EER v Q
IS RER
£EPER (271
AdministratorAccess
o .

M %f

QCloudResourceFullAccess

5. 8 [T : WERIKER] | HA [FRERKK] ITHE.

6. IRERIEEM , FAIELUITASTEN [(FRIERIEAE] RIEBET.

{
"version": "2.0",
"statement”: [{

"action": "ccr:CreateRepository”,

"resource": "qcs::ccriirepo/*”,
"effect": "allow"
1
}

fign , KEREEFRIRES ccr-policy-demo
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@ zsman > @) samw

ccr-policy-demo

RIESIBAE
1 {
2 "version": "2.8",
"statement”: [{
= "action": "ccr:CreateRepository”,
5 "resource”: "qcs::ccr::irepo/*”,
6 "effect”: "allow" —
7 1
8}
o]

WiBA
resource KEMFM * TR LEETEGRT A FEERGCE.

7. B [5e] | ERRIBEIEITIE.

HREEEE

(0]

AR T

8. REXEEX /g, LTERIPHIREE ( ccr-policy-demo ) BIZ5ERkLAE | ERTLUSERERZWERIMES | FIHAEE
M, REEKEBCTREIMEERMBREER GRS E T IZRERCEFENIR.

_resource qcs:ccriirepo/* F&iRA :

o qestcer:: AEERT | FRIFABRTCloudFinanceZone BB 5 CERSS.
o repo AEIERLR  NRZFEEE  XERRERCE.
o BHI(/)EHERY * FRLEMEHRECE.
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XF resource EIFMAAYHEIA , BSF CAM FBiFEEIALR.

RRIRBHTIRIN

ERILARIBS AS A RIFRA TR, 90 : "seiFilibRas= =S8 foo, bar ARG EREE" , AJLIBIE TERIEE X REE :

{

"version": "2.0",
"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”

1,

"resource”: [
"qcs:ccrirepo/foo/*",
"qcs::ccr:irepo/bar/*"

1,

"effect”: "allow"

1
}

o qcs:ccrrepo/foo/* H foo/* FNEECEMEZE foo THEIBEA.
e qcs:ccrirepo/bar/* H bar/* RRNRECEMETE bar TRIFMEHREK.

BRIMEERO) TR

BERIESS (TKE)

BRIL— I RIFEESZ action |, SLIERPRAVG—EE. 4140 : "oUFelE. MER. push a3R=(E foo FRIREE

B, AJLABIE P ERIEE )RR

{

"version": "2.0",
"statement”: [{

"action": [
"ccr:CreateRepository”,
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”,
"ccr:push”

1,

"resource": "qcs:ccriirepo/foo/*",

"effect”: "allow"

1
}

PRFIZR
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docker client fR

resource : qcs:ccr:irepo/${namespace}/${name} action :

o ccr:pull 55 docker @547 pull 5
o ccripush £ docker @<17 push Hig

MR ERR
resource : qcs:ccriirepo/${namespace} action:
o ccr:CreateCCRNamespace HiEEGRCEDRTIE

o ccr:DeleteUserNamespace MIBREGCREHZTIE
TheetEs! . [B=EIRSS]) > EMSHE BRREE] > [(BNER] > [ha=HE] .

HARER

HAIES Bz

L]

A ) eERE elEEmE

ccs-dev-1 0 2019-05-15 11:31:52

user001 0 2019-05-15 11:31:29

test_user 0 2019-05-15 11:31:18
RIRCENIR

resurce : qcs:ccr::repo/${namespace}/${name} action :

o ccr:CreateRepository BIEEEGOE
o ccr:DeleteRepository MIFREERCE
 ccr:BatchDeleteRepository #tEMIfREGCE
o ccr:GetUserRepositorylist EEZEBRETIZER
heetEs| . [BEEIRSS] > EMISHE BRREE] > [RNER] > [RNSEE] .
EERIMEEIPR LS | iBECE S action KL,

Ign , ZEIERRMETRECRR.
{

"version": "2.0",

"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,

"ccr:DeleteRepository”

],

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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"resource": "qcs::ccriirepo/*”,
"effect”: "deny”

1

}

H5Tagi R

resource : qcs:ccr:irepo/${namespace}/${name}:${tag}

action : ccr:DeleteTag MR Tag 1R

eetEs| - [B=ERS] > EMSH= [REEE] > [FRAREK] > [ROREKR] > BEEMEGER > BHERA]
TH.

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 3483t 8131



rb AT TCE BERS (TKE)

TKESRBEF R R AN RIZ OISR

BRI RISAIREEBIEEAITRFNPLRREGHITIR(ERIBES]. TKE (JRCCS ) SHFBORRFIUR , XK
EXTRLY TKE B , SIS AFARATRE (ETLMRRINEN ) SEATRAERISERIR.
TKE FRa] AAIRIREEY

HiRzEE BRI PR TRRIA A
EEREEX qcs:ccs:$region::cluster/*

TRENBIRSHFRIRRINRAY TKE APLHR(E, IEERRBZARIR , AL * B,

A
WRE— TKE APHRERETRFIRBIIL | WEARSIFRBERBPR. R TKE API EBEARSTHFRRHFIIR |,
SR E LA PR ERIZIRIEIIER | (BERVRAKREGRNRIRITRIERE * .

API 12/E BRI
SRR
DescribeClusterService gcs::ccs:region:account:cluster/*

qcs::ccs:region:account:cluster/$clusterld

DescribeClusterServicelnfo qcs:ccs:region:account:cluster/*
qgcs::ces:region:account:cluster/$clusterld

SRR

gcs::ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld
REIIERIR
qcs:clb:$region:$account:clb/*

IEREIR
gcs:cvm:$region:$account:volume/*
gcs::cvm:$region:$account:volume/$diskid

CreateClusterService

gcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld
REIERIR
qcs:clb:$region:$account:clb/*

SERRIR
gcs:cvm:$region:$account:volume/*
gcs::cvm:$region:$account:volume/$diskid

ModifyClusterService
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APT $2{F

DeleteClusterService

ModifyServiceDescription

DescribeServiceEvent

ResumeClusterService

PauseClusterService

RollBackClusterService

ModifyClusterServicelmage

RedeployClusterService

DescribeServicelnstance

ModifyServiceReplicas

Deletelnstances

WAL : TCloudFinanceZone

BIREEE

SRR
gcs::ccs:region:account:cluster/*
qcs::ces:region:account:cluster/$clusterld

gcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

SRR
gcs::ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

ERRIR
gcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

SRR
qcs:ccs:region:account:cluster/*
gcs::ccs:region:account:cluster/$clusterld

SRR
gcs:ccs:region:account:cluster/*
qcs::ces:region:account:cluster/$clusterld

SRR
qcs:ccs:region:account:cluster/*
qgcs::ccs:region:account:cluster/$clusterld

SRR
qcs::ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

gcs:ccs:region:account:cluster/*
qgcs::ccs:region:account:cluster/$clusterld

SRR
qcs::ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

gcs:ccs:region:account:cluster/*
qgcs::ccs:region:account:cluster/$clusterld

2026/8/18 02:02:13
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APT $2{F

DescribeClusterNameSpaces

CreateClusterNamespace

DeleteClusterNamespace

DescribeCluster

CreateCluster

DeleteCluster

DescribeClusterInstances

AddClusterlnstances

DeleteClusterlnstances

AddClusterInstancesFromExistedCvm

WAL : TCloudFinanceZone
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BIREEE

SRR
gcs::ccs:region:account:cluster/*
qcs::ces:region:account:cluster/$clusterld

gcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

SRR
gcs::ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

ERRIR
gcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld

oIRSGHEIR

gcs:cvm:$region:$account:iinstance/*

SRR
gcs:ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

SRR
qcs:ccs:region:account:cluster/*
gcs::ccs:region:account:cluster/$clusterld

ERAR

qcs::ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld
RS HREFIR
gcs:cvm:$region:$account:instance/*

qcs:ccs:region:account:cluster/*
qcs::ccs:region:account:cluster/$clusterld
SIRSBRRRIR
gcs:cvm:$region:$account:instance/*
qcs::cvm:$region:$account:instance/$instanceld

ERAR

gcs::ccs:region:account:cluster/*
qcs::ces:region:account:cluster/$clusterld
=IRGSHREFIR
qcs::cvm:$region:$account:instance/*
gcs::cvm:$region:$account:instance/$instanceld
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(EJZEAN]l
feE FIKSXI TKERRS 215 RN R

BIEnS

e LUBISEAAIEETE ( Cloud Access Management , CAM ) RE&ILEAFABEESSEIRS ( TKE) =HahEEER
FERBISIR. AP HREIESEERH S hE BB RAIRER.

BRAELER

e E L EENR
1. B iH0EE =58,
2. EEMSHESF |, B RIRETE , HAKIRSERNA.
3. TEEREEIETRE S |, 80k QcloudTKEFullAccess S5B&{THY [XEXFF/4E] .

pila) =it SREREE
® A ArEs B(EEUR.
FAFPER
B smem SBEEMT v QcloudTKEFullAccess Qo Q [+
Y

HE--1--]

B SBAFEFRER

Z=APIZSH

BRalsS

4. R "KRERAF/BAAE" BO% , @ikFEX] TKE RSAEEEENRNKS | BE [(HE] | Bl RS
TKE fRS 2 ERRRIECE.

5. FERBREIEREY , B TCRCCRFullAccess SRERITHY [REXFEF/4A] .

6. TESRHAY "KEXBF/AFE" E0O% , IR RECEHERESEERIRNIKS | SF (E] |, A5 FKSXd
REEESEEMIRMEE. > i :
MRECFEERRGCEIMASRMBENEEINNE | BFEINCE SRR - L5 ( CCB ) FAERIR.

BB RIZtBR
1. B ipREE =H A,
2. EEMSHEES , B RIREE | EARKREERE.
3. ERISEERES , & QcloudTKEReadOnlyAccess HBg1THY [KEXFF/4A] .
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SRERER
©® BruER | b : (IR,
T
€% “EEE/ET QcloudTKERea HE £E8 BEERFI=E
QcloudTKEReadOnlyAccess SERS (TKE) RSSHatiR 2018-09-27 15:17:47 TR

4. TE3HRY "KEXFF/BRE" BOF , AiEFEx TKE RESHERIESERIKS | B [fHE] | Bl IKSx
TKE S5 RIEtRIVECE.

5. (EARSEIERES , B TCRCCRReadOnlyAccess $&1789 [XBEFRF/4A] .

6. FESRHRY "REXFF/BAFAR" 0% , ARENRGCERE RIEMRNKS | B2F (] | Al TFRSXHER
BOERENRIERE. > 1588 :
MREFEERRGCENIRSENBEIETEEE | KRN ER SRS - ( CCB ) RIERTUR.
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BCEFIKSYTRENTKESEEHNEENR

BIEmS

BERIESS (TKE)

EELUBISERAI8EE ( Cloud Access Management , CAM ) RE&ILAFHBEESSEIRS ( TKE) 4+t EEER

FRERIRAIPR, A SPRYRGIE SRS & PR E R SR AIRER.

BT

BECEX R NERHSIEENR
1. ER HREE BHE.
2. EEMSAv=S , BF [RIEEIE] | HAKRIESERE.
3. A [FEBREMRER] | R "REEERIE" 5
4. 1% "ERRIR" KB, BE (T—F : RIERE] .
5. BEMGRIBER , 8 "RIERBRT" BRAUTHE.

{

"version": "2.0",
"statement”: [
{
"action": [
"ces:*"
|8
"resource”: [
"qcs:ces:shicluster/cls-XXXXXXX", // B8N F A RAVTEE i TAISERF
"gcs:cvmish:instance/*"
]I
"effect": "allow"
2
{
"action": [
"cvm:*"
I
"resource": "*",
"effect": "allow"
}I
{

"action": [

WAL : TCloudFinanceZone 2026/8/18 02:02:13
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]I
"resource": "*",
"effect": "allow"

vpc:*"

"action": [
"clb:*"

I

"resource": "*",

"effect": "allow"

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup”,
"cam:GetRole"

I

"resource": "*",

"effect": "allow"

6. £ "fRIERIEAE" . 1§ qcsicesishicluster/cls-XXXXXXX &S EAEME FAPRATIE E M, TRISEES.

7. 5080 , BEEHTHBIHAY cls-6927ek9l ERFEF2ITERIRUR , ¥ qcs:ces:shicluster/cls-XXXXXXX (&3
&quot;qcs::ces:gz:cluster/cls-69z7ek9I&quot;

BESRBATE

2  “version": "2.@",
"statement": [

4 { =
5 "action": [

6 "ccsi*”

7 1,

8 "resource”: [

9 I"qcs::ccs:gz::cluster/cls—6927ek91", /
10 "qcs::cvmish::instance/*"
11 1,
12 "effect": "allow"
13 .
14 {

5 "action": [
16 "cvm:*"
17 1,
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> UBA :

BERIESS (TKE)

B IRAEER FIIRAVIEE DL TRISET ID. MNREFEARTFFIKSHITRRY %7 | EREERETRSAFX

1R,

8. B [#

UEERIE] | BDRISeAi BB N EERF SIS RAVECE.

B BRI RN R IR

1. ZFRipREE FHa,

2. EEMSHET , B RIBEE] | SARKREERH.

3. B (BB eRig] | IR "RREIEAEIZ" 52

4. % "TERIR X, B (T2 wmERK] .

5. BEMGRIBEIR , 1§ "RIERIBRE" BIRALUTRA.

{

"version": "2.0",

"St

WAL : TCloudFinanceZone

"resource": "qcs:ccs:gz:cluster/cls-1xxxxxx", // SRR F A RIS TS FHOSERT

atement”: [
{

"action": [
"ccs:Describe*",
"ccs:Check*”

|8

"effect": "allow"

2
{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"

1

"resource": "*",

"effect": "allow"

2
{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:.Get*"

1

"resource": "*",

"effect": "allow"
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"action": [
"clb:Describe*"

1

"resource": "*",

"effect": "allow"

"effect": "allow",

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup”,
"cam:GetRole"

1,

"resource": "*"

6. £ "MIBSRIEAE" . 1§ qcsices:gzicluster/cls-1xxxxxx EXEAEME FARAVIEEM IR TROSEEE. WTEFRT

A

7. 580 |, IEEE AR cls-19a7dz9¢ SRR T RIZAIRIR | ¥ qcs:ces:gzicluster/cls-Ixxxxxx XA
qcs:ccs:bj:cluster/cls-19a7dz9c .

L

BETSRAR
2 “version": "2.@",
3 "statement": [ =
4 {

"action": [
6 "ccs:Describe®”,
"ccs:Check™"

1,
9 "Pesource":l"qcs::ccs:bj::clusterﬁcls—19a7d29c",I/
10 "effect": "allow”
11 T
12 {
13 "action": [
14 "cvm:Describe*",
15 "cvm:Inquiry*"
16 1.
> 15488 -

SRR R FAURAVIE E b T RISEET ID.
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8. By [BIEsRg] | RIRISeAlRd B NEERF RIS BRAVEC E.
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RISEES SRR
R R B 58

ERETE NIRRT EIE 5

NFBEESTBR TS ZESE | BRIEUATAS

i
HAImBERENE , ERACRSEHE. AEYERSRRENEREM.
RHMERIFEEIA - (USFEEiZER TRIRRIEEEIZIE T,

eI
1. ENERHARFERIRER— 1A,
2 NEFEEHRATRSHAPMEABNIE | BETIERIRSHER aTHIE.
3. ARG HRMEARE | BPATIRS AR RN AR , BREULFE—EHTHIZRSHN T2EM
W 48RE.
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BelRFREHRE

T ABEARE—PAFIEFE ST , TCloudFinanceZoneldRZ e ENFRIZITHHEEEN , EEER=RMEIZLR
B, FERSEHIEEEEX—m. TCloudFinanceZonefSEMMETLIRMFEL LR 2IRIE | BRRSIEE T NEFMEEFE
B9 VPC FAB ML RIEABRRBHRENLE , KT ENEERR RS T ERATEENRESLE | A ARIEFTHEFRE.

=&

LZEEAR—MERSHIEITIEINRENEMUNXE , ERTREREHSZETIRSHRAIMNSELAES , RTCloudFinanceZonefg{t
NEENMNEZEREFR. BEST2BNNMEIUEES 2248,

(ERESRRSERLZ2HIEN

1. ATESSRERHT | RSLHRADHIAISIUATHRE | FRNRSLAREMESHINT R L. ENRE—IEH TIEN
HER—ZEH , SHNRESERNMIEb=IRSS.
2. ZEARXSINFIER/IMIR.
3. HBHUBLI T BRRIRS RN
o MUBA ARSI MBFEERF T RMIES
LIRS HEZAEN TR . S8 Kube-proxy #&EHRIZER iptables HINEIERHITHE R EIRSAUER— LA,
HRFRSHOLFETRAERIMT AL, XIESHRETRIBE. AHENER IP JARSSHILEIR IP | HEAIERT IP
79T IP (B TR LR cbr0 WIFFEY IP ). XHUREER AT R LB A ae LI WA ISR 15 M EBIE1A).
o [A— VPC AEEREILIER , FEMEN N ERFRISRMSINT AL,
o FE SSH BRTRRINE 22 iwH
o HUBT5 /= 30000 ~ 32768 i[O
opEsiEt , FEEITATIIERISEIRREAZIEREEAY NodelP : NodePort £, Hr NodelP Ju&RiHE
B—TRHENIP , M NodePort 2TEEIEIRS ISR NIRFZEIADERY . NodePort ABEE/ 30000 ~
32768 ,
TEILAINRITEIRRSS 7951 -
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Node A Node B
Backend Pod1 Front Pod1 . Backend Pod2 Front Pod1
Port: 9376 Port: 8080 Port: 9376 Port: 8080
@ el S
Tt~ —no-—7 T / R
N eemmT e I RS Tma*w
AL Rl O, ! PodIP:PodPort i}
Kube-proxy podiP-Podport A/ Kube-proxy | AR
(Iptable) 3 (Iptab.lt:) ,
o RLM: Mol
’ NodePort AR
oM E Ry oderort AN
NodePort I AGR ] \\ NodelP:NodePort ,° NodelP:NodePort
i <~ - - ¥
_ | VIP:vPort($h )
A et
(domainify[n]) e
wkiniel
BEEER WREE -----
[BlBackend RS
Client

inL)z!

FUERS IP 3 30000-32768 i TCP if5i5)
FUERRA IP % 30000-32768 i UDP i(5)
H50& 10.0.0.0/8 PIRIRIERHI31R]

HiE 172.16.0.0/12 HIRIFIERATISIE]

FiiE 192.168.0.0/16 WFIMERAIIIE)
KUBFRA 1P X9 22 imOR9IE]

RICECEEAN , NiELs

FEIY
IR BERSREN T SERRCRE EERNTSE, TLBNEREEMRNNT
NI
il il RIER RERIT
TCP 30000-32768 0.0.0.0/0 U
uDP 30000-32768 0.0.0.0/0 FIF
All traffic ALL 10.0.0.0/8 FOVF
All traffic ALL 172.16.0.0/12 FEHF
Al traffic ALL 192.168.0.0/16 FIF
TCP 22 0.0.0.0/0 FIF
Al traffic ALL 0.0.0.0/0 it
AR
iy %0 IR
Al traffic ALL 0.0.0.0/0

WAL : TCloudFinanceZone

2026/8/18 02:02:13

RAERIF 15t8H
FF TUEFTERIN

% 362t 8131



@ AT TCE BERS (TKE)

B PREEZAN , S REARINERShRERPIRS.
ERFRIRSHOLIAG , AILSE RBBABRE .
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BesiRS T R MIP1ER

MRV BSLZEEEKRAFLEUVSEERERIAKN , ERNXNBEREAK , EeJLUERTCloudFinanceZone NATR
X, FIENBIEEER NAT MESEIHIEZAR,

DEHIAR [P SHRALLATER -

K 1P B REERFAITI RALER.
K 1P I5[E)5MIBRSS

JGEHOWNT

FNTEES

BUERSNBRSSRT | SN REISEERNET RITTEIRE | ERRMEINNIRS  TRBEERINNTERE. WRIVSH
BEINNIRSS | A LUE AL T EE.

NAT >k

IRSEEAEBEMMELAR IP |, FFAIAIE Internet SREIBIT NAT RXKEExR, IFSES , =IRSEEIHE Internet AY
MESBIIARRMERE NAT X , AMASZaiRS MRS A M im0 L FREE] , NAT MEF4ARNMERE
BEABALS HARRESEN AR, BT NAT MXEi51E Internet |, IBEEFRIA TN EE :

F— 1 BlIE NAT KX

1. &R FAEMSEESIE , REENSH=FRI [NAT KX] .
2.7 "NATRX" SHETHE |, B8 [FE] .
3. FESBHAY FENATRX "B H , HELITSEL

o RMXBIR . BEX.

o FrBMEE @ EHE NAT MXIRSHIFAE LS.

o PIREA! : IRIESCRRTR R TR | MRREERE AT,

o HFE LR : RIELIRBEKHITIRE.

o S IP : 79 NAT WX ECsEME IP , IS LUEECHERYEM IP |, BB EFESLH D ECEM IP,
4. B2 [GUEZ] | BDRJ5eRk NAT RIKRIEUE.

NAT WX BT = RE 1/ NTRIFRARZRA.

B EEEEXTFMWATRIRAIISHZR
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5eRkBIEE NAT MXfE |, BREEMENSEHSRARREEREAN , LUSFRIRERSR NAT KX,

1. BEAMNSHEFR [BREER] .

2. ERRHERYIERS , BEFEHE Internet B9FMATEELAIERMZE ID/BFR , HANBHERIFBR.

3. E"ERERRE 1= |, BRE [FTiSESAsRER] .

4. EEHAYFHEERAREOS  HS (BRR] 8 [T—HSEE] EEA [INAT WX] | 358 [T—Bk] 5%
AEBIZEAY NAT % ID,

5. 8&F [#E] .
FerkA LBCERS |, REKILEEERFRIF AN =ERSS 5518 Intenet RURERZIEM NAT KX,

Hftt75%

HE— EREEAK IP

RSB RGBEREAR IP |, AER NAT RIX, W55 , ZIRSE[AENIE Internet FREET AR IP H
SR ERIRS 2RI AR AT R LARIRE. NEAMFERIEXER | RIERIRS SRS EETE.
EAGE B2 EERMIPER(FERE.

JEZ  [BRJER NAT ROXFIEMER) [P

SNERIERIRSERS NAT WRFEMEARK IP , ST | B aiRSsa L0119 Internet FIRERIBETAMIERE
NAT 3% , [EIBHEET NAT FXIREIEZRSRE. WD REFSZ AIRSSRMWSLIT A M EEaIH e DRRIRS |
NAT fXF=ERINEREZRRA S DRARRSHIANHRELO. MNRKE Internet FUREEINHRIARS 2RI
AR 1P, MRS REEFE—BITE LW P RE] , XiFEERAMNHREZ R IR 2R WE A WA
LEPRBRE. NEAWFEREXER | RIERIRS AW ZERIE.
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BT RMNSIRE

IRE SR RRILS

SRMBRESRRNREEHNESBN. BT IREEHMENERME D UMK SERFRIMELS.

o SERINES | BASRAENOEAET RMESISEENAY IP btk | SR UGB RSB PRI F BT EETT
RN, BESFAEMBENETE FAEREMTR .

o BN  BASHABSROEESRNESISEERAY IP bt , SRTLIBEN =AFAEMRIFAZSEME |
REERERFARSHEN LR | BalDEEZSAN] CIDR AT kubernetes service ; HR{IFEERE
Pod #& LIR/T R , BINEHASE RS/ E—MEIA/N\WIMBRBETZENSE Pod AY IP tibik,

ERMNBSTRMBIIRER

o SRR FN SRR B IR GEI PSR
» F— VPC A , FEIERHIBIRMBMERAFEIRSR
o RIS VPC BREIRSRRT |, LIcERRMENEEA

LR 2% 5TCloudFinanceZone EftidEE (=S
o ERINBEEESRRZEEE
s SNBSS REEEER
o ERINAERS =EUERE CDB, =fF#E redis. =EWEE Memcached E&iRRE— VPC THNEIE

BEsMLRI5ER
1. 7588 CIDR : £58¥/4 Sevice, Pod FRIFATENER
2. Services $2 FFR/&EEF | IFEDTELS Sevice # CIDR K/
BERBERFEIAGIFE3A Sevice : kubernetes, hpa-metrics-service, kube-dns , EFNESE2N #Eith
HFNZES , ELEAFEILAERRYZ serviceMax-5,
3. Pod #&2 FfR/Node : JRTEDELEE™ Node B CIDR RIA/I
RERBEREIALIE=31 Pod : kube-dns-xxxx. kube-dns-xxxx. 17-Ib-controller-xxxx,

33F— Node ERJ Pod , E=MUEARBEDECOBIRMEES | [ IEHEUEANRIKIHENE, 7 Node HE&ARY
Pod £{H=podMax-3
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RETRERITE

gl

BRIk CRERAN RN IIRERRT RIIRREAIEFIA/N. FREAZEEAIA)N | AR
BRFBEEAESHIER,

eV

LERNERERERSET , BWNECIES0GHRSE.
2QINFEHRFREEK , AILEERIRMRS , BdockerfIBRBITRERISIER L.
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B IR
LSS
£
~

SEFEPS

BIESREFE WIa

BIERERHEY | TARSZEFRAILUARNIZENAK IP A ?

SRS 2RI LRGN AR 1P, TAMIPHIZARSS 28 REEREURG BB N ARG , A8ERE dockerhub LARSE=7
=,
T2W 1P, (BEINIHEN RS ST LUBE S8E8 M [P i/ Internet,

BUERESERT | BB ERENA?

R BB TR |, BERAZRSHBAFAETN , BRI LIETMIARN RS HRZIA R BXAYF R T
1TEATRAXEX,

B SR ST ASKEIRITEL ?
SHSITEREITBRNRRRERZIWEL

SRIRRRSBEENSGH ARIERS ?
SRUSZRF Ubuntu 16.04, MEEMRFRGFERATIR T RERRFA .

T E=iRS=E WiE&

T R=IRS =BT ARE ?
REGERHRISSAHTERtE , (ETLIEEARINTAEKX | RifSEHETRXEE.

=R RAVERIRHIA ?
B . BFAEREI B RIRS BT AR AR,

HERRS2E WERA

HBRRIRSHRE | ZEV TEPBRRREAD ?
HRTIRSHA |, ZEN THERSFR RS HER. EERSHNERNE/NTHEETHNERNEN  £iF5S
EHhEN LEsIER | BRETHERSES TR TaRME L.
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ELIEAUERS

Cluster Autoscaler SEF SRR RENT AT BEEHAFRE ?

Cluster Autoscaler FB{REEEFFAIFRE Pod £R1EE , AEEMRIIRE., MET RIS mef R4 By 48
A Pod , ATRESIRINI—INEBE[ Pod B9 R, BB RR—ME— L RS XEE Pod B9, HIa0 kube-
dns, Kubernetes AgixXfhEsh4aSHE , # Cluster Autoscaler SEFIGiE SRR RBINT R EHEHSE ,
BAERNEE.

CA FMRGHENNNEREHA ?

B CA NEMSIRERFENTREE | 8N ESaicEfNY et SoiicENRMEE. PR | BamEItHamEAaN
BTV 45 | B8R0 CVM BaiINERE. By B8 RElERE1ITEN.
BRESEHEFENRMNTREES CAGEE?

e, CA EETRRBRTFHEERNNTR. T [BRRSEHE]) HIT RASIAZ RbEES,

SRR B 2 AR IIEEBHEE ?

FEJLL, FEWGHE (iEaEEHA] BHTEESURE.

T M RRTET KAV ECE ?

BUsRfREART | FRERERNN— M RIEASERAZEIERE  SENTREEEIE

e vCPU
. W
o RIFERN

SNfEIfERZ Mg

RIERSHERERS. XEFER , BB EIZS MEE | HRGEEIREARRRY label , N\THiEERMERT &
T RAY label |, SRXIBRSSHITH K.

TeaRXETLIREAZD ?
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BRIAFENTRAXISE30MREIT KA CVM Efl , NRFEMEAFEY308ZEITEN C(VM | BRI H
BiS,

BREEES NS SRIT AXAIR RS ARSLHIER A, BINRMEHREEAERAERIRG , E&AE/200, 05RE
MHEEET RAE | B TRHIE.

SRR ERA%E?

BTFEHESTRISKRE Pod EFAENER | LIRS VAR SR ERAEIENNFHNEER%ES. BNE
HERIARSSIRE PDB, PDB RAJLAMEIHAIHRIEE —METFIETIRER Pod £ESEIFNIR/ NNIERER/INEDLL. B
7 PodDisruptionBudget , NFERZEE T LARIERE—RJEINERNTBR Pod HERHR(FARIEERIZS Pod |, 5% TR
HII % Pod SHEUEEKR. RSPUEE T EEZHIRSIEREFZE,

TR EBMRLEREIRY Pod BRIASIRYES ?

o YITGE T8I PodDisruptionBudget fY Pod Fi#/E PDB B , REES,

o Kube-system THJ Pod,

» T EBIE deployment , replica set , job , stateful set Eiz=HlIZE6I3£AY Pod.
o Pod BT E.

o Pod FEEHIBEEIEMTR L,

TRBERERMEZRKNEASMATRES ?
1053%,

T /= Not Ready [FZ KT AISMAT S ?
20954,

i

ZRIEIEE—REETET %8 ?
1075,

Iy

FEZKMEATLUYT BH CVM?
—RRIE10 5N |, AR M (RAEAOIR AR E S I B (yE,

79t 4%8 Unschedulable B Pod , 21k# 1T & ?
BIALUTERRA :

 Pod B RFREERIIK.

o« BEH/IRET node selector,

o BEANEXNEREESIXE

o KERMEERE (KSREARE  BUHHELET S ) | URESFAESE Hitt/RE.

g0faIBALE Cluster Autoscaler R4S ET M ?
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# oJLAET mAJannotationsiR BN TMER
kubectl annotate node <nodename> cluster-autoscaler.kubernetes.io/scale-down-disabled=true

TR S M AIRE AR ?
FRFaIfEsE i (asl S ERgaEnYRaEEs) , BAEE k8s NEM. HELUT=MERIR CEHSEXINAIEH

 kube-system/cluster-autoscaler-status config map
o ScaledUpGroup - CA fit&H &,
o ScaleDownEmpty - CA filfR T —1NgBIE1T Pod BB,
o ScaleDown - CA 4585,
e node
o ScaleDown - CA 485,
o ScaleDownFailed - CA 4585,
e pod
o TriggeredScaleUp - CA HF Itk Pod &Y &.
o NotTriggerScaleUp - CA FGiEHEIRTH SHIFRLEAEESIL Pod AIEE,
o ScaleDown - CA ZiHIKEIL Pod KAERTI .
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2 BRETCE s (1K)
ARSS & W a)R

Bl ARSS & Win)

REBIRNAHTATEES ?
RSB BMREZSRISER THIRSAIE—IRR | RS ZETLUBE RS BFR+hiain OV EARTEE.

BIEIRSB8EEEMBIETCloudFinanceZoned;, dockerhub &S =AE& ?
SR IBIT EREFENIT docker login G S EREIFE=FRECEREL

{ERSIMNBRSHIB T AREFRY ?
RN RS RAEINNTEE | BUSMNIIRSS R eIE K.

WFBRSI , CPU FRHIANAIES ?
HiE2% BaaRSRIFRH A,

B IRSHENRRTAER?

HFRZEMEEERNEFEEERIER root SR, ERGRNEFFTERTERRGRIFNRINITE  WHEE nfs
fRS5aR.

=

EFiRSARMEE NI

EERNEFT T WL ?

A CPU. RERFRRR , BNEGEZEEL.

B RBREIRN0 ?

AL, BEEERHERENO , RERSEEFERNERS A,

BEFIRSECEF W AR

EHIRS REIFHRNER ?
EHIRS SF R EFREE AT,

MHIFRARSS & Wia)=t

=
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MPRAIRSS FEARSS B ABIYE S EIERA ?
MERARS SRI%ARSS TRIFTE B 0 M REISE—HHHEER | BIRRIED TR,

IRSS51z1TH Wil

AR E SRR RS A AR AT X ATiE) ?

BERENAGER UTC BJ1E) , (ERERIEFEIS SRR SR BRI EERENRRE , #RITIERA dockerfile
B ( LATAESTRA ) .

RUN echo "Australia/Sydney" > /etc/timezone;

Dockerhub B4 %&%0 ubuntu, php 1 busybox ZEESBIRSBIZTREEAD ?
EITRERENSEREENHIHERINNSHHES A bash , SHBENTEEFHMEL Y. BESFE—H
BT, BeEE PID A1ASHEL/AEREILHE , BN PID AIMNHE—ERBEMEBEL T, MTHHREU centos
% , AILUM#EA /bin/bash {ERIEIT@MS , -c sleep 800000 {ERIZITEEREIEIRS , TEEHISEIZITSERT -c 70
sleep 800000 WA/RAFERETT.

ERIEXBYERSASEEINA 7 IRSIVEGEIEXL : clearlinux, ros, mageia, amazonlinux, ubuntu,
clojure, crux, gcc, photon, java, debian, oraclelinux, mono, bash, buildpack-deps. golang.

sourcemage, swift, openjdk, centos. busybox, docker, alpine, ibmjava, php#dpython,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 3743 813



rb AT TCE BERS (TKE)

—H

RREER AR

—=H

HERGRCER WA
mRTEEHAER?
BEERRIFRR TGS HIE,

BREENKFETA?
AR HAFPEITCloudFinanceZonellik=.,

FHER 2N ERSIC T EATD ?
LB G EEE.

Bl R AR WA
IR RATIR A4 2
BUAECERZ 100 MRS , AU TS RISHCER.

BIERETIUDEREMARA?

EMRAZINEE.

BIERREAAEGER ?
FEE LETANREREY | BYERRIRERR AR EZRSS.

MPR R R WA

IMPRFTETE— TR ?
EREEHaiEEMRRE— N BRIARIRE.

ERGIIEMRRESMR LR ERIFTBRAA ?
28 MRRERSMRZRGIERERE | SRS D TETE.
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JAE 2R 5 U )R

BREmRE bash , BEAaD?

REIRE bash , FEALIEGRHATHRNECEHRITHRS | FRESERZeTHRELER. BILUGHHTEM
— R BafkhEFEMMINBERTEREMR bash, BINEIEHITEIE bash Bas< | BHTRER(F.

RHAIETT apt-get LERAALLZ 1
MNRIETEREKE , TJeER VS HEEIMERERITIEMNRE.

Ubuntu 16.04Z&%;

XFZESHSH Ubuntu 16.0409828 , BAILURTLAT®S |, 1 apt BiEIRE ATCloudFinanceZonefJiRRSS 5. BIE
FILA T ap S AL ZIZLImHA T,

cat << ENDOF > /etc/apt/sources.list

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted universe multiverse

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restricted universe multiver
se

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restricted universe multiver
se

deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted universe multiverse
deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restricted universe multi
verse

deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restricted universe mult
iverse

ENDOF

CentOS 7&%
SHFESS CentOS 709828 |, BaILAMITUATRE , BREXIRIPIHES REERE,

1. BUTRBERF M ERRRIE T

cat << ENDOF > /etc/yum.repos.d/CentOS-Base.repo

[os]

name=Qcloud centos os - \$basearch
baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/os/\$basearch/
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[updates]

name=Qcloud centos updates - \$basearch
baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/updates/\$basearch/
enabled=1
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gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[centosplus]

#name=Qcloud centosplus - \$basearch
#baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/centosplus/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cloud]

#name=Qcloud centos contrib - \$basearch
#baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/cloud/$basearch/opens
tack-kilo/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cr]

#name=Qcloud centos cr - \$basearch
#baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/cr/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=Qcloud centos extras - \$basearch
baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/extras/\$basearch/
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[fasttrack]

#name=Qcloud centos fasttrack - \basearch
#baseurl=http://mirrors.finance.cloud.tencent.com/centos1/\$releasever/fasttrack/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

ENDOF

2. JUTLATa< | IBEFHER YUM £77,

yum clean all && yum clean metadata && yum clean dbcache && yum makecache

EREREIIAIRIRRL R , SEREENRERS | SFIESHE RN, TN 2R RRI FRIZIT
., BRRRMESIENT

IE BB RRER Dockerfile,

£ Dockerfile 9 RUN FEkHh , iRIBRFRIARIFIIERIESCRMEIL. FI20 , £—MET Ubuntu RERIRES |, 11
ANATAZE :
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rb AT TCE BERS (TKE)

RUN cat << ENDOF > /etc/apt/sources.list

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted universe multiverse

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restricted universe multiver
se

deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restricted universe multiver
se

#deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main restricted universe multi
verse

#deb http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main restricted universe multi
verse

deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted universe multiverse
deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restricted universe multi
verse

deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restricted universe mult
iverse

#deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main restricted universe m
ultiverse

#deb-src http://mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main restricted universe
multiverse

ENDOF

XJF CentOS RGAIREIELL,

LEFEH/XG , KMRE vim |, netstat ETH , BEAD?

EaTLAEIS apt-get install vim , net-tools e S TEHEMBENTER ( CentOS THIYT yum install vim ) ,

AT apt-get install <, BREATTH ?
ERTLUEIS LA TR | S,

L ATLATERS |, FHEREEFIRR.

apt-get update

2. FUTLAT RS, LRI ( CentOS THIAT yum updateinfo ) .

apt-get install

MRBERRPEREFNIR , Ba?
GRS HTNENS | S FARSHET | EVETHHT LRI R ERIE,

SN{ETFE ELA SIS |, B0 dump & BEEIARMESHT ?
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BB NIZIERIRTUEG , BBEA TARSUGEITF | BRI T EEA N EIR(E.

N ARBART X LERIS s e E T EEIAHINEE ?

OIRERAIEHNB SRR R BIRA LA tar 12/ , EHJLUEIT apt-get install vim , net-tools Zds< ( CentOS THT
yum install vim ) 5% tar iZFHEIR,

P AZERIRENTIEALT ?

AJ8EE kubernetes EFTEEANES  AEIETSHENGEGEMINSS  NREGEMSBEEZEILENT
B, FiNSBEEFSESXET AR, @INEEFIFRGN , fR—LERNHHMETE.
BASHEHEENNF ?

REFEHIESFHINNS | BT SHHEIEFRIIXE.

~

EBAREMEEFIEFRIE ?

BT Shift + Insert B0,

AT ASWRTFTHERE ?

aJgEAAEETCloudFinanceZone EfthREINI SR, “ARSSEIHITIRMEREN T BH[IVNR | (BRI E (35
) REHATHTERCE | BRSSERUT 7 XMk,

1517 top @< FHI TERM environment variable not set BYgIR , &AM ?

H178< export TERM linux BT,

NAFNEITERRBEKNERE | bash I2-FRER "< f{IEDEERE?

EAEGAR bash IBRFFHIREANET "AFR@ENE SZpIER". WNRIAMBRERKT—ERKE , bash BARER
<" SERENRE—RBD.
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dinl

=V lami—4 Y= | =

25 I A)RR

Back-off restarting failed docker container
A | [EFEEERHERY Docker 28,

BIRTTIE  RERGTHITH Docker HIERBREERE | BREAHLTIFRETHHE | AIEEIZRSHRNES
AR TRZ,

fit failure on node: Insufficient cpu

Bl : &8 CPU KB,
BRIE | RARDRAEREEBITTERD | BERSNEER CPU [REISEXNERHITHT &,

no nodes available to schedule pods

B | EERRIREAE.

RiR7% - RRARRE RN T RAT RS |, BERS NEIESBRSSHISTHIEE | (EXELhEE=E CPU R
s

pod failed to fit in any node

RBA | IREAERT RAHSEGIER.

BRE | RRRRSEE T AEENRIRRG , SERAEESENTRATHRELS , BERS REIESIRSZAISES
#Ea#E CPU [RE,

Liveness probe failed

Bl | BEEREERN
BIRTTE  RERGABSRHERESER  RERNROIEEEIER.

Error syncing pod, skipping

Error syncing pod, skipping failed to "StartContainer" for with CrashLoopBackOff: "Back-off 5m0s restarting
failed container

B . FERHIEAEIRENR .

RRTTE - MESENESEREUSTHRIGHRE  EARNERRREREITA.

INRUA EFRRTTIERGERRR G |, ERRER,
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2 AT TCE

=13

1E_| ! E;E

RS

A/ MERNEL EAISEHIFDENX L SEHIRIRL A B RO AR SS

Ingress

Ingress RFTFIEIMER HTTP(S) REHZIIRSS ( Service ) FIMNIES,

Image Store

FIF#h8 Docker #f5& , Docker {5 AT ERER=EIRSS.

TR

—EEIEMEISERHRNEIRSS =R,

S

EBRETRCRRNES B8 TETaxkSR. REYEREFRR.

ECEIN
BEMEZ MEENES  BEEEANEMNMEIIARLS.

sl ( Pod )

HEXA— SN IR — LA | XEBSRHFEREENIMNSESE,

N FH
HZMRSBER— 1 ERINAER | afLUBEER RS,

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)
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& BRTTCE

APISZHY
R REIRSS (ter)
BN (2019-09-24)
APL {53

APIRRZR

V3

Helm Charttgx#ZE0

EOZR
DescribeChartDownloadInfo

DownloadHelmChart

GRS I EP SEm

EORR
CreateImmutableTagRules
CreateNamespace
CreateSignaturePolicy
DeleteImmutableTagRules
DeleteNamespace
DeleteSignaturePolicy
DescribeImmutableTagRules
DescribelnstanceAllNamespaces

DescribeNamespaces

HRIFTE : TCloudFinanceZone 2026/8/18 02:02:13

EOINRE
HfFChart@ THEE

TZHelm Chart

EZMOIhEE
BIEREAT AN
BlEar R =]
Bl E SRR
TBRSREA T A
TR &=

TR R =SR] A SR
HIHREA TN
EiRTa LR

EERETEER

BERIESS (TKE)
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EORFR
ModifyImmutableTagRules

ModifyNamespace

sSLAIRISERERO

EORR

CreateReplicationlnstance
DeleteReplicationlnstance
DescribeReplicationInstanceCreateTasks
DescribeReplicationInstanceSyncStatus
DescribeReplicationInstances

ManageReplication

SChIEEEREO

EOSZWR

CheckInstance
CheckInstanceName
CreatelmageAccelerationService
Createlnstance
CreatelnstanceCustomizedDomain
CreatelnstanceToken
DeleteImageAccelerateService
Deletelnstance
DeletelnstanceCustomizedDomain

DeletelnstanceToken

WAL : TCloudFinanceZone

BERIESS (TKE)

EOTeE

BRI

EHaETEER
EOIhee
BIEEMLHI
AR ST

ERESEMNSTHHES RS
EANLHIESIRE
EIANLHIFIE
BELAIELS

EZOIheE

RBESLHNSE
RERFEEILAIZMRESTEITE
BRI INERSS

Bl

BIEEENIEE

BIEZESLAIHIRFEIE

SR INIEARSS
ARIRRSCA
RRE E X8

TR EHRAIA)FIE
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& BRTTCE

EORR
DescribelImageAccelerateService
DescribelnstanceCustomizedDomain
DescribelnstanceStatus
DescribelnstanceToken
Describelnstances

ModifyInstance
ModifylnstanceToken

Renewlnstance

WA REERR

EORR
CreateTagRetentionExecution
CreateTagRetentionRule
DeleteTagRetentionRule
DescribeTagRetentionExecution
DescribeTagRetentionExecutionTask
DescribeTagRetentionRules

ModifyTagRetentionRule

BEXKSHEXZD

EORFR
CreateServiceAccount
DeleteServiceAccount

DescribeServiceAccounts

WAL : TCloudFinanceZone

2026/8/18 02:02:13

BERIESS (TKE)

EOT8E
EREINERS RS
BB E MR IE
ESLHPRES
ERKEDREILHER
ELHIER
BEHSLONSE
EHSLANERRIREIE

2255

EOI8E
FEHITHRARE
BIEERR AR RN
PRBRhR A CREE RN
EIRARBHITICR
ERARERITES
B RERN
EHTRARERIN

EOIheE
BIEARSRKS
MERARSS RS

ERSRKS

% 384703t 8131



WAL : TCloudFinanceZone

& BRTTCE

EORR

ModifyServiceAccount

LY SEEGEP S

EORR
CreateWebhookTrigger
DeleteWebhookTrigger
DescribeWebhookTrigger
DescribeWebhookTriggerLog

ModifyWebhookTrigger

gl iE P S

EORR
CreatelnternalEndpointDns
CreateMultipleSecurityPolicy
CreateSecurityPolicy
DeletelnternalEndpointDns
DeleteMultipleSecurityPolicy
DeleteSecurityPolicy
DescribeExternalEndpointStatus
DescribelnternalEndpointDnsStatus
DescribelnternalEndpoints
DescribeSecurityPolicies
ManageExternalEndpoint

ManagelnternalEndpoint

2026/8/18 02:02:13

BERIESS (TKE)

EOThAE

EHIRS RS

EOT8E

Bl fRA RS
MIRR kA =5
it es
SREN A =R HS
B RS

EOIheE

BIEEFAE IR AT

ellfe NN =EA= P v
BIEESEAI A MR 542 SRR
RRFATS I3 AT
FRBRSEAI N R 22 42 BA SRS
FRBRSEAI 22 M1 542 BR SRR
EILBIARIERINRE
EIFAE RS
BEILFIRRIIEVPCEHEE
ELAIAMIHIE e 2 SRR
EESLAIAMIIE

EESLHI R RERVPChEE
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& BRTTCE

EORR

ModifySecurityPolicy

RERCERXEN

EORR
CreateRepository
CreateSignature
Deletelmage
DeleteRepository
DeleteRepositoryTags
DescribeGClobs
DescribelImageManifests
Describelmages
DescribeRepositories
DuplicateImage

ModifyRepository

WAL : TCloudFinanceZone

EOThaE

BEHISLHIARILEEZR

#EOThaE

BIERGCRE
BIERGES

TR EE R

il St Sed
#itEMikRRepository Tag
GC s
HiAAEHEEManifestiZ8
ERASHRREERER
BERRECERER
SHIE VIR CESRERA
FHRECERER

2026/8/18 02:02:13
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rb AT TCE BERS (TKE)

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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rb AT TCE BERS (TKE)

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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rb AT TCE BERS (TKE)

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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rb AT TCE BERS (TKE)

EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

BERIESS (TKE)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

BERIESS (TKE)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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Helm Chartf8x3Z0
=ZfChartE& TEER

L. FZOfER

EOEKER : terapi3.finance.cloud.tencent.com,
RAFERWARFIREICharthiI FEHER
BONZEOIBIERERIRE © 200R/%D.

RO E#ATE) : 2023-11-28 15:19:05,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBFR gk AIEFENULL 28 U
. . NHSEH , AEOBE :
A t = =~ £2N
ction = = String DescribeChartDownloadInfo
Version 2 & String NHESE, AEOBE : 2019-09-24
Region = B String  AHESH, WEEEAEOAZTEEBLLSEL
Registryld = = String E‘EWID
A :
. mA=Ta
NamespaceName = = Strin T
P = | 9 e -
. Chart&HIZFR
ChartName = = St _
= | " "
ChartVersion = ra String (ihart@,El’xJH)iZlS
~AHE :

3. IHBE
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>
\

NESY , WEERNZOFFEEELLSH.

sEfiid
THUE :
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SHEWR Wik FRFNULL il
Action = = String
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2. INSE
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Action = & String
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3. iHZE
SHER S fER
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InvalidParameter.UnsupportedRegion
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LAITNBERSHFIRNFIE TEOBERSHMEO AHSE , =8
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InternalError.ErrConflict
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InternalError.DbError
InternalError.ErrorConflict
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SHAR ik FRFFNULL 258

Action = & String

Version = & String

Region B & String
Registryld B & String
Namespaceld = B Int64
RetentionRule 2 B RetentionRule
CronSetting = & String
Disabled & & Bool

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

Hk
+t

RNESE, AEOBE !

CreateTagRetentionRule
~HBE, AEORYE : 2019-09-24
NHESH , REEAEOFATEEBI S,

FELHIiD
THUE :

A= ERgId
~HE :

REERER

~E : =&

PATEHR , HRIREEIR

£ : manual;daily;weekly;monthly

~HE :

BAZAERN , BAESfalse
NE :

% 489t 8131



BERIESS (TKE)

2 AT TCE

3. IHSE

WAL : TCloudFinanceZone

InternalError.ErrorOverLimit

2026/8/18 02:02:13

SHBWR it A
Requestld String  ME—EKID , BIXIEKEPSIRE], ELARAITHEERAZRIEKRE Requestld,
4. 5515

LAY 7O SSiZIEEXAVEIRD , BEfttEnREFEN A E IR0,
FHIRAG A
InternalError.ErrNotExist B FE.
InternalError.ErrConflict Binsse,
MissingParameter RDSEEER,
InternalError EBFEIR.
InvalidParameter SRR,
InternalError.DbError HIEREFER,
InternalError.ErrorConflict RREFE.
UnsupportedOperation BMEAR.
UnauthorizedOperation RISTURME.
UnknownParameter RASEGEIR.
InternalError.ErrorTcrUnauthorized IRB TR,
InvalidParameter.ErrorTcrInvalidParameter TBITCRIGK,
ResourceNotFound RIFFE,

J\lﬁt Eaﬁko

#4903t 8131



rb AT TCE BERS (TKE)

MHIBRhR AR EE RN

<z A

1. ZOA

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
ARIBS AR AR EZ AL

EOABEOIEKIRRS : 22%/F0,

EOSEHATE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FEIFNULL it} )%
Action = & String NS, AEOEYE : DeleteTagRetentionRule
Version =2 & String &8, ANZEOBYE : 2019-09-24
Region b~ B String AHBE , WHEERNEOLRTE GBS,
. . F3LfiD
Registryld = a Strin _
gty = = 9 e -
E r]l-“ N
Retentionld 2 5 Int64 H}_§${%E€;}uljﬂlﬂd
~HE :
A A 4
3. s
SHEMR eS| )%

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EMRAEERAIZRIEKE Requestld,

4. TEIRAY
LRSI T BN S BRI | ERATI I/ 1200,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 491 8131



rb AT TCE BERS (TKE)

FEIRG R
InternalError.ErrNotExist ERAFE.
InternalError.ErrConflict BfmHse,
MissingParameter ROSEEEIR.
InternalError NEBFEIR.
InvalidParameter SRR,
InternalError.DbError HAREEIR.
InternalError.ErrorConflict BREFE.
UnsupportedOperation EMEARSTH,
UnauthorizedOperation RIZTURME.
UnknownParameter RANSEGEIR.
InvalidParameter.ErrorTcrinvalidParameter FToHITCRIEK,
ResourceNotFound RIFFE,

InternalError.ErrorOverLimit BIFBITECER,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 492 8131



2 AT TCE

EIARAMREFITICR

<z A

1. E A

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
EERAMREBHITICR

EOAEZEOIERITERRSE] © 22%/FD,

EOSEFRAYE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

BERIESS (TKE)

UNERSEHFIFRNGIH TEOBKRSHENMB O ALSH | RBEAHRSHGIRD A HERSL,
SR e SUIFNULL 358 i)
Action 2 i String  AIES%L, AEOBYE : DescribeTagRetentionExecution
Version = & String  AESE, AEOBYE : 2019-09-24
Region = B String  AHSH, tREENEOFATEEBILSH,
: . FELHID
Registryld = B Strin _
Iy =B I FeuE:
. Wlite
Retentionld ~ ) Int64 —
= - {IME -
o 93 TaPageSize
Limit x5 & Inted 2
= a A :
93 TaPage
Offset B & Int64 _
- a A :
A Ay 74
3. WiHEE
SEER i) T
RetentionExecutionList  Array of IRAEREBHITIERFIER

WAL : TCloudFinanceZone

2026/8/18 02:02:13 % 493703t 8131



WAL : TCloudFinanceZone

2 AT TCE

SHBFR it
RetentionExecution

TotalCount Int64

Requestld String

4. TEIRAY
IUTRRBI T LSS B ARG

e
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
InvalidParameter.ErrorTcrinvalidParameter
ResourceNotFound

InternalError.ErrorOverLimit

, EBEIRAGIFR

\

2026/8/18 02:02:13

BERIESS (TKE)

T
e . =5

WRASERER A
THE :

18%&:\&

H—iEK ID , ®XiEKREPSIR
RAZXIBEKET Requestld,

B, EfIRRRATEE

IR,

A
BRATFE,
B,
BROSEEEIR.
IEBEEIR,
SHIEIR,
HUREEEIR,
RIFREFE.
ARSI,
RIFRURLE,
RANSHEEIR,
FTEITCRIBK,
RIFAFE.
R ECER,

#4943t 8131



2 AT TCE

ERIRAMRERITES

L. O

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,

BEiRAMREHRTES
BOMZCERIERIRSE] © 2X/70,
O SEFATE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

LINERSEGIFRNGIH T EOBERSEMED A HSH

SHAR ik ARVFNULL
Action = =
Version 2 &
Region = &
Registryld = =
Retentionld & =
Executionld 2 iy
Offset & &=
Limit B g

3. iS5

WAL : TCloudFinanceZone

57

String

String

String

String

Int64

Int64

Int64

Int64

. STERAHBHGIRRN A TSRS,
fik

NHEBE, MEORE
DescribeTagRetentionExecutionTask

PNHEBE, NEOBYE : 2019-09-24
NHEBE , WREEMEOAFTEEELSE,

FESLAIID
THNE :

AMId
THNE

AHATId
HNE

9 Page

~HE :

> TaPageSize

~EHE :

2026/8/18 02:02:13

BERIESS (TKE)

#4953t 8131



2 AT TCE

SHETR ESig)
Array of

RetentionTaskList

TotalCount

Requestld

RetentionTask

Int64

String

BERIESS (TKE)

fiid

MRACREBIUTIESSIZR
hiE . =5

IRAMREHUTES B
HUE

E—EKX ID , ®IREKESIRME., EREEHERMZXE
kB9 Requestld,

4. SEIRAY

UM 7O SSZEAXANEIRD , EfttERaFER 24t

FEHIRAS
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
ResourceNotFound

InternalError.ErrorOverLimit

WAL : TCloudFinanceZone

2026/8/18 02:02:13

ST ES TN
ik
BirAFIE.
BiRsE,
BRDSEGEIR,
REBTEIR.
SHGEIR.
HUEREEIR.
BREFE.
BMEARSS.
RIRTURAE.
RINSEGER.
BRAFE.
BRI AR,

% 496 T3t 8131



rb AT TCE BERS (TKE)

EARRAREE AL

=z -
1. O
ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
EIRRAREE RN
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FCIFNULL 258 )%
Action 2 & String  2HS#, AEOBYE : DescribeTagRetentionRules
Version 2 & String &8, ANZOBYE : 2019-09-24
Region 2 & String AHSE, ERERREOASTEEBILSE,
. . F31iD
Registryld = & Strin —
ISty = B 9 wuE -
. R TERIRFR
NamespaceName N a5 Strin T
P = | B I e
. > APageSize
Limit 5 B Inté4 2
= = A -
93 TaPage
Offset & B Int64 7_3*
= = ~HE :
A sl
3. s
SHBMR it iR

RetentionPolicyList  Array of WRARERZRRESIIZR

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 497 Wt 8131



2 AT TCE

SHER St

RetentionPolicy

TotalCount Int64

Requestld String

4. SEIRAY

BERIESS (TKE)

S
e . =5

HRAREB SRR AL
HE :

E—EK ID , IRIEKEPRIRE, EZRRATRERAZIX
153KAY Requestld,

ARG T 2O S5 EERREIRD | BERAFE N A TR,

e
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
InternalError.ErrorTcrinternal
InternalError.ErrorTcrUnauthorized
ResourceNotFound
InternalError.ErrorOverLimit

FailedOperation.EmptyCoreBody

WAL : TCloudFinanceZone

ik

BT,
BRI,
BRDSEGEIR,
REBTEIR.
SHGEIR.

IR IR,
RREFE.
BFASZ .
RIRBUERAE.
RANSEGEIR,
TerSEINEREEIR,
B Trig FR,
BRAFE.
BB AR,

Core IREIA/AZT

2026/8/18 02:02:13 % 4983t 8131



2 AT TCE

EFThRA R EE AL

L. O

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,

EHThRASRE RN
BOAZEOIBREERIRS © 20R/FD,
O SEFATE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SR ik FREFNULL
Action = ray
Version 2 &
Region 2 &
Registryld =2 &
Namespaceld = B
RetentionRule 2 &=
CronSetting = ra
Disabled ey ray
Retentionld 2 =

WAL : TCloudFinanceZone

S

String

String

String

String

Int64

RetentionRule

String

Bool

Int64

2026/8/18 02:02:13

BERIESS (TKE)

H280, NEORYE :
ModifyTagRetentionRule

AHSE , AEORYE : 2019-09-24

\

RNESY , WEERRNZOFFEREELLSH.

FELHIiD
THUE :

RTEWNI , WRESRENGETEid
~HE :

{REB SR
e . =5

PATREER , WRIESAERIRE
~HE :

AN
THE :

AId
THNE

% 499 i 8131



BERIESS (TKE)

2 AT TCE

3. IHSE

WAL : TCloudFinanceZone

InternalError.ErrorOverLimit

2026/8/18 02:02:13

SHBWR it A
Requestld String  KE—EKID , ®RXEKREIREl., EAITRATREERMIZIXIEKE Requestld,
4. 5515

LAY 7O SSiZIEEXAVEIRD , BEfttEnREFEN A E IR0,
FHIRAG A
InternalError.ErrNotExist B FE.
InternalError.ErrConflict BinssE,
MissingParameter RDSEEER,
InternalError NEBFEIR.
InvalidParameter SRR,
InternalError.DbError HIEREFER,
InternalError.ErrorConflict RRCFE.
UnsupportedOperation BMEAR.
UnauthorizedOperation RISHURME.
UnknownParameter RASEGEIR.
InvalidParameter.ErrorTcrinvalidParameter FToHITCRIZK,
ResourceNotFound RIFEFE,

J\I}?ﬁ_ @Eﬁ)w

% 500 W3t 8131



rb AT TCE BERS (TKE)

BEMKSHEXEO
BIZIRSHIKS

< R
1. Ok

EOiEkE2 : terapil.finance.cloud.tencent.com,
BUERARSS R

FRAEZ BRI IRS : 200R/FD,

BEOSEFATE : 2023-09-11 02:44:07,

EORIGER NEN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

o C W%k AEFENULL k8 ik
Action = ® String ~HESE, AEOEYE : CreateServiceAccount
Version =2 &5 String NHESE, AEOEE : 2019-09-24
Region = S String ~HBY , WHERNEOTNTEFRBL S,
: . scfgiid
Registryld = = Strin _
et e e e -
: RBEKSE
Name = = Strin _
= B "o U -
_ : RS RS HER
D t = ) St —
escription A A ring /e -
BREA(ERAL - X) , NHRIEEFRITE | R
Duration B & Int64 =T ExpiresAt
e -
SRR ( BB 2T
ExpiresAt = = Int64 T HARYE) (RSB , BAZRD )

~HE :

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 501t 8131



2 AT TCE

BERIESS (TKE)

SEAFR Pk RIFENULL KR A

Disable sy =

iy

Permissions 2

3. IHBE

SHBR KRB
Name String
Password String

ExpiresAt Int64
CreateTime Datetime_iso

Requestld String

4. S8R0

Bool EEEARSHEKE
~HE :
Array of RERFIZE
Permission ~HHE : EF
U

RSFKSS (=B LERISRtcr@ )
e

IRBEMWEZR , (NER—IR , BEFEEBF
~HE :

AR RIS RRAESiE) ( BEIR )
THUE

AR RS CIZEATIE]
THNE

E—IEX ID , ®RIEKESIRE. EMRRFERANZRIFKAY
Requestld,

LAIMXAIE T O SZEERRNEIRND | BEfERASFE N A THERS,

HHIRD
InvalidParameter
UnsupportedOperation
UnknownParameter
OperationDenied

FailedOperation

ik
SEGER.
BMEASH.
RASEGEIR,
U SN
BRERIL.

OperationDenied.QuotaOverLimit BCETEERR,

WAL : TCloudFinanceZone

2026/8/18 02:02:13 % 50273t 8131



@ AT TCE BERS (TKE)

HiRhg RHA

FailedOperation.DbError HIRRETEIR,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 503t 8131



rb AT TCE BERS (TKE)

MIBRARSS KNS

=z -
1. O
ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
BRARSSRIKS
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 10:07:01,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR WA FEFFNULL it fiR
Action = & String AHBE , AEOEBYE : DeleteServiceAccount
Version =2 & String &8, AZEOBYE : 2019-09-24
Region b= S String AHBH , WHEEAEOLTEEGRILSEH,
. . scfhiid

Registryld = ra Strin _

N e " e

. RBEKSE
Name = B St —
= | " M9 R -
A Y 4
3. IHEEL

SHEWR gt fiA

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EMRAEERAIZRIEKE Requestld,

4. TEIRAY
LRSI T BN S BRI | ERATI I/ 1200,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 504t 8131



2 AT TCE

IR

InvalidParameter
UnknownParameter
FailedOperation.DbError
OperationDenied

FailedOperation

WAL : TCloudFinanceZone

2026/8/18 02:02:13

Hik
SEGEIR.
RINSEGEIR,
HIERREIR.
Y5 SN
BRERIL.

BERIESS (TKE)

% 5053t 8131



2 AT TCE

RS KRS

=z -
1. O
ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
HERS RS
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2023-09-11 02:44:06,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SEBR ik FEPFNULL - 33
Action = & String
Version = & String
Region = & String
Registryld B = String
All & & Bool

iy
Iy

EmbedPermission Bool

ol
ol

Filters

Offset

iy
iy

Limit

iy
Iy

WAL : TCloudFinanceZone

Array of
Filter

Int64

Int64

BERIESS (TKE)

fik
+t

NESE, AEOBE :

DescribeServiceAccounts
NHBE, AEOBYE : 2019-09-24

RNESY  WEERRNZROFFEEGELLSH.

SLAild

THNE :
HIHATEIRS RIS
THNE
RAEADIRER
HNE :

s

e . =5
ImFZ &, EIA0
HNE

BAHIHEE , BIA20 , X100 (BHEX
& EERRXE)
THNE

% 506 Wit 8131



2 AT TCE

3. IHSE

SHER it

Array of

ServiceAccounts .
ServiceAccount

TotalCount Int64
Requestld String
H >
. IE1RE

BERIESS (TKE)

R

IRBEWSHIZE
ThE . =5

RSB EE
~HE :

E—EK ID , RiEKERIRE], ERNRERMEIZRIE
Ay Requestld,

PAIMXAIHE T 2O S ZAEERREIRED | EfERBIF AT 5 R,

RS
InvalidParameter
UnsupportedOperation
UnknownParameter
OperationDenied
FailedOperation

FailedOperation.DbError

WAL : TCloudFinanceZone

[een

ik
SEGER.
BREARSHS.
FASHEEIR,
BRFEE,
BRI,
HUERREIR,

2026/8/18 02:02:13 % 507 Wit 8131



2 AT TCE

EHIRS KRS

L. O

BOERES
EHRS RS

BOMZCIERIERIRS] © 200%/7D,

O SEFATE : 2023-09-05 10:07:01,

EOREIRE A IS,

2. INSE

LITNERSEGIFRNGIH TEROBERSEIED AHSE | 728

SHEWR
Action
Version

Region

Registryld

Name

Description

Duration

ExpiresAt

Disable

WAL : TCloudFinanceZone

Wik
=
=
=
=

=
=

fi

2l

iy

iy

iy

FIFNULL

=
[=]
as
[m=]

=
[ ]

|

iy

iy

iy

iy

Iy

tcrapi3.finance.cloud.tencent.com,

s
String
String

String

String

String

String

Int64

Int64

Bool

2026/8/18 02:02:13

/,\

AHSE, NEORYE : 2019-09-24

\

BERIESS (TKE)

NH2E , AZOBYE : ModifyServiceAccount

NESY , WEERNZROFFREELLSH.

\

scfiid
THUE :

IREZREMWE R
~HE :

RS RIS HEiA
THUE :

BRHAERNL - X) , NSRIBEFSGITE |

=T ExpiresAt
THUE

IHBAIE) ( BYEEG , AT ERD )
B -

REZRARSRIKS
THNE

IR

% 5083t 8131



2 AT TCE

SHER sk

Permissions =

3. IS

SHBR KA

Requestld String

4. S8R0

BERIESS (TKE)

AEFNULL %8 L)

- Array of REETIZE

= Permission THE : E&
iR

E—EK ID , ®RiEREEIRE. ELEEFEREHIZXIEKAY Requestld,

PAIMXGE T 2O S EERREIRD | BERAGIFE N A TR,

TS
InvalidParameter

UnknownParameter

FailedOperation.DbError

OperationDenied

FailedOperation

WAL : TCloudFinanceZone

U
SEGEIR.
RASEGEIR,
HIERREIR.
ERFREYE,
R,

2026/8/18 02:02:13 % 5093t 8131



rb AT TCE BERS (TKE)

iy S
Bl A =S

<7 A

1. Ok

EOiEkE2 : terapil.finance.cloud.tencent.com,
Gl A S

FRAEZ BRI IRS : 200R/FD,

O SEFATE : 2023-11-28 15:07:40,

EORBEZREN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBFR W% MEFNULL 268 U
. . ~HSEH , AEOBYE :
= =~
Action = = String CreateWebhookTrigger
Version =2 i String NHESE, AEOEYE : 2019-09-24
Region 2 & String 2HBY , WHERNEOTTEFZBN S,
. . s Id
Regqistryld =2 = Strin _
gistry = B d AN -
. . kRS
Trigger = 5 WebhookTrigger —
99 = | B 9 e mE
) mRTE
Namespace =2 = Strin T
P = | = d TN -
HAZER ZSAT Bl S A
Product = = String PR, IESATRIEERY webhook S48 FETET

THUE

3. IHBE

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 510 8131



2 AT TCE

SHER KA

Trigger WebhookTrigger

Requestld  String

4. 5E1RG

BERIESS (TKE)

HiR

RO A RS
e 2E

ME—IEK ID , BRERESIRE]l. EARARERHZRIERE
Requestld,

LIMMXAIHE T O S ZAEERRNEIRED | EfiERDIF N A THE RS,

SRS fik

InternalError NEBFEIR.
InternalError.DbError HAREESER,
InternalError.ErrorTcrinternal TersLHINEREEIR.
InternalError.ErrorTcrUnauthorized IRB TR R,
InvalidParameter.ErrorTcrIinvalidParameter ToAITCRIBEK,
ResourceNotFound.TcrResourceNotFound TersEfIpRIRIRARIR R,

ResourceNotFound

WAL : TCloudFinanceZone

BRI,

2026/8/18 02:02:13 % S117n3t 8131



2 AT TCE

MHIPRAS A =5

<z A
1. ZOA

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
Bk A 25

EOABEOEKIERRS] : 200K/70,

EOSEHATE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
SHAR ik FEFNULL e
Action = -y String
Version = & String
Region B & String
Registryld B & String
Namespace = B String
Id =2 B Int64

A s

3. HitH 24
SHAR S fEiR
Requestld String  KE—EKID , 8XIEKE

WAL : TCloudFinanceZone

BERIESS (TKE)

t2#5 , AEOBYE : DeleteWebhookTrigger

HE¥ , AEOBYE : 2019-09-24

>

nHES

£, WEEEAROATEEBILSH.

SLAild
HNE :

=)
THNE

R =R 1d
HNE :

PiR[E., EREFERMIZXIBKAT Requestld,

2026/8/18 02:02:13 % 51273t 8131



rb AT TCE BERS (TKE)

4. $EIRAS

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

FEIRD fk

InternalError EBFEIR.
InvalidParameter SRR,
InternalError.DbError HAREESER,
InternalError.ErrorTcrinternal TersCf5 P9 EREEIR,
InternalError.ErrorTcrUnauthorized IRB TR,
InvalidParameter.ErrorTcrinvalidParameter ToXAHITCRIEK,
ResourceNotFound.TcrResourceNotFound TersCRRYSRIREARIKE,

ResourceNotFound BIEAFIE.

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 513 8131



2 AT TCE

il =g

=z -
1. O
ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
ERARS
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEAFR %yvir FIFNULL it DU
Action =2 & String  AXSE, AEOEYE : DescribeWebhookTrigger
Version 2 & String nNHE&E, AEOBE : 2019-09-24
Region P & String ~NHSEH , HRERAEOFTEEGELSE,
) . 5
Registryld =2 & Strin _
gistry = = 9 weuE
. DIREREE
Limit = 5 Int64 7_3J\
= = MEHE
P REE
Offset P i Int64 —
= = HHE :
) mRTE
Namespace 5 =5 Strin T
P = = 9 eE
. FERRBR
Product = iy Strin _
= = 9 weuE

3. iS5

BERIESS (TKE)

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 5143t 8131



2 AT TCE

SEBR E3ig)
TotalCount  Int64

. Array of
Triggers WebhookTrigger

Requestld String

4. SEIRAY

BERIESS (TKE)

S

R BRIDEL
THNE

ik ERgIR
~E : EE

E—EK ID , IRIEKERIRME, EARRHERAZRIEK
AY Requestld,

ARG T 2O S EERREIRID | BERAFE N A TR,

FEHIRAS

InternalError

InvalidParameter

InternalError.DbError
InternalError.ErrorTcrinternal
InternalError.ErrorTcrUnauthorized
InvalidParameter.ErrorTcrinvalidParameter
ResourceNotFound.TcrResourceNotFound

ResourceNotFound

WAL : TCloudFinanceZone

R

REBEEIR,

SEGER.

HIEEREIR.
TersEFIREREIR,
IRETriZFR,
FTRITCRIERK,

Ter LRI RIRAREE,
BIRTFE.

2026/8/18 02:02:13 % 5153t 8131



2 BRETCE
IR AR =R HE

=z -
1. O
ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
IRER AR A E
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHAR ik SIFNULL k3

Action =2 5 String
Version = & String
Region = = String
Registryld B = String
Namespace = & String
Id & & Int64
Limit = = Int64
Offset B B Int64

3. iS5

WAL : TCloudFinanceZone

\N
7

RESY  WEHERRROATEEGELL S,

e Id
e

[E=tes ]
~HHE :

fiazs 1d
e

DTERTHE
~HE :

PURBE
~ENE :

2026/8/18 02:02:13

NHSE, ANEOBYE : 2019-09-24

BERIESS (TKE)

NHEE, KZEOEYE : DescribeWebhookTriggerLog

% 5163t 8131



2 AT TCE
SHBFR
TotalCount
Logs

Requestld

4. SEIRAY

ESid]

Int64

Array of
WebhookTriggerLog

String

BERIESS (TKE)

T

I%\%Q
HE :

AE5IR
e . =5

E—iEK ID , @RiERESIRME, TR F R MZIXIE
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= String
= String
= String
= String
= String

#HAN OS5I - DescribeTagRetentionExecutionTask

AR DAyvic
TaskId 2

Executionld 2

StartTime =2
EndTime 2
Status B
Total 2

WAL : TCloudFinanceZone

AFNULL

=
[ |

iy

iy

iy

iy

iy

e

Int64

Int64

String

String

String

Int64

T

51
~HE :

FERIRNAAT1d
HNE :

(Ee=pas =il
HE :

(RS LERAYE
~EHE :

BERIESS (TKE)

Hk

A5 VPC-1D
~EHE :

AMiAIEVPC-1P
NE :

RKdif1aSubnetld
~HE :

SR P22V
THUE :

PR Evp it
~HNE -

ESEIITIAZ |, Failed, Succeed, Stopped, InProgress

HNE :

Rtag#
A

2026/8/18 02:02:13
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rb AT TCE BERS (TKE)

BR W% SEFENULL 268 R

. Btag#
Retained 2 &= Int64 2_%;?] {;g:éﬂ
Repository 2 5 String gf;;?;ﬁﬁ

ReplicationTask

SEHIRRE/SEHIETIESFIZR

AN OS5I - DescribeReplicationTasks

LR % FEYFNULL KA S
ResourceType B = String ig{;‘;&”
SrcResource & ~ String gﬁg :
DstResource B = String iggﬁ
JobID & = String ;—:EJ{EE%:ID
Status & = String gzgﬁﬁé
StartTime & z String ;f;u\glﬂ
EndTime & = String i—%ﬁg@

ImageAccelerationServiceCfs

RIRIMERSS CFS IS

AN T#EEOSIA - CreatelmageAccelerateService

BR Wik RIFENULL  ER A

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 595t 8131



rb AT TCE BERS (TKE)

BFR W% SBIEFENULL 288 RA
: Bz CFSRYIAEAIVPCID
= Pz

VpCId E = Strmg TGN
Subnetld = ray String %UECFSE{JEEE{J?MID

~BE

CUFRCFSHURAESEEY | Hp SD AtnERIFAE . HPOMEER
StorageType &£ & String  f&.

=R

481D

PGroupld = a String Z—%{lﬁé :

A HAKXBFR , HlaNap-region-1 , iE&% HILE SXAAPATHBE
Zone 2 & String SuEKXYIZE

~HE :

TaskDetalil

ESFE

N T™EOS|F : DescribeReplicationInstanceCreateTasks

BFR Whide FEFFNULL KA A
TaskName = & String 17?:19;15 :
TaskUUID =2 = String gg{UEU:ID
TaskStatus 2 & String gzg;ﬁ{
TaskMessage 2 = String gzgﬁﬁ 1=
CreatedTime 2 = String gi’zgﬁéﬁﬁl‘ﬂ
FinishedTime 2 =2 String ES54ERATIE)

THNE

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 596 Mt 8131



2 AT TCE

DomainStatuses

EHRERNEIIR

#HA0 O3 |8 : ChecklnstanceCustomizedDomains

AR WAL FFNULL Ay
DomainStatusList 2 5 Array of DomainStatus
DomainType = = String

ReplicationRegistry

AV hREHISLG)

N T4=OS|F : DescribeReplicationInstances

BR Wik FEFFNULL S
Registryld = &= String

ReplicationRegistryld = r String
ReplicationRegionld = =B Uint64
ReplicationRegionName B & String
Status = & String
CreatedAt B B String

CustomizedDomainlInfo

BEXEHEER

#HAN 3OS | A : DescribelnstanceCustomizedDomain

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

fk

IE - ESVOVIES
E : 2E

f 7

THE :

0

FESLHID
THUE

SHISLHID
THNE

SHISCEIRHEIRID
~EHE :

SHISTHIRIHERZTR
THUE

SHISLEIRRTS
~HE :

BlEERT A
THUE

% 597 Mt 8131



rb AT TCE BERS (TKE)

AR WIE ABFNULL 38 A
Registryld = ray String §_E1§UID
A :
. UEHBID
Certld ~ 5 St _
“ = | B "9 R -
DomainName 2 B String ;EEEJEW
IHZ2 RIS
Status 2 N String ( SUCCESS, FAILURE, CREATING, DELETING )
~ENE :
ReplicationExecution
RESHATIER
N T4=O5|F : DescribeReplicationExecutions
B AT FEEFNULL KA HhA
. TERID
ExecutionID = =2 Int64 igjgi
. - HREZID
PolicyID S 2 Int64 —0BlfE -
/4= \j\i\
Status & 2 String ?gﬂgu
- = HITES B3
Total S = Int64 — e
WITIESS AIhEL
S d B = Int64 o
Heese a = " e
. . FreGRTIE]
StartT 5 = St _
artiime (=) = ring U?WU{E
. . LERAY(E)
EndT & = St i
neme a = g e

RegistryCondition

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 598 Wit 8131



2 AT TCE

SLhIelISE
#ENTEASIA

BFR

Type

Status

Reason

ReplicationRule

EEZz

: DescribelnstanceStatus

W5

=
=

fi

2]

WA T#EEOS|F - ManageReplication

B

Name

DestNamespace

Override

Filters

Whide

=
=

fil

i

fil

fk

R HNEZFR
THNE

Biran &=
THE :

=
BREES

~HE :

Rt

FBFFNULL RE HEiR
= String R EZIT IZRYE AR
HE
FEVFNULL ESid)
B String
& String
= Bool
ry Array of ReplicationFilter

VpcAndDomainInfo

vpcFldomainfE 8

#en T MA5|F : DescribelnternalEndpointDnsStatus

BR

Instanceld

WAL : TCloudFinanceZone

1

Wik

FIFNULL

as
[ ]

e feik

tersflid

SUING g -

2026/8/18 02:02:13

e . =5
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2 AT TCE

BR

Vpcld

EniLBIp

UsePublicDomain =

RegionName

iy

RetentionRule

A REE RN

BFNULL

a
[ ]

Iy

iy

iy

WA T#EOS|F - CreateTagRetentionRule,

BFR Wk SIFENULL 358

Key = & String

Value 2 B Int64
YundingReportDetail

mREAESRREIFRRE

el

String

String

Bool

String

BERIESS (TKE)

S

FAEMLEid
~HE :

terAARIE )RR p
~HE :

true : use instance name as subdomain
false: use instancename+"-vpc" as subdomain

THNE

Rt , RE(RIEFvpcihTFE—its | WRAER
BRI ESLAIbIE,
HNE :

DescribeTagRetentionRules, ModifyTagRetentionRule

S

SOIFHUSRRE | ENiE(E latestPushedK ({REBRFTHEXSZ /D MRA )
nDaysSinceLastPush ( fREBITRAIHEIX )

HUE

AR E RIS RE

THNE

#WAN #0351/ : DescribeYundingScannerResult

B

LayerItems

LayerName

WAL : TCloudFinanceZone

=
=

=
=

BEFNULL

P
[

iy

, g () BER
Array of String 0 -
Stri REESBR (F& Clair)
tring

THUE :

2026/8/18 02:02:13 % 600 T3t 8131



2 AT TCE

Schedule

RERER

WA T™#=O3|8 : DescribeGClobs

SFR Wk FUENULL

Type =2 B

Cron 2 2
TcrRepositorylnfo
TerE B OREER

String

String

AN OS5 - DescribeRepositories

BR

Name

Namespace

CreationTime

Public

Description

BriefDescription

UpdateTime

WAL : TCloudFinanceZone

W%

=
=

fil

fil

fil

fiD

i

fim

FIFNULL

as
[ ]

iy

Iy

o

fiD

il

Iy

fEiR

BERIESS (TKE)

258! : Hourly, Daily, Weekly, Custom, Manual, Dryrun, None

N :
BENX Cron
A :
et U
String CEER
~AHE
Strin AR TIBETR
9 whinE -
BUzERTE) | &
String =,"2006-01-02 15:04:05.999999999 -0700 MST"
EHE
Bool BEERNTF
WA
Strin BEEEMHA
9w -
String EIER A
AN =R
EHFHTE | &
String =,"2006-01-02 15:04:05.999999999 -0700 MST"

~HE :

2026/8/18 02:02:13
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2 BRETCE
T

LIREw AR

BERIESS (TKE)

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/8/18 02:02:13 % 602703t 8131



2 AT TCE

IR
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion

RequestLimitExceeded

BERIESS (TKE)

kil

BRAFRL.

REBEEIR,

EOREE.

SEGER,

SHEEIRIR,

B ECERpRE,
ROSHERIR,
EORAAFE,
TERADREGEID T SEPRE.

ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

A SSEEIRRD
S izl
UnauthorizedOperation RIZHURE.
InternalError.DescribePrivateZoneServiceList HiEFFRvpFIFRKMY,
OperationDenied.QuotaOverLimit BCEGERRR.

ResourceNotFound

WAL : TCloudFinanceZone

BEAFE.

2026/8/18 02:02:13 % 603703t 8131



2 AT TCE

IR

InternalError.ErrConflict
FailedOperation.EmptyCoreBody
InternalError.ErrorCoding
FailedOperation.GetTcrClient
InternalError.ErrorTcrUnauthorized
UnsupportedOperation.ModifyPrivateZoneVpc
InvalidParameter.ReplicationExists
InternalError.ErrorTcrinternal
FailedOperation.TradeFailed
UnsupportedOperation.CreatePrivateZone
InvalidParameter.ErrorNameReserved
InternalError.CreatePrivateZoneRecord
InternalError
InvalidParameter.ErrorTagOverLimit
FailedOperation.PreconditionFailed
MissingParameter
InvalidParameter.ErrorNameExists
UnsupportedOperation.DeletePrivateZoneRecord
InternalError.DescribePrivateZoneRecordList
InternalError.CreatePrivateZone
UnsupportedOperation
UnsupportedOperation.DescribePrivateZoneRecordList
FailedOperation.ErrorGetDBDataError
UnknownParameter

MissingParameter.MissingParameter

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

il
SLNEEAN

Core IREINEF A=
CodingEBiHEIR.
SRENTcrClientt&iz,

B TCHRERUR,
1Evpc ESRABIHRER KR,
EHIXFIEFE.
TersL BN EREIR.
BIEFABIHIEL,
SLEIBTRERE,
BIEFABIEICRA.
REREIR.
IREEIT 10 4.
FORFMAHE,
RABEGEIR.
SLHIETREFE,
HHFRFARIRICR KL,
ERFABIRICRIIREML,
BIEEFABIHIEL,
B S.
EHRFAEEICRIIFRRIM.

SREE R R AR R IR,
RASEGEIR,
BROSH,

% 6043t 8131



2 AT TCE

IR
UnsupportedOperation.ModifyPrivateZoneRecord
InternalError.ErrorOverLimit
InternalError.DeletePrivateZoneRecord
InternalError.ErrorConflict
InvalidParameter.ErrorRegistryName
InternalError.DbError
FailedOperation.ValidateSupportedRegionFail
InvalidParameterValue
FailedOperation.ErrorTcrinvalidMediaType
UnsupportedOperation.CreatePrivateZoneRecord
InvalidParameter.ErrorNamelllegal
FailedOperation
InternalError.ErrorTcrResourceConflict
Resourcelnsufficient.ErrornstanceNotRunning
InternalError.DescribelnternalEndpointDnsStatus
ResourceNotFound.TcrResourceNotFound
FailedOperation.ErrorTcrUnauthorized
InvalidParameter.ErrorTcrlnvalidParameter
OperationDenied
Resourcelnsufficient.ErrorVpcDnsStatus
FailedOperation.GetSecurityPolicyFail
FailedOperation.ValidateRegistryNameFail
InternalError.ModifyPrivateZoneVpc
InvalidParameter

FailedOperation.DependenceError

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

kL

(EMFABIHIC RN

BRI ECATL,

THBRFAE ISR KL
BREFEL

SSHIEFRAEE | 18U EfEE BIRE.
HURRESRIR.

RIS Rt IR
SHEUEEIR,
TersEfliER TR Hearder2 8L,
BUBRAEIHICREM,
SLHIEFRARE,

BRI,

TersEFIRIRIMER,
LHRERE,
EiAvpFABEITIRERIL.
TersEfFI R RIRARILE,

LB TCHRERER,
TXRITCRIERK,

BRAEHIEE,

Vpc dsnPRSSE SRR,
IRENREERIREIR.

R CEEEFREM,

Evpc SRABIHRER R R,
BHEER,

EHIRSS ==,

% 6053t 8131



2 AT TCE

IR

InternalError.ErrNotExist
InvalidParameter.UnsupportedRegion
InternalError.ErrorTcrinvalidMediaType
FailedOperation.OperationCancel
InternalError.ErrorTcrBadRequest
FailedOperation.ErrorTcrResourceConflict
UnsupportedOperation.DescribePrivateZonelList
AuthFailure

InternalError.Unknown
InternalError.DescribePrivateZonelList
FailedOperation.GetDBDataError

FailedOperation.DbError

WAL : TCloudFinanceZone

2026/8/18 02:02:13

BERIESS (TKE)

15RH

BT,
A ST B SLA.
TersEfliERFTRAIHearderE8,
EFEUH.
SRR E BT AR,
TersERIESIRIRER,
ERFAEIEHIREM,
CAME R/ E1UEIR,
RENEIR,
BEAFAEEIZREM.
SRR R EIR.
HIEREEIR,

% 606 W3t 8131



& BRTTCE

BSeik5S (tke)
FRZS (2018-05-25 )
API HE15

APIRRZR

V3

(EERHEGES SEIm

EORR

CreateClusterAsGroup
DeleteClusterAsGroups
DescribeClusterAsGroupOption
DescribeClusterAsGroups
ModifyClusterAsGroupAttribute

ModifyClusterAsGroupOptionAttribute

Hfthz]

EZOIhEE

Bl SRR YaE

TR ERHR4aZH
SIS I SR S G o=
BB RS R
ISR+ RAB M

(B SRR BRI

EORR
Describelmages
DescribeQuota
DescribeRegions
DescribeVersions

ForwardRequest

WAL : TCloudFinanceZone

ZOIhEE

REREER
SRENERRFECER
EiHESIER

SRS FFROSSRHIRANE R

TKE APIServerf{IEE &

2026/8/18 02:02:13

BERIESS (TKE)
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&) AT TCE BERS (TKE)

dfERREO

O ROT08E
DisableClusterAudit KRIAERRFEHIT
DisableEventPersistence KRIAER A
EnableClusterAudit [EhERFeRIt
EnableEventPersistence [EohEeEF =T
GetDashboardID SRENESBFRI(NGRARID

ESLEP SN

BOEFR EOhee
AddVpcCniSubnets HINEBEFR ( VPC-CNIRLREBINEERY )

TRBEXREO

OSSR #OThee

AddExistedInstances RINBEFERCYMLFIZISEERE
CreateClusterInstances I RERT R
DeleteClusterInstances PR ESRFFRYTI =
DescribeClusterInstancelds IRENEREF TS =51
DescribeClusterInstances HHEHTRER
DescribeExistedInstances HHEEFAERNTR
DrainClusterNode RERERFPRIEET R

SERFRREO

EOBR EOIhee

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 608 Wt 81310



& BRTTCE

EORR

CheckClusterCIDR
ChecklIfLogCollectorExists
CollectAllCore

CreateCluster
CreateClusterEndpoint
CreateClusterVirtualNode
CreateClusterVirtualNodePool
CreateLogCollector
DeleteCluster
DeleteClusterVirtualNode
DeleteClusterVirtualNodePool
DeleteHelmChart
DeleteHelmChartVersion
DeleteLogCollector
DescribeChartDownloadInfo
DescribeClusterEndpoint
DescribeClusterEndpointStatus
DescribeClusterKubeconfig
DescribeClusterLevelAttribute
DescribeClusterSecurity
DescribeClusterServices

DescribeClusterVirtualNode

DescribeClusterVirtualNodePools

DescribeClusters

DescribeCoslInfo

WAL : TCloudFinanceZone

BERIESS (TKE)

EOThae

REERIICIDRER HZE
HEEREEATRENN ( |5k ) ERELFE
RE MR TKEE =R R AT cpuZE)
ellfeaS

FHEEREF IR /5 MNRA3731E]

NI R RIS E RIS E T mith
FEEEERMEEEM T It
ellfeaSamatlie ST([=lmm)

pillbseS e

TR SRR EE R TI
BREERHEE I T =it

HERChart

fipRChartigEhRa

FIBS: B S WIEEAII (| HAR)

FRENChartfy FEAEE

i eERtendpointsiyfS A
ERERFAN/FMREIERCORPRZS
FRENEERFkubeconfig

B RHSRER

ERERNERER
SRENEEREServicelIF&
SRENEREHEE U Ut AT mFIER
SREVEREF RO it FI3R

BERRETIR

¥XEXchart_E{&cosER
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& BRTTCE

EORR
DescribeHelmChart
DescribeHelmChartDetail
DescribeHelmChartVersion
DrainClusterVirtualNode
EnableLogCollector
GetLogCollector
GetLogCollectorStatus
GetPrices

ListLogCollector

ModifyClusterAttribute

ModifyClusterVirtualNodePool

QueryOverage
UpdateAddon
UpdateLogCollector

UploadHelmChart

WAL : TCloudFinanceZone

BERIESS (TKE)

EMThEE

SREXchartFlz

SRENcharti¥ s

FRENcharthR A%
IEEERHE R I T
ERfEESRAIATWERSS (1B )
SRENEERFEE BUIERINRYER(IBIR)
SRENESRFHRSREE (1BhR ) BRRE
NS

ERERAEKESIR(R)
1SRRI

IEBUEEIUTI =it
BERSRITKEEEERRICpuZE I R DBIT RS
E#raddon

SRR E H S EAN (1IBAR)

LEf&Chart
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rb AT TCE BERS (TKE)

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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rb AT TCE BERS (TKE)

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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rb AT TCE BERS (TKE)

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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rb AT TCE BERS (TKE)

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

BERIESS (TKE)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

WAL : TCloudFinanceZone 2026/8/18 02:02:13

% 621703t 8131



rb AT TCE BERS (TKE)

3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
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|, TEAHESEGIRN A TLERSE,
A
NS, AEOEYE : CreateClusterVirtualNode

AHSE, HiHEEREI DescribeRegionsiEzEE

FERSTEAIMIEG 2R

E&HFID
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SHER
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4. SEIRRY
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BERIESS (TKE)
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EiEESRENEIEEUT Rt
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1. E A
EOiEKE2 : tke.api3.finance.cloud.tencent.com,
FeZisnat Sedfelreds e ndhii)
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2021-12-09 14:40:54,

EOARGER NEN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR ik FRFFNULL K8
Action = & String
Version = & String
Region = & String
Clusterld B B String
Name = B String
A f
Subnetlds 2 5 rr.ay °
String
) Array of
S tyG Id = B
ecurityGrouplds =2 i String
A f
Labels 2 5 rray o
Label
A f
Taints g & maye
Taint

WAL : TCloudFinanceZone 2026/8/18 02:02:13

BERIESS (TKE)

SHOIRN ATLERSEL,
fk
NESE, AEOBE :

CreateClusterVirtualNodePool
NHE2E , AEOEYE : 2018-05-25

~HSE, tig{ERA@igDescribeRegionsiz
BET M IFHItEIZR

EEFID
A

RE TS At R RR
~HE :

FRIDEH
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LeEEAE
~NE :

RE#A T RitbAILabels
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SHEWR D%Svin
Unschedulable B

3. I SE

SHBR KA
NodePoolld String
Requestld String
4. FEIRS
ZEIE

BERIESS (TKE)

FEYFNULL 28 fEiR
TRPHIBRTRESATREE. truetmAd

S Bool BE | falsemalAE
HE : true

fk

FEM T m=itbID
THNE :

H—i5K ID , ®RIEKEPSIRE], EARATEERMZXIEKAY Requestld,

PAIMMXAIHE T O S ZEERRNEIRED | BfERDIFE N A THER,

%EIEEEF’J
UnknownParameter
InternalError

InvalidParameter

WAL : TCloudFinanceZone
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RISHEER
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L. O

EOERES -
ellfe =S dm et S]]
BOAZEOIBIIRERIRE : 200%/FD,
EOEHAGE : 2022-04-14 17:32:25,

EOREIRE A IS,

2. INSE

AR (IEAR)

tke.api3.finance.cloud.tencent.com,

SHAR ik FRFFNULL 258

Action = & String
Version = & String
Region B & String
Clusterld B B String
Name 2 & String
Description & B String
InputType = & String
OutputType = & String

WAL : TCloudFinanceZone
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

RNESE, AEOBYE
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NHSH , REEEE
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e
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e

HEWEMNAVMAZREL, {&container-log
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SEAFR Pk EENULL kR A
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PUEEP = B ginputp TS =S
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3. S
SHEMR 3] A

Requestld String WE—IEK ID , 8XERESIRE. ERNFERMHIZRIEKE Requestld,

4. SEIRAY
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InternalError AEPFEIR
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IpREET

BOMZCIERIERIRS] : S0IR/RD,

EOEHRATE : 2020-07-29 11:01:50,

EOARGER NEN,

2. INSE

LINBERSEGIFRNGIH T EROBERSERE D 22

SHEWR
Action

Version

Region

Clusterld

InstanceDeleteMode

3. S

SHER St
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WAL : TCloudFinanceZone
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BERIESS (TKE)
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NHSE, AEOEYE : 2018-05-25

\
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BEF R FLOhEgIZE

EB¥ID

~MHNE
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~M5HE : terminate
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InternalError EREEIR
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EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHAR Wik FRPFNULL 2R3
Action = = String
Version = & String
Region = & String
Clusterld B & String
NodePoolld = & String
Force & & Bool

A f
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3. I SE

WAL : TCloudFinanceZone
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BERIESS (TKE)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,
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EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR %%

Action =
Version 2
Region =
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3. JHES#

SHEWR il
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4. $EIRAS
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FOFNULL 228
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U
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NHSE , AEOBYE : 2018-05-25
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BERIESS (TKE)

iFEChartisSEiRA
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SHEWR DSV
Action =
Version 2
Region =
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WAL : TCloudFinanceZone

FEVFNULL 58U 1R
+t
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NEBH , HEEEEEId DescribeRegionsiZEAEE M

2 SUING  wvemoiinpise
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SHEEMR ik RIFENULL 8
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Version 2 =
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EOREIRE A IS,

2. INSE
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik FRFFNULL 28
Action = = String
Version = & String
Region = 7w String
ChartName B & String
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A s
3. HiHEEL

SEEMR il A
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9 9 e -
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E—IEK ID , BRIEREPEIR
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FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2022-08-24 19:32:45,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BHER % ARIFENULL
Action 2 &
Version 2 &
Region = &
Clusterld 2 &
A X
3. FiH S
SHEWR it
CertificationAuthority String

ClusterExternalEndpoint ~ String

ClusterIntranetEndpoint  String

WAL : TCloudFinanceZone

- 3id] A
String  AHSE, XFOBYE : DescribeClusterEndpoint
String  AXESH, KXIZFOEYE : 2018-05-25
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EEEID
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A

EECAILEB
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THUE :
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EEEERERIRI/ SR a)im AR
EOABEOEKIERRS] : 200K/70,

1EOEFHATE ; 2021-04-29 11:38:31,

EOARGER NEN,

2. INSE]
LAITFERESHIIR (G E TEOBE KSR, TS |, TBA

SEAFR Wik RIFENULL R R
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Action = & String 2%, AEOBYE : DescribeClusterEndpointStatus
Version 2 = String  AHESE, AEOBYE : 2018-05-25

Region = = String giiﬁﬂgﬁﬁﬁﬂﬁﬂDescribeRegions%DEEFﬁzi
Clusterld = ra String i?;]}; :

lsExtranet & = Bool BEISMNREE, trueZRRINNIT(E), falseZRmAIMI3IE]
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3. I SE

o C KA fEiR

EEERFRIRIRARE. CreatingZnFFE9, CreatedZFR~FFEMIN NotFoundZ®FREk
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Requestld  String ME—iFK ID , ®RiEKESIRE], EfOEATEERAZRIERKET Requestld,
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4. $EIRAS
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InternalError.CamNoAuth
InvalidParameter
LimitExceeded
UnauthorizedOperation
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UnsupportedOperation
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EOAEZOERIRERRS : 200K/70,
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EOARGER NEN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

SEAFR Wik RIFENULL R R
1t

Action = & String  AHSE, AEOBYE : DescribeClusterKubeconfig
Version =2 & String nNHE&E, ANZEOBYE : 2018-05-25

~HSE , WRERENEIDescribeRegionsiEOEEFfM>IF

Reqi = = .
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EEEID
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uster B i ring e
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Type & & String 3L INTERNETLBZRRYMEE
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3. S
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EESISRRER
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2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER % RIFENULL 3EE R
Action = & String  AHSE, AEOBYE : DescribeClusterLevelAttribute
Version =2 & String nNHE&E, ANZEOBYE : 2018-05-25
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EpE IS
EEFID
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uster A ing e
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3. HSE
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BE
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EHERIZIEER
EOABEOIEKIERRS - 50K/7D,
EOEHRATE : 2021-04-29 11:33:50,

EOREIRE A IS,

2. INSE

BERIESS (TKE)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

\

SHER WIEE SRIFNULL 28 RHA
. . AHBE, AMEORYE -
Act 2 &
cHon = = String DescribeClusterSecurity
Version =2 & String NHE&E, ANZOBYE : 2018-05-25
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= a
Region = B N mEEmwsEEIE
£Ef ID , BIEE EiEEIR EOHPIRE
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EEIREIARMEIE, trueRRIREIARIHELE false
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SERFILIRIRHENE
HUE

SRPAEAYER
e

EEE¥Endpointitiit
~E :

SRPLIRIBE
HUE
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A :
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E—EKX ID , ®IRIEKEPRIRE, ELZEIRRARERAZRIEK
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TEIRAD
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InternalError.DbRecordNotFound

LimitExceeded
InternalError.Db
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BFR Wil FEYFNULL e il A
Data s b String ?ﬁﬁ :
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BFR W%k SSFFNULL kB A
BRI, BFES N FilterlT |, Filter@RIXEBES (AND ) (&,
Name 2 a String HRIRSIFRREBEAN A ClusterNamei# T g
NS :
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ClusterAsGroup
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7 scaleDownEnabling XF48& scaleDownDisabling)
~HE : enabled
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i

B String

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 79m# 813



((b AT TCE BERS (TKE)

BR Wik FREFNULL 33 )

TREDRENATEE

IsUnschedulable = = Bool _
= = BIE : true

Array of egEeERYlabel5ZR

= =
Labels == Label TE =5
. . BRI
CreatedT 2 =2 Datet _
reatedTime 2 2 atetime "
AlarmPolicy
HERIRLEIK
AN TEOS| A : DescribeAlarmPolicies
BFR Wik FRFNULL 258 iR
HEIRHEID
AlarmPolicyld = & Stri _-
armPolicy 2 s ring (ol -
. k8s&EFID
ClusterInstanceld =2 F Strin _
! = | B 9 I -
) k8sinZ=S(E
N =2 = St _
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k8sT{E#ZE, DeploymentZ&rdeploymentT{Efa
. 2 , DaemonSetZExDaemonSet T{Ef 2L, StatefulSet
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WorkloadType = 2 String = StatefulSet T fefhik
~MHHE : Deployment
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FRABHNEFETREESEH
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NodeRole = )
ExistedInstancesPara = &=
InstanceAdvancedSettingsOverride & &=
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kubernetes Taint
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&
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{
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"Code": "AuthFailure.SignatureFailure”,
rect.”"
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®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/8/18 02:02:13 % 8093t 8131



rb AT TCE BERS (TKE)

FEIRED izl
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction BEOAFE,
InvalidParameter SR,
InvalidParameterValue SHEUEEIR.
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InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.CvmCommon
FailedOperation
InternalError.VstationError

InternalError.KubelarvisAlreadyRunning

InvalidParameter.CIDRMaskSizeOutOfRange

InternalError.OsNotSupport

InternalError.CidrMaskSizeOutOfRange

WAL : TCloudFinanceZone

BERIESS (TKE)

Uz

TEERTRE.
FREIvpciBR.
ERFIDAFE.
CIDRAEREHERZA.
VPCIRSE.

dbiiR.
CIDRFOvpcitizs,
RDBEGEIR
ESREE.
RIFRAAIH
KIESRIREHSELML,
RERE].

RIS ECEIPR .
{RARLA BT ROIEEIREE.
EREEIR

RIS ECERPR .
FoHIFAE CIDRIER.,
cvmEE T RIREE.
BRI
VstationError,
SRIERIGE,

CIDR¥ERSE LB E (SEEFCIDREE &//ME: 10 RAE:
24),

BRAROSASHE,

CIDRIEIB L,

2026/8/18 02:02:13 % 81173t 8131



2 AT TCE

IR

ResourceNotFound
InternalError.CidrConflictWithOtherCluster
InternalError.PodNotFound
InvalidParameter.RouteTableNotEmpty
InternalError.InvalidPrivateNetworkCidr
UnsupportedOperation
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalError.CidrInvali

InternalError.Param
InternalError.CamNoAuth
UnknownParameter
InternalError.InitMasterFailed
LimitExceeded
InternalError.VpcPeerNotFound
InternalError.DbRecordNotFound
InvalidParameter

InvalidParameter. AsCommonError
InvalidParameter.Param
InternalError.AccountUserNotAuthenticated
InternalError.PublicClusterOpNotSupport
InternalError.DfwGetUSGQuota
InternalError.CreateMasterFailed
InternalError.TaskLifeStateError
InternalError.CidrConflictWithVpcGlobalRoute

InternalError.CvmNotFound

WAL : TCloudFinanceZone

Lz
BEAFE

CIDRIIEftEEERFCIDRIHZE,

Pod=RkEl,
PREFRIE=,
FRCIDR,
BMEARS
Bkt 2 XEXCIDR,
CIDRTZRL,

Param,

IRBR.
RANSEGEIR
¥Isaftmastersk i,
B ECEpRE

X EEEAFE,
ICFRARIKE.

SHBEIR

st S AR,

SHEIR.

MK ARIBISIAILE,
ERFAST SRR,
KSR AFENKML.

EllfEES=5 ST

E35 LRIFTADIRES SRR,

CIDRIZ/BI8EHIPER,

CVMAFFE.

2026/8/18 02:02:13

BERIESS (TKE)

% 812703t 8131



rb AT TCE BERS (TKE)

SRR i8H
UnauthorizedOperation RIS
InvalidParameter.CIDRInvalid JEZERICIDR,
InternalError.QuotaMaxNodLimit RIS ECERPR
InvalidParameter.CidrOutOfRouteTable CIDRAEEREFEZA.

InternalError.CidrConflictWithOtherRoute CIDRFOE bR P2,

KRARFFE : TCloudFinanceZone 2026/8/18 02:02:13 % 813t 8131



	容器服务（TKE）
	 产品简介
	  • 产品概述
	  • 产品优势
	  • 产品架构
	  • 应用场景
	  • 产品功能

	 快速入门
	  • 入门必读
	  • 部署容器服务TKE
	  入门示例
	   • 创建简单的nginx服务
	   • 编写HelloWorld程序
	   • 单实例版WordPress
	   • 使用CDB的wordpress


	 操作指南
	  集群管理
	   • 集群概述
	   • 集群的托管模式说明
	   • 集群生命周期
	   • 创建集群
	   • 集群扩缩容
	   • 连接集群
	   • 升级集群
	   • 集群启用IPVS
	   • 集群启用GPU调度
	   • 选择集群规格
	   • CVM容器集群网络
	   • 设置同地域集群间互通
	   • 设置跨地域集群间互通
	   • 设置容器集群与IDC互通
	   • 设置安全组服务
	   • 自定义 Kubernetes 组件启动参数

	  镜像仓库
	   • 镜像仓库概述
	   • 镜像仓库基本教程
	   • 如何搭建私有镜像仓库

	  运维中心
	   • 日志采集
	   • 采集容器日志到对应消费端

	  节点管理
	   • 节点概述
	   • 节点生命周期
	   • 新增节点
	   • 移除节点
	   • 驱逐或封锁节点
	   • 设置节点的启动脚本
	   • 设置节点Label
	   • 创建伸缩组
	   • 查看伸缩组
	   • 调整伸缩组
	   • 删除伸缩组
	   • 查看伸缩组伸缩记录

	  Kubernetes对象管理
	   • 概述
	   • Namespaces
	   工作负载
	    • Deployment管理
	    • StatefulSet管理
	    • DaemonSet管理
	    • Job管理
	    • CronJob管理
	    • 设置工作负载的资源限制
	    • 设置工作负载的调度规则
	    • 设置工作负载的健康检查
	    • 设置工作负载的运行命令和参数
	    • 使用 TCR 企业版实例内容器镜像创建工作负载

	   自动伸缩
	    • 自动伸缩基本操作
	    • 自动伸缩指标说明

	   服务
	    • Service管理
	    • Ingress管理

	   Service 管理
	    • 概述
	    • Service 基本功能
	    • Service 负载均衡配置
	    • Service 使用已有 CLB
	    • Service 后端选择
	    • Service 优雅停机
	    • Pod 优雅删除
	    • 使用 LoadBalancer 直连 Pod 模式 Service
	    • 多 Service 复用 CLB
	    • Service 扩展协议
	    • Service Annotation 说明

	   配置
	    • ConfigMap管理
	    • Secret管理

	   Ingress 管理
	    Nginx 类型 Ingress
	     • 概述
	     • 安装 Nginx-ingress 实例
	     • 使用 Nginx-ingress 对象接入集群外部流量

	    CLB 类型 Ingress
	     • 概述
	     • Ingress 基本功能
	     • Ingress 使用已有 CLB
	     • Ingress 证书配置
	     • Ingress Annotation 说明

	    • Ingress Controllers 说明

	   组件管理
	    • 扩展组件概述
	    • 扩展生命周期管理
	    • COS 说明
	    • CFS 说明
	    CBS 说明
	     • CBS 简介
	     • 通过CBS避免云硬盘跨可用区挂载
	     • 在线扩容云硬盘
	     • 创建快照和使用快照来恢复卷

	    • P2P 说明
	    • GPU-Manager 说明
	    • HPC 说明
	    • Network Policy 说明
	    • Nginx-ingress 说明

	   存储
	    • Volume管理
	    • PV&PVC管理
	    • StorageClass管理

	   授权管理
	    • 概述
	    • 使用预设身份授权
	    • 自定义策略授权


	  监控
	   • 监控概述
	   • 查看监控数据
	   • 监控及告警指标列表

	  HelmChart
	   • 概述
	   • Helm实列
	   • Helm仓库

	  • 健康检查

	 最佳实践
	  • 构建简单web应用
	  • docker run 参数适配
	  • 单实例多容器实践

	 访问管理
	  • 概述
	  • 服务授权相关角色权限说明
	  • TKE镜像仓库资源级权限设置
	  • TKE集群资源级权限接口列表
	  使用示例
	   • 配置子账号对TKE服务全读写或只读权限
	   • 配置子账号对单个TKE集群的管理权限


	 购买容器集群
	  • 集群新增资源所属项目说明
	  • 容器服务安全组设置
	  • 容器服务节点公网IP说明
	  • 容器及节点网络设置
	  • 容器节点硬盘设置

	 常见问题
	  集群类
	   • 集群相关
	   • 扩容缩容相关

	  • 服务常见问题
	  • 镜像仓库常见问题
	  • 远程终端常见问题
	  • 事件常见问题

	 • 词汇表
	 API文档
	  容器镜像服务（tcr）
	   版本（2019-09-24）
	    • API 概览
	    调用方式
	     • 接口签名v1
	     • 接口签名v3
	     • 请求结构
	     • 返回结果
	     • 公共参数

	    Helm Chart相关接口
	     • 查询Chart包下载信息
	     • 下载Helm Chart

	    命名空间相关接口
	     • 创建镜像不可变规则
	     • 创建命名空间
	     • 创建签名策略
	     • 删除镜像不可变规则
	     • 删除命名空间
	     • 删除命名空间加签策略
	     • 列出镜像不可变规则
	     • 查询所有实例命名空间
	     • 查询命名空间信息
	     • 更新镜像不可变规则
	     • 更新命名空间信息

	    实例同步相关接口
	     • 创建从实例
	     • 删除从实例
	     • 查询创建从实例任务状态
	     • 查询从实例同步状态
	     • 查询从实例列表
	     • 管理实例同步

	    实例管理相关接口
	     • 校验实例信息
	     • 检查待创建的实例名称是否符合规范
	     • 创建镜像加速服务
	     • 创建实例
	     • 创建自定义域名
	     • 创建实例访问凭证
	     • 删除镜像加速服务
	     • 删除实例
	     • 删除自定义域名
	     • 删除长期访问凭证
	     • 查询镜像加速服务状态
	     • 查询实例自定义域名列表
	     • 查询实例状态
	     • 查询长期访问凭证信息
	     • 查询实例信息
	     • 更新实例信息
	     • 更新实例长期访问凭证
	     • 续费实例

	    版本保留相关接口
	     • 手动执行版本保留
	     • 创建版本保留规则
	     • 删除版本保留规则
	     • 查询版本保留执行记录
	     • 查询版本保留执行任务
	     • 查询版本保留规则
	     • 更新版本保留规则

	    自定义账号相关接口
	     • 创建服务级账号
	     • 删除服务级账号
	     • 查询服务级账号
	     • 更新服务级账号

	    触发器相关接口
	     • 创建触发器
	     • 删除触发器
	     • 查询触发器
	     • 获取触发器日志
	     • 更新触发器

	    访问控制相关接口
	     • 创建私有域名解析
	     • 创建实例公网访问多白名单策略
	     • 创建实例公网访问白名单策略
	     • 删除私有域名解析
	     • 删除实例公网访问多白名单策略
	     • 删除实例公网访问白名单策略
	     • 查询实例公网访问入口状态
	     • 查询私有域名解析状态
	     • 查询实例内网访问VPC链接
	     • 查询实例公网访问白名单策略
	     • 管理实例公网访问
	     • 管理实例内网访问VPC链接
	     • 更新实例公网访问白名单

	    镜像仓库相关接口
	     • 创建镜像仓库
	     • 创建镜像签名
	     • 删除指定镜像
	     • 删除镜像仓库
	     • 批量删除Repository Tag
	     • GC 历史
	     • 查询容器镜像Manifest信息
	     • 查询容器镜像信息
	     • 查询镜像仓库信息
	     • 复制企业版仓库镜像版本
	     • 更新镜像仓库信息

	    • 数据结构
	    • 错误码


	  容器服务（tke）
	   版本（2018-05-25）
	    • API 概览
	    调用方式
	     • 接口签名v1
	     • 接口签名v3
	     • 请求结构
	     • 返回结果
	     • 公共参数

	    伸缩组相关接口
	     • 创建集群的伸缩组
	     • 删除集群伸缩组
	     • 查询集群层面的弹性伸缩配置
	     • 查询集群关联的伸缩组列表
	     • 修改集群伸缩组属性
	     • 修改集群弹性伸缩组的属性

	    其他接口
	     • 获取镜像信息
	     • 获取集群配额
	     • 查询地域列表
	     • 获取支持的集群版本信息
	     • TKE APIServer代理转发接口

	    监控相关接口
	     • 关闭集群审计
	     • 关闭集群事件存储
	     • 启动集群审计
	     • 启动集群审计
	     • 获取集群的仪表盘ID

	    网络相关接口
	     • 添加容器子网（VPC-CNI网络类型的集群）

	    节点相关接口
	     • 添加已经存在的CVM实例到集群
	     • 扩展集群节点
	     • 删除集群中的节点
	     • 获取集群节点列表
	     • 查询集群节点信息
	     • 查询已经存在的节点
	     • 驱逐集群中的指定节点

	    集群相关接口
	     • 检查集群的CIDR是否冲突
	     • 检查集群指定日志采集规则（旧版）是否已经存在
	     • 采集当前TKE管控集群所使用的cpu总核数
	     • 创建集群
	     • 开启集群内网/外网访问
	     • 添加虚拟节点至指定集群的指定虚拟节点池
	     • 在指定集群内创建虚拟节点池
	     • 创建集群日志收集规则(旧版)
	     • 删除集群
	     • 删除集群指定虚拟节点
	     • 删除集群指定虚拟节点池
	     • 删除Chart
	     • 删除Chart指定版本
	     • 删除日志收集规则(旧版)
	     • 获取Chart的下载信息
	     • 查询集群endpoints的信息
	     • 查询集群内网/外网访问端口的状态
	     • 获取集群的kubeconfig
	     • 查询支持的集群等级
	     • 查询集群的密钥信息
	     • 获取集群Service列表
	     • 获取集群指定虚拟节点池的节点列表
	     • 获取集群的虚拟节点池列表
	     • 查询集群列表
	     • 获取chart上传cos信息
	     • 获取chart列表
	     • 获取chart详情
	     • 获取chart版本列表
	     • 驱逐集群指定虚拟节点
	     • 启用指定集群的日志收集服务（旧版）
	     • 获取集群指定日志收集规则的信息(旧版)
	     • 获取集群日志采集（旧版）启用状态
	     • 查询价格
	     • 查询集群日志收集列表(旧)
	     • 修改集群属性
	     • 修改虚拟节点池
	     • 查询当前TKE管控集群的cpu总核数是否超过限制
	     • 更新addon
	     • 更新集群指定日志收集规则(旧版)
	     • 上传Chart

	    • 数据结构
	    • 错误码





