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FHEERIEEEFERIGEEX IP ithil ) .

- TARIPRTEE L FEMRIAREE [P,

- BPIAR IPRTYIESLAFN (SizEmMSMl ) BEXIP
FRFPBTEE.

32f% BGP HEFNEFSESEH.

BGPESHIEE , i5HIA CPE fIgY BGP <BfE AS 5. REIAKGH
RIhEHL D EC.

BGPESHEIE , 5% BGP SB/EAY MD5 B, EAIA “tencent”,
BT RRAEE BGP A,

SIS CPE BIRER , 3F NAT 1Rz FNESAEEH
VPC RIS,
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EHHEN (DC)

&E

REHETERTNETS
FrEEEZAE , AFERF
aTm

HETHEAFTEIETS
ARG T LR\ R

EIL‘J\O

MSTP ££5iE(E% VLAN &
IEEREZEETTIE Trunk 12
L

BRI TEMIRMEER
IP , i5IRRIALL IP , ¥ IP
PR,

Z=FEASN : 45090

XIFRE  [REAE
B BEXE EHME.
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2 AT TCE

W
g

B
cH
a
Pt

RERE

12111

EHHEN (DC)

U &E

IREHR LR , SRAN BT AL SR E. -

- 22 : FH/3 BFD Ai@RINE, HEINSHEEBFD A TR ERIE
-5 N TREREE. =

BfIZ=R , BUA4002F) |, 5B

{85 BFD 2R B iEfRAtia.
RS BFD 2R ERNEMRATE (400 . 1000]

RS

CHBEYEHIAASELAT LR

* HIFH

RECRWAFHETREESS | ERARELEES.

HEZ

YIRS FEE TG  MIETEMEE BEX BERRREICIEEE , FFHit.

&

RAEETREHESE  H'REFT THEK , RRERTREEBEA , BEIEIIREITSRR TRE
i,

BCEZThk

RACIRIBEGFHESHGHES | (BiHK ping @E8 IDC BB , KSR,

Bz

RHE ping BERY IDC iIRFEEGEIUE , BRARWSEINFIES | iBRIE VPC SeiiEXREE , SLIEE,
illEaes

REIEEIEEAIMBRERIS | & ks THERK , FrRGEMREESE S ES RHIZRAITEER R T8

&ifl,
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ANEE]
LHEIEE
STLEERSET A G SR LETERAEH R TRERESH. EXBETESFERE.

HELHENAT  TLBELIHTHRRE , FHYEEAEEKETREE.

A E= {5 FEPR

AT IREEMEIBECREERS |, BERAmLA TS
10.0.0.0/8 , 172.16.0.0/12 , 192.168.0.0/16 , 100.64.0.0/10,
ERILAS LA KBRS BRI 0 900 A TD

10.0.0.0/8

#x5/9 : 10.0.0.0/9 + 10.128.0.0/9,

172.16.0.0/12

rH8 0 172.16.0.0/13 + 172.24.0.0/13,
192.168.0.0/16

F5/9 1 192.168.0.0/17 + 192.168.128.0/17,
100.64.0.0/10

#F55/9 : 100.64.0.0/11 + 100.96.0.0/11,

L EEERH

ASERTEREERE
1. BREEENDO=HIE.
2. EEMSHEE , BREAEERANTLEERE.
3. ' SLIEETH , AREXESHIEEAN"BF JREEERE,

4. BB E NERIER IR TIEY | EXGerERER2.

BGPEHETLEELE
L £ E4RE TH  AREXESHNBEAN BF Y RTREEE.

2. EBERE NEKIEFRERTHTIEN | EBGHRREIRR.
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TURIBIEZE

—\I.

TH , £REXESHIEEEN BEFRENREELE.

2. EBERE NEKIEFERTHTIEN | EXGHRREIR.

SR B
BN TS

* BGP ASN
358 BGP ASN ARl 33,

=
)

%—I—
TELHASTUNSS , ZEENEEAE.

iBR -
HEEHEXT , ERBEL ERIBET A

e BGP KEY

 EHYIETEREERETRR

35T BGP KEY A=rhillss | REBBERE.

o AP IDC WEX

SR IDC MERRYIE , REEEM TAECE.

- ERGE

iR BEMITEEE XA BFD TLBERNINGE , FSFHESIRNER.
BEXERKRERE  RABE/ LD HRTTHIRERE.

WAL : TCloudFinanceZone
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2 BAETCE S4EA (DC)

il S GEVE]

1HER -
ATHRPBEFERAENISIES  eE=NEENEENT R , ATk,

1. B% THENEHS .
2. BEENSAv=F (ELEE]  HASEERE.
3. IEPIRPHEIFENROTREE , B (BER] FmA.

4. EEmRRRTTRRT , FTikelE R VLAN ID S REE.
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BEREER

TRBESFEEER (WESHTER. NEATR., HEE. \NE8) V&8 , BUlEI=ENE  EET4
HERER | BEPRAT

1. R TEEA 2HE.
2. BEEMSI=F [T4EE] | #AEERE.
3. IFIRPHEIFTEEENTLEBE  BE [ixfE] EFREIE.
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2 AT TCE

LN = ﬂ: &
IREEEE
FCEL BT -

|l ==L 504

CHBEIFRERRSE
1. BF nafz =818,
2. BEAENSAV=PES
3. B,

EhE > 5%

4. IET A ERIE S LR
o MINEERIZEIR.
o IREREEUSIR"MIEEL".
o BEWR | IEEREKHIEAEE.

o SERRSRLETTIER | .

ZROZBA.

o HEERE  IRES
& i (2 B

o FOEE : MRFEFSEER

=

SECE oAk | RIAJIRIES

WAL : TCloudFinanceZone

"NEE'

WEEEIfSEIE , TLMES AL,

LRIE  HNSERE.

"o ERER,

, BRE5ERk , ARl S ERISHIECE.

ZRIENRERR  WRIRREE., BES
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SRR AHEEEER
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2 AT TCE A (DC)

SETERMX
BIETZMKX

1. & AhEMNEEHE.

2. EEMSH=SF , BETENX  #HAEERE.
3. IR SFAE LS | EREETE.

4. fERHES |, IBEEXER.

o FEMIE : eIy VPC ST,

o BIR . TEMKETR,

o PFKEEY : FRERIER NAT B ( ERHENHEEHRTARE ) .

o e LR | IREIZMXHE LR , BUAL100 Mbps,
5. EE5ehkfE . BREHE | oA ELMRAICIE.
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Fic & 233t AE R ( NAT )

BRI AMREEL NAT BISEEMKECE IP R NECE [P in55iR | BIREIS ST ERE

o FRE IP il
o FLE IP Bp[O4LHA
o ERER

BLs IP itk

FoE A IP 54k

UL BR

o [R IP /REFAB M CIDR SEEIA.,

o BRGT IP ARJLAEE L RIKFRIERAB M4 CIDR SEEIA.

o RIP ME—ARAILAEE , BIFABMLZRIA IP REEMHE—RET 1A IP,

o BREY IP E—ABILIES |, BIASHEZ N AB R IP BRETRRI1A TP,

o EBRY IP A% ( 255.255.255.255 ) . D 2tk ( 224.0.0.0 - 239.255.255.255 ) . E it
(240.0.0.0 - 255.255.255.254 ) ,

o TEMFKAIARIS IP IR ASIFL00 IP BRET , B IP BRETER KSZ35204% ACL #IR ( aNTSIRFHECER , iBIR
R TEHHEF),

BIEPR
1. B AhEMNEEHS.
2. EEMSHE=SF , BETENX  HAEERE.

3. EREHEMIREE N NAT BIEE4 KX ID , HANFBR.
4. EEEMRIFIBNF | 155 VPC MIPHHETR , #HTVPCAIR IP HHfcE.

5. 7€ IP BRESTAAE LA , BRTamiE | FigANim IP BRGY,

6. TESRHAIFTIEAIRIPRREIAHEES , MNR IP, BREY IP R&EiE.
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7. BBEHEE T AIPERETAIIR E.

8. (HJik) FriEAR IP BGTRT , BUAGINT RiFRrERHiREBISAY ACL I , B IP s pfrE T REE
A28, R LAGRIE A TP $5HRRT ACL FIR |, LABEE AN IP FtaUiE e .

WiBE :
o BELMXRERTBECENTIR IP dRi%HT , Aum IP &1 ACL SINRIBRY IP FEIRE s [P #Ei%AYm
5 IP , MARRIP.

o AN IP %83 ACL MINISZIFECEY ( 323%F TCP 5% UDP ) | JRiwO. BRYIP. BHmO , H ,
imE. IP AEAER ALL ; 0% ALL B, imOF0 IP BOAISIERE ALL,

9. f£ IP BREITAR , BAdh IP BREJRATETEMIAYYREE ACL BN , #AN ACL MNGRAEINTS.

10. EERRY ACL HINEER , BAdEFTE—1T | Sohk ACL MINIRTFTIESS | SAEEiRacRI].

11. (77 ) £ ACL MINGRIEBIRST | ST B8 ACL SN TEXEMIER | SShiRER | B RFAI.

12. (FIik ) &tEI7E IP BREYTA , EREAERITENR . BT IP BRESHIN | TR NIRRTE T MRS SERsR |
eSSk | FRIAIRIERDE],

13. ( Ak ) GNERIEHIEHAS IP BRET , BI7E IP BREITRA |, Bk IP BRESFRTEATAMIAMEX IP BRET , BRI &4
i IP BREJHYIR 1P, BRET IP FO&E |, BRRFATESS | [P BRETERL

14. (| ) NERIETMIFR AR [P BREY , BJ7E IP BREYTAR | BAdh IP BRESPRTEATEMIBIMIRR | FHfAZRIERDAT | IP
BRESINBR SIS ERRNMPRIZ [P BRESTHT ACL AR,

EoE NS IP 454k

IS 2l
o BRETF IP RETLATEE &M XATEFAE R4S CIDR SEER.,
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o RIP E—AAJLIES , AITEXinl IP REEHE—RET AL IP,

o BRET IP ME—AALUES | BIAFEN S48 TR IP BRETARILA TP,

o [RERY IP ARSZHST#E AL ( 255.255.255.255 ) . D Zitehik ( 224.0.0.0 - 239.255.255.255 ) | E &ithiit
(240.0.0.0 - 255.255.255.254 ) ,

o BRI IP FIRERASTIF1004 IP BRET (ANFIRFHECER , B3 THHE) .

BIEPR

1. &R FhEMEEHE.
2. EEMSHE=F , BEEEMX  HAEERE.
3. BATERREREN /g NAT BAEL MK ID |, EANFIBIR.

4. EEERKRIFIBRF | 15 IDC U IP $EHRIATITR , BT [P FHiRECE.
5. 1€ IP BRESTRAE EFf , BRTHmiE |, FigXdis IP BRGT.

6. T3 HATHTIERSIRIPBREIXNEMES , BNIR [P, BREY IP R&iE , BREHEERIA.

7. (Wi ) AREHIEXCSUR IP BRET , AITE IP BREYJTA , BAd IP BRESFRTETAMIEIIES IP BRES , BIRTIZY
i IP BREFAVIR 1P, BREGY IP A0t , REHRESS | Xim IP BRETERL,

8. (HJik ) WNREFMERIiRm IP BRET , 7 IP BREYTA , BAdh IP BREFFATEATAMIBOMIBR . FHARIERIA.

BoE IP im[4&

FREAumE IP ki
WeBA :
i IP SRMEFIARImIR IP GmOARHAhsRAY |, (LSCICEC AR IP 45,

AR BRI
o BREY IP AR LATE R LMKATEFAB MZ8AT CIDR SBEIA.,
o ZNBRET IP i ACL MINIARTLIES | B SEINLS R has,
o ZNIREY IP ithz 8 IP AEJLAEE.
o BT IP SB{SHEA IP BIELE IP , EiESL IP 1Y /24 MEREIRS—3 , BP52#5"192.168.0.1 - 192.168.0.6" ,
%1%192.168.0.1 - 192.168.1.2",
o BRET IP SthARSZHEr #%HE ( 255.255.255.255 ) . D &bl ( 224.0.0.0 - 239.255.255.255 ) . E &bt
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(240.0.0.0 - 255.255.255.254) ,
o N P imFEIREASIFL00MRET IP it , & MRET IP ihSTiFRA205% ACL I (ANFEIRFHECET | 151
32 TERRRIE ) «

BIEPR

1. Ex FAEMEEHE.

2. EEMSHE=S , BETERX  #HAEERE.

3. EAEHERIRSEE Y NAT BIE4 KX ID , HANFBR,

4. EELMRFIFRF , &R VPCUIR IP in QFEHRIAINR , BATAmRIR [P in A E,

5. TERRGY IP SBTTA LA |, BRTHAIE | FIBERGT IP jth,

6. TESRHHAYHTIEIRGT IP thIHEES , BINBRST IP it (S IP 5 IP BR , IP B8zl "A - B” ) #I&WiE | BAcEHH
TERA],

7. Frigaksd IP A9 ACL N AIRGERIEHERERT | EEEYMRIE ACL NI AT LASCII M 4R LR,
WaBA :
o WMELMXERECE U IP &5 , A IP O ACL FINEIEH IP EEEENTuE IP &
HaRYRREY IP , TIAZIR IP.,

o AR IP i %eiR ACL MINISTIFECENMY (32#F TCP 8¢ UDP ) . JRIP. iFimC. BEYIP. HAY
iwmH,

8. TERRGT IP thiurh , EATEARET IP MtFRTEfTEMIAYSREE ACL FM , BN ACL MIGRIEIRTS.

9. B8 ACL MNEEB , BAEHIE—1T , oAk ACL MINAYHTES , BREIRSRANA,

10. (H=Ji% ) £ ACL MINIFREBIRET |, BRIXEB/ ACL MM TISKEMIFR | SShiREs . SRR,
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11. (FIik ) St rI7ERRET IP SBTah |, BATRAN R ER , RITIRGS IP AN , BRI E TA MRS S akm)
b, BR{ETRE | BIARIERDTT.

12, (| ) ANSRISTEIEBRET 1P ith , RITERRST IP jhTAh |, EATEBREY IP jtRREFTAMIEMEXERET IP it , RIAJ{2
BUZBRGT IP jtbRY IP FOEEIE.

13. (|t ) dNSRISTEMIPRERGT 1P it , AI7ERRET IP jthTah , EATEBRET IP tRRTEATAMAEIMBRFEIAZRSE , RIETH
BRIZBRES IP it , BREY IP SBANRRIS | R EEIMIRRERET IP StBXEXAY ACL ARMI,

BeE AR BRY IP in[%& ik

R BR

o [R IP RIEGLMKXFEFAE MZS CIDR SBEZA.

o FAEMBRE— IP im0 , STLABRGTASADARRY IP im0,

o BRET IP im AR LAERAE 4 CIDR SEEIZA.

o BGY IP Ig AR LIES | BIAFE— IP inBRGIZMABMZE IP in.

o [ IP FOBRET IP ASTHE #EHEtE ( 255.255.255.255 ) . D 3&tbiik ( 224.0.0.0 - 239.255.255.255 ) | E 548
1k ( 240.0.0.0 - 255.255.255.254 ) ,

o NimBRY IP inHERERASIFL004 IP in[BRET ( ANFERTHECER , BIER THHIS) .

BIEPR

1. &x FAEMEEHE.

2. EEMSHE=SF , BETENX  #HAEERE.

3. EREHERIRSEE N NAT BIE4 KX ID , HANFBR,

4. FETEMXRIFIBR |, i VPC IERY IP imOEHAEIR |, #H1TAmBRY IP in4EHECE.

5. 7 IP inOBREITUA LA, BATEHTE | FE A imBERY IP in[IBRET.
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2 AT TCE

EHHEN (DC)

6. TESE | EFEDN , WAJR IP im0, BRI [P imOREE , BEHERDA.,

7. (AN ) NREFELARERY IP imBRSY , 514 IP inBRGITAH , B IP in RS AE TAMAMER IP
I BREY , BIEMEHGZ IP i O AR BRI R R R &t

8. (HNi% ) NEREEMBRAURERY IP IR CIBRET , BI7E IP IR OBESTAh |, Bk IP SR CIRRETFRTE/ TR B FHf

INRE | BIATMRRIZBRET.

=wntl

BeEA s IP FiaRyl

EFANENEBAATIIP A 192.168.0.3 {EAIRIP , @I ZANR IP 4%k , BRET/9 IP B 10.100.0.3 , M :

o IP A ELXIRAIENHIAMSEEIR P EEMEXDY 10.100.0.3 .

o FFEE&umiAaAY 10.100.0.3 AIMKEEIEENMER IP A 192.168.0.3 ,

BeE X IP Fanfl

TLE3tim IP D 10.0.0.3 AR IP , BidXdin IP 4546 , MEd9 IP C 172.16.03 , M :

 IPD 10.0.0.3 EshisAfAEMESHIMNSEER IP |, BEMMEHRI9 IP C 172.16.03
o FTEFABMLEIE(E) IP C 172.16.0.3 MIMLEE, , HFBIHEEELZN K IP D 10.0.0.3,

T EARE IP ik OEiRxRMG)
T4 C MER 172.16.0.0/16

BETLERF=5RT A B, HHiRIT A WimkE/s 10.0.0.0/28 , &R

XHEMER D 192.168.0.0/28 ; $R1T B XimMIELA 10.1.0.0/28 |, EkIFHEMERAS 192.168.1.0/28 . MATLUZERT
EFECE A, B BFEAIRIR IP im5ER

=1

BRET IP tb

ACL i i
B IP
Vi
BRI IP

WAL : TCloudFinanceZone

AR IP imO4EH A
192.168.0.1 - 192.168.0.15
ALL

172.16.0.0/16

10.0.0.0/28

2026/4/9 01:53:38

AR IP imO%HR B
192.168.1.1 - 192.168.1.15
ALL

172.16.0.0/16

10.1.0.0/28
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BeE ANimilR IP w4 A AimilR IP im 4542 B

BRY%imA — —

SeRECES |, FAEMIES C REMBIENRIT AL B BIMEEIER , SARIEXINAT ACL MUV BIEEIR /9IRS RIBRET IP jtbAIRE
kO |, WESNAEREE.

BeEAIRBRY IP imO5EHR Gl

FhBEMZS C BIME 172.16.0.0/16 , (REGEFMERDIROL TS mENLE , WATLURRTESREE A, BH
£AIHBRY IP imCORRET :

o KimBEH IP imABRET A : R IP im[ 172.16.0.1:80 , BR&Yf5 IP iw 10.0.0.1:80 .

o KimBH) IP imABREY B : R IP im[ 172.16.0.0:8080 , BREY/5 IP im[ 10.0.0.1:8080 ,
SRECES | EExtim LAFESNGE 10.0.0.1:80 .  10.0.0.1:8080 im[ , SLEIXIFAB ML C
M 172.16.0.1:80 . 172.16.0.0:8080 M NimMRIFERNAIAEL,
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il RS SATIPS

REABERTEMX , ATLTELMRH TR, MREEAMX , —RNRERELELMIIETREE | 5
AL KRR =R R SRIIER LSS,

1. BR =iEHE  BEnTm > itESNE > FAEMSK(VPC) , HANFAEMNSEEHS.
2. BEEMSAV=ELMX |, ENEERHE.
R EMPRAIT LMK | BERIFA=AIMER.

3. EREEHARERDA],
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ECE IR

BB EEMXF T ERBERRE , AEEHEREMENERER  BEEBEOTLARES ISRITEN
XK.

1. &F FhEMEEHE.

2. EEMERS , BE (BHER]  SASERTE.

3. BLFRERKELMXNEHER ID , HAFER.

4. B [+FIBRERER] .

5. IESEERIMANBRNRRER | T—BkRENARE [TEMX] |, T—BHEREMXE.

6. BBy [#E] R0A],
R DAL R | RS E BRRREIERTANX | SERAIEIEFOXE.
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B IR
A

HTARTEIEN?

THEN RET MREERSTFESAEIETORNGE. BRULBERE—FYETES | —RIETES MY
It ERRSENREIERO , LMREFTRRREZEPE.

CEENEWLERERD ?

TR NRYIEEE. TRBETEMRAR , FR it

REXFHERSERTE ?

XEETSLHIBIKSER | FIH5EE HEHETA.

YR C L HRIEIRRGREEENSE ?

YIRELHBIERE A FETLRXMITREIMREEEEEFEZE , JLUENNSH 8. BAR. imORE,
THREE, EMEBEXFZRBER  TEXMNTRETIREEX , BOLUEHRREHI—F.
TEBEANRXIFPLZERTEAN ?

TEBRARKSEHE TP IDCIZEBIWE | ASTHHI—RELIRSHELEN.
HFEUIBEERELEN 26le | B (i) MiETE | BEARNEERRI R FRZIEERRANTEE

—FYETESGFARS M RN TSR ?
XFF, XIF—REAN , ipaeitRs EER.
EERNRIRESZFF802.1Q VLAN A | ¥IEEEFTS Trunk IRI\3F% Vian , BEAE Vian BIEARRRIE
REELEESEN = E VPC &R,
At LB EERE—H " HIFH" ?
BRIETSHIRRE | TEXNITREITSERRECIRERRIPATR , ARERENAYHEL. EiRE. EIER
=, EIERERELAT IR BRI R SHRHHE,

YIET S EREE RS R ERER ?

ITMB. E=TEARMIREREETLER , BEARREZREZN  KRCHEIW , EFEFTETERSS , FEEH
ERISIRA HZ,

YIE T LA m R ERRMTA ?
YEBTLATTERNER , SIRELX  SICAWIETLERAERN , TBISIITEAM TEM. 5 BRXTH
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S ERIEHI BRTT R E.

YIIET R IEERmRERRS BHA ?
RELMRSHRHIRENE—RR | BHRER RSB EP RERRRESSTEIRSHEMLAREER.

PR E B s R IR RIS ?

o ERAHEIEH OMIIRE | REBTRTEARSHIRHEETRK,
o ZFEMEARTRE  FERENETFE TS TEM.

I LERBERS—EH"EES . "B+ ?

ERBRT , #i2. ERTREENRENAFTE/LoH. SBIT107RH  BEkEIEE2IR , FeTE
IEERIRGE | B aLIBT SRIEER TIRIMKERIHRE.

ERTEENEH AR ?

THENERFIRFAHRNRS |, FHESN EREEH.

ERTEEAN , HEEHERDHBIRS ?

IRARE , BRYLERESHENEE SAEENBPIEFINTATE.
HebERRE , 520 RS,

AN ELEESE ?

IS - =nfE , Bd (FERi] | RERSSEER (T4 - METER] 8FE [TEEN-TREE] 7,
RIGECERESZE R,

ELAENS IPSec VPN EZEBHAKXE ?

o VPN ZE#ERIFARMF IPsec Y , FEERIEHEHOF VPC ZIBEESIINERIMEIERE, VPN MXHEE, 430
MECETLAMEILDHR5EH. B2 VPN EEAEEXE Internet £z, HESFAMREEEMFE , SR
ISR BIEZREERABR , B—FMREEEAISIEN LR,

o EEBANNRET —NMEERNTENEERSE | EINERK , EULIRESRE. SRINMNEIERR
F AP USHMERENNESZEERRER |, JLUEREEENIITHE.

EEZFE BN A,
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HRARSE

CHEIENER T 802.1Q VLAN FEERA ?
Sti,

TP INAFERT RS EIITE ?

B TERSHRELNTTFENESEARM NNI BiE, EXRSHRITEELEN BHE  RigEEL , £
LT TAEI GBI — TS IZN | 0T NNI B, 7ELGSiET |, TERSBIFalkS T —MHETE
E/\JID , *%:—Et' : dc_******* .

BNE  BPRBAHXETEHAERENTE

1. RERSHRESTECHRNS ID , YELLID ( de-*+* ) | LIRIFHSAY VLAN S, EEHEXIP
FHEE | RAUETERSHEIAR.

2. TERSBINTLRAFRERI A FETLRE =H6 | Bl Fg+] | & (ETL] it (K=
%] | MATHIRSEOKS ID , ¥IEEE ID , LIRSRECEEER VLANID HER |, BE [1852] .

3. BEIRSRRECH I FERSHEREE =HE  FRFPRENTABERAG =BT (EZ] .

4. TFERE/L DR EiteriEEelE.

SNATE R IR S Lt [ 288 ?
IBSIEHT LIRS A, NOBERSHHKIE/AEIE | BERZFRIEMETLHRIEZA  B=MiARORE,

RAEXIFEHABIIEREES ?
>FF. TREE
» BGP B&H :
o TARIYE (Active-active ) : TIESHIRESENERTEEAR | RER MAtEET OE= LEE
RELMKEMENEE , = AR FTRENRESSREIYE
o & (Active-standby ) : FESLREGENERTLEAR  ARFTEEECH CPERE L, AT
£ZE AS - PATH | BESTEZIE AS - PATH KEA—HSHIER.
o BHSRSE -
o TARYE (Active-active ) : FESHRESENERTERAR , REASLBIITHRBERE L
BENEFNEH , = AR FAOSRERSSREIYE.
o % (Active-standby ) : ZFEFRE—MEAR FEIETRAWIEE LA EREIE,

HEX IP SLARECEEHANE ?
BEX IP BEEEYIETLMIR | TEBARRIENIRE , LURAFRY CPEiRE.

~EEUAREAENER |, RLEHERE?
= FERMABFIRHIIBEERMEERIE MPLS_VPN 2K , TLEARESTRE MPLS B PE TR, BREEID
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Bz S5 saRF VPC HIER VRF SARE | (RIEFAFNEIERS.

TURERS BT+ AFRARA IR ?
o FFSIRE |, BITECEX A BFD SEIMEREULEL.
* BGP B%H , B BGP BESRISHIHIRA DR , SiEECE BFD LI, BFD NEEENFEETL T TIEID
RUEBKAEGEEES.
RGFEE IPSLA | [FH : REARIREEANLRRE | & IPSLA IHERANREME | BUINZENRE
ERFIEREERXE,

~FERGIFERGESIMY (LACP) ?
B,

I AT LENERATETRHA ?

iy i NG FE e SN

Wi BEX IP ping REEE , IREZCTE | BRRZEREN—FHE. aTLNBAFPEE | BRNFEEER
=R

TEAMTLIRHRN T RAEE NEN L.

FIA iperf FTEZRS M EFIRIRRSARES MHERREUNREREAETE , ARV AERE.
ERHFEISTTHR | IBRIERR SRR,

BATFENEEPHEAD ?
« AT :
B IP H ping RAIA , BOREIH MAC iithl | SER8ETasEREANSKEIENELEE,
 EEBEFEIASR -
o MIEHMEEHNETE , BRARBASTAEEEN , —RERT  SEAEER , FAEIENS
ToD FEEETIRE,
o AIEHHEENRR , USSP HEEHEE 2B TARSBHAEEEN.

EEANSEMEL ping REBEAT ?
o BIANSBESHFHEAME , WAFHBRAMNER , ZinfkRicamKHi.
» FE= FIAREAERETNEMRIERTERMX , I AZ iRl s8R0 880 TERIERH.
s MATREGEREZEH. WS ACL FR251 | BASFIRIRESHIRE iptables FX 2%,
o IRAEITRE | BRHHIEERGERHEARE.

BREZIREROEAS , FERRHMPLE?
SETEETRRERE  BERIER , REREREUTER  BUTHENE

o [AIERELR , REESN.

 BREERYIE / BRI IP HBIERT,
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o TERENRIMIEER.

o E&MX ID,

o HIFERT ping / traceroute EE,
o iptables. NAT (58,

o BENHFNEL
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& BRTTCE

APIS R

=N (de)
FRZA ( 2018-04-10)
API HE5

APIRRZR

V3

152535 N EP S

EOBR
ApproveDirectConnectTunnel
CreateDirectConnect
CreateDirectConnectTunnel
DeleteDirectConnect
DeleteDirectConnectTunnel
DescribeAccessPoints
DescribeCloudBgpAsn
DescribeDirectConnectPortPrice
DescribeDirectConnectTunnels
DescribeDirectConnects
ModifyDirectConnectAttribute
ModifyDirectConnectTunnelAttribute

UpdateVifAssociated

WAL : TCloudFinanceZone

EOIhAE
HEftH=EERE
FRIBYIIEE L,
tlEEAEE
PRIBRITIR S 4%
bR E FEE
EEEEEEAR
SRENBGPREVBEZ EEFAAIBGP ASN
LR B HEZENE
ENERBEIR
EIRET&SIR
eI LEY
ERERBEERN
BETRIEEH

2026/4/9 01:53:38

EHHEN (DC)

B 44Tt 106 T
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/4/9 01:53:38 % 45T 106



2 BAETCE S4EA (DC)

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

EHHEN (DC)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) Efe¥IRRIEEREHORIMIEXIE, TCloudFinanceZone3dISIFARREINE Z [B7LMRE | (RERE
i B R AFEEASEMF RS, ATHREAENE. B THRE , B GEERFEIEEPME,

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone API fIprEZEOYEIT HTTPS #{T@EE , IRItELeMmEEEE,

3. 18 KGE

S HTTP Bk A%

o POST (#7F )
o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

EHHEN (DC)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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Bt L= EEHE

L. FZOfER

EOiEkiE2 : dc.apil.finance.cloud.tencent.com,
CREERHHEEERE

BOMZ AR : 200%/70,

FEOEHATE : 2022-11-29 15:53:09,

EOBINER NEN.

2. WANSEY

ITNBRSEGIRNGVH T ROBRSENT D AHSE , mBAHSE

SHER ik FRFFNULL 258

Action = B String
Version = S String
Region 2 5 String
DirectConnectTunnelld = & String
DirectConnectTunnelName 2 & String
Approved = B Bool

Comments & - String

WAL : TCloudFinanceZone
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RESE, AEOBYE

ApproveDirectConnectTunnel
~HSE, AEORYE : 2018-04-10
AHBH , HREEET
DescribeRegionsiEO&EETfasisAIEE
GIES

E@EEID
~NE :

LHIBEZR
N :

FHER, True: B= , False: FAEIE
~NE :

=S
HUE
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3. IHSE

SHER St

Requestld String

4. SEIRAY

HEiR

E—EK ID , ®REREEIREl. EAIEESFERHIZXIBEKAY Requestld,

PUMRFIH 7O S5 ZEIAXA%EIRD , EtERiFERN A R0,

IR
InternalError

InvalidParameter

WAL : TCloudFinanceZone
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ISR,

= H
1. #EOmA
ZEOiEKE4 : dc.api3.finance.cloud.tencent.com,
ERIBYIEE &R,
EOABEOEKIERRS] : 200K/70,
FECIEEEAAIE) : 2022-11-29 15:52:08,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHAR ik FRPFNULL K3

Action = = String
Version = = String
Region B = String
DirectConnectName B oy String
AccessPointld B oy String
LineOperator = & String
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L2480, AEOBE -

CreateDirectConnect
ANHSE , AEOBYE : 2018-04-10

AHSE, REEREE
DescribeRegionsiE &A= A ssAIBE
e

VI T LHIBTR.
THE :

R EEREAR.

e @IS AR DescribeAccessPointsiEz
SREUHIRKID, PSR\ iFE Bt
FEHEENEPRES.

AN IER

R NIEEEIEER.

ChinaTelecom : BhEEB

{£, ChinaMobile : 2E#E) ,
ChinaUnicom : FEELE , In-
houseWiring : #/%% , ChinaOther : F[EH
HEfth , InternationalOperator : &N
ftB.
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Location

CloudPortType

Bandwidth
RedundantDirectConnectld

CustomerName

CustomerContactMail

CustomerContactNumber

IdcPortType

IdcCity
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YIBTEENEOHER , B9Mbps , B
IMEJI1000 , BESEE [2, 10240],
HNE
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WA

YIEELHRBEEEE. FANKFARERIR
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~EHE :

YIRS ERBEERERMFE. BAMNKARER
SREY,

WA

VIR ARIBEKESME. FIANKFAR
SREY,

HNE

YIBEE LI NIDCIROZEE BYE
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SHBFR il DU
, Array of YIEEE&AID,
DirectConnectldSet String OBl -
. W—iEX ID , 8RiEKREPSIRE]., BRI EERZRIEKN
Requestld String

Requestld,

4. SEIRAY

LIMMXAIHE T O S ZAEERRNEIRED | EfiERDIF N A THE RS,

EEST R
InternalError EREIR
LimitExceeded RIS ACEIPR !
UnsupportedOperation BMEASTHE,
ResourceNotFound RIFFE

LimitExceeded.DirectConnectLimitExceeded  YIIRELLEEIL LR,
UnauthorizedOperation RIZTBURME

InvalidParameter.PortBandwidthMismatch =M. IDCEH O ZEAITEL,

YRS LETEH TR, MBS TRREATL , NMNFEL
InvalidParameter.DcBandwidthOutOfRange  BE&HAT S . AAFimHTw , IEEEEX TANTFESE
BETE A,
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ZEOiEKE4 : dc.api3.finance.cloud.tencent.com,

BTl REanEn

BOMZCIERIERIRS] © 200%/7D,

EOSEHATE : 2022-11-29 15:49:17,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES
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SHER

Action

Version

Region

DirectConnectld

DirectConnectTunnelName

DirectConnectOwnerAccount

VpcName

WAL : TCloudFinanceZone

W%

=
=

=
~x=

fil

fi

i

i

2026/4/9 01:53:38

NHBE , TBAHSS
FEPFNULL 258

= String
= String
& String
ray String
ray String
e String
ray String

EHHEN (DC)

NHSEH , AEORE :
CreateDirectConnectTunnel

NHSE, AEOEYE : 2018-04-10

AHSE , WREEAEL
DescribeRegionsiZOAEE=RF
ERpcZlES

L2 1D , $5Ia0 : dc-kd7d06of
~NE :

CHREBERR
THNE

YWIIEEL owner , IREAHERIEH

( ¥IBEZ owner)
HEEAMXBEEESHEEAMN
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DirectConnectGatewayld

Bandwidth

RouteType

BgpPeer

IdcRoutes
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CloudAddress

CustomerAddress

RelatedDirectConnectTunnelld

LoadMode

Vpcld

EnableBfd

BfdInterval
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