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ARiERH CLB #KFT rs-1 XA CVM £, CVM EEMBEKRFRME,

4. LS IrERRYEIAEL AR RINERE" , BE CVM BINEERR 10", RIFTNIEES , BRAIEEK , afLIESR
RRiERM CLB #£AET rs-2 X5 CVM L,

AR

image/ f& / WIRIRER , XX image REVARNBR , MARRN image AU,

A= RRE=@rigEEism CLB
1. BER=EHE | BEnr-m > 5ERS > VPCDNS,
2. BHEAGINES  ERERTEEREREEFINCRIZH  AEER0 A BR , MALTRS :
o ICHREHE : AER.
o FHUER : BMEERIS. AGILUETFBRISM , 184 *.qcloudtest.com
o ICR(E : BEEHREIYE IP ik,
o & : IREHENANE"100",
3. ivINsEEefs |, BATEHRE.
BEBTIEZICRAE Internet HEBEFE—RAE., SURNEEESHITES | ILUERNSFITCR—REA
BfE , BEEBEBEGRI CNAME 3% (AFI4E9 www.qcloudtest.com ) RIGIEGEISHET.
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IPv6 T IET IR ]

TREISETT IS IPv4, IPv6 #0 IPv6 NAT64 = IP k7 |, IPv6 faEigkiszid TCP/UDP/HTTP/HTTPS il , 12tE
FiAF0 URL BRRIIR B RBES]. ASCES |1 SEa(aIREFER IPv6 i,

EllE =S

1. EIERARRARE  FESLESRNEEN. Al , SEEEEEMIERFEKRN=IRS LA | H
TR =BRSS5 EEAT IPv6 BB, BRUMAIEIE=ARSSEILAIFHER IPv6 , IS REEE IPv6 FAGMLE.

2. AXLA HTTP #5790 , =RSS S8 EREREERMAY Web BRSSES (40 Apache, Nginx, IS £ ) , ERT Web
IRSS AR R E LT IPV6,

(Edaspalls
o IPv6 TAEIIESTIFIRENE Fis [Pv6 JRitbBhE,
o PUE IPv6 TREISE ST IFE KA E Fis [Pv6 JRitht,
o 2 IPv6 faE ST iZh@1t HTTP 1§ X-Forwarded-For SLiaiFRENZZ it IPv6 JEHBIE,
o g IPv6 TREIIE R /AMAEYE , FBFE VPC NEFinTAEIS N MiGaiZ IPve Eias,

LR | IBETIRSSERHECE [Pv6

1. Z&=xRTCloudFinanceZoneEN , iIEERFM > mITESNE > =iREE | ER=RS[IEH B 5THL IPv6 1Y
HilificE |, 1FHR/EES N RIEEE IPv6 FAB ML,

2. ZRIRS T XTI T < |, BREFER Nginx fRSS.

yum install nginx
service nginx restart

3. BEESPEETIRSEE LM Ngink IRSEEEE T IPv6,
4. AT SHITES.

netstat -tupln
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5. PUTINTar< , ¥JFF Nginx BeEXHHHITES.

vim /etc/nginx/nginx.conf

SIR2 : EUE IPve St IEsLp

1. ZxTCloudFinanceZoneEM , IEE=rM > =itES5ME > GEiivE , EF0EIYEEHS.

2. ELBLAIFIRFAE , BBEFEFENAEIDE LBLGIMSLRE.

3. e EI9% LB SEAIMSERE , IREMBEEANK , JRXERNRTAK , IP RAEH IPv6 , REIFZY
EREEEIREIPV6 CIDRIFABMEFIFM , FTRIZERAIMICAP, SLAOIZFIESTEE Sk REOASIR R
B9, RIGEREHEATTE.

4. 7£ LB LHI5IRED AT B ZIFEAISLA,

A3 Bz IPve Sty inlres

BeE HTTP st Flim

1. 7£ LB sSEAIIZRFE , EECeIZAIREIIELA] , BAESIAID , HEAREISEIFER,
2. FEMMERRR | AJLABREGEMRIGHIE SENNME S SLHIRTR,

3. E TR SRR HTTP/HTTPS R8T , BBEHE |, ity Emies.

4. FERHANHEES , ERBLUTSH , TERERE,

S8 15488
BR WITEREFR, ARfIPaTEENX A Listenerl”,
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24 15888

TR AP AN rim O,
- WA HTTP 0 HTTPS |, Ak HTTP,
wirsE - SO ERARRGERARGERIRSFERIBEKRITRD , WmOSEEL - 65535, Hr, 843,
7Y 1020, 1433, 1434, 3306. 3389, 6006, 20000, 36000, 42222, 48369, 56000, 65010im
AARGRERO , ARSI,
- E—MAEISESAIRN | RIFROARTES.

ElprizE S =TS
- B - BEFIHEKEE LA GRS TRt , CLBRIEERERAEIAGSZ ( Default
Server) , BNMN4TRRAE SRV E— M EOAEE.

i{%ﬁk - RGN CERITRCEEIAES |, RCEEMMANNEFPmERE R REEAES.

- NREHNTERITSRALERAES | RCEEMRNAEFimEKUSHEEEAE CLB INFAYE—
MR BTINEIRFSERNSREIMFTEA—E , BitfA—EREH etk ErnE—m.
- K © BEFIRERE LR EITSRAUTHTERZN  ERGTEREL.

Bo & dn IR AYAE A AN
1. ERITEs BT |, IEPRIA TRV ITES IPvetest , B + |, SHHEIEEHTTP/HTTPSEAMNINHEIE,
2. TESRHAVEAMINIRHEES | IREES. URL BEMSELSEAEERER  BE T2 | @FERE.
o 1B  BRRIRIRSFTEFRYEE | ABIER www.qcloudtest.com , IHESTEERT , IFBEBESNL i
EieA,
o URL B%12 : 18RYRIRARSSALIAERIE , ABIER /image/ .
o 19 IRE T [IRINERIR] .

3. CBRRNE - ASRERINE  WESSHERMANRRHSIIRRER  BE T2 | S1EFRE.

4. 2ERE | FESERFFRERSE , BERER.

BXAEIERITEENEZAS , B8R LElyEEITssibe,
WdBA :
o —NIEITES ( BPERITINY @ iwA ) ATLAERESZ MEE  —MER T LAECES S URL B8R |, 1P ITaEs
gl |, B [+ ] BRI eUEsragany,
o DEREF | MRAFPXASIEFRFIRE , EERNARNHTRAE | WiEKEOX D IR EEIRIRSES
I RAPHESERFNE | SkASIE(REFINEEEERR ip_hash BNEEAT , NiEKkFELERIE
—BlEiRkSELEE.
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BERIRS S
1. IR EERE , EPHEFRIZ CIZRIMEITES | Shig®E. 1%+ URL R, AIKIFIEANURLEERESNE
H=fRSS52E IPv6 (EREFIK | MG EBRESE.
2. SR RISBERSIENES , ARHELENGEMN < , FHRE =R Nginx BRSSE AR 80 , IRE1N
& (BUMEL0) , BEAE.
158EA

CLB4BERIENIAY , ENIARSBEECVMLE ; ;8B 4ECVMBIENIAREER CLBSRE,

3. INHERIRSS=R/E

o FANRAREEEIRER , RARER | BT 254 il IPve iy,

o MRHEORSAEE | BHELITREEYE 7 IERINRIRSSEM Nginx fRSSiR0 , BINER=IRSSSS
KHERACZIERRT IPv6e , IS SEITRIZE3E #TEE,

o : s N ~ / -
B4 L IPv6e TagktyiE
BeESTRX IPv6 B9 s , TLAIBZZEER R , BIKIEEE— CLB LI TARRIES + URL i5EARRER
[ ~ARSSEE , thEMGIFNAERE ( content-based routing ) BITHREEETIA.

ERES [Pv6 RBENRIZ i , HEIRREE AHIIERY IPv6 bl , ANRAESIEHEINIEMRSS A Web IRSS |
NIZRAA IPve RAEISE TIFIER | BB

1. 7£ Windows &% , A\ C:\Windows\System32\drivers\etc B , 1% hosts 34 , 15iaZIG3Z]
CLB L5189 VIP k.

2. ATHIE hosts EBRECEMIN , ATLUETT cmd , A ping SSRNI—TZIRZ2EMIEE 7 VIP , i1EEIE
&, MAERRSRERLTA.

3. FENILS SRR NI IE)BR42  http://www.example.com/image/ , iR AEI9EIRS. MTER , UERFA
R CLB B85 T rs-1 %A CVM | , CVM EEANEERAEME,
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4. IR ITERR IR AR RINERIE" , BRG CVM RINEER 10" , RIFTNEE , BRREEK , JLES!
RIRBERH CLB #RET rs-2 X5 CVM L,

limage/ f5 / ®WUREE , L3R image REANBER , MAZE I image RIS,
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CentOSTEBENginx

BRI A

RIERBIEBRAPRIERARRAINT | ESERREIERT | IBERLASERRE AR A9,

o IB{ERZ : CentOS 7.5
e Nginx kg4 : Nginx 1.16.1

Z% Nginx

1. WL5eRkfE ARG HRFERE , REER  ILEERERTRSH  MABCHBRRENEE | Rk
22 Nginx ;5. BXRIMTEIERARSZF/ELE , 52N IR =IRSS /LA,

# %% Nginx :

yum -y install nginx
# BE Nginx kA&
nginx -v

#8EH Nginx TEBR
rpm -ql nginx

# 351 Nginx

service nginx start

2. I[EHZ ARG 2RAIAM 1P btk , IR0 FIUERNIERTR Nginx BBE5ehk.

3. Nginx FERAMRE S root £ /usr/share/nginx/html , BEIZEX html TAY index.html 5500E , kIR
IRIXANNTUEAMFRMYE | BT -

4. T TS |, HAhtml TRY index.html 357500 :

bash
vim /usr/share/nginx/html/index.html

5. IR"I"HNIRIEET | 1B1E &lt;body&gt;&lt;/body&gt; TRERHIA :

# EINERETE <body>TFHA
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Hello nginx, This is rs-1!
URL is index.html

6.3 "Esc” , I\ 'wq {RIFIRIE.

7. taESE (R NAREGEIYE" ) AILRIERIRIRS SRR TIEREL | £ /image IS TEPERHSE |,
EFSESEI

8. FORHUTAN T ap< , FEBR image FHNZBR !

mkdir /usr/share/nginx/html/image
cd /usr/share/nginx/html/image

9. FIITAN T as< , £ image HRTEIE index.html E&UH :

vim index.html

10. I I"HNRIEARL , TENE RN ¢

Hello nginx, This is rs-1!
URL is image/index.html

11. % "Esc” , #IN :wq {RERIE.

=

Nginx BIEGAIRCZ 80 , ANFRBUE R OIBIZKECESHFHER Nginx,

IGUE Nginx fRSS

IBAIZARSSERAILM IP + B2, AIRAILIE R EHEFAUESUE , NIERR Nginx BBERLTI.

e rs-1 B9 index.htm| TaE :

e rs-1 fJ /image/index.html T3 :

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 26T 396



2 BAETCE SR (CLB)

CentOSTEZEJava Web

BRI A

RIERBIEBRAPRIERARRAINT | ESERREIERT | IBERLASERRE AR A9,

o EMEZESE : CentOS 7.5
o Tomcat iR7 : apache-tomcat-8.5.39
o JDK hir : JDK 1.8.0_201

Za)DK

WSLREIYERSE  ERRSSHINFERE , BEER  JLUERSERTRSS  WABCHBFRSEEE | 78
&% Java Web 3z, BXIMALIEZIRSZRSLN , FEN =IRSS=5-CIELA.

& JDK
BN T ER<

mkdir /usr/java # Bl java 3X{43E

cd /usr/java  # N java {4

# & IDK 58 (#E7=F)

HEFIEMERA WInSCP () SiEfth TR JDK L3 EER Eif java JXERT |, AERERRE.,

BE

# BEREERDS (HEFRERLLE IDK ZEBR5E ) © woet THEIHE , THEINEREELTERE X2
EAEETENEESENAIZBEEZ Oracle BSD i8] ; 1P AR cookie ~—#¢ , 1BRI{Ehttps://www.oracl
e.com/technetwork/java/javase/downloads/jdk8-downloads-2133151. htmITAE R EIF T MY SR A
BT cookie BU &R,

wget --no-check-certificate --no-cookies --header "Cookie: oraclelicense=accept-securebackup-cooki
e" https://download.oracle.com/otn-pub/java/jdk/8u201-b09/42970487e3af4f5aa5bca3f542482c60/jd
k-8u201-linux-x64.tar.gz

# fRE

chmod +x jdk-8u201-linux-x64.tar.gz

tar -xzvf jdk-8u201-linux-x64.tar.gz

1. ¥JFF /etc/profile {4,

vi /etc/profile
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2 1Z T i BHNGRIERL , RSP T™MER.

# set java environment

export JAVA_HOME=/usr/java/jdk1.8.0_201

export CLASSPATH=$JAVA_HOME/lib/tools.jar:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib
export PATH=$JAVA_HOME/bin:$PATH

3. %' Esc BRHIRIEEL , BN ‘wq RIFH RIS
4. INEFAMREEE,

source /etc/profile

5% DK BERIEMI

1&1T java -version % , B/~ JDK WRAERRY , &7~ IDK BEELEERIN.

Z4E Tomcat

TZ Tomcat
BN TSRS

# BRGISET |, Tomcat IRAESAEFAR., MR TEGHER , B2 [Tomcat EM](https://tomcat.ap
ache.org/download-80.cqi)iEiR EiEaIZ < Eibit,

wget http://mirrors.tuna.tsinghua.edu.cn/apache/tomcat/tomcat-8/v8.5.39/bin/apache-tomcat-8.5.39.t
ar.gz

tar -xzvf apache-tomcat-8.5.39.tar.gz

mv apache-tomcat-8.5.39 /usr/local/tomcat/

£ /usr/local/tomcat/ BERHPERU T :

e bin : BRI, B2FNF1XHE Tomcat ARSSHIA.,

o conf : ZFfeBECENH , HPHEERR serverxml F1 web.xml,

» webapps : Tomcat FNEZE Web &HBR , FUAER TE Web MAXHRFIHBER.
o logs : 7 Tomcat HFUTATHIBES.

ES= W

MR TEEHER , BN Tomcat BN BIGHT FEGEHE,

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 28T 396


https://tomcat.apache.org/download-80.cgi
https://tomcat.apache.org/download-80.cgi

2 BAETCE SR (CLB)

IR

# BIE—ARAF www3kiz{TTomcat

useradd www

# BIEKILTRBR

mkdir -p /data/wwwroot/default

# BHRERER Java Web INEHMNH WAR & EEEINuEARBERT , AERBMUGREBR T XUHBRED www,
RFIEEEEMISRE R THE— Tomcat Wi

echo Hello Tomcat! > /data/wwwroot/default/index.jsp

chown -R www.www /data/wwwroot

IRE VM RESE
1. BlIEE—™ /usr/local/tomcat/bin/setenv.sh BIASI{4,

vi /usr/local/tomcat/bin/setenv.sh

23T | EENRERD , NN TAE.

JAVA_OPTS="-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -Dfile.encod
ing=UTF-8'

3. 1% Esc RHRERER , BN wq (REFFHEHRIE.
BoE server.xml
1. tJ#a% /usr/local/tomcat/conf/ BR.

cd /usr/local/tomcat/conf/

2. &5 serverxml 3T,

mv server.xml server_default.xml

3. BIE—NFEY serverxml 3Xi4,

vi server.xml
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4. 17T | BANRERD M0 TRE.

<?xml version="1.0" encoding="UTF-8"?>

<Server port="8006" shutdown="SHUTDOWN" >

<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/>

<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener"/>

<Listener className="org.apache.catalina.core.ThreadLocalLeakPreventionListener"/>

<Listener className="org.apache.catalina.core.AprLifecycleListener"/>

<GlobalNamingResources>

<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"

description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml"/>

</GlobalNamingResources>

<Service name="Catalina">

<Connector port="8080"

protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="8443"

maxThreads="1000"

minSpareThreads="20"

acceptCount="1000"

maxHttpHeaderSize="65536"

debug="0"

disableUploadTimeout="true"

useBodyEncodingForURI="true"

enableLookups="false"

URIEncoding="UTF-8"/>

<Engine name="Catalina" defaultHost="localhost" >

<Realm className="org.apache.catalina.realm.LockOutRealm" >

<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase"/>

</Realm>

<Host name="localhost" appBase="/data/wwwroot/default” unpackWARs="true" autoDeploy
="true">

<Context path="" docBase="/data/wwwroot/default" debug="0" reloadable="false" crossContex
t="true"/>

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt" pattern="%h %l %u %t &quot;%r8quot; %s %b" />
</Host>

</Engine>

</Service>

</Server>
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a9 (CLB)

5. 1% Esc BRHRIBEL , BN 'wq REFRHRIE.

[B57] Tomcat

BiE—
B Tomcat fRS5E8HY bin BR , ZARHT /startup.sh @3S /550 Tomcat fRSSES.

cd /usr/local/tomcat/bin
Jstartup.sh

BITERWT -

BiE=
1. i EWERE , Attt ERaTLUBIT service tomcat start EE50 Tomcat,

wget https://github.com/lj2007331/oneinstack/raw/master/init.d/Tomcat-init
mv Tomcat-init /etc/init.d/tomcat
chmod +x /etc/init.d/tomcat

2. 1517LATHS | IREGEIHIA JAVA_HOME,

sed -i 's@”export JAVA_HOME=.*@export JAVA_HOME=/usr/java/jdk1.8.0_201@" /etc/init.d/to
mcat

3. REBREH.

chkconfig --add tomcat
chkconfig tomcat on

4. Bz Tomcat,

# [257 Tomcat
service tomcat start
# BE Tomcat IZTRS

service tomcat status
# %4 Tomcat
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service tomcat stop

BITERWT -

5. BIRNSANIR | BII#RA root RFFHENAUR.

cd /usr/local
chmod -R 777 tomcat

6. EXIEEs =N http://2MIPIRO (w7 serverxml FigERY connector port ) #{T3(a], HIR
TERTRUER R,

RERE4H

WRIFEARE , BaETEE, W ERfFIF serverxml Fi connector port & 8080 , EILWEEXTMAI=IRSZESFT
PERZ 2R ERE TCP:8080,
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e
RIS ESLA
B3 T I &S

AXNAWE CLB ThEIIERIRIMRIE,

1. BERTEFE | SRR m > AEEHARBIIE RS | BEEMSAZAY LB SLAIFIE.
2. 7£"LB sLAIFIZR"TaE |, A ERRIETE.
3. "y CLB"GSCINE | RFLATEE | SEiATTE.

s B
i EREE SR R,
SN I ES

EW* R S,

RIE S RITFREEIIMA TSI RFAENREIIERS | RASRIBECRNEES B MWERM
TEES AR5 HEtt,
B - K - R RIS ESENSLHIZERN A M kL5 2R

- K It EE,

- NEFERERR IP B, ZFERBAEDE— 1R CLB , 2R IP REJEK,
- IEEERE AW IP RS, ZFERAEDE— AR IP F1—4 AR CLB , EIP FlAK CLB S2fF
REGBERRSE.

IP hRAS BILAERE IPv4 B, IPV6 RS,

R YEIE— AT VPC.
| DPETRKASTAL,

ST S AXSAETEXNZTAX , TAXELEIFERERENTBX , FoBXEBIAANEER
7= 2, TOBERATENAEE, HESVSHETE , EUERET AKX,

TOT ol WA BUEEm.

SOOI

EW“' A, ST T SEOIRER, | | S b e,

eRH= _

T s R | SRR,
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s B8
VAN ==

DT e,

FEL e L E2Gbps.

R

s TSR , ARG | SEE AR,

SLhl RpviieseliE I ornr - Ava e

a0

R EEEWIZAISLAIN L.
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BlZ IPv6 TaEtIESL

A

IPv6 fREIYEEET IPv6 Bt ARSI GESE , 1 IPv4 fRE39ENET/E , LI IPv6/IPv4 XUi%iE@(S, IPv6
REIE S ENERIRS S IPV6 it , FEXIIME(E IPv6 VIP ik,
IPv6 fREIYELES
IPv6 aEISEEEN DV SSHRIEIEN IPVv6 BTEBWN TS -
o HUBIEN : FORIEN IPV6 |, FBEREFE R F4&.
o ZTFER : IPvetFIoERAIR IPv4 EISERIRIERIE | BFEIMA |, KGR,
o inZiHAY IPV6 1B(F : IPv6 SEIET ISR ZIEET IPV6 B(E , AR IS EE RSS20 A REH T
IPV6 BUE |, FHSCINIHZHRAY IPV6 1B,
IPv6 fThEi IS E2eM

TREIIESFOIRE IPv6 TaEitdE ( ™32ty IPv6 CLB ) sf5l , TCloudFinanceZone&%s IPv6 CLB sEfASB—4
IPv6 2\ waitetit ( BP IPV6 fRAY VIP ) |, iZ VIP £¥53k 8 IPv6 ZFiRAYERIEA BRI [Pv6 =IRSEE.

IPv6 CLB SLAIAMBRLARIEEN IPv6 ARFBFAE , Bl IPve MYFISIn=iRSZ2RH TIBIS | BEtEHEI= LAY
RZFAERIEMSGE IPv6 , FSCHiREIRAY IPv6 B85,

IPv6 tAEtIE AN T B,

BRAELER

1. ZRTCloudFinanceZoneEM , IEE=Fm > mitESME > il  BERLEITEETA.

2. 7£ LB LHIFIRF®E , BFiEHAREIYE LB LAIWTRHE.

3. f£ faEI9% LB SLAIMERE , REMBREA AR , aTRAXRENETTARX | IP A IPv6 , MEBIFE Y
EIREEIRENUPV6 CIDRIFABMIEFIITM , FRBIEE™m MY CAP |, itEEUAIRERRETZE | S
VIPIEET R LR |, LB E SR IASIRER BN, AEREMATE.

4. 7£ LB LHIFIRED AT B ZIFEAYSLA,
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BlZ IPv6 NAT64 taziiSfE sl

WA ¢

IPv6 NAT64 Tz ASzi55AE Client IP,
TREIIESTIFEE IPv6 NAT64 faEkiS®EsLfl , TCloudFinanceZone=faLhEe— IPV6 23 kditbit ( BD IPv6 hig
I VIP) , iz VIP £¥53kE8 IPv6 ZFiRANEKRERAERIR [Pv4 =IRSSEE.
2.2 IPv6 NAT64 fazitYE
IPv6 NAT64 fa#itgErEE T NAT64 IPv6 1T ER ARSCIIAI R EISERS. BT IPv6 NAT64 taEitdEss | BinaikRS
BETCTHEMYE [Pv6 BUSRNETHEZA [IPv6 FBFAYAAE.
IPv6 NAT64 thEtYEZERE
IPv6 NAT64 fTREtSERIZEY I FEIFR7.
BT IPv6 [WZ&ifia) IPv6 NAT64 thEkiaiht , taityEee e gitls IPve fulitsEia sy IPv4 Hitit | &Rt EAE RS ,
RS IPV6 BB,
IPv6 NAT64 I

TCloudFinanceZone IPv6 NAT64 GaitSEERI DS RIEEN IPV6 FRTEBINTMAS :

o MMRIEREN 1 FOPIEN IPV6 |, BESEREFAHRIR F4k.

o *WEEBILE : I SNFREE G , THRIEGERRS | EIFEEEN IPv6. [Pve NAT64 RARIHET
KRB IPv6 BEFImANAIE , FHI5 IPv6 RICEEHRRL IPv4 1RX | Bin=iR55es AR TR o RN IPV6 |, 173
IFBR BB T,

o “*ZFFA : “*IPv6 NAT64 TEHIEFRAR IPv4 EIYENRIERE , TFEIMA | EIIHEFER.

#R{EISra

Gl IPv6 NAT64 fTEiigE
1. BERHIIEENS.
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2. BEAMSH=RY IPv6 3EHRSLH , N IPv6 3EHASLIFRHEL.
3. BEEHTE | RURHERIE IPv6 HRLAIRHELE.

o BFR  IHELHIER,

o ATAIKX : R EIYESLAIFET AKX,
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BRES , WIEREEFNZRS SR | R2NiRE,

SKENER R 1P SIS,

Gzip 4 BRIARSF.

SSL 4 75 SRR ATAIEAL,
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120, {EREIAE (BDA /)
- EAFFIENZRIAR.
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- AHIIEH TR RIS ERIRTEEFR.

- . 5s
- AIEEESEE 5 - 300F) , BRIAESFD,

- WNEREL n IR (n NIESHEE ) WEIRRRRES
REW , MRBIATEE | EHERTARE. 3R
- AJECESTHE : 2 - 100k , BRIAE3R,

- FNSRELR n R (n FESRIEUE ) WRIRERIRES
KA, WRBIARE  EHEeRRAEER. EP/N
- AECESERE : 2 - 100R , ERAE3R.

FEERIEERY HTTP i53K7520 , |Jik : GET 8¢ HEAD ,
BN GET,

- &fEA HEAD 757% , IRSSR5(NIRE] HTTP &5
B, ARHERRITHE  BIEREER |, MYNAYEmIR
SHTEIFHEAD,

- & GET 75i% . NigimiRsS >+ GET B,

GET

LRSI ARSI | NSRS | B
RERIEIEE , )% : http_1xx , http_2xx ,
http_3xx , http_4xx , http_5xx,

%% : http_1xx , http_2xx ,
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EEREERATEN T B,

4. DNERFF

SIERIFECE

SUERIFIRES

WAL : TCloudFinanceZone

izl aNdl
FEB KRR RSF.

- FESERERE | ABtYE RS ERkER—EPRINE Bk D A E—a iR
fRSs L.

- HTTPS 1Y Z2ETF Cookie RIRIERFF , HIREIIERRAZFIREN Cookie,

- IBACIEERE S A RIS | MM E/NEZEA [P Hash AEASHFESIERET
TI8E.

=

2026/4/9 03:08:38 3 56 Tt 396 ;T



2 BAETCE SR (CLB)

SERTFRE RS BNl
SNECRIFAIEL,
SERIFAE - SEIRSNE , ERRTHEK B EMFSIERES. 30s

- AIBCESEEI30 - 3600%D,

SERFEAEEN NEFR.

£8]3 . PERIREIRSS R
1. " iITER ST T |, BECEIEEERRITES , BEANN=ARSEESZM URL B2 , i EMRR URL
®2 AR aNEEZRE L e ErEmIRSS.
2. BEGE |, ERHEPREEHERNRRIRSS S , AEERS mOMINE.,
o IINImAINEE | EENERERIRS/ER , BEFNRD , BIAMIR— 1 =RSH=S MmO,
o BUAIRAINEE : SEEERIARD , FEERRSS  SaTRSHROEAZARL.

SR BRIEIE B3 Z /G, HTTPS IEITEsHiN 2 it E5ekeE.

LERA - ES/MFREITES ( 7k )
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A1)

RIS IERBIIER SRS EE fIRENEZ , IRIEARREATNEIRRSF/AMNERE | FTLUXEIAE
AYZER.

RINERIAFA

WERIIEX ( Weighted Round-Robin Scheduling ) LIRS, RIERBERRIRSR. NERIE
BEZEAILERIRS SFAMREA—IIER | ERENANERTIRSSRAIEMRE | AU ERNSEMIRE o ES
KREIEIRS=R. NERAEARETRERECOREE | NESHIIRSRTIEIEE | (NEEUSHICIHZIAIREL (1]
R ) s , EERAUERIIRS SFCIEERE B RIEZEL

o 0% : BEIEXA  TRCRIMAMEERIRES , B—MTRKSEE.

o B ENEE , EERRSHERUEASEMERERNEA—ERERT , 2SERSH[ENREA
.

o EAMR | AEMEROBNERITEEAEREN , AEREIET. BRTEEERS , fli HTTP &,

« FAFH#EE | ENENERTORGERIEEAER. FiniksSRCIEANEKEEMERISERR , HEFELE
IECIERTTSEN. IEKRESEEER/NY , S ERIECIARTIST. , BNZSEMSzUBER)N | THIEH |

I E/ NEFREER

FELFRERF , BEFHRIE KRS ERSSEENMBESBERANESR. BE LN BN , REBREIHESNE
TI9EEL , SRS LRNERHIEH B T B AR , SEURBARIEERIGEISE.
HNEERER—MINSRAESL  SRERERIER  BEIIRS SR EERANERECR LIRS SBRNREE
. BERFEORES MRS SHRCELERNEE | S—NERERAERIRSRSSE , HiEEin— Sl
B, B —,

IiE/ NEREEIE = ( Weighted Least-Connection Scheduling ) RER/IVEESRERAAVEN £ | RIEIRSSSS
NAREKCERRES | BB NMRFESMARRINE | FHEEBEZIERNESRIRSEK , RER/IVEESBAESE LN
Ehih FRIRTH.

HiBH -
BIgEERIRRGSEEIUERIR S wi , HFNEREWOXA 0, HORITTE c/wi , BR/INNEIRIRSEELANENST
— o ECHISLA. GNERTFE ci/wi HRIINEIRIRSSESSLG , BERIMECEN AR RE.

o 1% IWERESKITGIERNERIRSS | 40 FTP FRA.
o 58 BTERORS , BRI VEREIISIERIFIIREBERRTE.
« EAR  BNEKETHRNERITERERARIZR. BRETIREERS.
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« BF#EF | MRAFRFELERRENEKR , BiERrGARIRIEEERK , 3msH3sSHERER | #iF
ERIME/NEZEE L | LI RHIYE.

FIEHES AR SR

IRHIEEE X (ip_hash ) fRIZEKATIR [P 4L , (EREGIE ( Hash Key ) MEFSD ECHYERS ISR HXI N AYAR
FSr , AERSHRNTHABERERRE  WIEKAXERZRSS  RZWEREZ,

o 0% JLUER—EPRINERKBERHE—ERSER—aRRKRSHE L | EAFRIERSIEES 7
LASERS ip_hash SCINfE BRRYSITELRET.

« BFP#ERF | BIERAURIEHITIERIZEE | HESERIRSRAIMNE | IRKIERERLERIRS:S | (E15RE—
EFim [P AIBRGERIRAEFAFERIRS . 1ZOTUERT cookie THAERY TCP 1Y,
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ATILBPEARES R TN EmIRSSRERHIRERARI S | POSEHREISEERSNERENHSRTH | 4t
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o 71
i. [BRIRB35EEER (CPU/RE ) HEIRIRSES AT —E , ILUSEIRIRSSNEEIRE 1O,
ii. MEBEERKRSESEFinEY 71000 TCP iEE |, HtlaRiRIRSE.
ii. EHRT |, HFERRINEESIEL T | seRELISIaFiRRSHRNAERET | FEESIESEE
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o IHE2:
iv. RIFEEREMIRS , BRUEEEAK , MbRER(E , @ WTEREERNERRSRE | SR
RS e RITERRIENERSS 28,
v. EIAET | AL EIRRSESSINEEIZ AZAELD , KA EINYE SRR TRED K.
o IAR3:
vi. RIZIEEERSR , AT ASERIFESHuGEE , BSaRSSRITEREIEIH9:3:3:3:1
(¥ CPU, HFIREH ),
vii. EIZET |, AILMRORE RiRiRSS N ELLFIRE /Y 90, 30, 30, 30, #0110, ESMILIERIAZEE
QiEEEEK , B, STLARAMSGCHRSE AR | ILREEIE AR SimiRSS eshIMRELL B BCis
o 1784 :
vili. RIZIEE1065mRSES . BT &RIEEE0 Web 15ai5k , BEAFEZWERIHRSESIENSZH |, B
HeRRRSHREEENMNEETR | SHRGSHER.
ix. EHRT | EREERRSHRIEEHTHENANERE | NI ENERIRSFRER/\HIN
B, o, ATLARAR/INEESRINEIIE ST | SiERD B EREESBR G mIRSSRR L . MM
fRRE e RiRRS R SR,
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e 785 :
x. RZEB36ERRSEE  ATHEETRERSK , BIX36RSH[NITEREDAI3 :1: 1 (%
CPU. WTFER) .
xi. WA M REERIFRIBR S e IRIE RIS |, BAF BT HIIRS S | RGNS DRI RIRS S L.
Xii. EIZET , TLARARINEESIYE LR | FEAMEHEEICIRSSAINE | EFTFREIEEEKRD
BRGSO EiRIRSSEE L | SCISA R,
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X, FRRIFERE PSS 2 EERS S L.
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ip_hash 57 UHITMED R , FTLARIRRER—EFiniiEXRSWER D AE R —FiniksSes L
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ERIeE

« TCloudFinanceZonefa &L e LAERAMGiniRSZE§ 41X Ping, SEiliERsS ALERNN GimiRsSs
BITAVRR | REMRFRARRIGE.

o HRIRRFEIRLHIMHIENMERE , ABIIELABEASIBBEKREREZELA L. ERFEORESXTE G
RSS2 (AERHEHERERMERN ) #1T , AT EEIFIRSIERRSE , AEEIELHS kST
HIBKEREE.

o M {REESTERRERBEUNAERESMALANETRR. BXESER B8N0 @ 14HH4E .

A1

MR A ERIOERE

MEEANEREEI - AREYERnkEHEErRSSnOARLEEKR , SRILEER , WRANERIR
BHRIZTIER , BURNIETRE.
X3F TCP R9MLSS , 53 SYN BT ; 33F UDP k55, R Ping BHTHEE.

EERNERE R BIAE

B EN N AR A BRI RTIE],
N SRR MR EREIRSSSREER AT EIRNIR BRI , NFENRERESRE, 2/
AJECESBE : 2 - 6070,

GBI EH TR R ERIRTENERR.

alIEE)
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INERIELE n X (n PESHEE ) KEIRRBRIEESRAW , NIRBIARMEER | =
FMEERISE HEETARE. 3R
AJECESEE : 2 - 100K,

SNERIELE n R (n MIESRIEE ) WEIRERIGESR I  NIRBIAMEER | &=

fEERBIE HEBTRER. 3R
AJECESEE - 2 - 100K,

TEXREREERS

TR R EOENHE RS EERERIRS 2R AIE HTTP BRI NRIRRS , AEEssSRIERFIEEN
HTTP IREERAITIRS ESRIER. BREEFEHET , HTTP REHES

http_1xx . http_2xx . http_3xx . http_4xx #0 http_5xx XJL# , BFALUIRIEWSEZERIE http_1xx

K http_2xx ARSBIEFRS , FHRE http_3xx E http_Sxx RIREIEREZSFIKE.
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- EIERESEE 2 - 100%.
- WIERELE n R (n NIESROMIE ) KRB B R R

R I, MERBIAGEE , e STk, EV/N
- EIERESEE : 2 - 10R.
[EEHEEAY HTTP 53R/, , Ai% : GET & HEAD,

HTTP RS - B(EM HEAD J5% , IRSSER(UEME HTTP SLEMER., AT0RE

= [GisFres | IRTHESRNE | WA IR E3% HEAD.,
- £45FA GET 755% , NSIsARS % GET BDHJ,

TP g SROTIARTSRAEN  UNEHRSEEE  MIeE oo

. IEE |, 7% : http_1xx , http_2xx , http_3xx , http_4xx,

ol http_3xx , http_4xx

http_5xx.
BERIEEIRES
IRIERERERIER , SRS TR G TR :
RS i8A ERERRE
o Eﬁgﬂﬁ% CLB B R SRS R i,
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EEREERFHERR

MEHE

TCP YT , taEt9EfER SYN B3HTIR. UDP YT , taBd8EER Ping feS#H TR,
EREEERRRSHRONBRERS SR, SFERBRINT

s BERMES R EAEREETEET M TIRS. BRI IEHEiRiRS S 0hRRIERSZBIEREE T , B2
R EinmiRG T BRCEIRE.
o i netstat §< , MERMKRSHRNIROREEHEERNT , ERAIHENBZEHRDINIRS.

TEHE
PR (HTTP/HTTPS 11 ) BRSS , SR—RIFTHMBRIGESEN , JIABTN o THE !

1. BT REISERN CERRIEERS SRR CVM ZEBERMIERS | SREERRSHCENARSHROZ
BIEERTERMIIE E , NRRERITERRIEIL , BN ARSS RO EITRIRR L, MR ESE
RFHER CVM ZERIBRER.

BRig G EISERNRRE80 , CVM Rinikn 280, (VM AIRM IP 2 : 1.1.1.10.

Windows RFtIRSS 2RI T ap<

netstat -ano | findstr :80

Linux RFIRS=/FERHN TS :

netstat -anp | grep :80

WNEREEEZ! 1.1.1.10:80 AYEEAFEL 0.0.0.0:80 AUEITNIBALECEIER.

2. EREIRIRS SRS T S S RSP E B R imin .
NRZNERHEIYE , RERminA telnet BIaREIE] , ATLAEA telnet 1.1.1.10 80 M. WMNRE2LtER
19 , BE HTTP RSB E200EKREEIPRED, RI5ENT !

* Windows 2R LAEREE CVM RN REARK [P XESIES , AFIER http://1.1.1.10 ,
o Linux REATLAE curl -1 pSEBERSERA HTTP/1.1200 OK |, AFIER curl -11.1.1.10 &<,

3. taBfRiR CVM ARNEESBMKIEEE R 2P | XERHREZ B REIVERFIIA M [P IR

i, MNMSHGEIERA L AREIRIRSESHITER.
MREIRSZ BN M XSS EHYT80 O , AL SR M K ESH T,
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o Windows ZZrILUEITHEIN firewall.cpl #2{EXiA
o Linux ZHAILAHIN /etc/init.d/iptables stop X

4. IBERFIYERECESHISBEREN , BNSBRA SR HNEERESHBAEHTIEE,

5. EERIAEISEAENSE |, #BIE HTML Felivimsnm , RETFHRERELER. FNEINA PHP E5iSHA
BE=.

6. RERIFERERENEHSE CVM FIMEMIRS RIS,

7. 188 HTTP Bk A , W0R(HER HEAD 5% , NGRS —EEZ#F HEAD, WIRE GET 5% , NEimRS
—EExHF GET,

AT RERGERURRT S5

BEEERNEMERETS | EHaRERSIRVESHLR |, sLhrais RS K1 AKEILAEZEZ R ERICEIBKRN
FREZ :

o 3471, EREEMEYSNEM , TEROBIERHEERUSSIWIEIEX. RIR1007517 client ixiEXK ,
SOBIEAECLB FiRIEL L , BRETRSES. REEERUERE CLB FRIRMIETL , SFEHNAY,
It , CLB LR E S LRAGRNIEK , SLhx t CLB FiniEaMENESE5sRIE—/ERN, FAtERks
RSH#L  SWRIZXRIRUER.  (RIR CLB EAIRTEEEFESaYIIEN , BIABAHIERSSKIE—RIEK , |5
A AT RESTESSHRUIRIBIRIR )

o ZEEMASRMMBR : BES , WUEE | BRIRZIFR. HIa0 , CLB SLHISEERISEMIENF , HERh1a#lTiK
W, IXBRLEHSBABERRE  BINSRIRERIESR.

Et , REERARSEFRARITERES | FLABTIREEKATRNEMRITESRAER ( FINRE/915sER
—iR) .
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SRR

SRR EERBER— IP Bk AEIE—aRRRSm L. AR T , REIESKEMERD BIRHEEIAR
RiEmiRSaELhIazk. B2  ERLUERSIERSIEESERFREREIEHEF—aRmRSRLh L | Xt
AJLMEREERRIFIENNARER (BE0E ) ST,

=S Ia AT

PUEY ( TCP/UDP ) STIFETR IP WSIE(RIFEE , SIERISHENZ30 - 36007 haTFEEEEE |, Bidizad
BFE , SiEPLImakUEFEE  SIEERFSYEHIEX

o WEHN MG R, RIBERIRSHFANESKIEK , FFHETIR IP NSIERR.
o WEHTN IS/ NEZE R | IRIERSHRABIINERGERE | A UFSIaRET.

TESIERET

TEMY (HTTP/HTTPS ) X-ET Cookie EARISIERIFEEN ( BREIYERRAZFIREAN Cookie ) , RIAR
FAJIENR ES2IF30 - 36008 | RNERIFSIFEHTEX -

o 750N IIMECIE BT |, RIBRIRIRSS[AMNED RKIEK , STFET Cookie FIEARISIERET,
o WEHTN IS/ NEZE R | IRIERSHRAEINERGERE | A UFIaRET.
o 197 "IP Hash” B, SHFETIR IP ISIEREF | A3IFET Cookie IEARISTARTT.

BRI EY ]

SR HTTP JEEBRIRTIE ( keepalive_timeout ) BUAN75%). EBISZAIAIRIE , RIAPTTETREHNIBTITIERE.
L7 TCP ERAGEATA A SR ASTFEE |, BUAR00%), BHZAEEE , RIEPTEURE RN E:R.

BLESIRRET

1. ERMEIIEEHE  BERERERIRRFIIREIIESLE ID |, EANREISEIFBER.
2. R raR SRS
3. BEFRERES li.?{%}—:E’J‘F‘lEjai’Jf%”’“ﬂﬁ%%EE’\Jﬂ%EL
4. EREEFEFERIERFIE  REREFE  BAREE , BEHE.

RKIERMSIARIFAIRER
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mE1: HTTP tEWSS

& Client igifalE HTTP/1.1 Y , LERSEHiIZE Connection:keep-alive, 1&g CLB , Bisia2EEH
CVM , kB AFSIEFREE , T—XiAE |, sedinaEE—a CVM ?

I TR,
&4 , HTTP keep-alive i TCP IERHERBERIDARHTING | TR | WSS T SBI AR 2%

K, REHEEDE T HSNEREGNERFAFNE , BT HE. CLB SEFHIFUABRITEIZ75% (758A%
HERRIET , MEABTFF TCP &) .

HTTP keep-alive 2 Client imiR CLB #3787 , HILEHRBEFE Cookie 2IEMREF , M TF—RifME , CLB SHRIES
K, ELEERII—ACVM |, ItBIRKIEESTHET,

F BN ESIEREF.

WIZE Cookie £iF{FSHIRTEH1000F8T , Client isEBEX AfRiE R, BHTFIES F—XiEK , BLBET758 , TCP
MEiEESEY., NMAEHET Cookie , #ZEIE—& CVM , Client if[agy CVM 2 _E—XiBEE—a.

782 : TCP YRS

Big Client imA&iginal , FHEMYE TCP , BREKER. BREAETR IP NaEFRE. T—XiAE , B—
Client , gE&BAIZEIE—MES ?

HE P R—RE,

Bt {RIBIUEAISSEINE | 25 TCP BRKEER , MRZKIEE—EIRENTT , sleMXibaEtER—5EE , U
FLAAEREIE—EE. NRFBXAEN , F—FEZATEMER (NEER. EEET ) SR, XIE R
B E RS EEREMEREIRSSR L | BRKEZEENAS BB ERE900%: , BIESEHEX , W,
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UEBECE

1. EREBRIERE

o ZANHBLERRFASR : openssl genrsa -out privateKey.pem 2048 , Erh privateKey.pem JIERIFATASN M |, iBF
EIRE,

o ERPERIBFRIIM : openssl req -new -key privateKey.pem -out server.csr , Er server.csr 2IEHHERE
K3, ATAEERIFIES.

o FREUSKMHHRIRBEITE CA SHTuLRERIFIER.

2. WEPRF&TCIHBA

2.1 IEPELEK
o FAFREEBHERR : Linux SR T PEM BRAGES. REHEARSHEEMSHAGTES | (R CHRIAGERE
ST EHEERH PEM 18U BN,
o WMERZET root CA HWBRRAGES , BERMBEBRE—H—H , FESFUMIES , BBEANEREIRTHN
SRR RIS,
o MREWIPE CA TWIMRAGES , BEFRSEBXHEESSHIER | EEANNBIRS SIS SHEES
ESHE—IRLEE.
o BIEHOEPEIERHEN |, BETEBEAR , A PEM 8XAS , SIEPRBSHLE.
o BHEMNA : IRBEEBHE—D , PIEEBHE—DH , PEFEEEIT.

2.2 MR HETANE R HEEURA
T BERTAHERHESTCER] | BASTIUERE L%

1. root CA HIAIsARIIES : IEFHELA Linux FNMET PEM #8z(. #HI0F :

IERRN -

o
f&.

-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] FFLFI4ERE ; BiEXLERNET—H L

o {7647 , BRI — 1T NEBIL64FF.
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2. FRERHINRARSIESE -
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-

IEBHERNS -

o IERZARERELT.
o B—MIEBERE 321 IEREIEK",

3. RSA FASHAETVER

BEHIENT -

RSA FATRRTLABIERTEFAT (RSA I DSA) . %8 (RSA 71 DSA ) 7 (x509) iEF. EfFfi#F Base64 #RiSHI DER
BT8R . A ASCIL #i5LEE |, FIESRFE AT AR S,

RSA FATHARM :

o [ -BEGIN RSA PRIVATE KEY——-, ——-END RSA PRIVATE KEY——-] FF3LEER |, IBHBXEREFT—H L
f&.

o BIT64FFF , RKE—1TRKEILURNE6AFF.

TR EIEIR R 4R, [——-BEGIN PRIVATE KEY——-, ——-END PRIVATE KEY——-] iXfH&=tAIAT FIFA
1B, EETLURRRAN T A TUiR A R FFASE -

openssl rsa -in old_server_key.pem -out new_server_key.pem

AR5 new_server_key.pem BIRSSIER—E L%,

4. UEPEEIR PEM 132 1<AA

ERIREIIE RS PEM FBZAGES | EMETRNERFEIEMRM PEM #3574 g6 LIERIGdtyE+ , @Ed
openssl TEi#{7##, THZ/UMLERITANEREIEE R PEM $8zURI7TE.
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4.1 DER FE=E46HY) PEM fa

DER 18X —RzHINE Java 5,

IFP#EHE © openssl x509 -inform der -in certificate.cer -out certificate.pem

FASHEEHR © openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
4.2 P7B t&TUUEPEER I PEM &

P7B #&={—ARHINFE Windows Server 1 tomcat 9,

UEPEEHE © openss| pkes7 -print_certs -in incertificat.p7b -out outcertificate.cer

$EEN outcertificat.cer BBE [——-BEGIN CERTIFICATE——- , ——-END CERTIFICATE——-] (SB{ESIED L
.

FASRYER « FATH—RRTE 1IS IRSBSESETSH,

43 PRX ISLIER 40 PEM 8%

PEX #8—RHINE Windows Server &,

IFP#EHE © openssl pkes12 -in certname.pfx -nokeys -out cert.pem

FASHEEHR © openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes

4.4 CER/CRT #&=iFP4EH#a A PEM 8=

XJF CER/CRT #8ZHGIES , BRIBE EEMESUER M RENS R TR, Fla0 , 5 “servertest.crt” IEBI{4
EHiEE®R A "servertest.pem” BIA],
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e | [ -]
CEEENEE
EIE S CEEEM |, %IRRT SE HTTP/HTTPS KiRes FRCEEEM.,
WiBE :

SIFRF - WIREFiHIAET example.com/bbs/test/123.html , Bk CVM FETLIEFRE. UEHE
EMfE | BRESE example.com/bbs/test/456.html Y , [RETERIFHHNIGRL.

EE RIS

1. BHEER
o faE
ZRABEHEEEN HTTPS:443 IATITSSl3E HTTP MAIResit{TieA |, BUAEA 80 ik, AIEmIhET
LAIBIE HTTP:80 it BxhBkie /9 HTTPS:443 b Tia1a.
o ERAER
s HTTPS Bki% , BD HTTP 383 HTTPS, PC. FHLNEEEEZLA HTTP i5kifia Web RS , CLB &%
FrE HTTP:80 BYiEKEEMRZE HTTPS:443 #{T4E K.
o ARMB
» (NELUREE | —MEE |, —IRECERNISenksES] HTTPS Bk,
= EFGME : & HTTPS fRSSAY URL BiBR , REEEEHE | EfRERZIeeRF—ER .,
2. FIEEM
o fa
EA LR E—X—EEM , WEREA CLB Lfi+ |, BtE WEiresl / &1 / URLL EEME KITes2 / &
%2 /URL2,
o ERAE
BERZMEREM., W Web WWEHEIGR T (WEHEE. NHEHER , EHMARN ) | HINEERER
HEEMEHUE. WRAMIEER , AP KRFIHEERS | Z2E0RRE R Bt REeLH =S R —
1 404/503 EIREERNHE , BERTHAARE  SELRRERREX.

BaIEEM

=S CLB XH—HTA HTTP 5&%% HTTPS,

BREFAEFTEREMIL https://www.example.com ., FREFLEAFPENGEEFMAMILE , ME2 HTTP &K
( http://www.example.com ) i&R HTTPS i&3K ( https://www.example.com ) , #5al&d HTTPS tM{#iT%
£,

RS
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BEE HTTPS:443 MSIFEE,
BIFPER

1. 57 REISERFIE 75k CLB B9 HTTPS IRESHIECE | #5872 https://example.com B Web K18, #1515
&I BB HTTPS Y50res,

2. 5epk HTTPS EalfrasEc & fRYSE R A1 T EIFT7.

3. 7£ CLB LA+ BH Bk E rERF , BEZEERLE.

4. &FENEEORSE , FHEFCEERI HTTPS Rrssflis® , £ R E PEFEEEIRES , B —
£ . RERE.

HiBg -
JAZEHB301 ( Moved Permanently ) . 302 ( Move Temporarily ) . 307 ( Temporary Redirect) , i¥
{EB&0 HTTP / 11554 (RFC 7231) .,

5. BEIRAZ AT FepkECE.

6. e EEMERESNERNTENZ , AILABRIES HTTPS:443 EIRESEECE T HTTP:80 EiRes, B
HTTP FiREIISW BaEERE HTTPS,

FoIEEF]

TCloudFinanceZone CLB i & —X—MIEEmBkEE,
fign , AS5(5EF forsale MESKMIZE SN  IME SR B IS EaRHE https://www.example.com/forsale &
ERZEFER https://www.new.com/index ,

Il SEs

« BBCE HTTPS Y5088,
o BECEE KA https://www.example.com/forsale ,
o BEEFKIHZMIER https://www.new.com/index ,
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1. {57 ESEEFIE 75k CLB B9 HTTPS EIREsHIECE | #8532 https://example.com B Web K18, #1515
£ BLE HTTPS Usnrse,
2. 55hk HTTPS Bt&fEHERI N EFAR,

3. 7£ CLB LHFER " EEMBE InESR+ , REFEEERRE.

4. ERFHETAES | ERFHENETmMNEO HTTPS:443 fIiH4& https://www.example.com/forsale ,
R EE R ERIRSRERO HTTPS:443 FiH4Z https://www.new.com/index , fE"HEEE " FisiREER
KA |, ERREE URL SAMRER URL , BT —45 : BEERE,

5. [RIAIEEEIRIESE /forsale , EEMSAVARIIRERER /index , BEIRRAIEISTAECE.
6. SR EERRERNERN TERR , AJLIES HTTP:443 I5IREs+ , https://www.example.com/

forsale BEEMAZE https://www.new.com/index ,
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TEMEHEE

CLB 7 MW ECEINRE | IFRER CLB SLAIRECESEL , W0 client_max_body_size , ssl_protocols & , #EEHI ME
Y ECE T K,
1488 -
o MEYECERINEPREI STHFAY M CLB Beai—21 , FIan2AR CLB BCZREAIA2001 , MAMECECERI NSRS
732004,
o MEHYBCERHKERSI 64K,
o HEI— LN ITFSBE— MM LB E.
o MEYBCENE I EISERICE HTTP/HTTPS MEIFE84ERL.

CLB MEMECESE R

=ay CLB A MAEECESTFAI TR

BCEFER BANE/ENE  S#0EE i8R

TLSv1
ssl_protocols 1::2:1; TLSv1 TLSv1.1 TLSv1.2 {E2]89 TLS s iR,
ssl_ciphers i SE EaNE mnEELt,

$EEVZ Client i53kLER0Y

client_header_timeout 60s 30-120]s . K
- - [ ] FEATATIE, BATIREI408,
- . 718 Client {53k LEBRIER
client_header_buffer_size 4k [1-256]k iA Buffer ][],

$KEY Client 353k Body £
HBRIATIE) , R RENEE
A~ Body Ho¥s4E BYE ,
60s [30-120]s Szt Rt Erea S
HURAORRRIATIE) , #BAHR
[E] 408,

client_body_timeout

- BOAECESEEN
1M-256M , B ERD
A,
- 2=[=%10240M , BD
10G. ¥
client_max_body_size 60M [1-10240]M client_max_body_size 9
FRESBEl *F256MAT , &4
gE
proxy_request_buffering

BIER off,
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BEFR

keepalive_timeout

add_header

more_set_headers

proxy_connect_timeout

proxy_read_timeout

proxy_send_timeout

keepalive_requests

proxy_buffer_size

proxy_buffers

proxy_request_buffering

proxy_set_header

WAL : TCloudFinanceZone

AOME/EVE

75s

BISIH5N
0

HalEew
% 0

4s

60s

60s

100

4k

8 4k

X-Real-Port

[0-3600]s

[4-120]s

[30-3600]s

[30-3600]s

[1-10000]

[1-32]k

[3-8] [4-16]k

on, off

- X-Real-Port $remote_port

- X-clb-stgw-vip $server_addr
- Stgw-request-id
$stgw_request_id

- X-Forwarded-Port $vport

- X-Method $request_method

2026/4/9 03:08:38

a9 (CLB)

Ukl

Client-Server [*iZEfE(R4%
A1) | RS onEs s s

.

A& FimR ERERISL SR
B, &R
add_header xxx yyy.

MAZEFimR A ERSLERFE
B, B

79 more_set_headers
"A:B",

upstream [SimIERIBATES
rEj o

IEEY upstream fSimNE L
FBATAT AL,

[l upstream [Sifm&RIEIS

KAGEERT A A,

Client-Server [#i&Esz F2
ZRERIERNEKREE.

Server IFzsLAgE 5] | 2
IAA proxy_buffer igE
HBENMEFX , f&E
proxy_buffer_size B ,
WAREIRTIE

& proxy_buffers,

KB X 5 5,

- on FREFEFIER
{k : CLB £EFEK , 2

KRB S R
faim CVM,

- off FRAEFEFIHS

SKIK : CLB IEKERIE |
ANt A4A TR CVM |, LA
285 CVM B et
BEE 5,

- X-Real-

Port $remote_port F7x
BFUHIRE .

- X-clb-lbid $lbid &=
CLB g9 LBID , £ CLB scf3l

B 74T 396 T
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BEFR

send_timeout

ssl_verify_depth

proxy_redirect

http2_max_field_size

error_page

proxy_ignore_client_abort

AOME/EVE

$remote_port

60s

http://
https://

4k

off

ssl_ciphers B &iEH

e & ssl_ciphers INZEEHRT , 18{FER OpenSSL (FRAMSIFRF—. EiXFIERE—1EEN <cipher strings> |, 24&

WAL : TCloudFinanceZone

- X-Uri $uri

[1-3600]s

[1.,

http:// https://

10]

[1-256]k

error_page code [ = [response]] uri

on,

off

2026/4/9 03:08:38

a9 (CLB)

48R

AIFRIR.

- Stgw-request-

id $stgw_request_id =
iBXKID (CLB PI&pfsE
“ly .

- X-Forwarded-Port 3
= CLB UsIrsefis s,

- X-Method FRREFiwiE
kb,

- X-Uri REPimiakig
12URI,

e EIEA ST e e
HBETETE) | EIESFR AL
SUEMOERRRE | s
SKiGERTIE),

REEFimIEBHEFRIIOIE
RE.

3 LRSS BHIR EAINE A2
BEEMSRFNER (10
HTTP Iaf323015%&

302 ) By, proxy_redirect
EiR HTTP L&BHY
Location 8% Refresh ==E&
fHY http A https , S
T,

PRI HPACK E48RTiEHRk
Feanom 2=l (

Size ),

LR TSR

( Code ) HYAHE , BEGER
TRENTIE S URL, BRiA
REHS (Response ) A
302, URIRELL / FF
SLAYERAR,

v E
RIS CLB Boehead
K CLB 55 FRIRSS A
KR,

B 75T 396 11
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EBER" R  ALL BREFEL | VN ERABRZEL | ' EBREZEEHERIRE L.
BRSSO ELL S ¢ laNULL:!eNULL:!EXPORT:!DES:!RC4:!MD5:!PSK:!DHE ,
ZONE -

ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384:E
CDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-CHACHA20-POLY1305:kEDH+AESGCM:ECDHE-RSA-AES128-
SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-A
ES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:AES12
8-GCM-SHA256:AES256-GCM-SHA384:AES128:AES256:AES:HIGH:!aNULL:!eNULL:!EXPORT:!DES:!RC4:IMD5:!PS
K:IDHE:3DES;

SECERE -

ECDH-ECDSA-AES128-SHA256:ECDH-RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:SRP-DSS-AES-256-CBC-SH
A:SRP-AES-128-CBC-SHA:ECDH-RSA-AES128-SHA256:DH-RSA-AES128-SHA256:DH-RSA-CAMELLIA128-SHA:D
H-DSS-AES256-GCM-SHA384:DH-RSA-AES256-SHA256:AES256-SHA256:SEED-SHA:CAMELLIA256-SHA:ECDH-
RSA-AES256-SHA384:ECDH-ECDSA-AES128-GCM-SHA256:DH-RSA-AES128-SHA:DH-RSA-AES128-GCM-SHA2
56:DH-DSS-AES128-SHA:ECDH-RSA-AES128-SHA:DH-DSS-CAMELLIA256-SHA:SRP-AES-256-CBC-SHA:DH-DS
S-AES128-SHA256:SRP-RSA-AES-256-CBC-SHA:ECDH-ECDSA-AES256-GCM-SHA384:ECDH-RSA-AES256-GC
M-SHA384:DH-DSS-AES256-SHA256:ECDH-ECDSA-AES256-SHA384:AES128-SHA:DH-DSS-AES128-GCM-SHA2
56:AES128-SHA256:DH-RSA-SEED-SHA:ECDH-ECDSA-AES128-SHAIDEA-CBC-SHA:AES128-GCM-SHA256:DH-
RSA-CAMELLIA256-SHA:CAMELLIA128-SHA:DH-RSA-AES256-GCM-SHA384:SRP-RSA-AES-128-CBC-SHA:SRP-
DSS-AES-128-CBC-SHA:ECDH-RSA-AES128-GCM-SHA256:DH-DSS-CAMELLIA128-SHA:DH-DSS-SEED-SHA:AE
S256-SHA:DH-RSA-AES256-SHA:KEDH+AESGCM:AES256-GCM-SHA384:DH-DSS-AES256-SHA:HIGH:AES128:A
ES256:AES:!aNULL:!eNULL:!EXPORT:!DES:!RC4:IMD5:!PSK:!DHE

CLB ME{LECE TP

1. ZREYEEFEe  FENShERE MEERE.
2. MEECE TUE |, BT,
3. R B EER WHEE  EESRERFINENEER , ABEKERLER. BEESkE  BETK.

B :
A EIEA

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
client_header_timeout 60s;
client_header_buffer_size 4k;
client_body_timeout 60s;
client_max_body_size 60M;
keepalive_timeout 75s;

add_header xxx yyy;
more_set_headers "A:B";

proxy_connect_timeout 4s;
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proxy_read_timeout 60s;

proxy_send_timeout 60s;

4. RE"MECEE NE , AN BEETREIEELA.

5. TSRy " IRE =LA XA EPIEEFI eI R EIIE LA , BERR.

6. SPEXLAIE , " MENEE RERENIZ BB MEWES ID HNFERHE , & "9Ef NETEERINIA4IE
RIS EISESLA.
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TERE&EZFURLANEE

7:1 IJIb*EE.

TEIIER CR S RE R PRI S5 AN FAT

(ERGEIIERICER AR HTTP / HTTPS tMMAY , E— CLB SCHIRVIEIrEs-P#iER AR N , AFPRILARII—NY
Wi S)cE=

o LRPGEERN T —SEERMNIAT , 3508 VIP + URL AJLARSRABMAYEE AN , FIEFEIHRIRS.

o BAFEY TEZFERMNES , tAT3E VIP + URL AEEERIAIEEIE— N RRIES + URL , FERFERE
i5E)EE + URL SREBREFRIEEAMNER. BIRFEEZFEAINE , B—1 VIP W TS&ES | It
RIAgIEE VIP + URL I5IEARSS | MAZIETBREIES + URL i5AERSS.

R MNIECE e

= ECERIN
TEIYE C R A MNECEERS |, SHFIENFRAR |, KERSIAL - 120,
o JFIEMIRYEEASTIFAIFATERINT

4-70-9" "
o BECAYERE , BRINSZF *.example.com =& www.example* B , BEMERZHEHF * HI—
R,
o IHAMNIENRALPASIFHERTENT ¢
PP g

o ABIIESTHFAYIENIEZ 261N -

~Awww\d+\.example\.com$

fERIaEREMN

« SRPESIERNBEEEN  FEREEE—EEES (FEN ) EFEERS. %ZREFREENERER
ORISR
4-7"0-9" "

o EE CERTEREERRIGENREN , BOA / |, &L / Fk, KERSIAL - 120, EARFFIENE
ik EMEERANERE URL B2 (FEHE ) #HTREEE. Hb  RREERFEESISNFHAENT
g A7 0.9 S o
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1ali4% PLEC AR
1. RN AREERE , B IP K , HEERATEES URL , iZRSEL VIP + URL #1T7i50a.,
2. EBERMNFEEEEE , HEERESTERESZ URL, IRZE IS + URL #1TAA.
3. RN PR EBERAES , HEERATEES URL , BdICEIEKRERZ + URL #iTiHE, MAPEE
AR EeEIERAERAY URL HBUERT , SJUASIRXM AN TEE. L example.qcould.com 791 , #&=
WA

« example.qcloud.com #&FEILEE example.qcloud.com 1%,
 \*.qcloud.com ICESFRBLL qcloud.com ZERAYEHE.
o example.qcloud.\* PUECETBLL example.qcloud FFkAYiEA.

4. RAMNFEERS , FERRAFEEEMITERY URL, [FRARIZKILE: , AIEREINNBERF $ HiT=E
PLEC,
fign , AFPBIYEREL&E URL ~* \.(giflpglbmp)$ , HEICE(HTLA gif. jpg B bmp LEEAISIH,

BRI PRIBON IS SRER
ERNERFT R IAES.
o Fia | HEFimisReE LERAEESIHITEER , CLBRBSRERSIHKINES ( Default Server ) , &4
e RegECE B W ECE— M EUAES.
o MNRERCELITREREIAES , RICEEMEMNRE RS REBEE LIRS,
o MNRERCERITRRREEIAES | RICEEARNIIZFRERUSHEEARE CLB INFEYHE—E
2, BFNEINFSEHEREEFIERA—H , AtA—EREHaRENSE .
o X | SEFIREKREEARITERAIEEERER | ERETEREEA.

5N , 7£ CLB1 g9 HTTP:80 SIrS8FEIE 72ME4E : www.testl.com , www.test2.com , Heh
www.testl.com EEUAEEZ. HFAFHE www.example.com B, &8 EEINHT—MERE , CLBEKIZE
KEER GBI E www.testl.com .

He4H URL PLRECALNI5RR

URL EcERLN
RHEIIE CRERITEREARE URL, BUA /  ®0LA / FFk , KERSIAL - 120,

« URL STISTENZRA | FRATT 7508
i
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N~ FERERTR URL IR ERFRFEFEL | A2IEN AL,
~ FRERRRX D AR/NERYIENILE.,
~* FELERTRA XD AR/NERYIENILE,
/ BRI, NRKEHEEIE , (HEEREBEILEE].
 JFIENUAY URL B84, LA / FFk | STHFHIFRTEANT ¢

a2 A-Z70-9" =
o IEMAY URL , RSTHFAIFAFERINT

URL PCECAR 7=

1. PCECRIR « UScHErRItES , ZfEikRRARNARRAITES,

Ign , MER EEIRC B AMNIREAARE I FERGHRR K ICERI AR A AT

2. example.gloud.com/testl/image/indexl.html HFAEHALEEAALIZER URL S , MiZiEREWEA
B R ALK iRaIRSSEE+ , BIEA RS1 #1 RS2 AY80iwA,

3. example.gloud.com/testl/image/hello.htm| EFILIERTEFEHICELE —SHIN |, ELIGHERITEIE &
E20hRGHN |, RIERATCECAT. EIZEREHEE R B R E 2R RN R iRSS 28 , EFRED RS2 #1
RS3 #981imM.

4. example.qloud.com/test2/video/mp4/ BT UIIERTTEFEFHICECEIBIFAMN , EIE4sEm It , B
ERIETLAERACECE R A 3 AN, EIZEKIERE R R A XN R RS , EED
RS4 #990i%M.

5. example.qloud.com/test3/hello/index.html EAFILIERTGEICEEIRI=MEABFTAIRN , FLLiGITE A
FEENSEAMN Default URL . iXBSZ Nginx & xiEKEFIRMARSSS , W FastCGI (php ) ,
tomcat (jsp) , Nginx fFEARENRERSH/FE.

6. example.gloud.com/test2/ HIFERTIEEHICEEIBI=MERAFAINN , EIEITE B EcERYE BN
M default URL ,

7. WIRAFIZER URL #IlI4 |, BRSBABEEREIETT , NIREKINE | AeEERZEIEATIH.
f5ign , ZFiRiEk example.gloud.com/testl/image/index1.html PUEE 7464 2H1AT URL FIM , {BIbATEEAR
BINEIRRSSETHRS  HI404NNE , AFEHTHENRANSER404 , FRBEERIEATIHE,

8. I FIFIRE Default URL , BEIEMARSBISENIRE (FESTHE. BRE ) , FHEEEmaRSEE.
IR, SNRATERINISIS B LERINE , RASEEKIER Default URL FRERIIRE , BNA8ESHIN40449
[T

9. ANFRAFKIRE Default URL , BT AFINESAICERT |, LAHAERS , SIREI404,
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CLB 3z%F SNI Zi it

IRSZEERFRIE ( Server Name Indication , SNI ) R RNEIRSEES5EFinm SSL/TLS |, FEMA—EIRFSEEREE
FER—MEPRERT , S SNI RRIRSSBIEFHES/MER., ZEFiREA SNI, NEESIRSS 8887 SSL/TLS i&
EZAEEEEENES | REBAIREXMERZIREI— N EIERSES.

ERmSR

TCloudFinanceZone CLB F-+G/2 HTTPS MSirsesrid SNI, BISTHBESMNIES |, WA RIEZ el {EEAR
EHEHR. W7ER— CLB B9 HTTPS:443 I5F88+ , *.test.com ERIUERL , BRkBRHBRIEKREAE—HAIRSS
F; *example.com ERIER2 , K¥RBZHBRIEREAER—HRSSE L.

EllE= S

B SIS EIYESLA,

BRAELER

1. BFRREIIEHEE.

2. 8% FiE HTTPS s MR L BECE RS , FBARCE HTTPS IsITEsAT , FFiE SNIL

3. FEIZIAITES PRI R RINET |, St ARIRZEEARRRIRSIIED , BET—2 | RESTRERICENS
EFRIECE.
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JRim iR &S
Jeim = ARSFS AR A

AR RImEIRSS e ?

[EiRmiRSS 2RO REIYESLAIE | SPEERTIYE EAMBANEERIEKAY CVM 6. fEECE TuadEinlT=s
Bt , HBHE CVM SLHNFARIRARSSES | CLB BIAER 10157550 , BiERERRIRIRARSSHL , FH CVM iy
SR | (RIENAFRRRNIET. SREREIYE LIRS RABEN SN AR S |, 45E CVM 241, LUE
DN FRFERFRORILY | Rk iR,

ES=E AN

ERINEIRARSS 2T, Tl JNE

o EERINBIGEIYE ERFTE CVM ST E |, 222 Web BRS388 (40 Apache 8 1IS ) |, FHHRIHEI TR FIEFHY
—EE,

o BIETE AR Th8E | FREIEHF—MRIKHER TCP EEHHES MEKRERTE |, AR Web iR
S PR EFHRESRIECIENEILE.

 REIRLAINZSAE B EIE RIS ROfEEEER RN |, FiEEEN EiniESEEr7
.
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0. ASEGNRESR SRR SS =5

REIIEREIE R EIZTIEBRIRIRRIRSARLA , EnRERREIIEEIRELSER , FEENERIRSHRHNE

RS, BIHRER T IIE5 [ TERF.

o B ERIRS SR REIIE LIS TIRSHLHINKEKKRR , BERBIIESENE IEERERE
K.

o A ERIRS IR A TIRS SRE R AL EETRN | SEA LR ERIIERRRS SRR P,

o WNRAEIVELOISTEN R HRGEEXE , MiZAFNERBHFZ2BMNIEREIIERRZRSE , M
SRR AR IR T IRS R SL A= BN BB Rin = ARSS 2P IR,

s INREIIEER=IRS S
1. SRGBIEEHSE |, RS REENAREIIESLE ID |, HEAREISENFER.

2. FESLABIRI R AV IR RS |, IR A SR =iRSS RS,
HiER -
IPVAG BB S E RS IR S BIRS 2R IRBET | 40 AR ; IPve S\ BE=IRS 230058
<.

o TCP/UDP Y50FrEs
R IRS AT | B RAPIRT | InhFEYERNRITES | BEHE | RHEDFEERE 520

SE’3.

o HTTP/HTTPS Wanfse
IR ERSS R , E TEENRRYPIRS | RPFEEHENRITERSHN , BESHE | BHEPIFMER

£ . BEULES.

3. e e | ISFREXRBNRRSES | EERXARSHSEFREANIROSNE |, BFE |, sl =
RS 88 5 I OE B ER(E,
WA :
sRHEP (N EREME. HRMNENE. KERE. RIH. T (IEE ) FAA0E=iRSEE.
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4. INRFEHEHERSFETRIGOE—FET , RN OLCBATIRROE. FARBXRSHHRENE
& . BEHE BRI SehEiE.

BRI G EimIRSS 2N E

[EimiRSSEBRNERTE T RS [ ARNSKENEE | EHERRERSHT  FERRNEREE | RENFEN
W& , Ji52E T E5|. BXRABIYERRRZS[NENESER |, 52 LEl9ERiE50,

1. EROEIYEERE | EFIRTD  REENAREIIESIH ID |, FEARBIIEIFER.

2. irpsLBI S IRITERRINGG | TEARSS RS IR | IEERERIRSS =R | REREE , MAESEIMNERE  BER
32, B SRz RS =X ERIE L.

3. INFEEIE | IMEFTEEXIRSEHE | BEESINE  BANESEINEE  BERER , ATt
'8

I R HIY B RuRARSS #Fin O
1. ERGEIEEHIE |, EhFRTD  REENAREIIESLE ID |, HEAREIYENFER.
2. iEPLHISEITRANE | RS RSIRT | IEFEXRSEE  BERwE  BAENENIROE  BERER
RIAJsepkxdiz & BRSS sin RS,
3. INFHEIEN | IEFAREXIRSSRE , BEEIRD  BAESEIRD , BERR , AIAJ it 8158,

A REIERIRIRSS 25
1. &% EYEEdle | E5IERT | REENARFIIESLA) ID , HARFIIEIFHER.
2. iR SHINIG | EARAIRSERYIRT | EFERNRIRSES RO, ERED | BEHIER
Rpa],
3. INRFEMEMELS |, ETATETERSNSIRSSSS | RERSE , ERiET , SRR,
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e IEM

SEERY-R &

SRR ( Elastic Network Interface , ENI ) 2—FMETLISSEFAB LA CVM LI ERIREIA-R, S8MER-RaTLAB
RIERREAENSE. JTRAXTH CVM BBBEER , B EEN-RET LSS BREHERE. [RAASREERAIIE

LRI ETE,

CLB RYf=imARSS 37 CVM #0 ENI, BD CLB 3248 CVM 0 ENL, CLB S5/RinfRSZIAIERAMIE(S , =5 CLB 45

EZH CVM M ENL Y |, IGERESHEEAZ] CVM RIAK IP #1 ENI R9RK IP L,

EllE= S

ENI ARSI EER A =IRSSEE L |, CLB F8e48Ei% ENL, CLB RiMGEtEitARE  HALIRGIR B |,
HWHREHERIR CVM SLERERFER. BafifAEMSER S | BRiBaEN- RS = ENMSE.

BRAELER

1. EFRSERERHIYERITEE | FEBEESN nalyEnEsiiis,
2. BECEIESEEARITES | AR URL B2 , iR B/ARY URL 812 , EResaNEE e EiRR

%

3. BE4PE , Aol HE IR T EREmIRSSES , HEERSHROFINEG | PBEFHRRSET , AIEERR
SRR R,
o =hRSEE | AI4ES CLB BFABME THE=IRS T EM-=AIEARK IP,
o SRR : AI4FES CLB EFABME MRERSBEREM-RINERM IP ZFMNIFTEEMERN-R IP , Flan=E
REVAEENPAIR IP FOAHENR-RRIAIM IP, SEMERIR IP M EIES I MR -R-HEXE .
iR -
IPVAGR BT SR E AR 2R EGEME MR | IPveiaB 9 (TR ER MR R,

4. PEHESTR R R -RIISRE,
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VPN s ot e A=l =Rl =

CVM Z2ABE 1

REENEIHREIRSEESLAITLUEY 22E #iTnaiEs |, ERIBXEIER.

ERLE— N HE N LB EEMBIRGEEREK | HUBNL2EBRIN—RH S FMNIEHREIRSSRATRERIEMN
PR, EETLARBRHEMEANZE2EFN |, FHNSBNN AT S ZLEBXREKAIATELA. £ ABMNE REtd , &
ERTLAEA MBACL T,

CVM =& Bfc & AR

£ CVM B9%2H E , ERUE Client IP fIRSI%O.
EHFEA CLB A WIS ARER CVM £ |, HIREREEIREIIEE , £ (VM L2 E FEHMUTES !

1. ARRESE - EFEEFR CVM Z2A FHE CLB A9 VIP , CLB &£/ VIP &Rl CVM BYEERR

\
ot
C
o

2. IMAEISE - CLB BT VPC W% , BFEERFin CVM Wy%2E FRuE CLB iy VIP ( BERERINE ) .

CVM L&A ERf!
SIFARAE CLB 3515 CVM B, CVM 22 ErOR S,

b }-‘_}Eﬁiih?\
ARREIIE , IWITESECE Y TCP:80 RS , FimiksSim[/98080 , HE R AT Client IP ( ClientA IP #1
ClientB IP ) iniRIfaEa% , NEkRSH/LEENEMNEENT

ClientA IP + 8080 allow
ClientB IP + 8080 allow
CLB VIP  + 8080 allow
0.0.0.0/0 + 8080 drop

o MR 2 :
NREISE , mrRsECESY HTTP:80 klfss , [Bimiks5iw798080 , HEFMFFA Client IP RIEESA ,
NEmiRSELEENERNEENT

0.0.0.0/0 + 8080 allow
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« NAAR 3
RIFRRIMIAERITE , MLRIEALS VPC ML , £ CVM R2E EEHIE CLB A9 VIP SKIBERIRE. Jix
CLB EoE TCP:80 =g , /EimAks5im1798080 , HERALYF Client IP ( ClientA IP #IClientB IP ) i7ia)tazk
151580 VIP , FEFERE Client IP REEAAIZ CLB TEBEAIZHEN.

i. FiniRS AL EBNEMNEENT

ClientA IP + 8080 allow
ClientB IP + 8080 allow
CLB VIP + 8080 allow
0.0.0.0/0 + 8080 drop

ii. F{E Client BUBRSFRZEAHILHNEEINT

CLB VIP + 8080 allow
0.0.0.0/0 + 8080 drop

o NFHR 4 . BRR
MAFHRZEGAREL Client IP RERRH | HEHA , JUBTRERRSKBENLZ2ALIN. Z2E0MN
FREERUTLSRHITERS
2.1. BFEEEREIGEN Client IP + iniAMINEREEF , AERBI=FIEEEERZ [P AYAIE,
2.2.iRE5%ER  BAIIN—FRZEEAN , BAFiZmO2EB [P A%,
BeESeha , REEMNANT :

clientAIP + port drop
clientB IP + port drop
0.0.0.0/0 + port accept

A

o FIARELRBINFEK , FEReSHERREERY.

o ZEHERHIREN , Bt BAFEIANERNAEE | HitTFEARECE.,

CVM =& BiE{Fa5|

EREHeERERRESHFLEH

1. SRGHIYEEHE , BEENAREISELS) ID HARBIYEIFER.
2. 7£ CLB SRS HFNE Y , BEENAYEIRRSSES ID HATRSRFBR.
3. BT eRIEIF , RIA4RE/ M,
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2 AT TCE

| o HEBX
.EIIIIle,—ﬁ = %

IREN 1A

=infEAREISEN R RSLORMETRI S ISR R II8E. (ER=RE  STLIEERIYERFITEDE | WER
RREGIERTHAEENSE, BRaRENESER | BN =iknfE FrmiiE,

TCloudFinanceZoneBUANFIBRFR R ISR | BAFFIHE , REGERTREYE  caRa S
AR I EEEE. ERLUBE L N ML N EE AR EEEE |

TEII TS S

1. SRGHYEEHE |, BEREIIELE) ID FhkEER , BRBS TS | REIE SN LIRIMEREE
N

2. BEHRAHIYESLE) ID , HAGREIYEIFER , Bt (] BT , A EE SRS mEEdE.

| e £ a2
=isEiEfE
BR cniEEHe  BEANSHET = minfs SR T AREESE |, BEREIIESLH) ID HENSEFEI , A
EEZOEIIELAINEEIEE | RITSCHIRREE RIS, SRk ESnRES.
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miEEtReAA

ZIENETIRE FRIREIIE LA P ERIETE | FARBEERTAZENERT . RIHEEHRARTE—A |
BRI LAERSEGI— B RIS TIBR | MEFH T N RS ANEITIBR.

giitEd znirEf e EEARIYENRE , BERFmkE > RS  RERIGYESIA ID , HEAGEFE
T, EEZAHIELARGEEEE | RALARTEERITS. ERiRSHRSFHNEEER.

TR SLI4ERE

Ei=() B 15288

AHEE bps EF AR |, ERImEIE NS R RS R AR,
HFE bps SRR |, EIYERRS N AT RRYE .

N Ns S AN |, B E BRI REIEEHE.
HEE Ns EFHTEHR |, AEtYE SR HIVEIREHE.

MZEiEr=s ( TCP/UDP ) &

PR SHF SR F = NMEREE FRPIIS MaEier -
o INITRRHEE,
o IR RS AR,
o [EiRAIRSHTROLERE.

E=() BBy 15288

JEZEE 0 EGETERAN | % lTRs CROIZEREL.

FEEREL ™ SRR |, xinlTes ERTEIERE.

N bps EFTERRN |, EFImEE NSRS E T R,
HHE bps ESETERIA |, Bt ERLIAIINI T BRI EE.

NS Ns EFHEERN |, EIEBVERIINBREIEEHE.
HEEL Ns SRR , EYEEAHINESEEHE.
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TEETEs (HTTP/HTTPS ) #E

TtEREFTESRSIFEEN TR MEEES TRPIS N RS

o INITESHEE.

o HBHE,

o URL BARKEHEE.

o EIRCIRSBEEE.,

o EimAiRGSRIROALERE.

= 2y 15288

JESESY 0 EFTEEAR | 1 imlres EROEREL.

R 0 SRR | i lTes DRI,

ANHE bps EFTERRN |, EFImEE SNSRI RS E T TR,
HEE bps SRR |, GBI ENHRS N AT R ER.
N ™s SRR |, EEEERIINEREIERHE.
HEE ™s TSR |, REEE A HISIEEAE.
A0 N A E] ms ST EERA CLB HEYNE RIATIE.

EX AN N AT E] ms TEZEHEEAA CLB RIS AN RIATIE.

N Sz ARRT 4R 0 TESGELHEIRAR CLB NRGBRTHI AL,

BOTMEREL ™ ESETEEAR CLB SR TRIEREL , BIJ9 QPS,

2xx AR i SRR |, RiRARSSERRE 2xx ARSHBAINEL.
3xx KA 0 SR | RiniRSSERE 3xx IREDRITEL.
Axx R 0 TSR |, RiRARSSERRE 4o RTSHBAI ML,
Sxx R 0 TSR |, RiniRSSERRE] Sxx ARSAGRITEL.
404 1R i TSR | RiniRSSERRE 404 REIBRITEL.
502 JRZSHS 0 SRR | EiniRSSERRE 502 RGBT,
clb JREIRY 3xx R i TEGEHEER |, tadktEr CLB IR[E 3xx IRESIDHINEL.
clb R[EIRY 4xx AREH i TSR | S CLB IR[E] 4xx KRESIDHINEL.
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bi={nn I==ly} WiAA

clb IR[ERY Sxx IRERD ™ EFTERD |, thEI9% CLB IR[E] Sxx IRASRBEINEL,
clb IR[ERY 404 IR ™ AR |, fEEYE CLB IR[E] 404 JRESBEINEL,
clb IR[ERY 502 KR ™ E5HERR |, tAEtdE CLB IR[E] 502 JRSIBHINEL.
15888 :

MREFEEER LR TRATRSHBNEELE | FERATIIERSE | RERIESIA ID ZHkE
Bt , BirEi i F B RN 2 SEGIRI M REEE.
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feE S ERES

BEILIRIEEE | - miSAERERMIMAER | ARXEXERSIEERFRAE. IENEESKIESR
—ERAfA i EAEMERS TR E R ERIER | FHMT RO R EAAERE.

NS HESHEEMASS | EERP LR THENATBIERMNGERE. Fit , SEthelE S EREREITR
ENARFRRIIEN RS, BXEENESER | 520 SIREERE.

B S ERIRANFAL RN T

ERTEHG | BErhEARREE S,
2. T EMERIEREERE > SERI , BANSERKEERTH.
3. ALY | eESERE.
4. EcEEMIAIN , BECERBRBINT,
o HERER : EHEHRIER.
o &t | IHERIBEE.
o REESEEY | IEIRISIEIN,

q

5. EEEEXMR.
o AR , MZEERIRIIESRIKSHISEBLS.
o EPIEERDNIR , MiZEERIBIPERFIEHAISEH.
o EHIEESLEIAE | NiZEERIRYIERFIEPRISEGIDE.

6. IREEEMARM. BFMAOI  MARMHRIRMECEMATN | SEREF—MiRA R

o fRASHHER
FEMRASKMHER , FHE MTYIREFRCEEER , EREEFSRahENE. EiZiRRE
B, NEEEMAIRIEFET BRI RIFfiA S ERMRIEET IR,

° EEE%EZQ/T#F

LRAFMGRRSIR. FOEH. HWBXRR. BiE. FEERNESENEMN— M EIENXIIFRMY.
15]!1!]?57?@?5%?3 ABE | GUHEEA 198« KEBRKRERS &gt . BHEN 1000/F | FFERERE
FER2NEH | EEENA BIREEX T 131’\%411&%—}7\)\@,%%&?& AR RHIIEL

PSRN BEELERMRATI00 |, UitsxEE , BEXEE X,

7. BEBEEERE

RIERK , BESZRKE. BT, BICRE (B4, WxR. ME) .

8. WL EBRIRIBIR NEASE SRS | LRI IS S B RERBOARES.
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o BMRIESEAE N IBEE— M RUARE.
o REBNANSEREATMER.
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=5 gi=tanilz

SR

ERILANERERNSEOHEREEEE | FREIELHITERITRSIAEE —FME | REAESEEREXONAR
BHA, XFRERRRIERIT AR BENTNTRBAEREE  (RISERRIREENTREE. BESRETESE SEMIA
GEIYERI S ERIR RN TR

o SMRIERITRS
o RIS
o fRSSERImO
o IRSSERIRCIHER

FNR e rEs/ R s T Es

BRIAMARIENRMNARIIEIYSHS IR ITSREENEE | BIKSROT

E=( i 15288
NG bps EF AR |, ERImEIE NSRS &R R .
HHE bps ESFT AR |, SEEYENLEI MR AR EE.
N MNs AR, AREEEEIREREIEEHE.
HEE MNs EFTERR |, ESEEABINESIESHE.

55 E8im]

REISE SRS R IR RS E
JEEF M RI=AENEERARSHNERANSESE  RABZnORERAEEE.
HEMREE !

ARSI ECE
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HiBH -

[EimiRS R ORERT | REIERNEERIRSSHOZROATA , PENSEINER A ROS
®.

WAL : TCloudFinanceZone 2026/4/9 03:08:38 8 95T 396 ]



2 BAETCE SR (CLB)

H,

R
T
[T

=
ST

FERECEIEHY HTTPS MIRSERT | TR SSL iE-BIRS hIE P S B = S R IRS ST
ANSSL I LRI,

UEFHEK

TEIIERSEF PEM RBAGER. E EEERRT , BRERDES. IEBEAFARAERIERK. IEREKFSFE L
PBERNIFHEPIEI.

BoEUEH

79 HTTPS lSIEREcEIER o /9LA TR PEEL
o ANER SNI, NITERITERERECEIET | ZnITss FAEREERE—MESR. FEEESE HhnlT="4E=n0

HiEH,
o [3A SNI, MTEEHRMEREEIET | ZGITes T AFNENEZEERNRINESR. FEEESE T EERE
I,

HEFEFTEP
FB TP I AR S oS | EDE P RSN,
WiBg :
EREHT , RAFSMSIRES , BLERIIES , FraEROEBasIIE LGS ENEIES.
1. BROSEEHE,
2. EEMISAE SR T HEE,

3. R EE TWERNERSIERT , fEERERAMN"BE FIRES.
4, A FERIER SHEET , EEHMEBEBASHERNS | FRERR.

BEEUEBRERAIREIIE
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1. ERGAEIEEHE.

2. EEMSHE=REIEREE,

3. M REE TWERNERSIZFRT , BHEBERIES D,
4. E'ENMSRTUHE , BE PO XEKAGRERIIELAE.
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UEBER A LRI P

1. EREBRIERE

o ZANHBLERRFASR : openssl genrsa -out privateKey.pem 2048 , Erh privateKey.pem JIERIFATASN M |, iBF
EIRE,

o ERPERIBFRIIM : openssl req -new -key privateKey.pem -out server.csr , Er server.csr 2IEHHERE
K3, ATAEERIFIES.

o FREUSKMHHRIRBEITE CA SHTuLRERIFIER.

2. WEPRF&TCIHBA

2.1 IEPELEK
o FAFREEBHERR : Linux SR T PEM BRAGES. REHEARSHEEMSHAGTES | (R CHRIAGERE
S FSIEBEIRN PEM &R HIRE,
o WMERZET root CA HWBRRAGES , BERMBEBRE—H—H , FESFUMIES , BBEANEREIRTHN
SRR RIS,
o MREWIPE CA TWIMRAGES , BEFRSEBXHEESSHIER | EEANNBIRS SIS SHEES
ESHE—IRLEE.
o BIEHOEPEIERHEN |, BETEBEAR , A PEM 8XAS , SIEPRBSHLE.
o BHEMINS : IRBEBIEBHE—D , PIEEPHE—H , PAREEST. > —RERT , TUWIERRIES
HOBHRS BRI |, BT,

2.2 MR HETANE R HEEURA
T IEBETAHERHESTUER] | BEASTIUERE L%
1. root CA HUMNTUARIES : IEBETUA Linux 3T PEM 4830, #EIR0T :

IERANS
o [——-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] FFLFEER ; iSiEXSRE—FH HE,
o BIT64FFR | RIg— 1T TBIZ64FFF,

2. FRERHINTARBIEFE -
——-BEGIN CERTIFICATE——-
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——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-

UEPHERI S

o IEBZARBERELT.
o B—MIEBERE E3"2.1 IEREIEK",

3. RSA FATATSTUEK

HEHIENT -

RSA FAHRTLABIERTARAR (RSAFI DSA) . 233 (RSA #1 DSA ) 01 (x509) IEH. EfFi#R Base64 fwfSHI DER
HBIVEEE | B ASCIL#iELEE , FIESRRZ AR AMEIE .

RSA FASERLM :
o[ -BEGIN RSA PRIVATE KEY——-, ——-END RSA PRIVATE KEY——-] FFSLER |, BRI —H
&,
o BIT64FF , RIE—ITKEYILIARELAER,
WNRIEARILRIR AT Z= 4R [——-BEGIN PRIVATE KEY——-, ——-END PRIVATE KEY——-] iXFd#&=taY

AJFRFATR | IR LURRRAN T o TVAE AR AT FRFASA

openssl rsa -in old_server_key.pem -out new_server_key.pem

SRIEIE new_server_key.pem RS SIEH—iE H1E,

4. UEPEEIR PEM 132 1A

BRIAEYE RS2 PEM HSIUROIES , ESIRIERREER PEM 85488 LERIGREEH , @Ed
openssl TEi#{73#, THZ/UMHLERITANERBREIEERR) PEM $8zURITT %,

4.1 DER t&VUEPEEHEH PEM 18
DER B —iZHIE Java &,

UEPEEHR ¢ openssl x509 -inform der -in certificate.cer -out certificate.pem
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FA$HEEHR © openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

4.2 P7B 1&TVUEPELHR) PEM 183
P7B & —AgHILE Windows Server #1 tomcat &1,

IEB4EEHR © openssl pkes7 -print_certs -in incertificat.p7b -out outcertificate.cer

$EEN outcertificat.cer BBE [——-BEGIN CERTIFICATE——- , ——-END CERTIFICATE——-] (SNB{ESIED L
z.

FASRYER « FATH—RRTE 1IS IRSSESETSH,

43 PRX ISLIEB 40 PEM 8%

PEX 8 —RHEIE Windows Server &,

IFP#EHE © openssl pkes12 -in certname.pfx -nokeys -out cert.pem

FASHEEHE © openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

4.4 CER/CRT f3zVIEP%E#E)9 PEM 18z(

XJF CER/CRT #8ZHGIES , BRIBEEEMESUER M BB TR, FIa0 , 5 “servertest.crt” IEBI{4
HiEE®R A "servertest.pem” BIA],

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 100 7 # 396 T



2 BAETCE SR (CLB)

HEEHE

SEREOS

BEILME ZERITHERIS B, THABIERRFCR.

=&t ( CloudAudit ) E—ISHEHEAITCloudFinanceZonelk S TIAES . SHIMIEE. IBIERZFIKIE EHIZAY
RS, CloudAudit I2£TCloudFinanceZonelEETIREHATIER |, XL EEIEEIITCloudFinanceZones
HizHE. APLRSS. ST LEMEMRSHITANEIE. X—SHRLCRALBHNZEMS T, RRESERER
FREHFE T {E.

EELIR
1 B3 ZEEHA,

2. ERFCRNEYT , BEULURERFS. BREE. 8RS, FHR. 54 D FERRMFCR  BOARBRT
(NEREPDEHE , ERE FIREREINRESIRNESICR,

3. IINREEH—L TRBENME(FICR | BEZRFCRAENRImg , IEFRFCRNFSE | BFne=E
A, EXRG, S IDF. B, JUBREEESY | #1T rESHRIEXER.
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EcERIAHE

GESYERILEATE T BN EFIRIERIFRER | BEPICR TIEKEE. BEXEERE. EFE P k0. &E
3. MNASEFER. HRESHUSBETHEE iREX. WUHETE. oiERFTA%F. SrnaREx
AR CLS o, o HPRIERIAS EIR | EE SRR R,

GESYERILE AT EERTHEAE |, B SREEURE. HEASEEEEE LR, BEEENER.

WiBg :
o (X IPVA [RAMIGEISESHFECERRIEE |, IPv6 #1 IPv6 NAT64 [RAAIZHF.

o (REEGQEINESHFEREDRNES , ERBIIEASIT.
o NIFIRRMEESEERI RIS BTSSR E LR B,

LB— . FRREBEGEEA CLS
1 BRERIEEHE | BHINSHIILE TABIE,

2. 7£"LB sLpFIER"TamE [ BB RGEtYE ID.

3. £ EXERTHER HRAR (tF) &R , BRnERTEASRSS CLS,

4. FERHR RN SHEES |, BEREILREE  XRRERERN.

5. ZINAINfE | IREISEERFIBTIE [ BEREENr , fERHAYEN CLS BSERIVE WHEE  FFR"ERA
&, FEEEELESHNATEMESER , BERR. SEtZATERATER , BHHEAXER
& BEEEARREEE.

18R :
ENERE clb_logset HEE T 'CLB"HmRAEEERR, ' CLB"tmRNAEETIIEBHEETNESR
=T

o H'CLB"TMRNBEEERMABHNCIERS| ; EBATERFFINEIERS| , BUARSHHER,
o T CLB"fRRRI B EMENASHHYEE | S EATEEFTFIRENRE.

6. FcErohk/a it S EEa A SRR AT Bk E] CLS 2= SRIe RO W I,
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7. (Hik) EEXRARDRAE  TRRBLHERR , RN EN CLS BEEMAE MEEPHTRAF R
AZRPAE],

SR EEEHEERRIZRS]
iBR -
HELFIERENENEENAEETNREEERS| , BUEEAZIBE.

EIECERNRSIUT
BEZRS] FERREY vaNTith
server_addr text TR ED1ERT
server_name text TEEEDEF
http_host text TR B E DR
status long -
vip_vpcid long -

1. ERATRSEHE , EEMNSHERERSER.
2. £'BSERTNH , BEHERESER ID,
3. EATERFBA , BERSIEBERNE |, BEHA LARE , BIENRINERS|. kEiE  BEE.

S£B= . B NHEE
1 BRETRERHE | BHENSTRRST.

2. RSN "REF |, EFESE. AEEEMNEEE [ BEaERsHT  BIEMEER CLB _EiRE CLS RIS
EEI:I:\O
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A s iy Pxla
PalEl=gE

LN RS
A
WNERIG(ERZEI T thEtdE CLB. =iRSSSE. FUEESFRS , XERSHAENASE , BEEZ=EHNZWEEEH |, 1§
FEU )RR :

o IBHNZHRZ AHE | MBXEE.

o IWLILIRHIECARBRNIR , ZrreiRR/EEkZT Xk,
PAEE (CAM ) BTFEE=KP FRFEBASSR | @Y CAM |, EalLUE S B4 SRR e IR pL kel
ML SRR ERSR,

pign , SR TES N REISELAIREEARIMB T | AT IEMRES]  JIRFEHTIRN , TSI A /Y
BERHE—NEAERE |, IZREIE | REZEERTRFNE A THABIYERIR.

INREAFENFIKFBT CLB A8 XRIFANHAEE , B LABNSIET ., BHDXLERD FH ARSI )R ERE
PRIIRARFNAER.
CAM EAXRHEER
RKFIEE 46 FIKFPESRIESCIIEN | RIKIREFFEREI [APL, RiR , BF/BPE , /e, &4 £E.
L. kP
o RIS : zRIFFE. BREAITEITZEINEARER , IERTCloudFinanceZonefkss.,

o FIKES : HIRKSOIEWS , BRENSHIDFASMHEIE , HeEEREITCloudFinanceZonetzdlga. 1R
WESALIRIES N FKS(FBF), FWSEAREERR , UWRHBEBERIKSHITEN,

o BpEIE
BIREREIEFNAENERRM , ERFIELRIERFERSNEN |, HIAIERRIE=APIZESE ( Secretld
#0 SecretKey ) .

2. RIRSR
° ViR | KIFRTIRSPHRIREIXIR , W— 1P =ARSS=/LH] , COS FEHs , VPC LfIZ,
o IR : RURBIEAVFEIRERELERFPFITRLEE. FOARBRT | RKSHEES THRERIFINEAN
bR, MFKSKBERKS MEIRRGIENER.
o IRig | RIBEE XA — RS EPIRINEZWE. RIKSEITRERERERZIRF/BREBZRIEN.
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RIGENX

CAM FREZIN RIS B SRS A

RIRRE BRI RIREA T

pk=aslipSul qcs:clb:$region::clb/$loadbalancerid

REIIE RS qcs:clb:$region:listener/$loadbalancerlistenerid

REIERIRIRS SR gcs:cvm:$region:$account:instance/$cvminstanceid
Hep .

« B8 $region RIAEA region B ID , AILAAES,
* AT $account REAKIFBBEER Accountld , BiE"™",
o Fi8 $loadbalancerid Bi954 loadbalancer f9 ID , ak&"*",

LALESEHE,

CAM AR TR E S TR AV O

7E CAM o, L —MABHSEFATRETIT Action UL,

a9 (CLB)

SEIFER
API 1#2/F RFEIA ML
DescribelLoadBalancers iﬁﬁﬁﬁj@ig@m * X TE
CreateLoadBalancer WSt EIo s qcs:$projectid:clb:$region:$account:clb/*
DeleteLoadBalancers R S gcs::clb:$region:$account:clb/

$loadbalancerid

B GREIYEEIE(S gcs:clb:$region:$account:clb/

ModifyLoadBalancerAttributes & $loadbalancerid

ModifyForwardLBName R REISENEF $loadbalancerid
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a9 (CLB)

FAIEVEPS
API #2/F RIRHA EOER
e gcs::clb:$region:$account:clb/
|BRGEEI . .
DeleteLoadBalancerListeners ?E:ﬁ;\gﬁ_ﬂ% $loadbalancerid qcs:clb:$region:
= $account:listener/$loadbalancerlistenerid
. cs:clb:$region:$account:clb
| | pmpayg  JcSdbidregiondaccountcb/
DescribeLoadBalancerListeners e $loadbalancerid qcs::clb:$region:
RITEsFIER "
$account:listener/*
g cs:clb:$region:$account:clb
- | Eumapog O bregionsaccountcb/
odifyLoadBalancerListener e $loadbalancerid qcs:clb:$region:
SresEl " . .
$account:listener/$loadbalancerlistenerid
. el qcs:clb:$region:$account:clb/
L Bal L
CreateLoadBalancerListeners yeF s $loadbalancerid
il YAy gcs::clb:$region:$account:clb/
DeleteForwardLBListener ISIFEE (U2 $loadbalancerid qcs:clb:$region:
tE2) $account:listener/$loadbalancerlistenerid
(S hEIE qcs:clb:$region:$account:clb/
ModifyForwardLBSeventhListener tEWIRNE $loadbalancerid qgcs:clb:$region:
{3 $account:listener/$loadbalancerlistenerid
(B G E I gcs:clb:$region:$account:clb/
ModifyForwardLBFourthListener MRMSIFEER $loadbalancerid qcs:clb:$region:
L $account:listener/$loadbalancerlistenerid
. e cs:clb:$region:$account:clb
. | snpapys s cbdregionSaccountdb/
DescribeForwardLBListeners e $loadbalancerid qcs:clb:$region:
HRITEsFIZR " .
$account:listener/
) SIELERE gcs:clb:$region:$account:clb/
F LB hL L
CreateForwardLBSeventhLayerListeners e ——— $loadbalancerid
. BIEIUERE qcs::clb:$region:$account:clb/
CreateForwardLBFourthLayerListeners T — $loadbalancerid
EISEEE + URL 48X
API #2/E RIRHA pe={mpinl:)z]
(BRI E gcs:clb:$region:$account:clb/$loadbalancerid

InTEREE A
RS

gcs:clb:$region:$account:listener/
$loadbalancerlistenerid

ModifyForwardLBRulesDomain
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API $2/E RIRHEIA
SRR EISE
CreateForwardLBListenerRules WSIFrEssE o
y
iR tERE
DeleteForwardLBListenerRules TS ITSE
y
il asti )
DeleteRewrite RN Z 8]
HEERXR
FENRINaE
ManualRewrite e RN
HEEM[XR
SIEIAnE1
AutoRewrite IR RN
HEEM[XR
[EimBR S5 EsHEX
API #2/E

ModifyLoadBalancerBackends

DescribeLoadBalancerBackends

DeregisterInstancesFromLoadBalancer

RegisterInstancesWithLoadBalancer

WAL : TCloudFinanceZone

a9 (CLB)

#ZO17AR

gcs::clb:$region:$account:clb/$loadbalancerid
gcs::clb:$region:$account:listener/
$loadbalancerlistenerid

gcs:clb:$region:$account:clb/$loadbalancerid
gcs:clb:$region:$account:listener/
$loadbalancerlistenerid

gcs::clb:$region:$account:clb/$loadbalancerid
gcs::clb:$region:$account:listener/

$sourceloadbalancerlistenerid qcs:clb:$region:
$account:listener/$targetioadbalancerlistenerid

gcs:clb:$region:$account:clb/$loadbalancerid
gcs:clb:$region:$account:listener/

$sourceloadbalancerlistenerid qcs:clb:$region:
$account:listener/$targetioadbalancerlistenerid

gcs::clb:$region:$account:clb/$loadbalancerid
gcs::clb:$region:$account:listener/
$loadbalancerlistenerid

AR EIU A
. cs:clb:$region:$account:clb
pamayy  JCSregionsaccountclb/
- o $loadbalancerid qcs:cvm:
Eesiaimik . .
$region:$account:instance/
FeeiNE . .
$loadbalancerlistenerid
LG ESAS
?j%ﬂyiiwj gcs:clb:$region:$account:clb/
BHENE . e
A o $loadbalancerid qcs:clb:$region:
ImARS5 2R .
$account:listener/*
*x
gcs::clb:$region:$account:clb/
fRaRfEumAR $loadbalancerid qcs:cvm:
5SE8 $region:$account:instance/
$cvminstanceid
" cs::clb:$region:$account:clb
gﬁfﬁﬁuﬁﬁﬂg $Clloadbalincgerid $qcs::cvm: !
SeeRltaE . .
. $region:$account:instance/
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DescribeLBHealthStatus

ModifyForwardFourthBackendsPort

ModifyForwardFourthBackendsWeight

RegisterInstancesWithForwardLBSeventhListener

RegisterInstancesWithForwardLBFourthListener

DeregisterInstancesFromForwardLBFourthListener

DeregisterlnstancesFromForwardLB

WAL : TCloudFinanceZone

G

BRI
GBS

(EEUES
IRt A A
N E=ARSS
BRHYIR

(EBLEES
O =REEA AR
W E=ARSS
RRHIINEE

SBERIRS
LS
LR
BRHORE AT
Rt

BERIRSS
AREltaEtY
3=y
ARHYAE AN
uE

fRGBtAEIY
E =il
g
ER=IRSS
a5

fRABtEIY
HtERYT
AREE AN
=R
A5
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a9 (CLB)

AR

gcs:clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/*

gcs::clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs::clb:$region:$account:clb/
$loadbalancerid qcs:clb:$region:
$account:listener/
$loadbalancerlistenerid qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs::clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid qcs::cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid qcs::cvm:
$region:$account:instance/
$cvminstanceid
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ModifyForwardSeventhBackends

ModifyForwardSeventhBackendsPort

DescribeForwardLBBackends

DescribeForwardLBHealthStatus

ModifyLoadBalancerRulesProbe

WAL : TCloudFinanceZone

G
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RRHINEE

(ER W=
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BRAYIR O

ey
B=iRSeR
IS

EighEty
EizRaE

(EBE=2)
R ITaRE
y =3 8jic
RIGENEE
KRR
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a9 (CLB)

AR

gcs:clb:$region:$account:clb/
$loadbalancerid qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid qcs:clb:$region:
$account:listener/
$loadbalancerlistenerid qcs:cvm:
$region:$account:instance/
$cvminstanceid

gcs:clb:$region:$account:clb/
$loadbalancerid qcs:cvm:
$region:$account:instance/*

qcs:clb:$region:$account:clb/*

gcs::clb:$region:$account:clb/
$loadbalancerid qcs::clb:$region:
$account:listener/
$loadbalancerlistenerid
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ANI%)
AT
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CLB FIEIEE5RA

o BIN—1FKFLL CLB fRSBZAITEEIENR ( B, SHESEEMRF) .

o SRERBFR : CLBResourceFullAccess

{

"version": "2.0",
"statement”: [{
"action": [

"name/clb:*"
1
"resource": "*",
"effect": "allow"
1
}

CLB AYRisEsRES

a9 (CLB)

o BR—MFIKFRiEiEE CLB AR ( BIRJLAEERTE CLB TEAMERIFAIUR )  BFRATEEIE. B
FEMREN. AEEHE  BFTERNORRERETUERSZRR , ATLENEAFIKFFE CLB £

BR.
o RHEEZFR : CLBResourceReadOnlyAccess

"version": "2.0",
"statement”: [{
"action": [
"name/clb:Describe*"
1
"resource": "*",
"effect": "allow"
1
}
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=L

GEESHFERSEEFRSEM , TN FRSkEETRE. FIKSNIEEERH.

BEFIKSECER

1. &F]TCloudFinanceZonefhaZ g1,
2. EEMSHI=RTEER , B FKSHIERT.

EEFIKSHEER

1. EAFEWKSZERTCloudFinanceZonefa &9,

2. EEMSAV=RER ST,

3. A'ECERETIR TUE , BREAN EE =S E FIKSECER,

4. AR IREFIKSECEU XHEEF , REFWSHIBCER , BREHE.
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= IEfR
RN ESERIE RS

l\'| |

PUERFE

TCP YT , taEt9E(ER SYN TR ; UDP il , (ESEER ping <3 TIRM.
EREEE CLB EiRiRSHnONRERRTS , EARR  fFERiRT

* HE CLB BiniRSSHEREHREBMKEIN 7RSS , IREEXA
o £ netstat &< , ERRIRSH/NROESEHEERT , EXE5) , WEHBRS

TEAE

HXEE (HTTP il ) IRSS , HE—RIFHINEREE SE"N , JLABTN FAEHTHEE :

o HFRENENtEERICERS SRR CVM ZEREBEREEAME , EEEE R RS EMEN AIRS 8%
ORBEEYRIFEARMELE E , (588 SIER MBI |, SIS EIRS SR O MRt , NimfiRGaE
WERFFGIE CVM ZafERIERE.

BigmaEiyERimRA280 , C(VM FimmAME80, (VM K IP £ : 1.1.1.10

Windows GRS /FERINTHS :

netstat -ano | findstr :80

Linux RFIRS=/FERNTHS :

netstat -anp | grep :80

WNEREEES 1.1.1.10:80 BYAIFEL 0.0.0.0:80 BYMANFMIHARIXERS IERS,

o EHRIREIRIRSS RIS THENARD | ZinO RS EEREE R E PR ENERRORE
RBMERHIYE , REGRmOtelnetBIMNENA , FJLAER telnet 1.1.1.10 80 Kilid. MRIBLEREIY
& FTE HTTP REIBR200 FRERIERAPRERD. 1aI875ENT

Windows RZFAILAEREE CVM AATRIEESMAAMIPKREIESR |, &4159 : http://1.1.1.10
Linux 2] LUBIT curl -1 $(s$EHFRSES I HTTP/1.1 200 OK , &A1& : curl -11.1.1.10

« EER CVM REEEEIKESEMZ2RGIRRY | XEXHREE DB ATIIER SRS 1P HltF

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 1137 396 1™



2 BAETCE SR (CLB)

W NS REERE T AR ERRRSSH TIEN.

MEIRSSEENMF KRR S RIT80iR O , LGRS XA X T,
Windows RFERILUZITIIN firewall.cpl #{EXHF]
Linux RZeaT LA /etc/init.d/iptables stop X4

- RELENEGRREESHIRERTIER , @SN EEOE BHIIRREESHEOAEHITIRE.
o EEEERRERNNY , BRI html FZANESERNE , RETRERESER | FEINA PHP FalSHIA
iE=.

« RERRESEREAHSH CVM XIMEHIRS LI,
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ZiEtimewaitid SRR 5=

ANE=R

ZREN CLB fY , ESBEI—%=Fig timewait 1322 |, IO HRIES# , S connect KMAYRIE , FTESIHAR
EFRRAE,

Linux &3

tcp_timestamps : BT tcp timestamps I , timestamps 27F tcp =/XEFIREHHEHN , EFE—FHFAFZ
¥ ZEEMARER timestamps 1E1T,

tcp_tw_recycle : E&EFS tcp time_wait KRESEWL,

tcp_tw_resuse : FEE , AJEEEIIGEEIT 1sHY time_wait IASHNEEE,

JRE T

EFintimewaitA% , REABEFmENMAER  ERiRSIA—MNEE | 1Z2EEHSHAtimewaitikZ |, EAIA
60sTRRTEI, —RRIER T , BRIXMIAERT , ZEPSIEEITIF tcp_tw_recycle 1 tcp_tw_resuse WNEEL , EFTF
Bz timewai A &R,

PAM=aA1 CLB j&B+TFF tcp_timestamps %N , SHEFintI Y tcp_tw_recycle 0 tcp_tw_resuse #EASE
R, ABEHUEREML timewait IRSERE. TESER/L Linux 2293 A0 CLB A8EFF/E tcp_timestamps BIR
&.

1. tcp_tw_recycle #0 tcp_tw_resuse RBETE tcp_timestamps FJFRTA SR,

2. tcp_timestampsAlltcp_tw_recycle@AEERIITFIFFAY , EARMNE T NAT RXi5EKRS:S | 2FER
&, FRET

tcp_tw_recycle/tcp_timestamps #3FFERISZAT , 60sAIE—IR IP EH1AY socket connect Bk
timestamp AIURIEBIERY. LA2.6.32P9%% A% , BRSCE0T :

iER -

o tmp_opt.saw_tstamp : i%Z socket 325 tcp_timestamp,
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o sysctl_tw_recycle : AHEFFE tcp_tw_recycle &I,
o TCP_PAWS_MSL : 60s , iZ&MHFIMTRNZIR IP BY_EIR tep BRAERE60SH.

o TCP_PAWS_WINDOW : 1 , iZz&4#IlrzmiziR IP BY_LIR tep @iflAY timestamp KFAIR
tep.

3.CLB (7/2 ) XA tcp_timestamps [RE , EALAMEFinEE NAT XGRS :S | AIRESFERRE | 1
T

i. RATTHEER time_wait A7, NATRXXimORISEREE  2MSLWERTREMRTTA | A¥ksynt.

ii. 7EFF/S tep_timestamps &R T , FERGEEITEANEE , £EFZ syn 8 ( BAFE T HIERGLI
INRRER ) .
i. EORAGEIE > AORATEIER,
ii. 24RARNTE ( BTEBEFECE32(1 , Linux BRIALmsEF—RAJIEE; , 24 RS KERTBEESE ) .
BT  ERRZAEAPE , EABRFIHEREEERNATHMX TELZEERIAN IP , ATERE
TTEEE2MSLIWEF | FRIZE s ERA AB AR RIERSBIER,
1A2.6.329#% 901 , EARSCEIANT ¢

B
o rx_opt->ts_recent : EIRAYRTIEIEL
o rx_opt->rev_tsval : ARICEIRIRTEIRL
o get_seconds ( ) : ETATIAE
o rx_opt->ts_recent_stamp : _RISEMEDAIAT E]

73 =
FRRTE
ZFig Timewait IZ A , BUNTHREALE :
1. HTTP {§F3%Ei&E#z ( Connection: close ) , IXAYH CLB FaXFERE | EFRIRASTTAE timewait,

2. &D%ﬁ%m@iﬁﬁt@_}; AJLAFTFF socket Y SO_LINGER #EIR , 5/ rst XIAERE | @RFAAN timewait 1K
IRFREREIIH OB/,
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AEISEHTTPSARSEZ AL

1. CLB th&tyfEss HTTPS 871508

TCloudFinanceZone CLB fa#it9sgiBid Wik RIRFZIRAGREMN , ST HTTPS MEeEXIEF. FAY .
BB EDEEHERRSTE | #ARME TIEBAIRA. TCloudFinanceZone CLB fEAN /LN EBEIE S SSH3IE
HEERE
1. {5/ HTTPS HAKMEE Client imRIiEIEEE.
2. ERFNEEIRSSES SSL INAEERIERE | SIA6.5W cpsiIZEiEF. 1BlbEMRE CPU IR TE3.5E , TETIR
FiImpA |, IRKIRA T W SIEE R RERKTIIIRSEE | R T BRI HIEE.
3. STHFSFIMMENE R AR, R SSERCE Pl M AIES | WS RimREESRF HTTPL.1 BieefEr
HTTP2, SPDY , SSL3.0 , TLS1.2 Z&&hRAMMY.
4. —ihs, SSLIEREE. KiE. i, BIIFIEFRER & comodo , symantec BFXHE , IRITEIE , KiE4E
IRUEB B RE R A,
5.F5 CC & WAF Iheg. BefEARtaiEEr. SIERREE. SQLIEA. WNIESENAERE.

2. Wil BAY

HTTPS IRZIHESDIGIE , (EEMNBERTEMRIEEMNE , (EEIHIE SSLMETHZEBE | BAST4—EDN
MREIRAE | TERIREANEIIRINEREEFRE CPU |iFEEFAHE. AU 7 TCloudFinanceZone HTTPS fRSB1E
SSL IR ER TROIRPRMEREEUE | A5 HTTPS {E5ttaesiEdtTtxdfns %,

3. WIS

o [ENTHE :wrk4.0.2

e TCloudFinanceZone/RERFEZIAE : Nginx 1.1.6_1.9.9 + Openssl 1.0.2h

o ZEENGINXHIESIBERFMSE © Linux TENCENT64.site 3.10.94-1-tlinux2-0036.t12 #1 SMP Thu Jan 21
03:40:59 CST 2016 x86_64 x86_64 x86_64 GNU/Linux

o Hth[FE M ZEEIEZR S : Linux TENCENT64 site 2.6.32.43-tlinux-1.0.17-default #1 SMP Tue Nov 17
18:03:12 CST 2015 x86_64 x86_64 x86_64 GNU/Linux

4. WebServer 85N A3

HTFBREEINTTERZERBAIESN TCloudFinanceZonehttpsIREZHRIRIERE , EERASAEINFAZ
EH BNUREE=%S
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1. EOHSEEE. FESRRIE http/https [£70 , FHEHBANBNEIURER .

2. izt , BRI EDTERFRISHIANGER | RIS EN S ENEUEFH L@,

3. WiEAN, , BpEETCloudFinanceZone HTTPS ARSSHI=MES , MK WebServer (488 , EIEREIRE , AHEE
& upstream,
EEREN TR

5. HTTPS WebServer s tREEiE

LE i) Session cache Bk (bytes) IN=ZEH tEBE(Qps)
N 17 230 ECDHE-RSA-AES128-GCM-SHA256 296241
5] XA 230 ECDHE-RSA-AES128-GCM-SHA256 65630

6. CLB HTTPS gE/oii{z5e
H_EZATX0 , TCloudFinanceZone HTTPS 373 SSL %= , HEinHEZ MRS ER | REHNREIRSEET
SIEFMREANAZEI65000 qps , KiEERMHEERTLUAZIZ9300000gps.

EEENT , HTTPS HHY TR SSL i) , IBINT Z2D—REEIEFAIIRE | EILLEINGER /92 x RTT, 1LEHH,
SSL SIFR/AERIFRINEIGIHFEAE CPU &R , RSA BIREREN2FEH HTTPS N EEHRT,

{$EATCloudFinanceZonefaZita% Ry HTTPS IRSS , AP LEASSLINfRZEMERZARSS , HTCloudFinanceZoneA~
WEHaTERINERFE | 1L PR IRGER SSEEEENFIR IEREN .
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ETIME W AR

EF3SaVE Wa)

1. BimFENRFEAMRE

WL =IRSSEEAT , MIRAFBLAMRE | NIZENIER AN AFIIEHNSSEEARNENER.

2. RimFENHRIREAE

MREHRENRETRIR  WFEETIEEHRER | EinikSHA2EE4 CLB |, XiF CLB 4ESIREI504,
50245 %= P,

3. BERimmOFRE

EFHMNEITY |, BEFIERROTEEIREIT/NMNT , BEREEORNE , SSEEMEZEAM, s, KiEZEEA
R keep_alive FEEXTFO , WiEZRES—BEHERO , SHEFinn AR E.

4. [RimRSS e MKERAY N FE Ak o eI

BRI REIEARIRIRRS SR | FHRSBABRIHIETESE | (EETIRENGERIRS S AN B KREUEES
HAGA A , LETNEIREHIIEEEED | e mENEE.

5. BimiRSESERIRESEE

ENRAZ2EERRSSVERRTS  RERIRRSSEEFRECEANHEEFNERNSRE ( IFE , RET
) BY , BESHENEEERAIIISR.

6. EIIEHBESIERT | BinENRES ALY

REBSEARRIEREE  SRENBKEEEEN/IERRRSEHL  SERESEAYE , EUMEZRIRN.
EWENRS KASTERET.

JEMZEE N
W U FRE AT RN | H AR SRR R,

o ENGRBERRRENIR , EINEREEE,
—RRBR T IDERTERIFFINEES , ENEERHFEWIIREIIEAIEEREEN , R LAEREEZER CLB
MiEmARSS 2RaIaLERES].

o ENGREEETERENERIER , ARUATE LR, BikERlSE.
RTINS EN T EATEERIE AR B/ NIEHE | SBRTREE KA , SSECHIMMENEINS , MTAFT
REEF T R A REEN 7KL,
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o BENERIRSREH— M EFSHEATEN | BRNARSZIETRARE , 0 1/0. DB,

o BITAFRRIERFIE  SNEHSEPENIINERIRSS | LIk, EOMERART , JIABEESR
I N ERET NSRRI R R REN B,

o BITKIARERERE R REREERKYERIRSRAILEAER.

o EASA client(>5) HATEN , IR IP 95, BEBEIFAIEHIIE ESLRRIEINR.
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Ex{ESCHG
SEBIIE TR Gzipic & AN T A1 AR

AR GREIIELAIF , HTTP/HTTPS thilEUASTSRFFE gzip E48T088. 72 gzip THREXIMURITESE | &
DIBERIHEMEEHIEIEE | R ZFinNSRRAINEEE. AERTREY , FEERWN TS :

o BEFiw CVM BEEFHE GZIP 7%
STFERH Nginx [RSEes , UAEEEENH ( BAIAS nginx.conf ) BB, g GZIP HEEIRS

gzip on;

o SRIREIESSIXARENT | SRTLUE gzip_types BeEIFIEEX B TESE

application/atom+xml application/javascript application/json application/rss+xml application/vn
d.ms-fontobject application/x-font-ttf application/x-web-app-manifest+json application/xhtml

+xml application/xml font/opentype image/svg+xml image/x-icon text/css text/plain text/x-com
ponent;

WA ¢
REBERIR CVM WS ARELETFERT EIASESREIR GZIP 745,

o B mEKPLTHEEEMREBRIFC
FECRERE | FEREPimE KIS TR

Accept-Encoding: gzip,deflate,sdch

5 CVM FFiE GZIP ezl

T =ARSSEHEITIME : Debian 6
1. 5EF vim {KIERPERRFTFF Nginx BECESU4 -

vim /etc/nginx/nginx.conf

2. BRGNS
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gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_http_version 1.1;
gzip_comp_level 2;

gzip_types text/html application/json;

ERCRBRE R

e gzip : FEEKA gzip &R,
&% . gzip on/off
{ER1, : http , server, location

o gzip_min_length : IRERITERIRER/NFTE . WEFTHEM header SLHRY Content-Length
FHITIRE. BONMERZLK.
B gzip_min_length length
{1 : http , server , location

o gzip_buffers : IRERFIRBU LN BRMRIEFRTEME gzip REREEREUER. 16kAFRLAL6KER , &R
[RIaEHEAR/NALOK IR RIIAMEERIBERTE,
&% : gzip_buffers number size
YR : http , server, location

o gzip_http_version : XZRBILAMER gzip TEERI HTTP RARRA |, iRE HTTP/1.0 KFE T HE(ER gzip T8E
B9 HTTP SYEhRA , EILLETLAB L3%2 HTTP/1.1, BFTCloudFinanceZoneMIE &Mz HTTP/1.1 , Hitt
ToRI TS
&% gzip_http_version 1.0 | 1.1;

YRR, http , server , location

 gzip_comp_level : gzip [E4&tL , SEEIAL - 9. 1EMECER/IVMMIBRERERR , IEFEILERABNIERIE ((EHIR
{BECESEFE cpu ) .
&% gzip_comp_level 1.9
{ERB1E;: http , server , location

* gzip_types : IS MIME SKBUH#1TESE , A "text/html" KEIZSELER0.  1EHh , Nginx T8I gzip BA
RIE4E javascript, BIESESEENY , alLABIdgzip_types IEEEEESEH MIME 28 | IESSENH
1TESE. AN SNRFEXT json AEUEHITES , WFREELIEDFIRIN application/json SRR

STIRFHOSEEINT ¢
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text/html text/plain text/css application/x-javascript text/javascript application/xml

L . gzip_types mime-type [mime-type ...]
YERIE: http, server, location

AXECEEIEN , NELESUHRFRY |, #AZ| Nginx bin XHER , FUTN T HSEFMNE Nginx :

./nginx -s reload

55 curl <M gzip BREMIIFS :

curl -I-H "Accept-Encoding: gzip, deflate" "http://finance.cloud.tencent.com/example/"
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HTTPSEEAECEN| JiER

N —A AY
1. AEYE eI ER
CLB iy ssimid X tim ik AR ImAREMAL , ST HTTPS MeeIEXIEH. [t , EIHE@ELEBHERR
AE | WOBE TIEBORA, CLB 7EAT R LS EAL ol S s B s -

1. 8 HTTPS HAZIHE Client imfVi5aEE.

2. ERFNEREIRSSES SSL IR EE , =ik 6.5W cps RIREIEF. 1HtiSHsE CPU RRATEDISE , BTET
IRSFimAkA | IRAIRA T SBIEE R RERKATRIIRSSEE | 1858 IR AR INTEREN.

3. SN R AR, R SSERCE Pl S M AIES |, WS RimREESF HTTPL.1 BieefEr
HTTP2. SPDY. SSL3.0 K% TLS1.2Z&ARAINL,

4. —ibs, SSLIEPHE. KiE. i, BIIFIEFRER & comodo , symantec BAXHE , IRITEIE , KiE4E
IBUIET ERIE AR R AN,

5. B CC K& WAF ThEe, selBtMBiBEsR:. BIERKE. SQLIEA. MIUESENAERE.

2. HTTP. HTTPS SLZBtRiA

CLB X§ HTTPS j#H7LH2 , TG HTTP R HTTPS 5K , 2T CLB R4 CVM BT, #52 HTTP &K, ixaT
FRETEDHANRINERE HTTP &2 HTTPS,
CLB fEiERieR AfEm CVM B, 3k&8 header 2AE X-Client-Proto :

X-Client-Proto: http ( Biimg HTTP 53K )
X-Client-Proto: https ( B3 HTTPS i53 )

3. NI JECE

BREBPEEEEMLL https://example.com , FFREFEAPENSSERMNRUAT , EEEEA
www.example.com BRJI@IT HTTPS ¥ & £iiEl,

IATAFEAR www.example.com EKRERTIENT :
1. iZiEKRLL HTTP thilifEs , 18T VIP i5aaEiaE ieIresnIs0in0l , Ftt &2 Ein=ik5528a98080im .

2. BIEEmRSSESAY Ngink LECE rewrite #F , iZi5k&138080ix0 , FHFESE https://example.com
T,
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3. AN EREIR A% https://example.com &EKEBRIAY HTTPS ihe |, iZiEkiEid VIP el ge sy
8309443im00 , FEEARRIR=IRSSE5R980IR .,

Elt , BKRERTTH.
IR FENS R AP ARERIRIBR T |, AP HTTP B REENENRERI HTTPS 15K, ASLILA LIEREEKER
8, AP RiRARSS 25N N E

server {

listen 8080;
server_name example.qcloud.com;

location / {

#! customized_conf_begin;
client_max_body_size 200m;
rewrite 2/.(.*) https://$host/$1 redirect;

}
}

BETE Nginx #ihRAT |, RAFEFRIS0IEEQEETTE , 1§ Nginx HTTP WEEERZE HTTPS TUH :

server {
listen 80;
server_name example.qcloud.com;
return 301 https://$server_name$request_uri;

server {
listen 443 ssl;
server_name example.qcloud.com;

[....]
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A{AJSRENE FimESEIP

CLB RYPUEE ( TCP/UDP ) #0t/E ( HTTP/HTTPS ) RSBZISSTHFEEERR CVM ESRENEFIRESE [P, TFHITH
HMECE.

. UEREIYE , 7E/5H CVM L3REE IP BlRZ i IP,
o CEREFIYE , EHJLUEIE X-Forwarded-For & remote_addr FECREREKENEFim IP.,
iER -
XtF CLB kit , TEEEIH CVM &N BRI sREN = i 1P,
XHFEA T SNAT NCEGEINEIRS |, BFEERERR CVM LEE , A5 X-Forwarded-For /Y
FHIREE FimIIESL IP,

T E RN AIRS RECES RHITNA.

IIS 6 BEE =X

1. TES%EREMA F5XForwardedFor #&IR |, 1RIEE CHIRSFHR(ERRIRAE x86\Release 5
& x64\Release HRTHY F5XForwardedFor.dIl #NEFEANEHR , XEBRig/ C\ISAPIFilters , EIRTFHIRYS
IS HFEXTZ B REEBUIR.

2.¥TFF IS BEEES , HALBIHBEHMLL , EizWiL EAREEEY | FTHBMR.

3. EE MR ZE ISAPI ffikes , BB I0 , SRHAINEO,

4. IR INE O " hiskes & FR" EE "F5XForwardedFor” |, “BI#I4T3{4"tHE F5XForwardedFor.dll fYEEER&1R
BAHAE.

5. EF IIS fR5588 | SFmELEN.

IIS 7 BB =

1. TEERERM FoXForwardedFor 23R, 1RIEE CRIIRSFHER(ERFRAE x86\Release 7,
# x64\Release HR THY FSXFFHttpModule.dll #1 F5XFFHttpModule.ini #NEFENER , XB/HIEH C
\F5XForwardedFor , #f®xd IS HFEXTiZ B REEBHUR.

2. E8E ISERSS RS | NUHHERINRE,

3. BEECERTURIR,

4. IR R ERTEM.

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 126 Wt 396 T


https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers

2 BAETCE SR (CLB)

5. I0TEAY DLL 3244 , W FERTR

6. A INZThkfE , DIkHEREIEE.

7. £ "ISAPL #1 CGI PR 70020 DLL |, FHSIRHEIRE LT,
8. BER IIS fR53=8 | FRELEE.

Apache EEE/AZ=E
1. %% Apache E=751&EH "mod_rpaf” .

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/usr/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. &3 Apache EZ& /etc/httpd/conf/httpd.conf , TERAKEZRN :

LoadModule rpaf_module modules/mod_rpaf-2.0.s0

RPAFenable On

RPAFsethostname On

RPAFproxy_ips IPitilE ( IXMPiBIE AR EIERMHINAKIP , BIRIPZ/DalLiEEApacheBE
BESB2I#ESL)

RPAFheader X-Forwarded-For

3. & IN5ERkfE . B/ Apache,

/usr/sbin/apachectl restart

Nginx BcEHZE

1. Nginx {EAHRFS2EAT , SREVEFIRESE IP 2/ http_realip_module , BUIAZZEAT Nginx RiISBRZIXMER

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 127 Wt 396 ™



2 BAETCE SR (CLB)

1Y, BEEHmIF Nginx 1810 --with-http_realip_module,

wget http://nginx.org/download/nginx-1.14.0.tar.gz

tar zxvf nginx-1.14.0.tar.gz

cd nginx-1.14.0

.Jconfigure --user=www --group=www --with-http_stub_status_module --without-http-cache --
with-http_ssl_module --with-http_realip_module

make

make install

2. &M nginx.conf,

vi /etc/nginx/nginx.conf

BRI TLIEERD

fastcgi connect_timeout 300;
fastcgi send_timeout 300;

fastcgi read_timeout 300;

fastcgi buffer_size 64k;

fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;
fastcgi temp_file_write_size 128k;
<font color="red" >
set_real_ip_from IPithill; ( I XMPHBIFETARREIIERENAWIP , BAIPZDe]LIEEZRInginxBE |
MRESNMEBES L, )
real_ip_header X-Forwarded-For;
</font>

3. /3 Nginx,

service nginx restart
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Zu XS] A& 1A

GRS XS

CLB REIIERSIFZ AT AR ARG , IERI—X. —XEMRITAK (E—NMEE ) | S93IEEZES
£f , LASCIUE Region THIBATRAX AR, BRI SCMSEN A BXEFRRT , B9 10sH |, KSRmIEIER
EREIR—E THEETAX |, LUKERS[ES.

BN s 5RE0RE

FEA)l  RYIEmX A, B, BREIYES testl , Client iIn ARANREBAIRIZE ?

ERYI—X. ZXHE , 53X IP FiFt , JEEANEN P B, FRELFER , —X , —XPPME2EEE
BNEEER WO ERHAERFRERED. SFAEBLRHEYERR , FAHE CVM i, SEARENNS AT
EEE | WM ERIKE TSR AN,

REE)2 FRYIERX A, B, BREIYERS testl |, [FinfE A, B BRI E T 1008MRSE. WHiEiTh , =
3710075 HTTP K& ( TCP ERAKME ) . W HERMXARNREIERERFEIESR , AUAN |, WSHRE

=7

SERKX A NRBYERRAERIRSENE | SRNMERERSWTT , BERAZMN, SREREL0sH , 1§ A/
B XRIF10060RS: | M ZIBENHETIE/MKX B pURdtyE=s £, WSEENIZEIRE , TFEALNA.

%03 . SO AXAKRNEES |, SIS ERIRY G EDEEs ?
22 CLB 373 , A CLB A,
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SSUIEPIET\ B A AR TV H e R BT

L. IEHET e
1.1 iEBREIVEK
o AFPZERIBAGESRS : Linux MET PEM BzUANES. ARIIEARSHSEMEINAGES | (NHERIANERE
ST IERE#ES PEM &R RIAA.
o WIRZIEIY root CA HAIIIUARNIES , BERRPERAE—RI—H , FHRZEGIMILES | BECERIULRBEIAT N
RERFNIENREBANAE,
o IRBEI PR CA TMMARNES , BEZRIEBXHEESDER | FEANGRS B SPENES
aFE—RELE,
o SITHOIERBIERHEN , BREPERE | ¥t PEM B8RS | SIEBREEF LIE.
o FHEMND : RSBEI|EBLWE—D , FEERHE— , FEFEEELT.
7B . —RRER T, TWIEMAIERREHMRSBEXINEE , BEEE,

1.2 IEBEFIEREEIGES
T IEBETAMERHESTUER] | BEASTIUERE L%

1. root CA HIAIsARIIES : IEFHELA Linux FNMET PEM #8z(. #HI0TF :

UEBAN

o [ -BEGIN CERTIFICATE——-, ——-END CERTIFICATE—-] FF3LFNERE ; BB XERT—FH LE.
» BIT645FF | RIe—1TAEBI64F1.

2. FRERHINRARSIETSE -
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-

UEBEERNTS -
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o IEBZARERELT.
o BE—PIEREMR L "1.1 IEBENEK",

2. RSA FASEIEE K

AN -

RSA FAtHAJLIRLIERTETATR (RSA #1 DSA) . %8 (RSA #1 DSA ) #1 (x509) ilEH. EfFfi#F3 Base64 JwiSHY DER
HBIVEEE | B ASCI ik 8 |, FIES RFE AR AEI G,

RSA FATEARMY :

-BEGIN RSA PRIVATE KEY——-, ——-END RSA PRIVATE KEY——-] FF3LER | BHXEART—H L

o[
f&.
o BIT64FFF , RE—1TREILURE6AFFT.

YRR EIRAR R 52246 R [——-BEGIN PRIVATE KEY——-, ——END PRIVATE KEY——-] iXFH&LHIET FIRA
1B S LURIRIN T ATV AL AT FBFASA -

openssl rsa -in old_server_key.pem -out new_server_key.pem

SRE1E new_server_key.pem RS SIER—iE L&,

3. IEH4E#R/9 PEM 18x(iiBe

ERREISE{(N2F PEM BIAGES | EMETANERREIEHRMA PEM #3zUE7 g6 LIE2IGEdyE+ , @Ed
openssl TEi#{T4#. THR/ VMR TANEBREIEEHR)Y PEM $8zURI75 7%,

3.1 DER fabiE R PEM 1830

DER 8=\ —RzHINTE Java e,

IFH%EHE © openssl x509 -inform der -in certificate.cer -out certificate.pem

FASREEHE © openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
3.2 P7B #&zVIEH4&# /9 PEM 18z

P7B #&—AZ I IE Windows Server ] tomcat .

IFP#EHE © openssl pkes7 -print_certs -in incertificat.p7b -out outcertificate.cer
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$REX outcertificat.cer B [——-BEGIN CERTIFICATE——- , ——-END CERTIFICATE—-] (SNB/ERIEB £
1z,

FASHEEHE « FATH—RRTE IS IRSSESERI S,

3.3 PEX 18zVIEREEH#R/9 PEM 1830

PFX & —fg HIITE Windows Server /5,

IEBEEHR © openssl pkes12 -in certname.pfx -nokeys -out cert.pem

FAFHEEHR © openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

3.4 CER/CRT &z IE P58 PEM 18

XJF CER/CRT 18XAUET , BrRIBIIEREESGERXH RENATUHI TR, Il , 1§ "servertest.crt” IERIMHF
EiESEM/A "servertest.pem” BiH],
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I RIRSESNEE &L

REIERAR D

NS IEEE Weighted Round-Robin Scheduling

o [RIE
RILREREHRIR M SRR EEREEARARENRSS | ISXARRIT = ( + 1) mod n, IBHBIS
fRSSER. MBGCIEREERTLRIRSSREMEA—IIER . CRENARERTIRS SRACIEMRE | &I
ERNSERARINS o EEREIERSEE. NESHRSHRTTREIRIER | NUESHIIRSSRIUERAIRS S
SeEE SRR | BENERIIRSARAMIEEREE AERE.

o (L%
BZENLRERESN | LA, EAFCRINMEERIRTS , IUER—HMTRSEE.

o 5B
IECIEESEEER |, (EANERTERIRSIERMIERX | BE S MNERIMEER A —EaIE
. LRI AR SRS 5 SEIRS SR ERI AT,

- EAM=
BMERFTEBNRRIEEASER , REERRTF. BRTEERRSS , F10 HTTP FiRSS.

« AP
FFRTAIE MNERAT S AR EEAEREE , IR BRIE SRR SHEBIUKENIEKRE | 7%
IECIERTITE. SEKAJEEER/NT B HEFERIMECIARIS | EAZSEMSTUERE) | THEH |, 3

SR,

DI &R/ INEREEL Weighted Least-Connection Scheduling

o R

EXFRERS , EFIRINERIEKRRSERSHEENATRESERANES | BE LR ERIZEM , 40
SRAERRCIHEREIIIERE | B —ORSHE LAEERHEHE TS EMARIARE | XHLhR EFR
BAFRIENGEYE. SNERERERE—MISERERE  CEIRS SRR SRIGERECREITHIRS S
RRHER. SERISEERELER , R NERRER—TEISREERE | EETRS SR SRAmERANERECE
HitIRSHRREER. BHERFRCRS MRS HRCEERIHE  S—NEREAREIRGRS=S &
EERAINL | HiEErPILEGERY | IEREE—. NERDEREAEREAREHM O ERERAERI AR L |
RIERSS SRAVARALERES] | B NRBB/HEABINE | FEHREGESHENNERIRSEK , 2E8D
AR E R ARVEA FROBUH,

1. BIgRE rs BIBERRSD wi, FRNEREUOR A i, ORITHE ci/wi , BRI rs EAT— 18T rs.
2. WNERFTE ci/wi BRI rs , 1IXLE rs BERMNECIENANREE

o L%
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HAMISERRE S RKITMIRANERIRSS | IFTPENA,
« 5B
FRTEORS . B/ NERESARIFIIER RS,
- EAME
BMEKRTEBANERIRIEEERAINR. BRETRERRS.
« AF#EE
INRAFPFELEARREK , Bi5KATHREREEERA , M13msHI3sIXFEERAIZIRRT , #EZ(ER
IS -UNVES S RS IE= AL N

TR A A ELE ip_hash

o [RIE
TRIBERAGRIPHEIL | (EREZISE ( Hash Key ) NERSHBECHIBGIFRIRHXI N AIIRSSES | BiZERSEE RN
BREEH , BERRELRZIRSES  SUREZ,

o LB
ip_hash BILASEIIER S SIE{FIFHIER | BEHICIER IP , (5 — client FK@T hash T—EMEIER—A rs
. EEARISRIERIFIIAREILAGER ip_hash #{TREE.

o AFERE
BiEkagREbiH ThashizE |, HESRIRRIRSSIMNERRIEKRERLEARSES | XALMFESE—E
i IPRIIERIALIEIRAR R4S ERIIRSSEE. ZANESREIIET cookie THEERT TCP #1Y,

S br iSO T =]

EREIIERIG R RTINS | TR SIFR/NERMRISE S , ATILRPEARSRT | BE%IE RS &
BHRERVERISS | RIEASE BN ASERR SNER ERLIHRAFHTSE,

« H=R1
RB3GEERR (CPU/ RF ) B RS , BFMHEE—E , BFELUSRSNEEIREN10. RIAESE RS 5
client 37 71004 TCP §4#% , LATHFIE1E RS, HEIHZRT , AP ERR/INERRIYES | X
BCEREERERILLSEIUE RS RIGEIRTT | FEESIM3E RS BIES,

.« PR2
IRAFEREMZIRS BRI , RuGREER(E  NEWLAEREER RS, E RS #ELERIRY
BANERSEE. EHmRT  BRILUE RS NEHIRAL0 , RANMMEIHISE S NHITRED K.

« H=3
FFESEIRSE | ASAEEBEAIRSMILAE , BSaRSHEITEENRtEAIN9:3:3:3:1 (1%
CPU. WHEEHE ) . EIAET , AFETLURRE RS REFIRER0 , 30, 30, 30, 10 , BB FERSMIL
IDAIAZEEREERSRK , FUICATLARAIMECIHRISE TS | ik CLB 2 RS RUMERELLAISECIER,

. HR4
ERFEL104 RS BT/AIEEER Web ialiEk , EAFEZMWE RS BNz, E& RS KESENRZH
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15 SEIRSSEER. EHHRT  BIAFRIE RS MIMREHTHRMIMNEIRE | LREBITHM RS RER
INIRUE. BRIEZSL , ATLARAS/INERERIRHISETS | RO EEEREREEHI RS £, Mk
REE RS GaEid BRI,

« BRS
RRAFAE3E RS ATEETRKERAK , EX3XKIRSH|ATTEELLHI3 1 111 (% CPU, AFE
8). LAIMHRERFAIRSSRGEERRSZ  ARARETHIRSS  FEEBSHINERS = HRS
fr L. HUWZET | TLRASR/INERERIYETS , FEISFHERITIRSH[ANE | BT CLB 55k D EE!
TREREUR/DHY RS L, SNSRI E.

. 1726
RRAFPHEREEFIRANEKIT LS EEIE—RSH L. MRBIMUECIHEINNEGRINEZERIS T | FEERIE
HREFRIERR O ZIEER GRS LE. ATEGEFISENAREFRSHIIFER , RIIEFIRHOSIE
BEHME SR AR ET | BAITLLRA ip_hash fSEHRNHITRED K. AT LARE
BE—EFRINERKEWER D LZIRE—RS £X. (RBS[HEBNERIZIRS AT BRIERIH )
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SERRA (V2120 )
APIHEES

APIRRZA - V2

18 AR EEIEER RO

IZE D EOER T AR RS

ZO&
ERREISESTHINE
WaSE S T SEAG)
ERREIYESLHFIR
il YAt SRy

EiRRHIESRSERONAT

L
EIMIEBXRERIREIYEER
ERGRESENERRE

SRR EIIEIED

Action

InquiryLBPrice
CreateLoadBalancer
DescribeLoadBalancers

DeleteLoadBalancers

DescribelLoadBalancersTaskResult

GetCertListWithLoadBalancer
DescribeLoadBalancerLog

ReplaceCert

Rz PR Rt SRR O

SLAIARREO
BOE

ECUN FREL A ET IR TR

L= S
EOE

BN AR RIS A RS

WAL : TCloudFinanceZone

Action

ModifyForwardLBName

Action ID

DescribeForwardLBListeners

2026/4/9 03:08:38

TREfEIA

ERREIIE LIRS,
BT %% R WL G E 1.
EiRREISE LRI,
B SR B STAG1.

EiREYERSBRERONITS
R,

EIREBXRBRAIGRBIIEER.
TiEYENARRE.

BRI RS,

AT

ISR FREL S BRI B AR,

ThRefEiA

B AR AHIIE RIS,
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BN AR B SE C R R IT

L

1Eo N A SR E C R T
sR/E It

BN AR A RS TR T

ag

L

BN B S B E TR s O
e/t

MRS A FREY A BT i I RS

HARHNEREO
EOS

BN AR R E TR RIS
RN

BN R G I E TRt Ias
RIS

IE2 N AR R RSB C R R TS
RN R ERE R’

FRIBR Rz FAEY S B I SLBI-C R S

O ==AYAE A
EERREREXEO

®OS

BN ARG SIS SCHIRY R R

BRS
=IRSRREXREN

ZO#

EiRMN ARG EIY G

Action ID

Action ID

CreateForwardLBSeventhLayerListeners

ModifyForwardLBSeventhListener

CreateForwardLBFourthLayerListeners

ModifyForwardLBFourthListener

DeleteForwardLBListener

Action ID

CreateForwardLBListenerRules

ModifyForwardLBRulesDomain

ModifyLoadBalancerRulesProbe

DeleteForwardLBListenerRules

Action ID

DescribeForwardLBHealthStatus

DescribeForwardLBBackends

ImFBERI = IRSS2RFIR

WAL : TCloudFinanceZone
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ThReiEiA

BIEN AR R ETER.

e RS BB C R LR IT=R
B,

Bl ALY R R T ER.

&2 FREL A BB TR S I =8
B,

TR A FREL A BT IR IS,

DhRefEiR

BUEEN R A CR I T RR4E
RAIRIBES,

1N BB E C R T
A=,

2o LA BB C R I ITRRs
AN ERERIRE,

AR FREL G B & ST C R T
ARHUEE AN,

ThReEA

BN R R EIE TR
HE.

ToRefEiR

BN AR AHIIRIRS
ERN IR 2RRFIZR.

% 137703t 396 @



& BRTTCE

&=O&

BERIRSSSEIN A
EYEtERTESH
BRI

BT IRSS AR AR FREY
GEIIE TR TRRAY
RN

B ER CERITER
A= ARSS =R aYim

BN ER CERITER
IR RRANE

HPE RS SR ERI AR
EIE IR EITERHY
gl
RGP BRSS SR ML FAEY
SRR
=g ]
(BB ER R TES
HIZARSS BRA0IH

BEREREXEO

#OZ

EINRR G EIIEIEERXRR
TR B S BB E B MR R
FAMNN AR AEISEHEERXR
B o ARG EIIERIEE MR R

Action ID

RegisterInstancesWithForwardLBSeventhListener

DeregisterInstancesFromForwardLB

ModifyForwardSeventhBackendsPort

ModifyForwardSeventhBackends

RegisterInstancesWithForwardLBFourthListener

DeregisterlnstancesFromForwardLBFourthListener

ModifyForwardFourthBackendsPort

Action ID THEEHEA
DescribeRewrite
DeleteRewrite

ManualRewrite

AutoRewrite

BB

EOS
HBUES
EBOER&EER

WAL : TCloudFinanceZone

a9 (CLB)

DhRefEiA

HEIRSHREINAER
BB CRIRITERAVEER
AR,

fRA RS 2R FAEL R
BB CERITRRAIEEAR
AR,

1B ER CEEITRRAY
RS ==AYm O,

BRI CEEITRRAY
RS ERALE.

PERIRSH/FINAEER
BIYE TR ITES.

R BRS =M FREL R
BB IR ITES.

BB R E ETRRAY
ZARSSARATm O,

BN AR RHIIENEER KR,
TR AR A BB RIEE R KRR,
FNMIIN REL G EIYENEEEXR.
BatERN ARG EIIENEEEXR.

Action ThaefA
UploadCert B izEAk LEIES,
UpdateCertAlias Bz EORESEREER.
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EO#7 Action IHEEHHA

SKEGEFIFR GetCertList Bz ORRBUERSIZR.
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JERAI
IR[Bl5
HIRh

1, REGERE

REIZERPAGERIDFR TR 7 AFPREBTAPIRESR. Hb , code SNHIBIRID , HERTHEERAIAPHEN., &
code90 , FRARMLD , BN , FEREY. SERKWE , BFELURE N RRESRREFREUBRIEHE.

BRI fERIRSEE )

4000 IER e Sl ROVBESE , BESHERIALS , BIMERERIEESIRIREA message
ix FE,

4100 =S EREREN | B2E P ENED.

4200 BERITHA IBRELIH | B2E XEPIEREHES.

4300 isEERal L] KSHHE  HEAMEEROHHIAFTERS.

4400 BT ECER IBKEOREGEID T BCRIPRE | 1528 B RECEER D .

1BEXKA Nonce 1 Timestamp S#ATHREREKASERS SR HIT—
4500 BERIE R ERLAZSIREY Nonce 1 E)RHIAREES, Timestamp 5TCloudFinanceZonefi
FEREEAREEIT 2 /AT,
4600 TNAR ST MNAES | BEE A,

BRI NAISEFIAEE | SELIELHIRIE | BiEHR 7 HEAEBFAIR

5000 BRFE -
100 FRBIEE AR , AR R EEESISA message TH | REERRE
o BRI A R,
BRI . .
5200 mf WEX oy, SRR ARE | AR,
R . ﬁ
5300 " FER smasl | SARE.
ki | VAN ]4=
5400 ;'jf” PR s TR, SIS R,
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WSLHIRKW , BRRREZRET.

IRSSEABIHIVER | FREENSERAZZMARSBICHR,

RRFARTFIEROSGZEALTEPRSSE, T8 HIXMERE, 15558
EEROREEREEIER, AEIMER, BEAJER—.

LRHROLTEREIFRE | BHEER.

FAF &R
00 E
6000 ARS5ERMIER
%EI'L?E
6100 HEZIK%K&
=
EOERET
200 i
j:l: .
2. TRRIEIREG
messageFERFRNSIEIRIBRAEIR,
HRBI0T
"message”:

"(100004)projectld A~ 1EHE"

EHMEERDER , (RRIARBERAT , (ERIAEFRIEREIA,
FEIERATREFERER BN RA—HR . BRI LRER SRR E R,

WAL : TCloudFinanceZone
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\E > :t

18 *2.:1"4]

INHES ¥

JAN Elj\:lﬁ *7;55&

AHEREHEGMNENPEEFRTINBRES , MIENE, 1ER/MEO SRR SRS R B AR LS E5H 588, (B
FRERIEEEERLSY, AETEERER, ALERESNEZ/INAS , LIRS FEOISREH,
PNEEERSEEAFIENT -

B XA A X%k

BiNEERESIEORFR |, (a8 E B A <Eaegghs xR >Z0 , N
Action£24B09Describelnstances,

il

Action String

Xig28 , ARIFRAEEREM N XIFAILs, SXIFHSEER:
dbmbj , IM:gz , Eigsh , Fi:hk , 1t ca,

Region String  FIANAEER/EI X AYSLHI , NIRegionBPAbj,
IR EEBER THSHEWR , MEHEAN , WSEENZEOSH
1Ti5BA.

i1y

fiD

Timestamp  Ulnt HRIUNIXEEB | FliERARAPIERAIRT A,

Nonce Ulnt BEHLIEZESY , 5§ Timestamp BX&i#esk, TR LEERINGE.

fim

E<=APIEE > _FERIBAFRRBDAY Secretld , — Secretld XJR/ME
Secretld String  —HY SecretKey , 1 SecretKey SFIsRARLIBEKRE S Signature, B 2
A8% <€/ HE> TUHE.

BRER , AREIEIURERIGIEYE | BRFRERASHENE
BY. BAREISE <&ER75i%> WH.

fim

Signature String

RRAFPEESIA MR RIRSERLAFIR | NEBREHZAORZ AT RE T

https://cvm.api.qcloud.com/v2/index.php?
Action=Describelnstances

&Secretld =xxxxxxx

&Region=gz

&Timestamp=1465055529
&Nonce=59485

&Signature=mysignature
&<EOBFKSE>

— N TENERFERKBTKRSEY | AHBERSHINEROBERSH. XERFIET LR NMRIERSEL , FKRFIH
EOBKRSH , BREOBRSHENRAT R <ZOBKSEH> T,
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EAREIERXEO
ERRBIVELHNNTE
LA

InquiryLBPrice #[1 B FERRBIIELAFIRINIE.
EOiplEESE :  Ib.api.gcloud.com

ERS

INBERSHFIRMGIH TROBRSH , EVERNFEMNLATERSE , W A5 ka8 mE. He, 1
M/ Action =E&S InquiryLBPrice,

SHEMR WhigE it iR
loadBalancerType =2 Int B ESLHIRISRE |
2 BN 3 IMEGE.
U EIES

SHER X S

NGRS , 0 FJonpT) , Bt EFRTAW. HFIERIERER [2HER0E](/

I
code nt document/product/214/711602)

message String RREIREREA , SEOEX.
codeDesc  String  ZEIZEEIRED , FRIMIRME Success , LMUEERATEEIIHA,
price Int TREIIELHIRINE | BBALA "2 /8T,

<
A ARSI

https://Ib.api.qcloud.com/v2/index.php?Action=InquiryLBPrice
&[AHEFR S5 (/document/product/214/711594)
&loadBalancerType=2
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iEIREIERRTE L

"code": 0,
"message”: "",
"codeDesc": "Success",
"price": 2
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EOfEA
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CreateLoadBalancer 2[R3R EIZE G EIIESLH, 57T ERREIYERS , CURBEWI— M EES N RHIYET
B, WLRIERIZED , SREGFRIIELHIRME— ID, BT IAWZRREIIESLFIZRES T - AR, KK,

EOipEES . |b.api.gcloud.com

15 REE]

INBRSHGIRMGIH T ROBRSH , EVERNFEN EAHBERSE , W A5 ka8 mE. e, 1

89 Action ==E% /9 CreateLoadBalancer,

SHBR

loadBalancerType

forward

loadBalancerName

domainPrefix

vpcld

subnetld

WAL : TCloudFinanceZone

USid

=
=

=
[ }

i

1y

i

String

String

String

Int

Hk

BB SLAIRTMERSEEY
2 AKEM, 3 AKEH.

TEIYESEfl, 1 NAEAL.

TEIIESLHIRIRTR . RAREE—MIRHMRERL. AN : 1-50
R/, NF, 87, EEE - IL.

IR RBRERATEERTIIELFHINZFRESHIE | WERSR
B2 BRIt BRI RIS E LRI B R,

BERR. GEIENEEZBRFRARNEZRRS
TCloudFinanceZone Bz RAE R R —RHEETIR , RILEME
—HiEE. BN AR AEIYERIRMRIZFERITEN.

AN - 1-20 NMNEERXNFE, #HFEEEL"-". ARRENHRETY
BASFFAZFER,

IR WREERESRETEENERRRESE  UASRKES
Bz IR SRR ARSI ESTHIRIRISRZFR, Fign
xxxxx.region.appld.clb.myqcloud.com , #EREEESH]

8" xxxxx",

REIIESLHIFFEMLS ID |, aTLUEIE DescribeVpcEx 2 3KEX.,
AEEE 0 WFRTMNE S <ERtR%g>,

EFAE WS NSEAR M A Bt 9B SLAIRIRHRFZERSE 7R ID , AR

TREIIESLAIRY VIP SAXDFMPr=E, BtERARESZF
B,
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SR ik KR R
: TEIHESLHIFRERIME ID |, aTLUEE 3R, ASEUETFEOA
projectld & Int
Y=
number & Int ML BIIESTHINEL , BOA 1,
zoneld S Int BB T HERBIEEAZIERXRNVIP , BUATAME,
IR[BIZ%]
SR i) A
code int ARG , 0 FXRATD , BEERTIAW. FIEIRIERER 2HER
Ego
message String RREIREREA  SEOEX.
codeDesc String  FOZEIRIG , BINR[E] Success , KWBTBRAYZEIZEA,

unLoadBalancerlds  Array  HfaEEsLBIZ%— ID ERRTECE.,
requestld Int F£ 1D,

deallds Array {REB=FER,

{5
WBSE= SIS

https://Ib.api.qcloud.com/v2/index.php?Action=CreateLoadBalancer
< NHIERSE>

&loadBalancerType=2

&number=3

1RE :

"code": 0,

"message”: "",
"codeDesc": "Success",
"requestld": 3901942,
"deallds": [

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 146 Wt 396 T
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"3901942"
1,

"unLoadBalancerlds": {
"3901942": [
"Ib-cjcymkw9",
"Ib-fpkOoxhp",
"Ib-ikpzv02x"
]

}

Hrh Ib-cjcymkw9 ARIRIEERN ABIIESLAIRISE— ID, T RALUREE =ima0E o7z #OkaEaizi
Y& SLBIR A EIE R,
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ERREIIESLAIFIER

=7 L
EOHA
DescribelLoadBalancers #EO0RRENH PG EISELAIFIFR, TLURIESMANNSECRHRBIHE AR EIYE
S,

EOipEES : |b.api.gcloud.com

I5REE]

LUNERSEFIRGIE TROEKSE , EXNRRANSEENLATEKRSE, W AHEka2 TE. HY, Wi
OBY Action =2E& 9 DescribeLoadBalancers,

SHER Wik RE A
loadBalancerlds.n B String  fAEI9%E LA 1D,

GBI ESLHIRIIER SRR

loadBalancerType B Int
ype 1 B 2 AREN, 3: AREL.
forward & Int 1: AR, 0 (458, -1 . £EpKA,
loadBalancerName & String  fAEIYESCHIBTR,
domain o Strin TCloudFinanceZone A&4 B /N M G Bt &Ll o EChuiR 2 |, NF
a VR E R AR RN R TR,
loadBalancerVips.n & String  fAEIESCEIRY VIP it , TSN,
backendWanlps.n ra String Eim=IRSSEEAYIM IP,
backendLanlps.n B String Bin=IRSERAIAN IP,
offset & Int HEmEE , BIAAN 0,
limit B Int IREIREIIENEL , BN 20,
. HEFE=ZER , SFLUT=ER : loadBalancerName , createTime ,

orderBy B String .

domain , loadBalancerType,
orderType & Int 1: @R, 0: 7 , BIAKRIRAIEREIEIR,
searchKey & String  ERFE , EHTEER, 3. VIP,
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SHER

projectld

withRs

IR[AIZE]

SRR
code
message
codeDesc
totalCount

loadBalancerSet

String
String
Int

Array

« loadBalancerSet##s

SHEWR
loadBalancerId
unLoadBalancerld

loadBalancerName

loadBalancerType

forward

domain

loadBalancerVips

status

createTime

WAL : TCloudFinanceZone

eSS

String
String

String

Int

Int

String

Array

Int

String

a9 (CLB)

A U

Int TREIYESCBIRTERITRR ID |, L@ DescribeProjectiZ[3KEY,

- BN EIE RN ERRRSS 0 IREMERSES 1
HERRSEE , 2 TALER.

iR

5
NHFERED |, 0 oA, EERTRAM. HFIERIEIEA IR,
BRRIEREREL | SEOEX.

SIEIRED . FIDIRE Success , KMBHERIAYZEIIIHEA.

BT IR RIS EIIE LIS EL,

IR BRI E I ESLHIEN .,

fik

T tYESLA ID,

T tYESLA) ID,
TESIESLHIRIRTR,

T ETSL BRI LR SR
2: AKEM, 3: ANEM.

RS EIIETTRR | 1 0 NAARGARIYE | 0« (ERERIREIYE,

TCloudFinanceZone/9tEA B N ARIIE LIS ECRIEE | AR RAEITY
ELARAERELA M I ENZFRTE L.

TEIIESLBIRY VIP 5L,

REIHELHIRORTE | BI1F
0: gl , 1: IEEETT.

G ESLBIRIBIEERT (A,
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SEBR KA ik

statusTime String  SREFHE AR _EIRIRSEEIRATIEL,

projectld Int GEIYESLAIFTERNIE ID, 0 RREAIRE.

vpcld Int FAEMLERY ID F9EFERD , 0 RARERHMLK,

subnetld Int FABLERIFR ID AIEFERSY | 0 RNENIAFR,

openBgp Int =k LB ARR |, 1 : ShrtadtdE 0 « IESihEtdE.

snat Bool £ 2016 5 12 B ZRIBMERE NN R EERZEFZ T snat AY,
isolation Int 0: JrkElRE 1 ZrwbEs.

RRAEEEIER  BERBANEMEZET HTTP . HTTPS mlrashIti

l°g NG iomram AL,

ANt
BEFBGASE , EOREISETPIE :

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeLoadBalancers
Q< HIFKSE>
&forward=-1

IR[E]

"code": O,

"message”: "",

"codeDesc": "Success",

"loadBalancerSet": [

{
"loadBalancerId": "Ib-hclvniOf",
"unLoadBalancerld": "Ib-hclvniOf",
"loadBalancerName": "cls-qbesvs66_ngl",
"loadBalancerType": 2,
"domain": "cls-gbesvs66-ngl.gz.1251707795.clb.myqcloud.com”,
"loadBalancerVips": [
"111.230.83.36"

1,
"status": 1,
"createTime": "2017-11-30 14:28:45",
"statusTime": "2017-11-30 14:29:11",
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"vpcld": 2968,
"unigVpcld": "vpc-b2h3xykt",
"subnetld": 1,
"projectld": O,
"forward": 0,
"snat": false,
"openBgp": 0,
"isolation": 0,
"log": "
}
1
"totalCount": 1
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AIpR a5l

ANFHFBISAR, BXIEKRATRENET, BB TERIFR

EOfER

DeletelLoadBalancers £z FAkMIFBFISERI— N EE S RABIIE L,
EOBENES - Ib.api.gcloud.com

EREH

IUTBERSEFIRNGIH TEOBERSE , EXNEBENEEIN EATEKSE , W AHLEka2 mE. B, 1z
B9 Action =2E& 9 DeleteLoadBalancers,

SHETR

loadBalancerlds.n

IR[B1Z4]
SHER KR
code Int
message String
codeDesc  String
requestld  Int

Nt

K

iR

AHEERAT |, 0 TR, BEfttEFRTEM. FIERIBIRER] [AHERE](/
document/product/214/711602),

REGEIRER A | SEOBX.
HIEEIRAT.
IBKES ID |, RO ASHES | IRESSEHER

[DescribeLoadBalancersTaskResult](/document/product/214/704007) #OkEf
ESRIEER.

https://Ib.api.qcloud.com/v2/index.php?Action=DeleteLoadBalancers

WAL : TCloudFinanceZone
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S<pHiERSEH>
&loadBalancerlds.0=Ib-abcdefgh

IR[E]
{
"code": 0,
"message”: "",
"codeDesc": "Success”,
"requestld": 6356502
}
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ERRENEHRLEONIITS

EOfEA

DescribeLoadBalancersTaskResult J&FFAESREFIN AR GaEI9E |, 1IZIZARLIEKES ID fEANS |, KEIHiZ
ESEIITER.

EOipEES . |b.api.gcloud.com

15 REE]

LITERSEFIRGIE TROEKSE , EXNRRNSEN LA ATEKRSE, W AHEka2 E. HY, g
B9 Action =2E& 9 DescribeLoadBalancersTaskResult,

SHEBR WA il R
requestld 2 Int BEX{ES ID , EEANRS R EHEONREEREL.
IR[EIZE]

S8am  XE ik

NEGERD , 0 FTorpT) , BEftEFRTRAW. HFIBRISRERT [23ERE](/

d Int
code n document/product/214/711602).

message String {RREIREEMEA , SEOEX.

codeDesc  String  ZRIFEIRFS , AINIR[E] Success , KB HERNAYZS IR,

data Array  IREIRIEEE
DataZ:#g :
SEER g it N
status Int ESHIHEPAES. 0 pkIh, 1: KM, 2 : #7.

ant]
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BK

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeLoadBalancersTaskResult
&< HIEIRIG>
&requestld=6356081

1R[E]
{
"code": 0,
"message": "",
"codeDesc": "Success”,
"data": {
"status": 0
}
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ERIERB RIS EIIEEE

EOfEA

GetCertListWithLoadBalancer O FAREIRIERXBIGEIYESE.

EOipEES . |b.api.gcloud.com

I5REE

TNEKRSEHFIRMNGIETZOBERSEH , EXREBENSEN LA AEEKRSE I AHEka4 mE. HP |, Lt
89 Action ==EX /9 GetCertListWithLoadBalancer,

SHBR

certlds.n

IR[EIZ£]

SHER St

code Int

message String
codeDesc String
certSet Array

IRERY certSet #BERE :

SHER
LBName
loadBalancerld
region

listener

WAL : TCloudFinanceZone

DAyvi il A
2 String EEARGIES ID,
A

NHERG , 0 FTnETh , EERTRW. FIEREREmE 2 5ER60,

REGEIREE A , SEO8X.

N EEIRES |, FEhIR(E] Success , KMBENAITSCEE,

B key , value F9IEBRERAIRFIIELAR T2 09E S

XE
e

String
String
String

Array

HER

I EIRS AR,
T EtYESLAIRY 1D,
bk,

HITRRER.
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IRERY listener HEERE

SRR il A

unListenerld String IWIrEEHY ID,

listenerName String ISIFEEZFR,

loadBalancerPort Int IO ERAY TR .,

instancePort Int IR EIRIRSS SRR SS IR .
protocol Int HRITESAIIMN,

sessionExpire Int RIERIFHIAEL

healthSwitch Int EEHERRIGE.,

timeOut Int M) SRR A [

intervalTime Int il

healthNum Int fEERIE,

unhealthNum Int ANMERRRE.

httpHash String R E RS TERE AR
scheduler String B E IR rER e R R T
httpCode Int X3F HTTP. HTTPS #YAVEEITaS , LUZIRERSRAIMTEESE.
SSLMode String HTTPS thi) SaIrESaOI AIESEEY,

certld String HTTPS th s s frAIARSSImIUET ID,
certCald String HTTPS il xS #hYE FimiE$ 1D,

7~
BK
https://Ib.api.qcloud.com/v2/index.php?Action=DescribeLoadBalancers

< NHIFEKRSE>
certlds.0=4b9fc92b

ix[a]
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"code": 0,
"message
"codeDesc
"certSet": {

n, onn
. 1

: "Success”,

"4b9fc92b": [

WAL : TCloudFinanceZone

"LBName": "ad",
"loadBalancerld": "Ib-Itkip4do",

"region": "gz",
"listener": [

"unListenerld": "Ibl-6hkigc6c”,
"listenerName": "teaa",
"loadBalancerPort": 80,
"instancePort": 80,
"protocol”: 4,

"SSLMode": "unidirectional”,
"certld": "4b9fc92b",
"certCald": "",
"sessionExpire": 0,
"healthSwitch": 1,
"timeOut": 6,

"intervalTime": 6,
"healthNum": 3,
"unhealthNum": 3,
"httpHash": "ip_hash",
"httpCode": 15

"LBName": "ad",
"loadBalancerld": "lb-Itkip4do”,
"region”: "sh”,

"listener": [

"unListenerld": "Ibl-6hkigc6c”,
"listenerName": "teaa",
"loadBalancerPort": 80,
"instancePort": 80,
"protocol”: 4,

"SSLMode": "unidirectional”,
"certld": "4b9fc92b",
"certCald": "",

"sessionExpire": 0,

2026/4/9 03:08:38

a9 (CLB)

% 1583t 396 ;M



O BATTCE SR (CLB)

"healthSwitch": 1,
"timeOut": 6,
"intervalTime": 6,
"healthNum": 3,
"unhealthNum": 3,
"httpHash": "ip_hash",
"httpCode": 15
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HRREINENAERERE

<7 4
A

DescribeloadBalancerLog # O REEQEISGNAENEE , EBRFEET HTTP 5 HTTPS iR NTEEaI5M
BRI BT,

EOipEES . |b.api.gcloud.com

R - 1izEOE= Rk IR EIENEABE | ik k%L ER RS EE , IkATFEiR RS FEF |
EENGEISERRIAE | EkEEERABRE—X.

I5REE]

UTEkSHFIRNGIE TEOBERSEH , EXVRRNREMLLALERSE , W AHERka4 mE, H e, 1
HAY Action =E& 9 DescribeLoadBalancerLog,

SHETR Wik KRB R

loadBalancerld 2 String TaEYESLf ID |, BN@Id DescribelLoadBalancers #0O0&148,
order & String HERIZ IR EIBAYIRRS , ATi%(E desc , asc , BRIAME desc,
startTime & Int EWRERIFFIRETE , Unix BJEIEL. BAAJ9 endTime A9RT 5 558,
endTime S Int EERBAYELLLRTE) , Unix BTEIEL. BRAIAJ9Z4R0RT AL,

offset & Int AERYmZE , BESeE [0, 10000].

limit S Int RERISEL, BYESERE [0, 500].

filter B Array BERGEIEEME | key , valuetIAR, , BIRFERAT.

filter #¢8 key RYE[IH(E :

SHER Wik KRB R

status & Int IREEZEFiHEPASHEE value BIEE.
status_not & Int REEZ FIHAPASBAE value IEE.
server_name & String 15 KITECEY host &2 value IHE.
server_name_not & String  1EKITHECAY host A2 value FIEE.
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SHER Wik KRB fR

http_host & String  1E3AY host 2 value BIEE.
http_host_not &5 String HKEY host <& value B9AE,
remote_addr & String  BEXRMEFig IP £ value BIEE.
remote_addr_not B String BKNEFim IP A2 value IEE.

ERAMEHIRTE/NTF value BRIBE | £

. - .

request_time_less_than A String request_time._greater than FIEHENGHL
15K ERRIAT] I S=F

request_time_greater_than & String IRRILEIIIEAT value EHIH

request_time_less_than BIFMEANBZRL.

IR[AIZ4]

SEBR S 1A
code Int RHEERG , 0 FToraTh , EERTRRY. FIERENEE 2 HH5E5R60,

message String EREEIREREA | SEOEX.

codeDesc String TIEEIRES , FDDIR[E] Success , KB HENAIZ SRR,

logInfo Json REHERIEE.
logInfo AOIE :

SHBFR i )%

logList Array HEAVEE.

total Int HERREE,
logList #ErE :

FS  SEEWR -3t L)%

1 server_name String #MEY server_name,

2 request String  BK1T,

3 remote_addr String ERFigIP,
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Fs

4

10
11
12
13
14
15
16
17
18
19
20
21
22

23

ANt

5K

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeLoadBalancerLog

SR
upstream_addr
upstream_header_time
connection_requests
ss|_handshake_time
ssl_cipher

ssl_protocol
ssl_session_reused
time_local

http_host

server_addr

bytes_sent
upstream_status
protocol_type
request_time
upstream_connect_time
request_length

tcpinfo_rtt

upstream_response_time

status

http_user_agent

S<RAHIBKRSEH>

WAL : TCloudFinanceZone

Int
Int
Int
String

String

T

[SimAY RS (B8,

M RS #2158 HTTP SLERFREZEATIE.

EZ EROIERMEL,
ss| BFATEZEATIEL.
INEEM.

ss| AR,

ssl session £,
IERIEAS A,
B,
BRAERY IP,
RIEEFmRNFE.

5w RS AYIRZ.

PMYEERY ( http/https/spdy/http2/ws/wss ) ,

IERSEL RIS

A RS #37 TCP IEEPTCZRRTIE) , B

MNEFIRKEIRNERF T,

TCP J&EZRY rtt : {70,

M RS RN ERTEZRRTE) , B : 7D,

R

a9 (CLB)

IEKIRERPRSES | BERBTE , RSB 200,

user_agent,

2026/4/9 03:08:38
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&loadBalancerld=Ilb-7wdcqme9
&filter.0.key=status
&filter.0.value=200
&filter.1.key=server_name
&filter.1.value=www.qqg.com

IR[E]

"code": 0,
"message": ""
"codeDesc™:
"logInfo": {
"logList": [
{
"server_name": "www.qqg.com”,
"request”: "GET / HTTP/1.1",
"remote_addr": "119.28.138.187",
"upstream_addr": "-"
"upstream_header_ tlme
"connection_requests": 1,
"ssl_cipher": "-"
"remote_port": "40554",
"time_local": "02/Nov/2017:12:03:13 +0800",
"http_host": "115.159.132.241",
"server_addr": "115.159.132.241",
"bytes_sent": 239,
"upstream_status":
"protocol_type": “http
"ssl_handshake_time": "-"
"request_time": 0,
"upstream_connect_time":
"request_length": 79,
"ssl_session_reused": "-"
"tcpinfo_rtt": 38000,
"upstream_response_time":
"ssl_protocol": "-"
"status": "200"

}

n,on

Success",

n,ow_m

n,oow_m

w,ow_m

noow_m

1,
"total": 3918
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IR EIIE,

EOfEA

a9 (CLB)

Ll
-,

ReplaceCert &M AKERAEIIESLANERTRNES.

EOipEES . |b.api.gcloud.com

I5REE

UTERSHFIRNGIE TEOBERSEH , ENRRNREMLALERESE , W AHERka4 ., H e, 1
HAY Action ZE& 9 ReplaceCert,

SHER AT
oldCertld =2
newCertld B
newCertContent &
newCertName =
newCertKey B
X b
IR[EIZ£]
SHEWR it
code Int
message String
codeDesc String

ANt

5K

WAL : TCloudFinanceZone

RE HEiA
String  EWEBRAGES ID , JLARMRSHIES ID , tBaJLARE iRt 1D,

?‘EE’JiIE:E} ID , EIIAIE , M newCertContent , newCertName %4
15, tIMERIRSIRIETR , newCertKey #43E,

String
String  FHGEBAE , INRFEII , U newCertld 41E,
String  FFEGIERER , NERIKBLLIT , W newCertld #E,

String  FRAGERFAR , IRBIHEPNRRBIKBLLIN , W newCertld #E,

R

NEFERD , 0 oAk, BEFR TR, HFIERIBIERY 2 HL5E51R0E,
EERERMA | 5EEOEX.
ESHTUTISHEA,
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https://Ib.api.qcloud.com/v2/index.php?Action=ReplaceCert
S&<RHEBKRSEH>

&oldCertld=4b9fc92b

&newCertld=e2b6d555

&[]

"code": O,

"message": "",
"codeDesc": "Success"
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R AR SR EER R
SLAIER RO
Z oS FREL SR E BRI TR

EOfER

ModifyForwardLBName {5 FIEYBY G 2t @A FR.

ZOiAENEES - Ib.api.qcloud.com

I5REE

DUTERSEFIRMGIETZOBRSEH , EXEBENSEN LA EKRSE , I AHiEka2 mE. B, Lt
HA/Y9 Action Z2E& 9 ModifyForwardLBName,

| SEBFR|WsE | SRBY A |

|-I-1-I-I-

|loadBalancerld|&|String|faEtSEsLfl ID |, ali@id DescribeLoadBalancers #ORAIAES forward FEN 1 8&
-1 k&8, |

|loadBalancerName|2|String|SAE3IESLAFTAIEZFR , AN : 1-201 3, XF. 5. ERLE - "SI I&E" ", |

IS
TS TR
code It AR, 0 TR , MRS, AR AR,

message String ERER(ERA | SEEOEX.

codeDesc String TZEEHIRAS , AIDIR[E] Success , KM HERAIZISZ5RA,

Bl
sk

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardLBName
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< nNIEKRSE>
&loadBalancerld=Ib-abcdefgh
&loadBalancerName=newLBName

IR [E]

"code": 0,
|lmessage“: l|l|’

(]

"codeDesc": "Success"
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e P SEIE
BRI R G E & i IS

RO

DescribeForwardLBListeners #ZAIRIERHISERS [D , IITSRAIMNEE IR O FITIRFMAREUITRSIZR. 20
RMEEHITITIRFEY | BOARIZ G EYERR TRIRASUERE (20 1) FEITEs.

EOipEEE ;. |b.api.gcloud.com

I3RS

IUTBERSEFIRNGHTEZOBERSE , EXNEBENEEIN EATEKRSE , W AHEka2 mmE., He, 1z
/9 Action ==E& /9 DescribeForwardLBListeners,

o C ik 2EEY R

TEIYESC/E) ID |, B@ it DescribeloadBalancers #ORERAS

= .
loadBalancerld =2 String forward =ERY 1 & -1 K&,
listenerlds.n & String RN FARGREISE RIS ID,
rotocol ) Int ke
P = 1:HTTP,2:TCP, 3:UDP, 4:HTTPS,
loadBalancerPort & Int BT AT SR .
N Ry 4
IR[EISE]
SHETR KR A
code Int AHEIRE , 0 Frplh , Bt EFRREAW. FIEIRIBRER A HER0E,
message String BEHRERERE | SEOEX.

codeDesc String BIEIRTG , FIDIRE] Success , KA AIZEIZRAA,

listenerSet Array REIRIHEITESE4H.

listenerSet AL -
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BEMRNTMED |, WRRIT=RA0E0T

SR RE R
listenerld String N PR R E Y E IR rES ID,

Nz FREY SR B I MR DT RN
protocol Int 1:HTTP, 4 : HTTPS.
protocolType String N PR RS IR I aS A0 EEEL,
loadBalancerPort Int N R T E R 2RO s Irim .

BRSNS , CERITRRAVET

SHBR i fik

listenerld String N AR thEISET IR ITES ID,

protocol Int RIFBBLEAERIGETISINSEMY , 1 : HTTP, 2: TCP, 3 : UDP, 4 : HTTPS,
protocolType String R ABLGREISEIEITESAOMNEREL,

loadBalancerPort  Int N FRE th s W I SR AN M iR .,

SSLMode String  HTTPS tMYUENTESASAMES .

certld String HTTPS il s8R imiE ID,

certCald String  HTTPS tMYE0TES = FimiE$ ID,

rules Array  NFABIGREGIEIRITESAYE AMNIE ( WERITEEATEHA ) .

rules #4BLEH -

SEBR KB R

locationld String  FE&RHINAY ID,

domain String  HERMNAIHE.

url String  FHAMNAER,

sessionExpire Int RIS RIFRTE,

healthSwitch Int HRAMNAERSE , 1: FE. 0: X,

intervalTime Int RS E B,
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a9 (CLB)

SEBR &S ik

healthNum Int RN R E.

timeOut Int ARZEERTRIR) , BRI AR .

unhealthNum Int RN REIE.

httpHash String Fiﬁﬁﬂ%i&i’ﬁ?ﬁﬁ’éﬁﬂwﬁg%ﬁ?’iiz EI%‘E@ W, ip_hash, least_conn
DRIFRTMRINER ., RIER P 15% , S/VEREL

<cheduler String %ﬁi’ﬂ?%iqgﬁﬂﬁ\%%ﬁﬁ’ﬂ?’ﬁ}l AIEE(E : wrr, least_conn
PRIRNENERIE. S/NERE.

httpCode Int R EIRSE,

httpCheckPath String  HEAMNIRERECERR.

ANt

K

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeForwardLBListeners

< NHIFEKRSE>
&loadBalancerld=Ib-6efswuxa

IR [E]

{
"code": 0,
"message”: "",
"codeDesc": "Success",
"listenerSet": [
{
"loadBalancerPort": 7,
"protocol”: 1,
"protocolType": "http",
"listenerld": "Ibl-20cxbf40",
"rules": [
{
"locationld": "loc-mpoupana”,
"domain": "www.tencent.com”,
"url": "/good",
"httpHash": "wrr",
"sessionExpire": 982,

WAL : TCloudFinanceZone 2026/4/9 03:08:38
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"healthSwitch": 0,
"timeOut": 2,
"intervalTime": 35,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/"

"locationId": "loc-fcr98aw?2",
"domain": "www.tencent.com”,
"url": "/first",

"httpHash": "ip_hash",
"sessionExpire": 211,
"healthSwitch": 1,
"timeOut": 2,

"intervalTime": 5,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/"

"locationld": "loc-hvzwsyqq",
"domain": "www.tencent.com”,
"url": "/third",

"httpHash": "ip_hash",
"sessionExpire": 211,
"healthSwitch": 1,

"timeOut": 2,

"intervalTime": 5,
"healthNum": 3,
"unhealthNum™: 3,
"httpCode": 31,
"httpCheckPath": "/"

"locationId": "loc-lertoiuk”,
"domain": "www.zhifubao.com”,
"url": "/first",

"httpHash": "ip_hash",
"sessionExpire": 321,
"healthSwitch": 1,

"timeOut": 2,

"intervalTime": 5,

"healthNum": 3,
"unhealthNum": 3,
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"httpCode": 31,
"httpCheckPath": "/"
2
{

"locationld": "loc-5mrd4zzym”,
"domain": "www.tencent.com”,
"url": "/fourth",

"httpHash": "ip_hash",
"sessionExpire": 211,
"healthSwitch": 0,

"timeOut": 2,

"intervalTime": 5,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/"

"locationld": "loc-fi5or8js”,
"domain": "www.zhifubao.com”,
"url": "/second",
"httpHash": "ip_hash",
"sessionExpire": 321,
"healthSwitch": 1,
"timeOut": 2,
"intervalTime": 5,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/"

"locationld": "loc-buq7xfa8",
"domain": "www.aws.com",
"url": "/second",
"httpHash": "ip_hash",
"sessionExpire": 321,
"healthSwitch": 1,
"timeOut": 2,
"intervalTime": 5,
"healthNum": 3,
"unhealthNum": 3,
"httpCode": 31,
"httpCheckPath": "/"
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"loadBalancerPort": 9999,
"protocol”: 4,
"protocolType": "https”,
"listenerId": "Ibl-7honivdy",
"SSLMode": "unidirectional”,
"certld": "cb5fb6cd"

"loadBalancerPort": 80,
"protocol”: 4,
"protocolType": "https”,
"listenerld": "Ibl-gbmhv8a4",
"SSLMode": "unidirectional”,
"certld": "c5db1460"

"loadBalancerPort": 90,
"protocol”: 4,
"protocolType": "https”,
"listenerld": "Ibl-gdbnbl5a",
"SSLMode": "unidirectional”,
"certld": "c5db1460"

"loadBalancerPort": 100,
"protocol”: 4,
"protocolType": "https”,
"listenerld": "Ibl-3m99yc3u”,
"SSLMode": "unidirectional”,
"certld": "c5db1460"
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BIEN A EINE CE N TEs

EOfEA

CreateForwardLBSeventhLayerListeners ZORMH T Bl N AR CEREIIE IR ITRINEE. REIYERITRIgM T
HRAFEKRIOERRN , 8RO, ). SIERE. BROESFSH.

EOipEES . |b.api.gcloud.com

I5REE

UTERSHFIRNGIE TEOBERSEH , EXNRRNREMLEALERESE , I AHERka4 m, H e, 1
HAY Action ZE& /9 CreateForwardLBSeventhLayerListeners,

SHER DR =T 57

TaEIESLE ID |, Bli@id DescribeloadBalancers [0

= 1
loadBalancerld P~ String EEFAS forward =RE8% 1 5 -1 SR,
N7 FRE S s BT A IR SR AR IR |, AT
listeners.n.loadBalancerPort 2 Int PRI ITARAY T (8 : 1~65535,

listeners 9%44R , ATLABIESZSMNEITEE , n AR,

Rz RIS ESLAIER OTERNEERL 1 - HTTP, 4

listeners.n.protocol 2 Int HTTPS
listeners.n.listenerName B String [Nz FRBY Ak 8T S DT SR 2 FR,
, . HTTPS #HYARAIEZEEY |, unidirectional : BEAERAIE ,
=~
listeners.n.SSLMode A String mutual - SERATE . HTTPS Hiy U S8 s S TR,
o = g ﬁ%wIE:F.’x . @Eﬁ certContent , certKey , certName,
EFimIERRY ID , g0 SSLMode=mutual , I5UTESANR
listeners.n.certCald S String ANESHIRNMA EEEFIFIED |, 81F
certCaContent , certCaName,
listeners.n.certCaContent & Strin LEEFIREBIINE , AR SSLIMode=mutual , J1
. = 9 @7 certCald , MILTRME,
listeners.n.certCaName & Strin LASEIE CA WESIFE , AR SSLMode=mutual ,
th a 9 BeH certCald , MILTAE,
listeners.n.certContent ra String HERSBIHIEBIANS , NRITE certld , NILTIMME,
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SR Wik RE R

listeners.n.certKey & String  _HERSIHIERR key , ANEREHA certld , MLIIMME,

listeners.n.certName a String  _EERSIHIEBIBFR , ANRIKE certld , MILLTME,
IR[EIZE]

SHEWR it fik

code Int ARG , 0 F"npE) , BHERTKAY. FIERBRER AHERE,

message String  {EHREREREA , SEOBEX.

codeDesc String  ZESTEIRAD , BIMIRIE] Success , LM BRI AIZESTIEA,

listenerlds Array H50res ID 048,

<l
B

https://Ib.api.qcloud.com/v2/index.php?Action=CreateForwardLBSeventhLayerListeners
&< NIEERESE>

&loadBalancerld=Ib-abcdefgh

&listeners.0.loadBalancerPort=443

&listeners.0.protocol=4

&listeners.0.SSLMode=mutual

&listeners.0.certName=myCertName

&listeners.0.certContent=----- BEGIN CERTIFICATE-----KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 175 396 ™
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BggrBgEFBQcwAYYpaHROcDovL29jc3AyLndvc2Inbi5jbi9jYTInMi9zZXJ2ZXIx
L2ZyZWUwOAYIKwYBBQUHMAKGLGhOdHA6Ly9haWEyLndvc2Inbi5jbi9jYTInMi5z
ZXJ)2ZXIXLmZyZWUuY2VyMD4GA1UdHwWQ3MDUwM6AxoC+GLWhOdHA6Ly9jcmxzMi53&listeners.0.certKey=----- BEGIN RSA PRIVATE KEY-----
your own key

MIIEPDCCAySgAWIBAgIAJIHA00fZNxoMAOGCSqGSIb3DQEBBQUAMHEXCzAJBgNV
BAYTAKNOMQswCQYDVQQIEwJHUzELMAKGALUEBxMCU1oxDTALBgNVBAoOTBFhYWFgx
DjJAMBgNVBASTBVhYWFhYMQ4wDAYDVQQDEwWVBQUFBQTEZMBcGCSqGSIb3DQEJARYK
d3d3QHFXLMNvbTAeFWOXNjAAMTEXMTUyNTZaFwOxNzA4MDIXMTUyNTZaMHExCzA)
BgNVBAYTAKNOMQswCQYDVQQIEwJHUzELMAKkGALUEBXxMCU1oxDTALBgNVBAOTBFhY
WFgxDjAMBgNVBAsSTBVhYWFhYMQ4wDAYDVQQDEwWVBQUFBQTEZMBcGCSqGSIb3DQE)J
ARYKd3d3QHFXLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAM29
SLOTIZaqZb4jEjZ8mkwSeWGVhYaskYtDvxvZQSHZF2A1DtpGojsz+Z3KxgVo4ed)
Y26lfxmFPwPhxoBRgCYDqQEOLAOKWRxzXYyP2kr9FN4vsOhzizT4IVxJciOUwmlaQ
bjzzFQN5Bel/UTekrs1/YwflAakP7TvoKUIfBvkKFzRIgdxnGk+/C7+cg1P9F9J4
rjm/Rn+0HhO0QshsAo01IT4jZF356yvk/g0upLhZexo39jKfdypmtcHTusYcCAoRGh
bCk26taM4aeQxMnB715ZkQhqB1+dyM6SWRFysYpteEK+]EH8wWWPQrigllcRJxncy
/8B4ARMHIXXRG8Th8TUCAWEAAaOB1jCBOzAdBgNVHQAEFgQUP/q0q6q7ezAVXERX
trsPMa4daig4dwgaMGA1UdIwSBmzCBmIAUp/qOq6q7ezAVxEhXtrsPMa4aiqbhdaRz
MHExCzAJBgNVBAYTAKNOMQswCQYDVQQIEwJHUzELMAKGA1IUEBXxMCU1oxDTALBgNV
BAoTBFhYWFgxDjAMBgNVBAsSTBVhYWFhYMQ4wDAYDVQQDEwWVBQUFBQTEZMBcGCSqG
SIb3DQEJARYKd3d3QHFXLMmNvbYIJAJIHA00fZNxoMAWGA1UdEWQFMAMBAf8wDQY)J
KoZIhveNAQEFBQADgQgEBAJ2XTOKyR2nFgaWcTG5d921tSij3lloZCBo4dwrleYFuW
cYUYSi65QskJpuDHr5KttmI4 +0tt90QOB/oHIEbkCqgEAC7PREJAgapcf5+ItMHN
rNh151CkTyoK1Z09tw30rX5GQVAHSpz0+BQTE+MPas5lyidwP1PqQFY9nZW4J3PG
RADbiiSnQ1leN5g0aKzIZpbEbP7Y7BGTIb+rLt+VUbmQ30h96zHchSsUsQ32dchwlm
NOZL1PyCivQ+AlsnbgA3uHZnoXBd8/yq0QNg0ol5edx+GfbY5FJbgXf3FER+NgMB
wPeJ)62izpROBQVXYNb3e72gM1xCAIgD+MBpNeGIx56g=

&listeners.0.certCaName=myCertCaName

IR[E]
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"code": O,
"message”: "",
"codeDesc": "Success",
"listenerlds": [
"Ibl-66tgmiro”
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(ZN RS EINE CE R TErE 1%

Sz 3
EOfEA
ModifyForwardLBSeventhListener 2 OFRIEM M AR AEIIE R ITESAE 1.

EOipEES . |b.api.gcloud.com

I5REE

UNBRSEGIFRMGIH T ROBRSE , EVERNFEN EATBERSE , W A5 ka8 mE. He, 1
H/Y Action =FE& 8 ModifyForwardLBSeventhListener,

SHBFR ik RE )%
loadBalancerld £ Strin TEIYESCE ID |, AN@Id DescribeloadBalancers ORI AS
= 9 forward FEH 1 3 -1 Sz,
) ) N FREYREISEISITES ID , A@id DescribeForwardLBListeners [
listenerld B String
=i,
listenerName B String 7 FE R R P8 IS I SR 2 FR

HTTPS M} USIFE8H9IAIEZERY |, unidirectional : BAESAME , mutual :

SSLMode & String ST,

certld B String  HTTPS Y I e8 s pRSS iHiES ID,
certCald B String  HTTPS i} iaIres#AYE= FimiE$ ID.
certCaContent & String  HTTPS Y iEIrEssiIE FIRIEBRE.
certCaName B String  HTTPS thil a0 E8#rE P ImIEBER,
certContent B String  HTTPS i SIFSEH RS IHIEB NS,
certKey & String  HTTPS Y UEIr e8RS ImIEBAYESA.
certName & String  HTTPS ¥ 428 sHIRSIHIEBAIZFR,
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SEBR KA ik

code Int ANHEERIG | 0 F/RAL) , EfttERTEW. FIERBIER 2 HLiERE,
message String  EHREERERMEL , SEOEX,

codeDesc String  ZEIGEIRAD , FIhIR[E] Success , KB HERAYZESCIREA.

requestld Int BRIES ID, alfRIE DescribeloadBalancersTaskResult ZEOBEIERERS

{5
K

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardLBSeventhListener
&< NIERSE >

&loadBalancerld=Ib-Itkip4do

&listenerld=Ibl-6hkiqcéc

&SSLMode=unidirectional

&[]

"code": 0,
"message”:
"codeDesc": “Success",

"requestld": 18642

wu, un
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BIEE N AR ST D

—

RUIES

EOfEA

CreateForwardLBFourthLayerListeners £ 12t 7 QIR B IHE R RITEEIN6E. ABIHEIUERITESRE TER
FAFERIIEAAIN , BFmRO. Y. SERE. BRIOESESH.

EOipEES . |b.api.gcloud.com

I5REE

UTERSHFIRNGIE TEOBERSEH , EXNRRNREMLEALERESE , I AHERka4 m, H e, 1
HAY Action ZE& /9 CreateForwardLBFourthLayerListeners,

SEER B KB R
. TEYESLE ID |, BEIT DescribeloadBalancers 0
loadBalancerId 2 String R
&ifl,
s gD OMSIrEEC , B%(E : 1~65535,
listeners.n.loadBalancerPort 2 Int PRI RITRAYRITEEL | BIE(E

listeners A%0A , BTLABIEERZMNEIRES , n A TR,

listeners.n.protocol 2 Int RBIIE LI ITESNZER 2 - TCP, 3 : UDP,
listeners.n.listenerName B String tE e S IR RSy S T B R,
listeners.n.sessionExpire - Int TREISEIRITESAISIRIRISATE) |, BB : 7, Old(E :
- P = 30~3600 , BKiA 0 , FTRAFA.
. . REIIGLHIEIT R AEREEEE 1 (FE). 0
A~
listeners.n.healthSwitch A Int (). BAME 1, SR
B R IR BRI CEBRTATIE) | AT
listeners.n.timeOut & Int 2~60 , BRNE : 2, B b, NGB AEE T e
|B]PRH 8],
. . . REISERITESaEEIPRATE , EOAME : 5, Bl E :
listeners.n.intervalTime & Int N
5~300, Bfi1 : 7,
listeners.n.healthNum - Int REIEETEEEERE |, BOAME : 3, TRHESERN=
o = RERNFRRNZERIES |, AlikE : 2~10, B : IR,
listeners.n.unhealthNum & Int REIIEIEITESAMERBIE |, BOAME : 3, RHESIRN

SRTMERNF % RS | Alik(E  2~10 , Bf
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SHER Wi KB

S

+H-3,
I

R

N

GEISE IR ITERAE R RIS, FIIE(E - wrr, least_conn

. = .
listeners.n.scheduler A String SR, BNEEE . BRAY wir.
R[ES27
SHBFR S EED
code Int AHEIREE , 0 FTraIh , EftEFRRAW. FIERIBRERN 2 HE1R0E,

message String  EHYEREEER , SEOEX.
codeDesc String  EEISEIRAY , AXIDIR[E Success , LMEHERAIZSTEA,
requestld Int BERESS ID |, AT#RIE DescribeloadBalancersTaskResult EOEERIERE.

listenerlds Array HE0FES ID 204A.

ANl
K

https://Ib.api.qcloud.com/v2/index.php?Action=CreateForwardLBFourthLayerListeners
Q< NHIBERSE>

&loadBalancerld=Ib-abcdefgh

&listeners.0.loadBalancerPort=80

&listeners.0.protocol=2

&listeners.0.listenerName=2

&[]

{

"code" : 0,
"message” : "",
"codeDesc": "Success”,
"requestld” : 123,
"listenerlds": [

"Ibl-3jt7mido"

]
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EOfEA
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—

)

RS

ModifyForwardLBFourthListener 3 [0 FsRIE MR FAEL S S I E SIS E .

EOipEES . |b.api.gcloud.com

I5REE

ITNERSEFIRNGIH TEROBERSEH , EVERNFEINLALERSEH , W AH5ka4 WmE, B, It
H/Y Action ZE& 9 ModifyForwardLBFourthListener,

SHBFR ik RE
loadBalancerld 2 String
listenerld B String
listenerName & String
sessionExpire =5 Int
healthSwitch B Int
timeOut B Int
intervalTime B Int
healthNum iy Int
unhealthNum B Int
scheduler & String

A K

R[S
SHBFR ikl U
code

WAL : TCloudFinanceZone

U
TREISESLE ID |, BlE@id DescribeloadBalancers $2AZiA.,

N FREIGREISEISITES ID , A@id DescribeForwardLBListeners [
&Hif,

HITRRRRR.

SIERIFAIE , 0 FmKHF. Aik(E - 30~3600 , 843 : 7,
BEAEREERGE 1L (FE). 0(XF).

N RCEERTRYE) , AIfE(ES 2~60 7,

HEIERR , "IIEE : 5~300,

fEEREIE | FliR(E : 2~10,

MEEREE | Flik(E - 2~10,

REIE IR AR5. BIIE(E : wrr, least_conn
DRFRRRINERIA. R/INEEEL.

Int RNHIERIG | 0 FTnATh , EERTEW. FIEREREL 25560,
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SR -l R
message String  ERMEREEER , SEOEX,
codeDesc String  EEI4EIRRD , AXIHIR[E Success , EMUEHERAYEEIIHAA,

requestld Int 5XKESS ID |, BI#RIE DescribeloadBalancersTaskResult #EOEEERIEIRZS,

ANl
K

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardLBFourthListener
< NHIERSE>

&loadBalancerld=Ib-Itkip4do

&listenerld=Ibl-6hkiqc6c

&SSLMode=unidirectional

=]

5

"code": 0,

"message”: "",
"codeDesc": "Success",
"requestld": 18642
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HHIR& vz FAEL Tzt &S N EE

EOmmA
DeleteForwardLBListener # O FARMIBRR AR ( NEMTE ) Et9EsLAIavEiras.

EOipEES . |b.api.gcloud.com

I5REE

TNEKRSEHFIRMNGIETZOBERSEH , EXREBENSEN LA AEEKRSE I AHEka4 mE. HP |, Lt
89 Action ==E% /9 DeleteForwardLBListener .

SEER Wk SR EED
loadBalancerd o Strin TEISESCE ID |, Bi@id DescribeloadBalancers EEORERRAS
= 9 forward FEA 1 3 -1 ke,

) ) N FREYREISEISITES ID , A@id DescribeForwardLBListeners [
listenerld B String

&Hifl,

U EI 55
SHBFR S R
code Int NHEEIRID , 0 Tkl , EMERTIEY. FRERBREAY AHEIRE,
message String RIMEIREERA , SEOEX.
codeDesc String  EEIEIRED , AKINIRME] Success , LMAEENAVEEIZIRAR.,
KIS ID , SRR [DescribeLoadBalancersTaskResult](/document/

requestld Int

product/214/704007

) EOFHERFER

1CNo

<

K
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https://Ib.api.qcloud.com/v2/index.php?Action=DeleteForwardLBListener
Q< NHERSE>

&loadBalancerld=Ib-abcdefgh

&listenerld=Ibl-20cxbf40

IR[E]

"code": 0,

L ]

"message”: "",

"codeDesc": "Success",
"requestld": 27689
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RN EO
BlIE N ARSI CE R resde AN

RO

CreateForwardLBListenerRules #2112t 7 Sl M FRAEL A E & C R IR Iras L A HINIEIEEN .
EOiREEE : |b.api.qcloud.com

15 REE

LTFERSEFIRIIE TROBEKSE , EXXNRRANSEENLATEKRSE, W AHiEka2 mE. 2, Wi
/Y Action ==E& /9 CreateForwardLBListenerRules,

SEAFR ik RE R

loadBalancerid o Strin R YEsCf ID , B@id DescribeLoadBalancers AR
= 9 2 forward ZEA 1 i -1 kA,

) ) N AARGhEISERIFES ID , @l

listenerld = String

DescribeForwardLBListeners ZO&if),

R PR G IS TS e A MINIAHZ . KERFIA : 1 - 80,
B=MEREN  FFENFRXE | BERAE | [ENFRAR

String R, FFIENFATIESXRBEFERFE. 8=, -, . BER
BRRER "~ RegEkaiEER. EUREARLL ~'Fk |,
¥ nginx JRAERIENZFRIX.

fiD

rules.n.domain

Rz AR AR IR ITRR e AMINUAYERIZ. RERH @ 1 - 80,
(EREIVERRR « RASIRFHETN | BIEINFHE. BIhFFTLAE
BRE : ~. ~*. AN~ = B ~ JRETRIIRENAAN
SHRRIENFREAL | ~* IR A/NE A EURAIIERZRIA
e N~ BIFFRTNRIZREBINENRIELE | BFATRE
BHTLA RIS RES., = REHRE , RAER5ZFRIET
SHRRZHRIXELR. IFENFETRNFEETE. 8
FOUOOUEL

String

fiD

rules.n.url

Rz B AT S ITRREE A RN STECRIFRIIE) , 0 =K |,
AJI%E(E : 30 - 3600,

iy

rules.n.sessionExpire Int

N FREL G EIY BRI R MR RIEE , 1 FFR. 0: XK.
BME 1 F3-4TF.

iy

rules.n.healthSwitch Int
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SHER

rules.n.intervalTime

rules.n.healthNum

rules.n.unhealthNum

rules.n.httpHash

rules.n.httpCode

rules.n.httpCheckPath

IR[EIZ4]

SEBR KRB

code Int
message String
codeDesc String

requestld Int

ANt

5K

WAL : TCloudFinanceZone

ry Int

5 Int

5 Int

ray String
=N Int

&5 String
U

YNS=S

a9 (CLB)

fais

N R RS IR RS EE AN R RIS BRI EBIRRATE] , E0A
B 5, B%(E : 5-300, Bz : 7,

R FRE AR R ITRREE AN RENE | BOME 3, T3k
SRN=RBRNFRNZEKIER |, 0JEE : 2~10, B R,

NIRRT RS AN AMEESIE |, BOME 3, T
EEHRN =R AMERNRRZERARESE |, AEE : 2~10, B
i1 : IR,

N B GBS E IR res i AN & 5. FIEE : wrr,
ip_hash , least_conn

PRIRFENERE, RIER [P #HTIAEIEIREE | SINERE
HAOBELT  BUAR wrr,

Rz R EI Y TR R MR BRIRZSAS. ATi(E - 1~31,
BOA 31,

1 FERNEREE 1xx RREER |, 2 FRIRE 2xx KR
4 FRIRE] 3xx R, 8 FRIRME 4xx R, 16 TR
[B] Sxx FER. ERESTDETRTMER , NSENAYER
n.

RIFREL RS G IIR SR AMNIBERIER 12 , BRIA/ . RLL/FF
Sk, KEWRSLN : 1- 80 , AIESREEDS. ¥

LHIRED | 0 Al , EERTRAM. FIERIEEL 2 55R60,

RREREREE | SEOEX,

TIEERED |, AINAR[E] Success , KA ERMAYEESCSA,

HERIESS ID |, AJHRIE DescribeLoadBalancersTaskResult EZOZEEEIEIRZ,
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https://Ib.api.qcloud.com/v2/index.php?Action=CreateForwardLBListenerRules
< HIEKRSE>
&loadBalancerld=Ib-6efswuxa
&listenerld=Ibl-20cxbf40
&rules.0.domain=www.tencent.com
&rules.0.url=fourth
&rules.0.sessionExpire=211
&rules.0.healthSwitch=0
&rules.0.httpHash=ip_hash
&rules.l.domain=www.ali.com
&rules.1.url=/second
&rules.1.sessionExpire=321
&rules.1l.healthSwitch=1
&rules.1.httpHash=ip_hash

]

-

"code": 0,
Ilmessagell: lIlI’
"codeDesc": "Success",

"requestld": 28182
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(S FA G Et & R = PRI

EOfEA

ModifyForwardLBRulesDomain 2 [ FASRIE N AL A Bt R In Tes TRYEE.

EOipEES . |b.api.gcloud.com

15 REE]

UTERSHFIRNGIE TEOBERSEH , ENRRNREMLALERESE , W AHERka4 ., H e, 1
H/Y Action =E&S ModifyForwardLBRulesDomain,

SHBFR Wik  RE R
loadBalancerld = Strin TEFYESL{E) ID |, BE@ it DescribeLoadBalancers #Z[ORRAS
= 9 forward EH 1 5 -1 SeaA,
) ) N FREIREIEISIES ID , A@id DescribeForwardLBListeners [
listenerld B String
=i,
domain = String  YEIFES FRYEANBIEA.

KERH : 1-80. B=MEMEIL - IFENRATE | BEAHE
newDomain = String =, ENRAIEN. FENRAISAREFERFE. #F, -
BECFHSUAOER * REEEFFLEELER. ENRERL ~'FHk.

IR[AIZ4]

SHER RE ik

code Int PRS- 0 FRATH , EfERTEAMN. FUEREREAY 2 HERD,
message String  1EREREEHA , SEOMBX.

codeDesc String  ZEIGEIRAS , FIDIR[E] Success , KMBHERNAYZSCIREA.

requestld Int BERIESS ID , EI4RIE DescribeLoadBalancersTaskResult #EZOZERERZS

ANt
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https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardLBRulesDomain
Q< HIFKSE>

&loadBalancerld=Ib-Itkip4do

&listenerld=Ibl-6hkiqcéc

&SSLMode=unidirectional

-

=]

"code": 0,

"message": "",
"codeDesc": "Success",
"requestld": 18642
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{Es v FA G Et & R i r=s 4 A MRV E
IO E ML RIE

Ll

RO

ModifyLoadBalancerRulesProbe #0RIEM R AR a9 C R es e RMN A BRI E R E R IR,

EOifEEE : |b.api.qcloud.com

I3RS

UTBRSEHFIRNGIE TEOBERSE , EXRRNREMLEALERSE , W AHHERkS4 tmE, H Y, 1t
H/Y Action =E&8 ModifyLoadBalancerRulesProbe,

o C ik 2B S

TERI9ESC/E ID |, B5@id DescribeLoadBalancers ZORAAS

loadBalancerld 2 String forward =B 1 s -1 k&
, = : N FEBY R EIEIEITES ID |, BI@IT DescribeForwardLBListeners
listenerld = String O

=518,
locationld = Strin N FREY R EIE IR TESEE AN ID, wriEd

= 9 DescribeForwardLBListeners #Z[O&i8),

Nz %?éﬁﬁ‘zi’] & "*ﬂﬁaﬁiﬁiiiwﬁ’ﬁ%& . t/tJEBE!ﬁ%H?ﬂ : 180-4FF3#E

A =, HEP ~ %ﬁ?i‘i‘?ﬂ%ﬁ’ﬂ%%_itﬂsjC/J\E’ESUEZE’\JIE)”\U%i
url B String I , “EBFIERTSANSABEAIEMTREAT S BInFFRTRINRZ

RATHINEIRIEE | BRARHRHITUATRIRRLE, =%&THE
HItES , RBIBRSZFEAN BRI HE LK. IFENFRXN
JRNFRFEEFE. 8. . .0 -0 20 =0 /.

Rz B AR IR ITRREE KRNI STECRIFATIA) , 0 oK) | Alik

sessionExpire = Int & : 30~3600.

healthSwitch & Int NG IS B TR A MNIRYRERIGE , 1. 7=, 0 K
intervalTime S Int N B G T I I RR R A RINIRI = EIRR |, AJiE(E - 5~300,
healthNum & Int N FREL G B S E n ITeR R A MR REERISIE | BIi(E : 2~10,
unhealthNum & Int Rz R AR E IR IERte A MINIBYAMERRIBIE | ATik(E : 2~10,
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SHER

httpHash

httpCode

httpCheckPath

a9 (CLB)

D = T S

Rz R AR IE IR ITRRAE AMNIBIEE A 52 | ATId(E © wrr,

a Int ip_hash, least_conn,
N BB RGN T A A MINIAVEERIASES, A%E : 1~31, X
I\ 31,
= Int 1 XRIFENEIRENE 1xx TR |, 2 FZniRE] 2xx BTEER , 4%
TRE 3xx TRER | 8 FR[E] 4xx FRERE | 16 FRiR([E] 5xx
FER., BHESHEER R, NISHERAYEHEN.
N ARG EISE IR ITER R A MINUIRNERE | BN/, ©L/FRL,
B String  KERHA : 180-04FF=/FFE~—=az. 0~9, _. .. -
? =. /.

httpCheckMethod & String  HTTPiERAGR , 99'HEAD', 'GETHFM7IZ.

FEERIGEES , MREERS  SHFFR

: e ,
httpCheckDomain D String & anz. 0~9. . .. -.

\ Ry 4

IR[E[Z21
SHBR i) TR
code Int ARG |, 0 FRRAED , BWERTAW. FIERBRER AHERD,
message String  ERMEREEER , SEOEX,
codeDesc String  RIGEIRAS , AIDIR[E] Success , KMBHERAYZS AR,
requestld Int BEXK{ES ID , TT#R#E DescribeLoadBalancersTaskResult SEOEEHREIRTE,

<

K

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyLoadBalancerRulesProbe
< NHIERSE>

&loadBalancerld=lb-6efswuxa

&listenerld=Ibl-20cxbf40

&locationld=loc-mpoupana

&url=/zero

&[]

WAL : TCloudFinanceZone
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"code": 0,
"message”: "",
"codeDesc": "Success",
"requestld": 28078
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MHIBR A R S Bt & SLI-C Rt Uras A% e A R
oy

RO

DeleteForwardLBListenerRules #2[ PR FIEL G & L C E IR IraS AV R RN,
EOifEEE : |b.api.qcloud.com

I3RS

IUTFIBERSEFIRNGHTEOBERSE , EXNEBERNEEN EATEKSE , W AHEka4 mE., HEe, 1z
/Y Action ==E% /9 DeleteForwardLBListenerRules,

SEAFR ik RE R
. ThEtYEsC/R) ID |, BIE@ g DescribelLoadBalancers #EORARIAS
=
loadBalancerld 2 String forward =% 1 s -1 SEEH.
;__:FIEJF' N >/ —% \ \\ . . v

listenerld = String F_\‘Z% EFIENITES ID |, v)i@1d DescribeForwardLBListeners $%[]

&#=if),
locationlds.n - Strin N ARV EISET IR IR AL AN ID, oliEit

: = 9 DescribeForwardLBListeners &4,
domain B String N FAAELGREIYE IR A MNIETEE.
url -y String RN FARIGEIYE RITESE A NIRRT,
U B35

SEAFR it} A
code Int AHEIRED , 0 FreIh , EfttERREW. 1FIERBREL 2 HERE,

message String  1RIMERERHA , SEOEX.
codeDesc String TIEEIRTS , FDIR[E] Success , KB HENAIZESCIRER.

requestld Int BXK(ESS ID , T#RYE DescribeLoadBalancersTaskResult #EOABEIAERIERE.
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K

https://Ib.api.qcloud.com/v2/index.php?Action=DeleteForwardLBListenerRules
< NHIERSE>

&loadBalancerld=lb-6efswuxa

&listenerld=Ibl-20cxbf40

&locationlds.0=loc-mpoupana

5

[5]

"code": O,

n,onn

"message”: "",

n,on

"codeDesc": "Success",
"requestld": 28502
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RO

DescribeForwardLBHealthStatus &= FER&E AN AR G EISE LA RICEER

EOifEEE : |b.api.qcloud.com

I3RS

IUTFIBERSEFIRNGHTEOBERSE , EXNEBERNEEN EATEKSE , W AHEka4 mE., HEe, 1z
/Y Action ==E& /9 DescribeForwardLBHealthStatus.

o C ik 2B HEiR

N ARt EISESL ID |, mliEid DescribelLoadBalancers 2 [ERT
loadBalancerlds.n 2 String A% forward FFE&A 1 8 -1 SkEf) , ANEORREIREIIERINEL

i 30,

I

sHEm  xW g

code It SRR, 0 FRAT , EAMEERAN, MR 1SR,

message String EREER(ERA | SEEOEX.

codeDesc String TSRS |, FIDIR[E] Success , KB HERAIZISZ5EA,

data Array IR[EIRIEL4H.

data ALK -
SEER i) b
loadBalancerName String TEIIERIRFR,
loadBalancerld String hEEIERY ID,
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SEER St ik
unLoadBalancerld String ThEIYERY ID , 5 loadBalancerld —%,
listener Array IRITEEEAE.

listener $4A454T -

SHBFR it Tk

listenerld String R B G EIE R IAEE ID,

protocol Int N BB E IR OTERAIMMNNEEEY, 1 HTTP 1Y, 4 : HTTPS #1Y,
loadBalancerPort Int N FREY B S R IR A bR i .,

listenerName String N R GRS E S I ES B =,

rules Array N FRBY SR E I IR RS AV A NI,

rules #4BLEH -

SRR &S R
locationId String N FREY S S R reRaVEE &N 1D,
domain String Iz PR A BT in I B AV R AR NUEL 2
url String Bz FRE SR B R I B AV R N BR A,
backends Array [Rin =R EFEAE.

backends #4R%EH
SR &St R
ip String =R ERAAK IP,
port Int ARG EEAIARSS RO,
healthStatus Int REREESR 1 @R, 0 FMER.

A

BK

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 197 W 396



2 AT TCE

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeForwardLBHealthStatus

< NHIFEKRSE>
&loadBalancerlds.0=Ib-6efswuxa

IR[E]

"code": 0,

n,onn

"message”: "",

"codeDesc": "Success",
"data": [
{
"loadBalancerName": "123",
"loadBalancerld": "Ib-6efswuxa",

"unLoadBalancerld": "Ib-6efswuxa”,
"listener": [

{
"listenerld": "Ibl-fh707b90",

n

"listenerName": "Ina",

"protocol”: 1,
"loadBalancerPort": 9090,
"rules": [

{

n,on

"locationld": "loc-3n8v5uy6”,
"domain": "*.alibaba.com”,

n,on

"url": "/second",

"backends": [
{
"ip": "172.17.8.4",
"port": 80,
"healthStatus": 1
}
]
17
{

"locationld": "loc-7h3nI8dc",
"domain": "*.alibaba.com”,

"url": "/first",
"backends": [
{
"ip": "172.17.8.4",
"port": 80,

"healthStatus": 1

WAL : TCloudFinanceZone 2026/4/9 03:08:38
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"locationld": "loc-3mkbad8s",

"domain": "~ A .baidu.com",

"url": "/second",

"backends": [

{

"ip": "172.17.8.4",
"port": 80,
"healthStatus": 1

"locationld": "loc-ptébnsy2q",
"domain": "~A.domain.edu.cn$”,
"url": "/12348#",
"backends": [
{
"ip": "172.17.8.4",
"port": 80,
"healthStatus": 1

"locationId": "loc-h3wu30tc",
"domain": ".emaoe.com”,
"url": "/12348&#",
"backends": [
{
"ip": "172.17.84",
"port": 80,
"healthStatus": 1

"locationld": "loc-78ifmow4",
"domain": ".example.com”,
"url": "/12348&#",
"backends": [
{
"ip": "172.17.8.4",
"port": 80,
"healthStatus": 1

2026/4/9 03:08:38
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RS SREXREN
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RO

DescribeForwardLBBackends [0 FskEIEMN AR IS fEinshEn N 28713,
EOifEEE : |b.api.qcloud.com

I3RS

IUFIBERESEHFIFRNS B TEOFERSE , EXNERNSEIN EATIEKRESE , iFEEsI AHiEk
d | IEECORY Action =FE& S DescribeForwardLBBackends,

W
g
=
2

SHBMR ik KR )%
oadBalancerld _ Strin thET9ESCE) ID |, ai@id DescribeLoadBalancers EORRAS
= 9 forward FEEA1E- 15,
. ) N R EIE RIS ID |, ANE@id DescribeForwardLBListeners 13
listenerlds.n & String
HA&ifl.
HEIrEs MY SR
1:HTTP
protocol B Int 2:TCP
3: UDP
4 : HTTPS
loadBalancerPort & Int TEIET SIS IR,
\ sl
U BT
SHEBMR it )%
code Int AHEIRE , 0F RN, Bt EFRREAW. FIEIRIBRER AHER0E,

message String EREBR(ERA | SiEEOEX.

codeDesc String FIAEIRAG , FRIDIRE] Success , LMABMNAIZE SRR,
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SHER RE S

data Array IR[EIRIEL4H.
data#eB4&EH :
SHBR ESig) R
listenerld String YE0rER ID,
WOTERAOIY,
1:HTTP
protocol Int 2:TCP
3 :UDP
4 : HTTPS
protocolType String IRITERATY, BIan HTTP,
loadBalancerPort Int TR TR O,
rules Array TR A A HNIZA.,
backends Array MR EITES FRI=IRSSSS09ER.
rules #BLEH -
SRR &g R
locationld String HRAMNEY ID,
domain String RN Z .
url String HRANRIERR.
backends Array [Rin=RSEERIERS.
backends #4R%EH
SRR ESid) R
lanIp String =iRSSENAK 1P,
wanlpSet Array =IRSSERAIIMN 1P,
port Int =R EEHIIRSS IR,

weight Int =IRSSESAIMNE,
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SEBR ESid)
instanceStatus Int
unlnstanceld String
instanceName String
addTimestamp String

AN Qe

5Kz

fiid

RS ERIVRE | F [ZIRSS 2 EURLSAM].
=ARSSERAY 1D,

RS ARHIRTR,

ZARSSRERLPERIRTIE),

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeForwardLBBackends

Q< NHERSE >
&loadBalancerld=Ib-abcdefgh

iR [E]7451

"code": 0,
"message": "",
"codeDesc": "Success”,
"data": [
{
"loadBalancerPort": 80,
"protocol”: 1,

"protocolType": "http",

"listenerld": "Ibl-fh707bgt",

"rules": [
{
"locationld": "loc-7w5sp6wf",
"backends": [
{

"instanceName": "t&MIHEE , i520MIBR",
"lanlp": "10.212.199.17",

"wanlpSet": [

"45.113.71.7"

1,

"instanceStatus": O,

"port": 80,
"weight": 10,

"uninstanceld": "ins-42Irdi7x",
"addTimestamp": "2016-11-03 11:21:38"

WAL : TCloudFinanceZone
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"instanceName": "t&i1E8 , B20MIFR"
"lanlp": "10.212.199.17",
"wanlpSet": [
"45.113.71.7"
L
"instanceStatus": 0,
"port": 443,
"weight": 10,
"unlnstanceld": "ins-42Irdi7x",
"addTimestamp": "2016-11-03 11:21:38"

}
],

"domain": "www.baidu.com",
"url": "/second"

"locationld": "loc-3n8v5v5b”,
"backends": [
{
"instanceName": "t&iUH188 , B20MIFR"
"lanlp": "10.212.199.17",
"wanlpSet": [
"45.113.71.7"

1
"instanceStatus": O,
"port": 80,
"weight": 10,
"unlnstanceld": "ins-42Irdi7x",
"addTimestamp": "2016-11-03 11:21:38"

|2
{
"instanceName": "$&iNHN28 , BOMIER",
"lanlp": "10.212.199.17",
"wanlpSet": [
"45.113.71.7"
1
"instanceStatus": O,
"port": 443,
"weight": 10,
"unInstanceld": "ins-42Irdi7x",
"addTimestamp": "2016-11-03 11:21:38"
}
1
"domain": "www.baidu.com",
"url": " /first"
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e AL

4

EOfER

RegisterInstancesWithForwardLBSeventhListener EZAXE—ATHE A =IRS SBYFERN AR A S ITaE
AUEE RN L,

EOipEEE ;. |b.api.gcloud.com

I3RS

LINBRSHGIRMGIH T ROBRSE , EVERNFENLATEERSE , I A5 ka8 mE. He, 1
HBY Action =E& A RegisterlnstancesWithForwardLBSeventhListener,

o C ik 2B iR

TaEI9EsC ID |, B]i@id DescribeLoadBalancers #EOERTA

loadBalancerld 2 String £ forward =% 1 5 -1 k&

N B EISEEITES ID |, ahE

Stri
fng DescribeForwardLBListeners #O&1f,

fim

listenerld

locationIds.n & String M FERYREIYE IS ITRRAYAE A RN ID,

domain B String  NFELGRESEIRITES R ANIAYEES.

url B String N FEGHEIYEIRITESAYER A MNIAIERR.
=R EEHIME— ID , m]i@)1d Describelnstances #[iR[E=FE&H

backends.n.instanceld = Strin AY uninstanceld EAREL ;

o = 9 HEnTREREAS SIS ID (a0 EMAREEN

MiZE backends.l.instanceld&backends.2.instanceld ) .

b = REIE AR e RS nlim O |, AIEE -

ackends.n.port P Int 165535
backends.n.weight B Int =IRSEZE{AUINE |, BUESEHE : 0~100, BKIAA 10,

IR[E]

Wb
%
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SEBR KA ik

code Int ANHEERIG | 0 F/RAL) , EfttERTEW. FIERBIER 2 HLiERE,
message String  EHREERERMEL , SEOEX,

codeDesc String  ZEIGEIRAD , FIhIR[E] Success , KB HERAYZESCIREA.

requestld Int BX{ES ID , oJtR#E DescribeLoadBalancersTaskResult #FZOE@E/ERES

{5
K

https://Ib.api.qcloud.com/v2/index.php?Action=RegisterInstancesWithForwardLBSeventhListener
<R HIBRSE>
&loadBalancerld=lb-abcdefgh
&listenerld=Ibl-abcdefgh
&locationlds.0=loc-aaa
&backends.0.instanceld=ins-1234test
&backends.0.port=80
&backends.0.weight=10
&backends.l.instanceld=ins-5678test
&backends.1.port=80
&backends.1.weight=6

IR[E]

{
"code" : 0,
"message” : ",
"codeDesc": "Success”,
"requestld” : 1234

}
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RS =ik s N AR S Bt I TR r2shY
e AN

RO

DeregisterInstancesFromForwardLB # O BRE—EE S A =IRS M AR A EIE Rt E BT RN _E
R0,

EOipEEE ;. |b.api.gcloud.com

I3RS

LINBRSHGIRMGIH T ROBRSE , EVERNFENLATEERSE , I A5 ka8 mE. He, 1
M/ Action =E& 8 DeregisterlnstancesFromForwardLB,

SEAFR Wik 3RE R
Fl > >/*‘|s\-| I , \ \\__]- . . =A<
loadBalancerld = String fhEIgEsC) ID |, ai@)id DescribeLoadBalancers #ZORAT A

2 forward FEXA 1 5i& -1 k&4,

Rz AL IS IS ID |, i@

listenerld = String DescribeForwardLBListeners Z[1&14,

oo £ S FLANISIFSE R
locationds.n = String EEZEE’JE%E%MUE’J ID, MNRAEE , WNEBANIEITES LRSI
domain & String  ESPERVRITESEAMNIAYER.
url B String  E4BERIIEITESEE AFINAIERE.

=R EEHIME— ID , B]i@)1d Describelnstances #[iR[E=FE&H
backends.n.instanceld = Strin A9 uninstanceld FEEREL ;
o = g I OSIFEMAZ S ENEISEE] ID (90 EMARSE ,
NI & backends.l.instanceld&backends.2.instanceld ) ,
S+ SB[ S IFER i = B Il N .
backends.n.port = Int RESE LA SRS SR RS R Tin |, FIEE ¢

1~65535, MNRAEE , A Z IR 2=RAIE BB LD,
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SEBR KA ik

code Int ANHEERIG | 0 F/RAL) , EfttERTEW. FIERBIER 2 HLiERE,
message String  EHREERERMEL , SEOEX,

codeDesc String  ZEIGEIRAD , FIhIR[E] Success , KB HERAYZESCIREA.

requestld Int BX{ES ID , oJtR#E DescribeLoadBalancersTaskResult #FZOE@E/ERES

{5
K

https://Ib.api.qcloud.com/v2/index.php?Action=DeregisterlnstancesFromForwardLB
< nHEKRSE>

&loadBalancerld=lb-abcdefgh

&listenerld=Ibl-abcdefgh

&locationlds.0=loc-aaaadfa

&backends.0.instanceld=ins-1234test

&backends.0.port=80

&backends.l.instanceld=ins-5678test

&backends.1.port=6

-

(=]

"code" : 0,

"message” : "",
"codeDesc": "Success",
"requestld” : 1234

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 2 209 T # 396 T



2 AT TCE

a9 (CLB)

(ZEGER C R R IrasiI =ik 2ailim

EOfEA

ModifyForwardSeventhBackendsPort 1O FASRIEMEBEF LN _EH2880i%O S,

EOipEES . |b.api.gcloud.com

I5REE

ITNERSEFIRNGIH TEROBERSEH , EVERNFEINLALERSEH , W AH5ka4 WmE, B, It
H/Y Action =E& 9 ModifyForwardSeventhBackendsPort,

SHBR

loadBalancerId

listenerld

locationlds.n
domain

url

backends.n.instanceld

backends.n.port

backends.n.newPort

backends.n.weight

W

3

{E]

WAL : TCloudFinanceZone

WHisk

=
=

fi

Iy

iy

iy

i

fil

2]

iy

String

String
String

String

String

Int

Int

Int

fiaid

s sel ID |, Bli@id DescribeLoadBalancers #ERTA
& forward FE&H 1 5 -1 k&M,

N B EISEIEITES ID |, ahEl
DescribeForwardLBListeners #0214,

HRMNAY ID,
HARMNIATEE.
HRMNIRIERE,

=ARSSEERIME— ID , AT Describelnstances #EiR[EZFERH
AY uninstanceld =FERFREY ;

IO SAFRTBAZ S ENEISLHI ID (490 : EWMAREE
MIZE backends.l.instanceld&backends.2.instanceld ) .

G EIYE L TR R iR AR SS SR iR ] |, FIIR(E
1~65535,

EIYE LA TR R iR AR SS R im0 , AJHE !
1~65535,

HRERFTIR R E.
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SR
code
message
codeDesc

requestld

Nt

5K

a9 (CLB)

H+

IR
REFERIY |, 0 AT, EfERTAM. FIEIRIBIERY 5=,
RREREEHEA | SEOMEX,

FEEEIRED . ADDIRE] Success , SKMAHERAIZEI 5B,

BER{ESEID |, AIHRIE DescribeLoadBalancersTaskResult EOEEREIRE.

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardSeventhBackendsPort
<R HIBRSE>
&loadBalancerld=lb-abcdefgh

&listenerld=Ibl-20cxbf40

&locationlds.0=loc-13fd1xt2
&backends.0.instanceld=ins-6789test

&backends.0.port=80

&backends.0.newPort=8080

[l

-

"code" : 0,

llmessagen . lllll

"codeDesc":

"Success”,

"requestld” : 1234
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(ZEER TR EIrEsI =ik srHYINE

EOfEA

ModifyForwardSeventhBackends #FARIESEERI ABIIELOINRIRSSINE, BIESINEFRFTEKRE
RHIHN, BARRNERERARILASEmik AR (ERE].

EOipEES . |b.api.gcloud.com

I5REE

LITNERSEGIFRNGIH TEOBERSEH , EVRRNFEINLALERSEH , W AH5ka4 WmE. B, It
H/Y Action ZE& 9 ModifyForwardSeventhBackends,

SR sk KR TN

s sel ID |, Bli@id DescribeLoadBalancers #OERTA

loadBal Id = Stri . .
cadhalancer = "9 & forward FEA 1 5% -1 K.
: . NS SE RS ID |, arEd
listenerld = String

DescribeForwardLBListeners #0214,

locationIds.n & String IEERIHIN ID,
domain & String  IAWTESEEAANIAEYES.
url e String  URIRESEEAFINIAVESER,
Z=IRESEHIME— ID , BT Describelnstances #[1iRE]FER+
backends.n.instanceld = Strin AY uninstanceld F=EEREL ;
o = 9 IO FERMAZEFNRISLE] ID (90 : EMARSEN ,
MIZE backends.l.instanceld&backends.2.instanceld ) .
= REISE LA STy iR = iRS e R Imins [ |, alisE :
backends.n.port P Int
1~65535,
backends.n.weight & Int =IRSGSEERIINE |, BYESEHE : 0~100 , EHAK 10,

IR[EIZ£]

o C KA HR
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SEBR ESig) )%
code Int RHEERG , 0 FTonpTh , EERTRM. FIERENEL 2 H5E5R60,

message String  RIMEREREEA , SEOEX.
codeDesc String  EIGEIRS , AIDIRE] Success , KMBEBMAYZ A,

requestld Int BXK{ES ID , oJtR#E DescribeLoadBalancersTaskResult #ZOZEFER/EIRE.

B
sk

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardSeventhBackends
Q< NHERSE >

loadBalancerld=Ib-6efswuxa

&listenerld=Ibl-20cxbf40

&locationlds.1=loc-h8uwerlg

&locationlds.0=loc-hvzwsyqq

&backends.0.instanceld=ins-0zsyoybo

&backends.0.port=80

&backends.0.weight=0

IR[E]

"code": 0,
"message”: "",
"codeDesc": "Success”,
"requestld": 28077

}
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e AL
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RO

RegisterInstancesWithForwardLBFourthListener #Z#O0R4IE—E 52 S =iRS 282N AR G Y& N E T8
LO

EOipEEE ;. |b.api.gcloud.com

I3RS

LINBRSHGIRMGIH T ROBRSE , EVERNFENLATEERSE , I A5 ka8 mE. He, 1
M/Y Action =E& A RegisterlnstancesWithForwardLBFourthListener,

BEER B KB R

loadBalancerld £ String  TaEI9%sL) ID , AN@iY DescribeLoadBalancers EZO&1A),

. . TEIIEIRITES ID |, AI@id#E0 DescribeForwardLBListeners
listenerld = String

k&,

=R EEHME— ID |, AiEId Describelnstances #E[iREIFEEH
B9 uninstanceld =ZE83KEX ;

backends.n.inst Id = Stri -
ackendsnnstanceld | = "I HENTRERRAS AN D (10 - SRMARAEN
NiZE backends.l.instanceld&backends.2.instanceld ) ,
= REISE LA Ry Rin =R es R nim ] |, AIE(E :
backends.n.port = Int
1~65535,
backends.n.weight & Int =IRSSEEANE |, BYESERE : 0~100 , EiIAJS 10,
R[EISE]
SHBFR S A
code Int PNHERAG | 0 /D), HMEFR AN, FEERBIRERY 2 HEERE,

message String  EEREERER , SEOEX.
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SHER it A
codeDesc String  RIGEIRAS , AIDIRE] Success , KB HENAYZ SRR,

requestld Int BERESE ID , TIHR#E DescribeLoadBalancersTaskResult #ZOZEERIERES.

ANl
sk

https://Ib.api.qcloud.com/v2/index.php?Action=RegisterInstancesWithForwardLBFourthListener
&< NHERSE >

&loadBalancerld=Ib-abcdefgh

&listenerld=Ibl-abcdefgh

&backends.0.instanceld=ins-1234test

&backends.0.port=80

&backends.0.weight=10

&backends.l.instanceld=ins-5678test

&backends.1.port=80

&backends.1.weight=6

&[]

{
"code" : 0,
"message” : "",
"codeDesc": "Success”,
"requestld” : 1234

}
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RS =ik SS e N FHES S Bt & MU = s =S hY
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7/

RO

DeregisterInstancesFromForwardLBFourthListener #O0ARE—&8Z 8 =IRS /NN AR R EISE IR R ITES
LRSS,

EOipEEE ;. |b.api.gcloud.com

I3RS

LINBRSHGIRMGIH T ROBRSE , EVERNFENLATEERSE , I A5 ka8 mE. He, 1
H/Y Action =E& S DeregisterlnstancesFromForwardLBFourthListener,

SHBR Wik KA TR

loadBalancerld £ String  TaEI9%sL) ID , AN@iY DescribeLoadBalancers EZO&1A),

) . TEIYESITES ID , B@1d DescribeForwardLBListeners 1[0
listenerld = String

&=,

=R EEHME— ID |, AiEId Describelnstances #Z[iREIFEEH
B9 uninstanceld =2E83KEX ;

backends.n.instanceld &£ String  MEOSFERBMAZEENAISLA) ID (1 EMAREE
., WigE
backends.l.instanceld&backends.2.instanceld ) .
= GBI e Rin = IR SS e Tin ] |, AI%(E
backends.n.port = Int
1~65535,
backends.n.weight & Int =R EEAONE |, BUESEHE : 0~100 , EiAJS 10,
IR[EIZE]
SHEWR il fEA
code Int AHEERAD |, 0 RN , BEfttERTEM, FIERBIRERN 2HLERE,

message String  RIMERERHA , SEOEX.
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SHER it A
codeDesc String  RIGEIRAS , AIDIRE] Success , KB HENAYZ SRR,

requestld Int BERESE ID , TIHR#E DescribeLoadBalancersTaskResult #ZOZEERIERES.

ANl
sk

https://Ib.api.qcloud.com/v2/index.php?Action=DeregisterInstancesFromForwardLBFourthListener
&< NHERSE >

&loadBalancerld=Ib-abcdefgh

&listenerld=Ibl-abcdefgh

&backends.l.instanceld=ins-1234test

&backends.1.port=80

&backends.1.weight=10

&backends.1.locationld=10

&backends.2.instanceld=ins-5678test

&backends.2.weight=6

&[]

{
"code" : 0,
"message” : "",
"codeDesc": "Success”,
"requestld” : 1234

}
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E i fresiY = AR SS 25 A im ]

EOfEA

ModifyForwardFourthBackendsPort #2 FIsR(E B E R EIE AN RS /INE, BILIESMNERFTIEK
RN, BARRNERERATIASE RGN INERE].

EOipEES . |b.api.gcloud.com

I5REE

LITNERSEGIFRNGIH TEOBERSEH , EVRRNFEINLALERSEH , W AH5ka4 WmE. B, It
HAY Action =E& 9 ModifyForwardFourthBackendsPort,

SR sk KR TN

s sel ID |, Bli@id DescribeLoadBalancers #OERTA

loadBalancerld 2 String £ forward E% 1 & -1 k&5
) i TEIYETSIEE ID |, B@id DescribeForwardLBListeners 3321
listenerld = String

=i,

=R EEHIME— ID , B]i@)1d Describelnstances #[iR[E=FEEH
B9 uninstanceld =2EZ3KEX ;

backends.n.instanceld = Strin - . - N
= 9 ENSHERBAS AN D (1 BRNFEAEN
MiZE backends.l.instanceld&backends.2.instanceld ) .
= AR Ein RS IRE w0 , BI5EE :
backends.n.port P Int
1~65535,
o REELA e e im = IR ee R A iR |, BI%E(E :
backends.n.newPort 2 Int
1~65535,
backends.n.weight B Int =iRFBEROINE |, BUESEHE : 0~100, BKIAA 10,
\ s)s
IS5
SHBFR it A
code Int NHEEEREG |, 0 Fakdh , HERREM. FREIRERERY A HER0,

KRARFFE : TCloudFinanceZone 2026/4/9 03:08:38 % 218 W 396 ™



2 AT TCE

a9 (CLB)

SR -l R
message String  ERMEREEER , SEOEX,
codeDesc String  EEI4EIRRD , AXIHIR[E Success , EMUEHERAYEEIIHAA,

requestld Int BK{ES ID , AI+R#E DescribeLoadBalancersTaskResult #ZOBEIERERE.

ANl
K

https://Ib.api.qcloud.com/v2/index.php?Action=ModifyForwardFourthBackendsPort
< NHIERSE>

&loadBalancerld=Ib-abcdefgh

&backends.0.instanceld=ins-6789test

&backends.0.weight=10

&backends.l.instanceld=ins-1234test

&backends.1.weight=6

&[]

{
"code" : 0,
"message” : "",
"codeDesc": "Success”,
"requestld” : 1234

}
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EEMHEXEO

HIAN ARG SIIENEERXR

RO

144 : Ib.api.qcloud.com
#O% : DescribeRewrite

WMASE
SHEF i

loadBalancerlds &=

listenerlds =
locationlds B
o s
EIHSE

SRR &St
code Int
message String
codeDesc String
data Array

Hrp , data 240RIMEREIT :

SHER

RewriteSet

eSS

s s SEsLE ID |, Bli@id DescribeLoadBalancers #ZORATAS
T forward FEHR 1 5 -1 SkEi,
A  UEOTESHE— ID,

BH  ERANE—ID,

TR

tEi=GS , 0 : plkth , EfthE : K.

BIRER.

PSS MSEIRAS. ARIHATIRME] Success , $EIRANIREIE AR SHEIRIRE.,

WHER | EEREREERESIIRER.

St Tk
Array HERAMNEERXRES.

RewriteSet BN TRBIITFE :

WAL : TCloudFinanceZone
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SR et A

uListenerld String BEEmRNITEE—ID,
uLocationId String BEEMREAMRNE—ID,
targetulistenerld String EER BRI eEHE— ID,
targetulLocationld String EER BirERANKE— ID,

Bl
IN

https://Ib.api.qcloud.com/v2/index.php?Action=DescribeRewrite
&< NIERSE >

&loadBalancerlds.0=Ib-6efswuxa

&listenerlds.0=Ibl-20cxbf40

&locationlds.0=loc-sdadasmd

i

"code": 0,
"message": "",
"codeDesc": "Success”,
"data": {
"RewriteSet": [
{
"uListenerld": "Ibl-jb2kkehy",
"ulLocationld": "loc-n68ar3hi",
"domain": "clue.cn”,
"url": "/",
"httpGzip": true,
"httpHash": "wrr",
"keep_time": 900,
"targetulistenerld": "Ibl-jb2kkehy",
"targetulLocationld": "loc-9wo2gh66",
"bAutoCreated": 0,
"health": {
"healthNum": 3,
"httpCheckPath": "/",
"httpCode": 31,
"intervalTime": 5,
"switch": 1,
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"timeOut": 2,
"unhealthNum": 3
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17445 : Ib.api.qcloud.com
#% : DeleteRewrite

WMANSE
SHE e

S

TEISESEAI 1D |, whiEid

a9 (CLB)

loadBalancerld B String  DescribeLoadBalancers #EZORATAZ forward
FERA1EE -1 k&M,
delRewriteInfo 2 Array  BEEMXEREEIN  STFE.
sourceulistenerld = Strin EErAklEE D, PhEd
= 9 DescribeForwardLBListeners #Z[O&if),
. _  mETARREID, TE
targetulistenerld = String DescribeForwardLBListeners & O&14),
Erh delRewritelnfo 9513 ,
BIYTEA—FH , LT F
B
SEER BEwWIE il A
sourcelocation = String BEREAMNE—ID,
targetLocation = String HEEMEEMNE—ID,
oy X
Eﬁuﬂjéf‘yﬁ
SEEMR it R
code Int RS, 0 : BTn , HARE : K.

message String HIRER.

WAL : TCloudFinanceZone 2026/4/9 03:08:38

# 223703t 39611



2 BAETCE SR (CLB)

SHER KA 1)

&RB

codeDesc String W MIEERRAD, ARINRHRE Success , $EIRAHREIEMARISZ4ERRE.

requestld Int BEEERRLSAS ID , AL BERSESETED , EREsSaiTER.

45
N

https://Ib.api.qcloud.com/v2/index.php?Action=DeleteRewrite
&< pHiERSEH>

&loadBalancerld=Ilb-6efswuxa
&delRewritelnfo.0.sourceLocation=loc-asdmamd
&delRewritelnfo.0.targetLocation=loc-eewqfqw
&sourceulistenerld=Ibl-xxasaads
&targetulListenerld=Ibl-6thyd8dx

il

"code": O,

"message”: "",
"codeDesc": "Success",
"requestld": 28078
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2 AT TCE

EOfEA

17445 : Ib.api.qcloud.com
#% : ManualRewrite

A Y 74
EINSEL
SHBR
loadBalancerld

rewritelnfo

sourceulistenerld

targetulListenerld

a9 (CLB)

FaINIIN AR GBI ERIEE R KR

ik KE U

ThEIESL/E ID |, BliE g DescribeLoadBalancers ##ZORIAT A

String & forward FEJ9 1 5iE -1 k&M,

Array  BEEMXZRRVEERN , STFHEE,

String EEMITES ID , ANiBid DescribeForwardLBListeners #1&
.\1‘@0
WEEMSITSE ID , oJi@id DescribeForwardLBListeners 120

String =1

Hrh rewritelnfo A% , 8NTEA—FH , =R :

SHBMR
sourcelLocation

targetLocation

iHSEL

SHER St

code Int
message String
codeDesc String

requestld Int

WAL : TCloudFinanceZone

BE Wk Bt} iR

P String BEEEEARNE—ID,

2 String HEEMEERMNE—ID,
iR

HEIRAD , 0 @ pkTh , Hfth(E - KL
% 5E'fl:l Sho

SRS, FIHRTIRE] Success , fEIRATIREIEAVFZEERIR

BHMEERSRLEES D, JUBRSESTERRD , EESIHRTES

2026/4/9 03:08:38 #2253t 396 @
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ANt
N

https://Ib.api.qcloud.com/v2/index.php?Action=ManualRewrite
< NHIERSE>

&loadBalancerld=lb-6efswuxa
&rewritelnfo.0.sourceLocation=loc-asdmamd
&rewritelnfo.0.targetLocation=loc-eewqfqw
&sourceulistenerld=Ibl-xxasaads
&targetuListenerld=Ibl-xxasaads

il

"code": 0,
Ilmessagell: lIlI,
"codeDesc": "Success",

"requestld": 28078
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a9 (CLB)

Bzl ERN R R EIEREERRER

EOfEA

17445 : Ib.api.qcloud.com
#O4 : AutoRewrite

EMEEERSF HTTPS 1Y 443 inOBF4ER HTTP #hi% 80 iwO , 74§ HTTP #4Y 80 iwEERZEI HTTPS

Y 443 iw0A k.

NS
SHE

loadBalancerId

listenerld

domains

aHEEL

SHBFR
code
message
codeDesc

requestld

5

BN

i

i

Iy

String
String

Int

i KB fEiR

TaE IS5 ID |, BiEiT DescribeLoadBalancers EZORRAS

SING ¢ rward FBRA1EE -1 REH,
String hEIYEUEITEE ID |, TN&IY DescribeForwardLBListeners O

18,

Array  FEEEMRM domain , XEHEE,

HEiR

HEIRID , 0 BTh , BfthE : K.

HIxER.

WS MEEIRE. AIIRTRE Success , fERATREIEARISHEIRRRA.

BMEERFLSES D, JURRLSESEIIERD , ERESIHITER.

https://Ib.api.qcloud.com/v2/index.php?Action=AutoRewrite

WAL : TCloudFinanceZone

2026/4/9 03:08:38 3B 22703t 396 1@
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< HIFRSE >
&loadBalancerld=Ib-6efswuxa
&listenerld=1bl-20cxbf40
&domains.0=www.xxx.com

i

"code": 0,
Ilmessagell: lIlI’

"codeDesc": "Success",
"requestld": 28078
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&

AT TCE

API Y
fTaEIE (clb)

WS (2018-03-17)

API *E A

APIRRZR

V3

t&F B R E SRR EO

BOSBR

DescribeClassicalLBHealthStatus

HitbzO

HEARER - TC

EORBFR

DescribeBlockIPTask
DescribeLoadBalancerListByCertld
SetLoadBalancerSecurityGroups

SetSecurityGroupForLoadbalancers

ThEISEEREO

EOZR
AutoRewrite

BatchDeregisterTargets

nnnnnnnnnnnnnnn

a9 (CLB)

EZMOThEE

SRR B AR E RIS

EOTEE

THERIP (EBEH ) REESHITRE
RIEIEBIDE IR A E
REREIYELAINTEA
PERBH— N LB S RBIIE LA

EOThAE
BSERMRREIEE AMNNEERXR

BatchDeregisterTargets

2026/4/9 03:08:38 B 229 # 396

21



& BRTTCE

EORR

BatchModifyTargetWeight

BatchRegisterTargets
CreatelListener
CreateLoadBalancer
CreateRule

DeleteCert
DeleteListener
DeleteLoadBalancer
DeleteRewrite
DeleteRule
DeregisterTargets
DescribeAppldLabel
DescribeBlockIPList
DescribeCerts
Describelsplnfo
Describelisteners
DescribeLoadBalancers
DescribeRewrite
DescribeSubUinQuotas
DescribeTargetGrouplList
DescribeTargetGroups
DescribeTargetHealth
DescribeTargets

DescribeTaskStatus

DescribeWhiteListSupport

WAL : TCloudFinanceZone

a9 (CLB)

EOThAE

EIES TR ER e it L AR AL A N E
HESRE R ENEGRER R

Bl REIIE RIS

WSS BT SES)

Bl BB C R R ITRR e AN
FHIBRIE S

RS RIS BT R ras

il Gt S

MRS A H Y E e A N Z BRI EE KR
RS RIS C R R TRRRIRE AN
MBS E IR =S ERRSRRIRARSS
ERRFPMSEIRE

ER— M REISERTEEENIPYIR (RRR )
EWIERIE

Bz ERER
EiRREISERITERFIR
ERREIIELGIFIR
ERREIYE R ANNEERXR
i FKSEER

SRENHineE5 R

ERERARER

RN A HIIERIRIRSHIRRRENS
ERREIYEHENEIRRST IR
BISPESRE

BRAFERE

2026/4/9 03:08:38 # 23003t 396 1@
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EORR

InquiryPriceModifyLoadBalancer

ManualRewrite
ModifyCertAlias
ModifyDomain
ModifyDomainAttributes
ModifyListener
ModifyLoadBalancerAttributes
ModifyRule
ModifyTargetPort
ModifyTargetWeight
RegisterTargets
ReplaceCert
SetSubUinQuotas

UpLoadCert

WAL : TCloudFinanceZone

a9 (CLB)

EOThAE

AT EECE RN
FRINARIIEEAMNNEER KRR
EBOER&EE

(B CEE A MNAYEE

(e RSB R R AN A E 2 R BRI
I AHE e Rt

(e BB SLAIRIE Y

(e RSB C R R ITRRRIAE AN
eI RSB E AV IR BRATIR T

e TR SR E AV it AR AYAE RN E
SRR 2 mras Lk

BHiEH

REFIKSECE

EEEH

2026/4/9 03:08:38 % 231703t 396 1@
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

a9 (CLB)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

WAL : TCloudFinanceZone 2026/4/9 03:08:38
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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2 AT TCE

IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

a9 (CLB)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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(BB haayEExEO
ABERE R EHIYERiRAIEERIRS

L. FZOfER

ZEOiEkE2 ;- clb.api3.finance.cloud.tencent.com,
DescribeClassicalLBHealthStatus FiFRBUE S B G OB FRiRAVE RIS
BOAZEOIBHIRERIRE] - 200%/%D,

O EHATE : 2020-01-10 20:35:41,

EORBEZREN,

2. MINSEY
TR ESBIFTHI T EOMREHARA ASEH | REARBHPIEN A4,

SHAFR W% IEFENULL kR R

NESE, AEOBE !

. = - .
Action = = String DescribeClassicalLBHealthStatus
Version 2 5 String nNHESE, AEOEE ; 2018-03-17
Redion = = String | ATBH, WS EAEE DescribeRegionsNEE
9 £ | B I TR
) TREIHELAI ID
LoadBalancerld = B Strin _
e "N e -
) . TREIIE IR ITESID
Listenerld = 5 Strin =
| = | F NI R -
A sl
3. WS
SHBMR - 3id) A
. Array of [Einf@ERIRSTIZR
HealthList ClassicalHealth ~HE : EE
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SHER St

Requestld  String

4. SEIR0S

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

HiRt
InvalidParameter
InvalidParameterValue
InternalError
UnauthorizedOperation
Resourcelnsufficient
LimitExceeded
FailedOperation
InvalidParameter.FormatError

InvalidParameterValue.Length

WAL : TCloudFinanceZone

Hk

a9 (CLB)

E—IEK ID , RIERESIREl. EMARATHEERAZRIERE

Requestld,

2026/4/9 03:08:38

fiEid
SEGEIR.
SHEYEEIR
EREIR
RIRBUR(E
"R E

BT ECERpR
ERERI
SEIRTGEIR,
SEIREEIR,
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Hithfzz
ERHERIP (FRR ) RHESHITIRE

<7 A
1. ZOEA
ZEOiEkE2 ;- clb.api3.finance.cloud.tencent.com,

HR#E ModifyBlockIPList #MIREINESESIID , EIRFIEEIP ( BER ) BEESHHTRES. (EOKRES , 1
HERBRIR)

BOMZ AR : 200%/7D,
O SE#AYE) : 2020-01-10 20:21:45,

EORBEZREN,

A s
2. INSEY
TR ESBIETI T EOMRE MDA ASEH | SEARBHPIEN 18 H A4,

SER ik ARIFENULL  E8 A
1t

Action = r String AHSE, AEOBYE : DescribeBlockIPTask
Version 2 &5 String NHESE, ANEOEE : 2018-03-17
Region o - Strin NHESE, HigSERNE I DescribeRegionsiEAEE =R IF
J = | I o
ModifyBlockIPList #[1iR[EIFYFE(FSHIID,
Taskid = = String odifyBlockIPList #[IREIFIREATSZH

THUE :

3. &%

SHER KA )

>

1 running , 2 fail , 6 succ

Status Int64 =l -

Requestld String ME—iEK ID , BRiEKRESIRE]., BRI EEREIZRIEKA Requestld,
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4. $EIRAS

AT G T O S ZiEE XA RS
T
InvalidParameterValue

InternalError
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-
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{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
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}
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