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Kubectl $#&{E

TAPRYRTE Ef=iRSERIEEKUbernetes® | FEHTIZHHR(FRIBHE—EEX X kubectt TREE—ERY T,
BEtapEtEEKubernetes EApod:

kubectl get pod -n tap

[root@tcs-10-26-0-29 ~]# kubectl get pod -n tap
NAME READY  STATUS RESTARTS  AGE

tap-agent-server-6c¢c8ff7fcb7-2c2wz 1/1 Running @ 12d
tap-app-manager-78985f8f4c-9qfmS 1/1 Running @ 4d22h

BEPodIIRE -

kubectl describe pod -n tap &lt;pod-id&gt;

RTEHILRK | XEREETFLE5.
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[root@tcs-10-26-0-29 ~]# kubectl describe pod -n tap tap-agent-server-6c8ff7fcb7-2c2wz
Name : tap-agent-server-6c8ff7fcb7-2c2wz

Namespace: tap

Priority: )

Node: 10.29.0.29/10.29.0.29

Start Time: Thu, 18 Jan 2024 12:50:05 +0800

Labels: infra.tce.io/app-name=tap-agent-server
infra.tce.io/app-resource-group=1

HEApod WEPEERE !

kubectl exec -it -n tap &lt;pod-id&gt; -- bash

[root@tcs-10-26-0-29 ~]# kubectl exec -ti tap-agent-server-6c8ff7fcb7-2c2wz -n tap bash
kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# 1s
bin logs

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# I

AJLER , FAIEApodREFHE T —shell , TLAHUTER ST,
SNERPODEFNAM , AILAMERATH<SEEEHMAE

kubectl logs pod ${pod_name} -n tap
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tap-agent-manager-78bdcfd5c8-f414v
tap-agent-server-6485c7d644-jb2jm
tap-app-manager-f848cb6dd-cf7df
tap-chronoflow-order-7dfbd46764-njpss
tap-cmdb-5889d199b4-8d7bp
tap-generic-file-server-7b655654d-tpfb4
tap-remote-executor-86c85b4b8c-5v9cz
tap-repo-57dd885f74-pf248
tap-repo-proxy-5f5756965b-6tzjn
tap-standard-ops—-server-56dd4b8794-k2rkv
tap-workflow-engine-86cb86bf6b-xjbb8
tat-muxing-c6db8d646-hcf5p
tat-proxy-invoke-7858788c74-17dcp
tat-proxy-notify-57c6449d5b-fbdk7
tcloud-tap-worktool-6546b547f6-kk4hg

AiTa<  EENRABRTRN tap SR | HIARSESNIEFERUNNING,
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Running
Running
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Running
Running
Running
Running
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B PEALLEE

T

ERE

RN AEHEFERIRRIIER , TRERIBEIRE , 1TE

< TS
D x
ERE
2
WREBRE RE e AT TE RSk Lighthouse  iCREE Q4 410 B2 &
X ® Q@ Y.Q OF8Es OEREF cefmRst - 3 & &
Omwm CQ Y DescribeTaskDetail 0O 0% FEZUEFM v 28 Fetch/XHR | X CSS JS TR BN R BR EEF  Wam  Eft
1,000 ms 2000ms 3,000 ms 4000 ms 5,000 ms 6000 ms 7,000 ms 8000ms 9,000 ms 10,000 ms 11,000 ms 12,000 ms 13,000 ms 14,000 ms 15,000 ms 16,000 ms 17,000 ms 18,000 ms

FHF VAR
EESEMNIERTHEANER

HARUBIRAEIREER | B1% f12 FTFRRSESEEERLR | JUER EEXMIF2E TENESFERHIR TR
Ho

BT YUNAPL BREERIRS . 81 YUNAPI iI5kE<E— Requestld , REESHIXA RequestId , SRfEH
NK8sEEEF thydiizfRS35AY Pod , FAH Requestld #Tid IS R ol A ERRBI_ ETXER | REHITRIRRAL,

AR5 Pod HE

REASTTRRIBR F |, MBI THRSESHTRE | SEIINAEETE B84 Pod A2 Running K7
HIT Pod &&E , XMEHRALUERLUTSES Pod FUFEEHERE.

kubectl logs -n tap ${POD_NAME}
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‘HIBHATGTCE

[root@t kubectl logs -n tap t(loud-tW-6546b547f6-kk4hg | more

LI/ M NG_tasK/task_TATo_sync.
WSl timing_task/task_info_sync.
WERLal/timing_task/task_info_sync.
WYRdal/timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync

2024-02-05T13:
2024-02-05T13:

INFO
INFO
INFO
INFO
INFO
INFO

7WorKsSpace/pKg/

2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:

FE R EE R
ERIiEllfIi:
$8888888888

T
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
|

/workspace/pkg.

gnSR_EMERY log p S TiEER Pod RIBE | BBAH

kubectl describe pod -n tap ${POD_NAME}

Volumes:
volume-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: global.conf.d
Optional: false
volume-local-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: ocloud-osppro-base-component-vision
Optional: false

volume-log:
Type: HostPath (bare host directory volume)

Path: /data/k8s/1og/tce/ocloud-osppro-base-component-vision

HostPathType:
volume-customize-confd:

41| fc2f70a2-2285-421a-86ea-9777de8cfbfd start sync task info
1112 | fc2f70a2-2285-421a-86ea-9777de8cfbfd get instance response from workflow,
1135 | fc2f70a2-2285-421a-86ea-9777de8cfbfd sync task info success, task_len: @,
141 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 start sync task info
:112 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 get instance response from workflow,
:135 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 sync task info success, task_len: @,
:41 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l start sync task info
:112 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l get instance response from workflow,
1135 | eca@c57e-3674-478b-a4bb-0522fcd@ab@1l sync task info success, task_len: @,
141 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead start sync task info
:112 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead get instance response from workflow,
:135 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead sync task info success, task_len: @,
141 | 7c2413b3-641b-4821-9c98-e6e8825bd146 start sync task info
:112 | 7c2413b3-641b-4821-9c98-e6e8825bd146 get instance response from workflow,
1135 | 7c2413b3-641b-4821-9c98-e6e8825bd146 sync task info success, task_len: @,
:41 | b32aaaSa-aZec-41la8-alab-e6778de8623e start sync task info
:112 | b32aaaSa-aZec-41la8-alab-e6778de8623e get instance response from workflow,
:135 | b32aaa5a-a2ec-41a8-alab-e6778de8623e sync task info success, task_len: @,
:41 | c9fb46af-0291-4c71-8508-da89d8clec85 start sync task info
1112 | c9fb46af-0291-4c71-8508-da89d8clec8S get instance response from workflow,
:135 | c9fb46af-0291-4c71-8508-da89d8clec85 sync task info success, task_len: @,

ERL T $HEEPod IE1TRWAIR

Type:
Name:

ConfigMap (a volume populated by a ConfigMap)

gl

Optional: fa
volume-supervisord-confd:
ConfigMap (a volume populated by a ConfigMap)

Type:
Name:

gl:

Optional: fa
volume-centos-cgroup:
HostPath (bare host directory volume)

Type:
Path:

HostPathType:
volume-zoneinfo:

Type:
Path:

HostPathType:
volume-customize:

Type:
Path:

HostPathType:
default-token-hgnsz:
Secret (a volume populated by a Secret)

Type:

SecretName:
Optional:

QoS Class:

Node-Selectors:
Tolerations:

Events:
Type
Normal
Warning
Normal

[root@tcs
[root@tcs

Reason

Pulling
Failed
BackOf

obal.customize.d
lse

obal.conf.d
lse

/sys/fs/cgroup

HostPath (bare host directory volume)

/etc/localtime

HostPath (bare host directory volume)

/data/customize_packet

default-token-hgnsz
false

Burstable

<none>

node. kubernetes.io/not-ready:NoExecute for 300s
node. kubernetes.io/unreachable:NoExecute for 300s

Age
g 52m (x172 over 15h)
22m (x3918 over 15h)
f 2m49s (x4006 over 15h)
TR
~]#
~1#%
~]# kubectl describe

HRIFTE : TCloudFinanceZone

From Message

kubelet Pulling image "registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

kubelet Error: ImagePullBackOff

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

kubelet Back-off pulling image “"registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

pod -n taplonloud»osppro-base-(omponent»vision-Sde(6F488—sks7m

2026/7/30 02:56:09
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Ex{ESCH

SEHIRNIE
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WESVES

NMRIZHFEAREMIRIE , TSRS , AISEHELE,
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2 AT TCE MRETA

TREF

= A ERes 2R

MEFRETMRNBE. FR. A4

2

)

TR BHENE
Ben B REIR i EE
Hem R LIRAVETEHITIEE | FeiRRapmAIIMYE NEKafkarh

PodE[S

—RRIBER TRY Pod EBF

—RRIEN FTEEERBEHER Pod , k8s *BESTHARIRERT , delete ZIeRBENAGEEHBITIZEEET
SREVR FRIZ4EF A Pod 513K : kutbectl get pod -n tap

ffiB® Pod : kubectl delete pod -n tap ${pod}

%1% Pod APIKZSS running
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S

N RRIZHFERSHEBIEFEEERER2E - MySQL #dEE. CSP X4HFfE. MySQL FEFE T CMDB Eiti#iE.
WS ECESUE. WSBIEHHESICR. TEHITESICRS  EBBR T, BRE/NTEARS  A20AAE
MySQLFfiE. BR , thinERAIse HIEEREKE ORI SHE | XMER TSH MySQL EHEARG—LEE,
55h , CSP XHTAEEZERRF 7 WS RMEEFNE | ERER FTRASBIABED RLHUERIRE , BB
FRIRAY CSP Bogi. RimiB T , AR CSP 8RR , ATLUEA] CSP 45iP AR | XFEREITT &.

B—FHHE , WEUEBENZET  NAEHFEEITE LNEREAS NS EREKeERESEX , HE
B HIEREERIOKAL, MR BN SEITK , BBAEALABINER K8s MY BRIEHT & , BIAME
B AN AYEHERE App BIXGRZAY component B replicas #18.

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 $TTRHE 726
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FHIDHRE

Mysql $iEREEEFERNEEREAFRIENRIRE , RAMBEEHER. L cndb A6, SHOEEERE | SIERIN

<.
BDERE © mysqgldump -h${host} -P22001 -umysql_user -p'mysql_passwd' cmdb_core > cmdb-
core-22001.sql

%inZE : mysgldump -h${host} -umysql_user -pmysql_passwd -P22001 cmdb_core instance > cmdb-
core-22001.sql

Erh instance EE2%UEZE cmdb_core YK,

WEEHIERE |, [FALDASHOSUEHITRE © mysql -h${host} -P22001 -umysql_user -pmysql_passwd -D
cmdb_core < cmdb-core-22001.sq]l

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 78T 726
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Z2(ER

feENHES=

cmdb

(EES

cmdb

Fiz
e

=
N
]

BeENE

/data/config/core.toml

/data/config/sync.toml

/data/config/sdk.*
/data/config/permission_config.json

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/config.yaml

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/permission.json

tap-workflow-engine : /data/release/workflow-
engine/config/config.yaml

tap-remote-executor : /data/release/remote-
executor/conf/config.toml

tap-agent-server : /data/release/agent-server/config/

config.yaml
/config/config.yaml

/config/permission.json

&&=

BHHE

WAL : TCloudFinanceZone

2026/7/30 02:56:09

FIFBE4TE

BE(FA

cmdb ZOIIRERYECE (40 - £B(E
2. B&F)

cmdbﬂ SAESRIECE (W0 : [
. 2BER. BEFS)

cmdb ARERISTIERIECE
R EERACE

Fiz4Erz OECEX

FNIEHERIRECE

TRIES 2R E S

AR TRCE S

Agent-Server ERE 14

AW SSIEHERCE S
A SEERIIRECE

B 79T 7261



2 AT TCE

(EES

cmdb

Fiiz
“

=
daR
(5

WAL : TCloudFinanceZone

AEAE

/data/log/cmdb.*

/data/log/cmdb-sync-*

/data/log/cmdb/*

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/log/*

tap-workflow-engine : /data/release/workflow-
engine/logs

tap-remote-executor : /data/release/remote-
executor/log/*

tap-agent-server : /data/release/agent-server/
logs/*

/log/tap-app-manager/*

2026/7/30 02:56:09

FIFBE4TE

AEER

iE% cmdb #ZOINEERYRE. HEREE
iCH

18R cmdb BEEESAYRE. BIREE
icR

185 cmdb EE’I‘J-L )\uﬁzﬁ’]’h‘lﬁ %EI'L?E
HEIER

IBRFEVIEEITREFEREE

P EGlE

T TES

Agent-Server H&

IC3® app-manager BUtMEFEIREE

B 80T 726 @
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APIXZ#Y

N 4 S IiE R TIRSS
( remoteexecutor )

RS (2023-12-15)

API 55

APIRRZR

V3

tap-remote-executor

EORWR EOTheE
ExecRemoteCmd PUTIIES S
GetSubTaskInfo REFESER
GetTaskInfo REESFIE
OperateTask E5518E

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 81
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 82mH 726
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 84mH 726
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 85mH 726
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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2 AT TCE MRETA

SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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2 AT TCE MRETA

tap-remote-executor

PTTRSS

L. FZOfER

ZEOiEkE © remoteexecutor.api3.finance.cloud.tencent.com,
ExecRemoteCmd

BOAZEOIBHIRERIRE] - 200%/%D,

FEOEFATE : 2024-03-07 11:21:56,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBFR W% EFNULL 3R A
Action = S String S, AEOBYE : ExecRemoteCmd
Version =2 F String NHESE, AEOBYE ; 2023-12-15
Region = £ String 2HBY , WHERNEOTEERGBLESH,
BisesEE
Target =2 iy Target _
d = B J TOUE R
Cmd
Cmd =2 & Strin _
= | B "9 BIME s
. MiTARP
U =2 = St
ser =2 & ring SIS ¢ root
. cmd £
Args 5 & Array of Strin _
9 = = Y 9 FpuE: -
HiTizHEcE
Parallel 5 & Parallel —
. . e EE
:H:‘l:loz_]\ ===
Errorignore & & Errorignore IR BHECE

hE - =5
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2 AT TCE

FIFBE4TE

A
FBRTRESE)
M5HE : 100

ESil

~HUE : shell

EnvDefault
HHE : true

EnvCustom

hE . =5

Bl EfIRERRERMHIZXIEKE Requestld,

SR Wik FIFENULL ESid
Timeout = B Int64
Type B = String
EnvDefault & B Bool
EnvCustom 5 5 EnvKV
3. BitH24]
SRR KA fEA
TaskUUID - String L—E—Z{UEUI D9O7b7dd9-6ad 1-a04c-b1b5-94ac3c11b286
Requestld String  M—EKID , 8RIEKPLIR
4. FEIRAY

IZEROE T SSBERRRERD | BfbEREFER

WAL : TCloudFinanceZone

NHEEIRED,

2026/7/30 02:56:09

#1053t 726 @



2 AT TCE MRETA

IR HESER

= -
1. O
ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,
GetSubTaskInfo
EOAEZOERIRERRS : 200K/70,
EOEHFETE : 2025-07-09 21:02:50,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wk AIEFENULL S8R EEDUN
Action 2 & String AHSE, AEORYE : GetSubTaskInfo
Version 2 & String nNHEE&E, AEOBE : 2023-12-15
Region =2 & String = AHSE, EERREOATEEBILSE,
. {FEHJuuid
TaskUUID = 5 S
as = = TN —iE - 907b7dd9-6ad1-a04c-b1b5-94ac3c11b286
. 1BREER
ShowDetail = = Bool
owDetai s =) 0o STBNE ¢ true
. F{FLEUUID
SubTaskUUID 5 5 St
ublas = = "MI =piE : 907b7dd9-6ad1-a04c-blb5-94ac3cl1b286
. SRS
Stat = =
atus 5 5 String fAIE - Running
BatchIndex
BatchIndex = iy Inte4 _
= = EE ;1
TargetValue r B String ik

g : 1111

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 106 W 726 T



2 AT TCE

SHER

Offset

Limit

Wik IFNULL 388

3. IHBE

SHER

TaskUUID
Total
SubTaskList

Requestld

4. FEIRAS

IZEROE T SSIBERRAEIRD | BfbEREFER

WAL : TCloudFinanceZone

a5 A
A A
[=] [=]

it

String

Int64

Array of

SubTask

String

& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

)%
4R Offset
Int64 —GfE ;1
5 TaLimit
Intéd 2
MO e 1
A
{F53UUID
FESE=
g : 1
FAESFIE
g =&
M—Ek ID , ®XiEKREPSIR
Requestld,
IR,

2026/7/30 02:56:09

|, EfeRATEER X

FIFBE4TE

#1073t 726 @



2 AT TCE

KBTS+

L. O

ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,

IREUESSIHIB

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-09-02 11:10:53,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEAFR D%Svis FBIFNULL

Action =
Version 2
Region 2

TaskUUID 5

3. HIHE&#
SEIBR

TaskUUID
Status

User

WAL : TCloudFinanceZone

=
[=]
;\
[==]

=
[

A
[

XE
i

String

String

String

S
String
String

String

String

fik

{E55UVUID

A\l ?.;-%
|¢ £

ES¥ , ANZEOEYE : GetTaskInfo

\N

NHEE, AZORYE : 2023-12-15
AHSH , R ERREORTELRLLSE,

{FEHJuuid
A : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

T~EIE : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

W&

HME : Running

FAF

TM5HE : root

2026/7/30 02:56:09

FIFBE4TE

% 1083t 726 @



2 AT TCE

SHER

Timeout
Cmd

Type
EnvDefault
TotalBatch
RunningBatch
CreateTime
UpdateTime
Parallel
EnvMap
EnvCustom
Errorlgnore
Target

Requestld

4. RT3

String

String

Bool

Int64

Int64

String

String

Parallel

String

String

Errorlgnore

Target

String

Hk

FBRTRSE)
5HE : 100

cmdaps

HUE : 1s

cmd 8

5HE : shell

EnvDefault
~HWE : true

TotalBatch
g : 1

RunningBatch
hE - 1

BlEERIE]
g : 2025-01-13T15:23:51.753+08:00

EERATIE
RAME : 2025-01-13T15:23:51.753+08:00

FiTEHECE
ThE . =5

EnvMap sf53EE map
~HE : {
BEMNE

w~EHE : )

lu\mgsEIl?E

HE : &E
HiTER

A EE

E—IEK ID , BRIERESIRE. ENARATHEERHZ

Requestld,

ARG T 2O S iEERREIRD | BERADFE N A TR,

WAL : TCloudFinanceZone

2026/7/30 02:56:09

FIFBE4TE
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& BRTTCE MRETA

HiRtD fEiA

InternalError.DbError DbError

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 1107 # 726 @



2 AT TCE

E553R(E

= -
1. O
EOiBEKE2 : remoteexecutor.api3.finance.cloud.
OperateTask
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-07-09 21:05:36,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
SHAR ik FREFNULL K3
Action = -y String
Version = B String
Region B & String
TaskUUID & B String
Operation & B String

“;. Y 4
3. FiHE#
SHER i fEir
P IIEHZ S ANRE]
Ok Bool —
THUE : true
Requestld String M—iEX ID , 8Xi5

WAL : TCloudFinanceZone

2026/7/30 02:56:09

FIFBE4TE

tencent.com,

# , TERAHSHGIRN A HLERS,

R

NHSE , AEOBYE : OperateTask
NS, AEOBYE : 2023-12-15
AHEHSY , WREEAEOAFTEERISEH,
£55#%uuid

A : 907b7dd9-6adl-a04c-blb5-94ac3cl1b286

#ERERTY
A : stop

KEPIRE, EMERIFERAIZXIBKET Requestld,

# 11173 726 @



O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/30 02:56:09 31127 726 @



2 AT TCE

SRS

EnvkV

EnvkV

WU T™EEOS| B8 : ExecRemoteCmd. GetSubTaskInfo

&R Wi
Key =
Value =2
Target
EtFNEEER

WU T™EO2|B : ExecRemoteCmd

ADIFNULL

=
[}

Iy

. GetTaskInfo

R WA FEFFNULL
Type B )
Value = =
Errorlgnore
IR E

WA T~#=O3|A : ExecRemoteCmd

B WA
Type 2

WAL : TCloudFinanceZone

. GetTaskInfo

FEFNULL

=
[=]

S
String
String
Into4
Array of String
Int64

2026/7/30 02:56:09

FIFBE4TE

S

Key
THHE : {

Value

HHE -

r+\ >

AR

whlE : 1

B5I=%
g 1111

R

%7

EE : 1

% 1137 726



2 AT TCE

BR

Value

SubTask

FESHRE

W T4=O3|H8 : GetSubTaskInfo

BR

SubTaskUUID

TaskUUID

Status

BatchIndex

RunningWorker

Type

User

Cmd

Args

EnvDefault

EnvCustom

WAL : TCloudFinanceZone

Wik

=
[=]

iy

i1y

iy

iy

Iy

iy

Iy

iy

iy

FEFFNULL

=
FEVFNULL 258
& String
= String
= String
= Int64
& Int64
& String
= String
ray String
5 Lo
) Bool
) EnvkV

2026/7/30 02:56:09

FIFBE4TE

STy A
&
Int64
n THE ;1
fk
F{E5ZUUID

~HE : 907b7dd9-6ad1l-a04c-
b1b5-94ac3c11b286

TaskUUID
~EHE : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286

FAESIRE
5HE : Running
BatchIndex
w~pE : 1
thigid

g 1
{E552£8

~HHE : shell

R
A : root

BOWE

THNE : Is

~HHE : -al

EnvDefault
R : true

EnvCustom

~hBiE . =5

% 1141 726



2 AT TCE

BR

TargetType
TargetValue
Stdout
Stderr
ErrorInfo
Timeout
JobID
CreateTime

UpdateTime

Parallel

FTIEHIEE
#ANT™EOS A

B

Type

Value

WAL : TCloudFinanceZone

iy

iy

iy

ol

iy

Iy

iy

Iy

AIFNULL

7T
[

Iy

iy

Iy

ol

iy

Iy

iy

Iy

ESil

Inte4

String

String

String

String

Int64

String

String

String

: ExecRemoteCmd, GetTaskInfo

FEFNULL

=
[=]

iy

Int64

Int64

FIFBE4TE

iR

Sl
HHE : 1
BirE
EE : 1.1.1.1
HiTe<HE
R : 1s
MiTmSEiRE
ME : s
EREMHERE
~HHE : Is
FRATHTE]

g : 1000

Job UUID
ENE : inv-xxx

UFESN]E]
EME : 2025-01-13T15:23:51.753+08:00

BT
~E : 2025-01-13T15:23:51.753+08:00

A

ZRAI0 IREANSUTE, L AR D HNTE
~HHE ;1

Value

HE ;1

2026/7/30 02:56:09 #1157t 726 ;@



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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2 AT TCE

IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

J.Lgia =5
'f'alseﬁq

InternalError.DbError

WAL : TCloudFinanceZone

kil

BRAFRL.
REBEEIR,
EOREE.
SEGER,
SHEEIRIR,
B ECERpRE,
TRDSEGEIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,
RIFAB.
BRIRFE.
RIFAA R,
RIZIURLE,
RINSEGEIR,
BEAST,

http(s)iERHMYEEIR , R3ZHF GET #1 POST 153K,

BROARSFRrE bR,

iz

DbError

2026/7/30 02:56:09

FIFBE4TE

#1173 726 ;@



& BRTTCE MRETA

tat agent api/= ( tat)
W2~ (2020-10-28)

API #E5G

APIRRZR

V3

tat

EORR
DescribeAutomationAgentStatus
DescribelnvocationTasks
DescribeRegions
InvokeCommand

RunCommand

HRIFTE : TCloudFinanceZone

OThee

$kElagentiRHER
REESHUTIRE

KEXregionf5 2

Bid 2 EHMCommandHfTIEiRES

HiTcommand T2 SIS

2026/7/30 02:56:09

&
=1

5
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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Timestamp INMeger = sy, 23lEBEITHEE,
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T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
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EIRSERZORE. KHZHPAFE Token .
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SREagentih&E R

ZEOiEkiE4 ;- tat.api3.finance.cloud.tencent.com,

sxElregionf52

L. FZOfER

BOMZ AR : 200%/70,

EOEHATE : 2025-12-04 11:21:22,

EORBEZREN,

2. WANSEY

UNBRSHGIRMGVH T ZOBRSENT o A H S

SHER

Action

Version

Region

Instancelds
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Limit

Offset

Filters
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=
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iy

iy

FIEFNULL
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Iy
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S
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String

String

Array of
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Array of
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Int64
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Array of
Filter

RNHESH, ANMEORYE !
DescribeAutomationAgentStatus

NHEE, ANEOBYE - 2020-10-28

RNESY, WEEEFROFSTRERULSH,

SV VIES

EWE : ["ins-a", "ins-b"]
SCBlsn%lZE

~GE : ["aaa-a", "bbb-b"]
DTARN

wpE : 1

PRREE

g 1

JUbiEed

~hE . =5

2026/7/30 02:56:09

FIFBE4TE

#1413t 726 ;@



& BRTTCE
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sHEF

AutomationAgentSet
TotalCount

Requestld

4. SEIRAY

IZEROE T SSBERRREIRD , BfbEREFER

WAL : TCloudFinanceZone

eSid]

Array of
AutomationAgentSet

Uinte4
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A
agent?lZ
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THE - 1

KE—iEK ID , ®RIEKRE=IR
RMZIRIERAT Requestld,
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EOiEKiE# : tat.api3.finance.cloud.tencent.com,
REEOIFE
EOAEZOERIRERRS : 200K/70,
ZEOEFRAYE] : 2025-08-06 04:21:36,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SR Wik RPENULL 38
Action 2 = String
Version = = String
Region = B String
. A f
InvocationTasklds & = rr'ay ©
String
A f
Filters B 2 .rray °
Filter
Offset B r Int64
Limit = = Int64
HideOutput B r Bool
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153KHY Requestld,
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BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2024-12-24 07:24:50,

EARBER LN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SEBR Wik FEFFNULL
Action = B
Version 2 &
Region P &
Eh s
3. HiHEEL
SHER St
A f
RegionSet rra.y °
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TotalCount  Int64
Requestld String

4. SE1RAY

WAL : TCloudFinanceZone
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g : EE
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£ RBERHSHPIRNAHIERS,
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>
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NESY , WEERNZOFFEREELSH.

E—EK ID , RIEREBSIREl. EMAURTHEERAZRIERE

Requestld,
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1. O

EOiEKiE# : tat.api3.finance.cloud.tencent.com,
HEmS

EOAEZOERIRERRS : 200K/70,

EOEFETE : 2025-06-23 22:46:39,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String AHSE, AEOBYE : InvokeCommand
Version 2 = String NHSE, AEOBYE : 2020-10-28

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

o C St 1#

Kt

Requestld String HE—iEK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. S8R0

ZEOERWSEERXANERD , AtERIGFEN 5=,
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H4Tcommand e SIES
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1. E=OfFR
EOiEKiE# : tat.api3.finance.cloud.tencent.com,
HATEmS
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2025-12-04 11:19:25,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik SFNULL %3 AR

Version = - String ;‘ifffg_’z ZM%DEY{E :
CommandName &= & String i{jﬂgw ame
Username a5 = String ?ggp oot
Description B S String ;_;EEE: desc
Content -y = String g?;@ . ps -ef
CommandType B & String APSRA

HHE : shell
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SHER

WorkingDirectory
Timeout

SaveCommand
Instancelds

EnableParameter
DefaultParameters
DefaultParameterConfs
Parameters
OutputCOSBucketUrl
OutputCOSKeyPrefix

Tags

3. JHES#

SEBR RE

CommandId String
Invocationld String
Requestld String
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TaskResult
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ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
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BI=ig
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AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
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MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
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CopyDagDefine
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DeleteScheduledTask
GetBizTemplateDetail
GetComponent
GetDagDefine
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ListDagDefines
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UpdateDagDefine

UpdateScheduledTask

WAL : TCloudFinanceZone

RIFBEHFE

EOThaE
EEEHHESHE-DH
RS BT RESRESIR
ListComponents
ENWEENZEIIR
IREUREE M F2R
EEREESIFI=R
IREIREST 2R
SRENER{ESS TR
BMEEEES
[EENFAESES)
UpdateDagDefine

UpdateScheduledTask

2026/7/30 02:56:09 % 159t 726 ;@



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
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'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
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'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1
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{
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}
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"Error": {
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17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}
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ISR
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PIRSE
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DaglnstanceModel

sl

#ANTHEAS|A : ApprovalDag. CreateDaglnstance, GetDaglnstance, GetDaglnstanceDetail. ListDaglInstances, OperationDag

BIR Wik FEFNULL
Dagld = =
DagDefld = a
DagName = a
Namespace = &
DagDesc = =
DagType & &

WAL : TCloudFinanceZone

FEEFNULL

ESidl

Bool

Bool

String

String

String

Bool

Uint64

Uint64

o

izl

iy

o

s

Uint64

Uint64

String

String

String

String

FFNULL

-
=)

o

R

EETIEERT
A : true

f=r5o8
~NE : true

NI2=pSicd
A : tke

AFuinfsR
& : 110000000809

TR
=flfE : StartComponent

BENEFHUTER
~MHE : true

MRAER
E: 1

RIS HIRE
~fE : 10

wm

String

String

FEFNULL ESid]

=
a

D

iz

HD

ik

Completeness

Array of StateStats

NodelnstanceModel

Array of DagBiz

Dagld
hE: 1

DagDefld
A 1

THRELHIETR
HE : sops

BEEE
A : tap

piivatnt
RMNE : desc

pve=Sicl
& : Deploy
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fik

Firlabel
RE : label

fB7RValue
A : value

fik

SERIE
TE  EE
RSG
THlE  EE
TR

~E : E5E

upE s
~lE : E5E

FIFBE4TE
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=1

Status

Result
FinishTime
Log

Timeout
CreatedAt
UpdatedAt
CreatedBy
UpdatedBy
ArrangeType
Biz

Label
ProductName
ProductUuid
ComponentName
ComponentUuid
EnvName
EnvUuid
StartTime
TriggerType
DagDefName
DagDefDesc
Duration
DagVariables

TenantUin
Layout

Version
ManagerAccounts
ExpireTime

Input

WAL : TCloudFinanceZone

o

o

o

o

o

o

o

o

o

o

izl

o

o

iz

iz

o

iz

]

o

iz

iz

FEEFNULL

=
a

o)

HD

o

o

o

o

o

o

o

HO

Ho

o

o

o

o

o

o

Ho

o

i

o

o

o

o

o

e
i

String

String

Datetime_iso

String

Int64

Datetime_iso

Datetime_iso

String

String

String

Array of DagBiz

Array of Daglabel

String

String

String

String

String

String

Datetime_iso

String

String

String

String

Array of
DagVariableModel

String

String

Uint64

Array of String

Int64

String

7%

JRZS |, StatustTE(E - INIT FI3A4L - RUNNING {7 - WAIT 4% - PAUSE 12 - FINISH 4538 - SKIPPED Bkid

& : Running

R
~ffE : UNKNOWN

LEERATE
Mg : 2025-01-13T15:23:51.753+08:00

~E : log

HBATAYIE)
BiE : 10

BllEEATiE
Mg : 2025-01-13T15:23:51.753+08:00

EHAE
Mg : 2025-01-13T15:23:51.753+08:00

BIEA
~IE : tom

BHA
~E : tom

fRHEREY
=ff& : Dynamic

AssEsim
~iE: E5E

R

wE  EE

]

~E : sops

il

fE : 907b7dd9-6adl-a04c-b1lb5-94ac3c11b286

B
HE : sops

S
E : 907b7dd9-6ad1-a04c-blb5-94ac3c11b286

wE
HE : sops

R
~E : 907b7dd9-6ad1-a04c-blb5-94ac3c11b286

FHGRIIE
~fE : 2025-01-13T15:23:51.753+08:00

(SR |, manual-F5) scheduled-ER/T
MEIE : manual

TAEE N EFR
TMHE : sops
TR SR
A : desc

FrLERTIE)
7~fUfE : Duration

TERRYIE
~E  E5E

"110000000809"
~HE : FAFUINER

LhIFR
A :

FIFBE4TE

"{"Namespace":"sops","CreatedBy":"","UpdatedBy":"","CreatedAt":"0001-01-01T00:00:00Z","UpdatedAt":"0001-01-01T00:00:00Z"}"

hEAS
~E 1

HEA
7~IfE : ["110000000809"]

RN
BlE : 10

BAER
UE : {"key":"value"}
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DagDefineModel

MEENEEER

#WAN OS5I : CopyDagDefine, CreateDagDefine, UpdateDagDefine

B

DagDefld

CreatedAt

UpdatedAt

CreatedBy

UpdatedBy

Namespace

DagName

DagType

DagDesc

Labels

Timeout

ArrangeType

Revise

ManagerAccounts

Layout

ComponentConfig

TPREE

#WHNTF#EOS|MA : CreateDaglnstance

=10

NodeName

Skip

DisplayName

BizType

&

oy

jy

oy

oy

oy

o)

o

o

i

FEYFNULL

&

o

o

oy

Ho

o

o

o

HO

)

=
=]

o

o)

o

DagDefineComponentParams

TEE MBS

ESid)

Uint64

Datetime_iso

Datetime_iso

String

String

String

String

String

String

Array of DaglLabel

Int64

String

String

Array of String

String

. CreateScheduledTask, UpdateScheduledTask

FEFFNULL

7=
a

iz

iz

iz

#ATHEAS|A : CreateDagDefine, GetDagDefine, UpdateDagDefine

B

NodeName

ServiceName

WAL : TCloudFinanceZone

&

&

FEYFNULL

&

&

wm

String

String

R

TRAZREXID

BE :
etz

10

& : 2025-03-27T14:47:50.057+08:00

SEHRTE

& : 2025-03-27T14:47:50.057+08:00

elEE
BE :

EHE

BE :
WEZEA
BE :

110000000809

110000000809

sops

TAERENBIR

BNE :

dag-name

BNE :
iiiu
E :

NE :

HBRIAIE)
A :

frHERE
A :

Dynamic

dag desc

BE

60

Dynamic

TAEESRA

A :

vl

TEREA

A :
wmEER

& : {"DagDefld":218,"Namespace":"sops”,"DagName":"dag-name"}

["1367432"]

String

String

R

BHFEFR
MHE : sops

BFHRR
A : sops
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EE : true

TRBRER
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UE : tke
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RIFBIEEFE
R Wi FEFFNULL ESidl R
) . BRERR
DisplayN sy & St
isplayName & & ring FOUE : sops
. IR
Depends & = Array of Strin —
P s = Y 9 I ¢ 1]
s
NodeParams 5 2 Array of DagDefineComponentNodeParam ;};{/gagé
LinkParams a = Array of LinkParam —
= = v orHmear I EE
. DagDefineComponentParams
NodeT sy &
cdelype = = string ~flfE : Component
. . TRESER
BizT & & st r
izType & a ring ~BIE : biz
FEETATREE
Layout F & String 'ﬂ'}igw""zﬁﬁ@”
NE : {\"position\":{\"x\":611.1818237304688,\"y\":117.22161865234375}
) ) KRG ISR
FailStrat: Sy & Al
ailStrategy & A rray of String FRIE : ["ManualSkip”,"ManualRetry"]
. RESENT
SelectSki & S Bool =
elect>kdp = = 00 THHE : trueFRE ; falseZmAR
. KIMEEIHIREL
RetryCount = = Uint64
Y = = ~OHE : 1
DagBizMark
DagBizMark
#WANTEOS|F : ApprovalDag. CreateDaglnstance, GetDaglnstance, GetDaglnstanceDetail, ListBatchNodes, ListDaglnstances, OperationDag
R Wik FEYFNULL ESid) R
) zhes
C | = =]
olor & 2 String BUE - red
. . BN
InputFilt sy =
nputFilter & & String BIE - biz
- BR
Visibl & 5 Bool
isible & & 00 lfE - true
FilterkeyWord
ListE T iERe X R EuRE
#WANTENOS|F : ListApprovalTasks, ListComponents, ListDagDefineVariables, ListDagDefines, ListDaglnstances, ListScheduledTask
IR Wi FE¥FNULL ESid] R
. SMHRER . equal £F in @S
Operator S & Stri
P 8 = o I ;=
. BRXET
Ke: & & Strin —
Y s = "9 A - key
) BRENE
Val S =
alue & & String U © value
- BRENE
Val & & A f
alues a =l rray of String FWE : values,value2
LinkParam
SHUH
#WANTHEEOS|F : CreateDagDefine, CreateDaglnstance, GetDagDefine, UpdateDagDefine
E=a A1 FEFNULL S )%
. BHER
ParamN. 5
aramName B a String S : sops
. . KEXQLTIR
LinkNodeN 5
inkNodeName B B String SUE : sops
A B oy BT B
LinkParamName S & String %Hﬁﬁ&w)ﬁ,?ﬂ. Param1.Param2 => SHE BHE X
A : sops
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TreeNode

TR

#HINTEOSIA : GetDaglnstance

BIR P2
Level &5
Nodelnstance 5
Children 5
Templates
BB B RS REIERS IR

WA EOSIA : ListBizTemplates

BIR Wik
HostOps &
TIC =

BusinessOps

|

Approval

TIREREEE

N TF#EOS|A : ApprovalDag. OperationDag

=10

ApprovalResult

ApprovalMessage

ScheduledTaskDagVarModel

ERMESRERBEIRENS

AT HEASIA : CreateScheduledTask, GetScheduledTask,

R WA
d =
DagDefld a
Name 2
Desc a8
Type &
Style &
Option &
DefaultVal =
Val a

DagDefineComponentNodeParam

WAL : TCloudFinanceZone

FEVFNULL ESidl
& Uint64
& NodelnstanceModel
& Array of TreeNode
FEEFNULL ESic)
B Template
& Template
=3 Template
FEFFNULL ESi
= String
= String
ListScheduledTask, UpdateScheduledTask
FEFFNULL ESidl
a Uint64
& Uint64
&5 String
& String
& String
5 String
2 Array of String
5 String
2 String
2026/7/30 02:56:09

FIFBE4TE

ii:%
B
~HE : 1
IHER
~HE : EE
FHR
~E : EE
R
FHUSHHESHEY
~HE : EE
BRRHETICIESS 25
~HE : EE
WEsfES
HE : EE
biiiju
bR Agree/Disagree
BHE : Agree
HHER
~HE : msg
ik
ZrEld
~E : 1
REENXId
~E : 1
BEER

~BHE : sops

flE : desc

& : string

LEEMR
& : clolor

EEE
~BE : Stop

ZAME
wBHE : val

BE
wBNE : val
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TEEN - BHSH- TS

#WINT#EASIA : CreateDagDefine, GetDagDefine, UpdateDagDefine

=2

Name
Value

NodeName

DagVariableParam

EERRESH

#HENTEOS|A : CreateDaglnstance

IR P2
d =3
Name =
Val &

QueryConf

BITRE

==
a

)

o

FEFNULL ESid]
a String
a String
= String
FEEFNULL ES]
& Uint64
a String
a String

#WANTEOS|A : GetBizTemplateDetail, GetComponent, ListBizTemplates, ListComponents

B

QueryType
Interval
Count

ExponentBase

ComponentDetail

AFEES

WHINT#EOS|FA : GetBizTemplateDetail

E=1

Componentld
ServiceName
DisplayName
Namespace
ComponentType
ServiceType
RetryConf
QueryConf

InputParams

WAL : TCloudFinanceZone

iy

iz

iy

iy

iz

iy

iz

iz

&

oy

ju

FEFNULL ESidl
& String
= Int64
& Int64
= Int64

AYFNULL skem)

= Uint64

= String

= String

= String

= String

= String

= RetryConf

= QueryConf

= Array of ComponentParams
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2HE
& : sops
2808
B

Running

TIRER
& : sops

A
TEEN
~E 1
TEER
THE : sops
L

E : val

fik

IR - FE8QueryType
~ME : =

R 1E)iERE
BiE : 10

HATIREL
BE : 10

TEHURE
BE : 10

fik

Aftid
BE: 1

BHHIRS SR
& : sops

BHRRERR
& : sops

B EZEE
~HE : tap

pElEesid)
E : Service

BRI KA
& : Component

PHENRREE
~E : E5E

PHETRIREE
~E : 5E

BIHNBTIER
IE : EE
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=1

OutputParams

Filter

ListiECidiEas

#ANTHEOS|F : ListApprovalTasks, ListComponents, ListDagDefineVariables, ListDagDefines, ListDaglnstances, ListScheduledTask

BIR Wi
Operator a8
Keyword &5

DagVariableDefine

dagZEBEN

)

FEYFNULL

FEEFNULL

=
a

ESid)

String

Array of FilterKeyWord

Array of ComponentParams

fik

FHREXR
A : =

bS: =
TlE : EE

#WANTEAS|F : CreateDagDefine, GetDagDefine, ListDagDefineVariables, UpdateDagDefine
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DagDefld
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&
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o

o

o

o

o

o

o
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o

o

o

o

o
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FIFBE4TE

AHHBIIE
~E : EE

and : 2FBHE or : ADHE
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TREE
~E : sops
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~E : desc
pia oSt
RUE : script
REHN
UE : style
AIEHE
~fE : Stop
LoVIN =
A : val
EXId
UE 1
TEENId
~IE : 10

#ATHEASIA : ApprovalDag., CopyDagDefine, CreateDagDefine, CreateDaglnstance, CreateScheduledTask, GetDagDefine, GetDaglnstance, GetDaglnstanceDetail, GetScheduledTask,

ListDagDefines, ListDaglnstances, ListLabels, ListScheduledTask, OperationDag, UpdateDagDefine, UpdateScheduledTask

= Wi
Key =
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DependNode
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#HENTEAS|A : GetDaglnstance
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DagDefine
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TEENER
#ANTEEOSIA : ListDagDefines
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DagDefld
DagName
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DagDesc
Revise
Deletable
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UpdatedAt
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ManagerAccounts
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HeFFFRR
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o
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Array of Daglabel

Array of String

#WANTHEOS|F : ListApprovalTasks, ListDagDefines, ListDaglnstances, ListScheduledTask

= s
Key &
Order &

Componentinfo

RFEHEEES

#WANTEAS|A : GetComponent, ListBizTemplates, ListComponents

BIR Wik FEEFFNULL
Componentld 5 3
Namespace B &

ServiceName B 5
DisplayName & &

ComponentType & &

WAL : TCloudFinanceZone

S]]

Uint64

String

String

String

String

FEYFNULL

&

ESid)

String

String

Fi::1%

£A1tid

~E : 1
BHEZE
~E : sops

RN
A : start

BRERR
HE : showsStart

E 1

TIZETR
& : sops

WA
wE : tap

TRAiNER
~ffE : desc

1EIThR
~IE : tom

EEATER | truerTHHER
RBNE : true

EBRE | truemI4wig
RBNE : true

fizlinl:nlll
~IE : 10

JelliEza)

& : 2025-01-13T15:23:51.753+08:00

SERfETIE)

& : 2025-01-13T15:23:51.753+08:00

BIEA
~BNE : tom

BIA
~IE : tom

SRHFAY - B ArrangeType
& : Dynamic

TR

~E  EE

pES
E : ["1233333"]

fik

HEFFFER
g : id

IR , desc-f&RF/asc-FHi
A : id

FIFBE4TE

AR - FEIComponentType Component ZiET5s Approval B#ftT5s Branch 93775/ Notify I Start FHATS

A End £ERT5A Script BIAEM4
=M : Component
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R W% MIFENULL 3B A
serviceType & & string E_Tlizéﬂ Service
RetryConf a S RetryConf i?ﬂ;gﬁjﬁéé
QueryConf a = QueryConf ﬁgéﬁgé
InputParams & 2 égr:nypZ;entParams ﬁaéﬁéé
OutputParams & 2 égr:mypztvemParams ?aiﬁéé

RetryConf

HRE

#WANTEOS|A : GetBizTemplateDetail, GetComponent, ListBizTemplates, ListComponents

AR WhiE FEFNULL ESicl R
s
Count = B Int64 ?ﬁ}f 1
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2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

J.Lgia =5

'f'alseﬁq

InternalError.CreateScheduledTask
InternalError.Unauthorized
InvalidParameter.ApprovalDag

InvalidParameter.CopyDagDefine

WAL : TCloudFinanceZone

kil

BRAFRL.
REBEEIR,
EOREE.
SEGER,
SHEEIRIR,
B ECERpRE,
ROSHERIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,
RIFAB.
BRIRFE.
RIFAA R,
RIZIURLE,
RINSEGEIR,
BEAST,

http(s)iERHMYEEIR , R3ZHF GET #1 POST 153K,

BROARSFRrE bR,

i

CreateScheduledTask R ERE1R

Unauthorized Error
ApprovalDag Error

CopyDagDefine Error
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HiRtD iz
InternalError.OperationDag OperationDag Error

InvalidParameter.CreateScheduledTask CreateScheduledTask Error
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el TE ( worktool )
RS ( 2023-07-01)
API #E55

APILRZR

V3

Rl T B =345

EORR
AddTagResourceRelation
ControlRule

ControlTask
ControlTaskNode
CopyRule

CopyScript
CreateCronTask
CreateRule

CreateScript
DeleteCronTask
DeleteRule

DeleteScript
DeleteTagResourceRelation
DescribeAnsiblelP
DescribeNodeDetail

DescribeNodesDetail

WAL : TCloudFinanceZone

EOINREE
IENMFREERER
EHRNES
EHESES
EHTRIES
SHFN
SHEE
EERES
FERN
FEMIAS

PR ERTESS
BRI
FRIBREEAS
HPRIREE REXK R
$kEansibleEHIEE
SRENTI RIFIB

WERN T RIFE
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OB
DescribePlaybook
DescribeResourcesByTags
DescribeTaskDetail
ListCronTask
ListResourceTags
ListRules
ListScriptHostInfo
ListScripts

ListTasks
StartQuickExecution
StatScriptCount
StatTaskCount
StatTaskTrend
UpdateAnsiblelP
UpdateCronTask
UpdateRule

UpdateScript

WAL : TCloudFinanceZone

EOTRE
sxEYplaybook{SE
IREMRES KB R
REMESSHBER
EEERES
IRERESE
FREARMY

IREE AR R A ENEE
IREEAER
REUESER
HREHAT
SRR L E
FiHESHE
FitEsae
EFfansibleEAlip
EHERES
EHTRLNY

SRR
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 275 726 T



2 AT TCE MRETA

nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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Acti g2 & |
ction = = String StartQuickExecution
Version = & String NESE, AEOBYE : 2023-07-01
y :I:té/'% = N :
Region - = String ltt;;fﬂl W ERAEOATERESD
Z%Xo
iy
TaskType = a String ?%Ei ansible
: SRR
TaskN = & St
ame = 2 fing BIE ;- BUEHYT_20241104101451
Content ) a String Ea{/g?yf;itrf -
Description B & String }iﬁ};ﬁ{g desc
7~ .
7|:|J i N 1y .
TimeLimit & & Uint64 #:EEIEH 6(*) S
7~ :
Sy
ScriptType = = String il il

U : shell
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2 AT TCE MRETA

SHEWR g AEFENULL R HEA
-
Args & B String a;??;{é 1

RENFHEEH, trueRgE |

IsLocal & & Bool falseRTAE
~AHE : true
k=3 \ R
PackageName = = String ;Zgaiiaafi
PackageVersion = & String i}_ggzﬁ 111
. BETE http TEEER
= =
Http N a String SRBIE : /root/http
. BEE ftp THIER
=~ =
Ftp = = String BIE : /root/ftp
SourceHost = N String Ij_}iﬁiﬂ:g 1111
R . RN
SourcePath Fan A String SIS : /root/source
. BfRFESFERER
TargetPath e r String SR : /root/target
. liS=3
= sy
User 2 = String SAHE © 110000000103
ansible 14738 , ansible/ansible-
AnsibleType =B & String playbook
~BHE : ansible
i o < . ansible a5
AnsibleCommand = = String A : ansible-playbook hello.yml
AnsibleIP 5 5 String T;:J?Ele_#;{?? ;P
BEREM. trueRng | false®x
IsRoll 5 = Bool <2
HUE : true
Concurrent = = Uinte4 ARSI

HfE : 10
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SEER W% EFNULL 8 fHA
_ Array of PATENER

A~ A~
HostList = = HostInfo ~™ME  EE

ansible-playbook {44

. = = i
AnsiblePlaybookName & A String T : playhookName
' _ AR AFAFR
a~ s
LocalFileName = = String ~5IE : localFileName
o . AR N
= A=
LocalFileSize ) A String SBHE © 3MB
ansible sn
AnsibleSn B B String ~BE : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
JRER sn
SourceHostSn & & String R~E : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
BEANEMES. truekinZ | falsezk
IsCron & & Bool T
A : true
- - TERHESID
CronTaskID 5 5 Int64 g : 10
_ Array of FHUIDFIZE
= =
HostIDList = H Uint64 s : [1,2]
. Bk
RequestF & = St =
equestFrom A = rng TRIGME : cfs
A A\l 4
3. HiHEEL
BHER Bk
BIEERgRHE uuid

TemplateUuid  Stri
emplatetul M9 RiE : template-97af743a-af08-485a-a6b2-4ab6

BIZERISLH uuid

Instanceluid - String  — g 4 262d0b7a-8003-4d 1b-a9bf-1968f71a00d
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SHER
Message

Error

TaskID

Requestld

4. FHIRS

PAIMXAHE T O S ZAERRRNEIRE | BfbmRSiFEN s

TEIRD

String

Error

Int64

String

fiaid

ZFRER
MFNE : sucess

HiRRE

~hlE : =5

{£551D
g : 10

FIFBE4TE

H—iEK ID , ®RiIEKEPSIRE], EfTRAEERAZXIEKA Requestld,

InternalError.StartQuickExecution

WAL : TCloudFinanceZone
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SR AZE

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatScriptCount
A ONERIERIRS : 200R/FD,
O SRAYE : 2024-05-22 15:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL
Action = B
Version 2 &
Region P &
Eh s

3. HiHEEL
SHER ESig)
ScriptTotal Int64
ShellTotal Int64
PythonTotal Int64
AnsiblePlaybookTotal  Int64

WAL : TCloudFinanceZone

et iR
String ~HSE, AEORYE : StatScriptCount
String AHSE, AEOEYE : 2023-07-01
String AHBY , WEHEENEORFTEERIL S,
ik
HAREE

g : 10

shell fHIAEE
1A : 10

python A% E
g : 10

playbook #&
=~pifE : 10
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FIFBE4TE
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SHER ESig) U

HE—IEK ID , BRIEREPSIRE]. EMARREERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.
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FHISHE

= -y

1. E=OfFR

EOiEKE © worktool.api3.finance.cloud.tencent.com,
StatTaskCount

EOAEZOERIRERRS : 200K/70,

BEOEFAE © 2024-05-22 15:34:45,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String ~HSE, AEEORYE : StatTaskCount
Version 2 = String NHSE, AEOBYE : 2023-07-01

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

SHBMR S )%
FERHE
TaskTotal Int64 _
~pBHE : 10
BRIIHITEE
SuccessTotal Int64 _
~pBE : 10
FailedTotal Int64 MARESS

THNE : 10

PITHPHE

RunningTotal Int64 _
9 TBIE ;10

Requestld String HE—IEXK ID , ®RIBEKRESIRE], EMAIRNEEREIZRIEKA Requestld,
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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FiHES S

L. O

FIFBE4TE

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatTaskTrend
EOABEOEKIERRS] : 200K/70,
BEOEEHARE : 2025-02-27 16:39:21.,

EOARGER NEN,

2. INSE

LINERSEG RN IH T EROBRSEFED AT

~

SEAFR Wik DIFNULL

Action 2 &
Version 2 sy
Region = =

3. I SE

SHBMR i
A f
TaskCountList fray o

TaskCountElement

Error CommonError

Requestld String

4. SE1RAY

WAL : TCloudFinanceZone

S8 "RERHSEIIRN TSRS,

HE% , AEOBYE : StatTaskTrend

>
\

HS%, AEOBYE : 2023-07-01

NESY , WEERNZOFFEREELSH.

B
£

EEEE

HE . =5

HixlEo

hE . =5

KE—iEK ID , @RiERESIRE, EAIORRA R RAHZIRIE
kB9 Requestld,
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ZEOERWSEERXANERD , EtERGFEN A LER0.
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BE¥ffansiblel

L. O

Efflip

EOiEKE © worktool.api3.finance.cloud.tencent.com,

UpdateAnsiblelP

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2024-05-22 15:35:21,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action
Version

Region

IP

Sn

ID

=
E
=
=

=
=

Iy

l

iy

3. IS

SHER

Message

WAL : TCloudFinanceZone

S

String

FBFFNULL St

=
[=]
7T
[m=]

Pz
=

iy

iy

iy

String
String
String
String
String
Int64

fEiR

BEHER

5 : success

N
Ve

AHSE, AEOBYE : 2023-07-01

\

RNESY  WEHERRNZEOFFEGELLSH.

ansible F3#, IP
~EE - 1.1.1.1

ansible sn
~MENE : 1349e3ef-fe01-4015-a2f-dd14e6d5011b

ansible =4, ID
HHE : 10
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& BRTTCE

FIFBE4TE

SHER St ik

fERRE]
THIE : EE

Error Error

Requestld String ME—iEK ID , BRiEKRESIRE]., BRI EEREIZRIEKA Requestld,

4. FEIRAS

ZEOERWSEERXAERD , BftERIGFN L HER0,
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2 BRETCE
EHTERES

=z -y
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
EHER{ES
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-04-11 10:30:44,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHAR ik FRPFNULL K3
Action = & String
Version = & String
Region = a String
CronTaskID = & Uint64
Description & & String
Cron o) ) String
Args 5 5 String
User = = String
TimeLimit & & Uint64

WAL : TCloudFinanceZone 2026/7/30 02:56:09

FIFBE4TE

LS4, ANEORYE -
UpdateCronTask

NHSE, AEOEYE : 2023-07-01

NHSEH , HEEEAEOFATEGREL
ERES ID

TBHE : 10

(EXAIFA

T5HE : desc

FEREE

~EME: 01110*?

TS

EUE : 1s

TR

M5E : root

FriEERT A a)
HIE : 60
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SHER

TaglList

IsRoll

Concurrent

AnsibleSn

AnsibleType

AnsiblelP

AnsiblePlaybookName

AnsibleCommand

ScriptID

HostList

IsCronStrBasic

Owner

HostIDList

ResetHost

WAL : TCloudFinanceZone

iy

iy

Iy

H

iy

Iy

iy

i1y

iy

iy

1y

iy

iy

AIFNULL

Py
[

iy

iy

l

1y

iy

iy

iy

ol

iy

iy

i1y

iy

iy

S
Array of
String

Bool

Uint64

String

String

String

String

String

Uinte4

Array of
HostInfo

Bool
Array of
String
Array of

Uint64

Bool

2026/7/30 02:56:09

FIFBE4TE

fiid
FimEs

~HE : [1,2]

A true/false, trueRNARENAT |
false R~ ANRIN &
GE : true

HERE
pENE : 1
ansible 4, sn

A : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

ansible 28U
~BHE : ansible

ansible F#5#, IP
THHE : 1.1.11

ansible playbook &Z#R
~BIE : hello.yml

ansible <
~BfE : ansible-playbook hello.yml

I ID
~HE : 10

PATENESR
~hlE . =5

EEREMEE. trueRE | falseRr
=2
EIE : true

TREA
& : ["110000000809"]

PUTENIDIER
~E : [10]

EEEESHITEN. truekRE , falsek

TE

AR : true
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3. IHSE

SHER i
Message String

CronTaskID Int64

Array of

Owner .
String

Requestld String

4. FEIRhS

fEiR
EHRINSEER

TM5E : success

TERHMESSID
~pBHE : 10

REA
~f5f& : ['110000000809"]

E—IEK ID , ®RIERESIRE. EAEEFEREHZRIEKRAY
Requestld,

PAIMXGIE T 2O S EERREIRND | BERAGIFE N A TR,

TEIRE

InternalError.UpdateCronTask

WAL : TCloudFinanceZone

U

UpdateCronTaskiZ [ NEREIR

2026/7/30 02:56:09

FIFBE4TE
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SEFETALMY

= -
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
UpdateRule
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE] : 2025-07-30 10:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik BIFNULL it R
Action =2 & String AHBE , AEORYE : UpdateRule
Version =2 & String nNHE&E, ANZEOBYE : 2023-07-01
Region 2 & String NHBHY , WEERNMEOREEZBILSE,
. W ID
RuleID = 5 Uint64 _
! = = ! TE 10
. 1EAIFBFR
Name = 5 Strin _
= = 9 eiE: mitERE
. EREREy
R I =~ A~
ule 5 5 String —HillE - reboot
SRR
Type |7:|< lz:? Strlng 1/&86’1"&7{&

MHHE : shell

3. I SE

SHETR ESid) ik
Message String 2R
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FIFBE4TE
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SHER

RulelD
Owner
Controller

Requestld

4. FEIRS

PUMRFIH 7O S5 EEIAXA%EIRD , EttERDiFER

'f'alaeﬁr.'l

InternalError.UpdateRule

WAL : TCloudFinanceZone

Uint64

Array of
String

Array of
String

String

HR

MFNE : success

ZEMNID
~EHE : 10

TEMNRE
g : ["110000000809"]

ZEMUEFIA

& : ["110000000809"]

E—EK D,
Requestld,

BIREREPZIR

fik

[E], IR ERAZRIEKAY

NHEEIRED,

UpdateRulefZOPEREIR
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SEFRIZAR

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,
UpdateScript

EOAEZOERIRERRS : 200K/70,

EOSEFRAYE] : 2025-07-08 19:34:51,

EOREIRE A IS,

2. INSE

LUFBERSEGIRGIE TEROBKSEHFIE D aHSE , TBAHSEFIRN GRS,
SHBFR W% SBEFENULL 28 R
Action 2 & String ~HBE, AEORYE : UpdateScript
Version = a String NHSE, AEOBYE : 2023-07-01
Region = B String AHBY , WRERNEONTEEZBULSE.
. . I ID , WiE
ScriptID = 5 Uinte4 _ i
P = | B | BIE ;10
. . EBAIFTBTR
=~ =~
ScriptName A A String =& : esho name
L . &0 IA
D =~ ~
escription ) ) String =BilfE - echo desc
: ERAIFTHAARE
Content 5 5
onten 5 5 String =#ilfE - echo name
_ Array of EFHUER
= =~
HostList SN HostInfo Bl =
BERIEEHEERES. truekng , falseRrA
ResetHost = = Bool 2

HE : true
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SHBFR Wik AEFENULL 8 )%
Taglist B & Array of String IREHER
a a TR -
) mEA
Owner i i Array of Strin _
a Y 9 FeuE

3. WS
suEm R

Message String
Error Error

ScriptID Uint64

Array of

Owner .
String

Requestld  String

4. HI2FD

R

BHER
HE :

EiRRE]

Success

~HE . =5

BIAID
THUE

TEA
THNE

E—IEK ID , REREBSIRE. EMARATHEERAZRIERE

10

["110000000809"]

Requestld,

LAIMXAIE T O SZEERRNEIRND | BEfERASFE N A THERS,

/'EEI'L?EEE.,J

InternalError.UpdateScript

WAL : TCloudFinanceZone

fEis

UpdateScriptiZOREREIR
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["110000000809"]

FIFBE4TE
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SRS

CronTaskInfo

ERMES TR

W ™EEOS | : CreateCronTask

&R 2 REFNULL  2m
Name = & String
Description ra = String

ScriptID =3 = Uint64

Cron = S String

User 2 S String
TimeLimit 5 &5 Uinte4

TaglList = &= Array of String
Args & = String
AnsibleType & B String
AnsiblePlaybookName & & String
AnsibleCommand = &= String
AnsibleIP 5 & String
AnsibleSn -y = String
HostList P = ﬁg:én(:‘];

WAL : TCloudFinanceZone 2026/7/30 02:56:09

FIFBE4TE

fiaik
ERHMESBR

MBS : task_name

TERHESEA
THE : desc

HITHIA ID
=g : 10

ENEE

EE: 01110*?
HiTRR

f5E : root

FBRTETE
5IE : 60

&

BUE : [1,2]

IASETIZF
M5E : root

ansible 2581
~FE : ansible

ansible-playbook S{4&#R
f5E : hello.yml

ansible #1745

7~BIfE : ansible-playbook hello.yml

ansible 3541 IP
EME : 1111

ansible 354, sn
MBS : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

PITENER
~E : =5
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BFR Wk SEFENULL 288 )%
B A3~ = — = — \E
IsRoll = = Bool z_E.:.#Zio trueR~2 | false A2
~HE : true
Concurrent 5 &5 Uinte4 HERE

IE : 10

CrONFTKIAXZBNEMES. truen2E | falsek

IsCronStrBasic B & Bool 2
ENE : true
- - . ThEA
Owner N & Array of String Ml : 110000000809
. = - . HATEHNIDER

HostIDList = & Array of Uint64 S 11117
CreateScriptRespData
AR EIEEE

#WHNT™EOS A « CreateScript

BFR DAV FEFNULL St %
, - - ) BUEEAIBIAME— ID
ScriptlD B B Uint64 i - 10
. ) i
Version B oy String i_ﬂf;fgm 111
CronTaskRoleData
EMESHEE
WA #2038 : CreateCronTask
BFR DA FEFNULL St iR
. ERHESEID
CronTaskID & & Uint64 ;\ng >
=
Owner £ B Array of String BEA

g :  ["110000000809"]

ErrorCode
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defines the code of error

WU T4ZOS| A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,

DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail, ListRules, StatTaskTrend

BFR U3V FEFNULL
RootCode & &
SubCode a &
Filter
TEEF

#HENTZOS| A : ListCronTask, ListRules, ListScripts, ListTasks

BR Wik FEFFNULL
Key B S
Operator & &
Value B )

ListScriptRespData

AR ERIE
W TFRO31A © ListScripts

&R 2 RENULL A
ScriptID & &= Uint64
ScriptName & & String
Description r r String
Content oy & String

WAL : TCloudFinanceZone 2026/7/30 02:56:09

Strin RootCode
'S MBI ;400
Strin SubCode
g BIE : 4001
o] A
st SiE
9 TIE : key
. R
String RIE - in
. &
String =Pl : value
HA
B ID

hlE : 10

FIAZFR

EE : titHname
AR

HHE : desc

HARE
f5E : echo name

FIFBE4TE
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BR

Type

CreateTime

UpdateTime

Version

Creator

Modifier

HostList

AccountID

Preset

Taglist

Owner

CreateCronTaskRespInfo

ERHESRETER

iy

iy

iy

iy

iy

iy

iy

FEFNULL

=
=

iy

iy

iy

iy

iy

pali|

iy

iy

o

iy

ok
e

String

Datetime_iso

Datetime_iso

String

String

String

Array of HostInfo

String

Bool

Array of String

Array of String

AN T#EO3| A : CreateCronTask, ListCronTask

AR

ID

Name

Description

WAL : TCloudFinanceZone

Wik

A
[=]}

iy

iy

FFFNULL 33

a
[}

iy

iy

Uint64

String

String

2026/7/30 02:56:09

fair

A ZEEY
5UE : shell

BlEERTIE]
& : 2006-01-02 15:04:05

SEHRRIE)
~HE : 2006-01-02 15:04:05

hRAS
~EHE : 111

EIEEIN
~B{&E : 110000000809

BIE—IREHA
~f5l{& : 110000000809

FHIER
~hiE . =5

SubAccountUin
~fFE : 110000000809

BERNRBRIA., truenE , falseFERmAE
~EHE : true

REER
TENE - ["tap"]

REA
~FHE : ["110000000809"]

fR

ID
hiE : 10

AR
~M5ME : cron_task
iR
~M5ME : cron_desc

FIFBE4TE
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BR

TaskType

ScriptID

Cron

Args

User

TimeLimit

HostList

AnsibleType

AnsiblePlaybookName

AnsibleCommand

AnsibleIP

AnsibleSn

IsRoll

Concurrent

Creator

Modifier

AccountID

WAL : TCloudFinanceZone

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

=
[}

i1y

iy

iy

iy

iy

1y

1y

Iy

ol

iy

o

iy

17

Iy

iy

iy

b
e

String

Uint64

String

String

String

Uint64

Array of
HostInfo

String

String

String

String

String

Bool

Uint64

String

String

String

2026/7/30 02:56:09

fair

(E=EESiS

THNE

script

FIAID
EIE : 10

ENETE
e : 01110*7

PITEH
~fE : print

IR
~HHE : root

R EIPR !
HlE : 60

PATEN
~hiE . =5

ansible #117288Y , Bi% ansible, ansible-
playbook
& : ansible

ansible-playbook &#R
~f5l{E : ansible_hook_name

ansible @<
~BIfE : ansible-playbook hello.yml

ansible i IP
ENE : 1.1.1.1

ansible 4, sn
AN : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

BEHERNIT. truexrl , falseRr-A 2
ENE : true

HiEE

~HE : 10

BIEA
~HE : root

ESIN
~BHE : root

account_id
P& : 11000000809

FIFBE4TE
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BR

TemplateUuid

LastExecTaskID

Count

Status

CreatedAt

UpdatedAt

DeletedAt

Taglist

ScriptName

IsCronStrBasic

ScriptType

IsPresetScript

Owner

LastExecStatus

Tags

Uin

LastExecTime

WAL : TCloudFinanceZone

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

Py
[}

iy

1

Iy

iy

iy

iy

A

Iy

iy

iy

iy

iy

1y

il

i

el

b
e

String

Uint64

Uint64

String

Datetime_iso

Datetime_iso

Datetime

Array of String

String

Bool

String

Bool

Array of String

String

Array of String

String

Datetime_iso
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FIFBE4TE

fair

XIRZAYSRHE uuid
HHE : template-97af743a-a08-485a-
abb2-4ab6

E—RBTIIRIAYESS ID
~FHE : 10

HUTIREL

~E : 10

| %5\

MBE : success

BlgERYE)
~HE : 2006-01-02 15:04:05

SEFfRdIA)
fIfE : 2006-01-02 15:04:05

Tp&AS A
fGHE : 2006-01-02 15:04:05

FREs
ENE : [1,2]

BIAZFR
HHE . BRENS

CrOoNFKIANEBNEMEE. trueng | false3k
TAE
EHE : true

il eSS
& : shell

BAARHEA, trueRR<Z , false®Rr-A2
~HHE : true

REA
7~5l{E : [11000000809]

RIS
~MBE : success

e

(AV2

MENE : ["cron"]

FAFuin
~M5E : 113442332

ERIFATHSE
& : Count2025-02-27T14:31:00.682+08:00

% 35803t 726 ;@



2 AT TCE

BR

Region

Appld

ScriptDescription

iy

iy

FBEFNULL

=
[}

i1y

iy

b
e

String

Int64

String

DescribeTaskDetailResponseData

DescribeTaskDetailResponseData

AN 23| : DescribeTaskDetalil

BR

ID

Name

Description

Status

Type

TimeLimit

ScriptType

Content

Args

User

IsLocal

WAL : TCloudFinanceZone

W%

=
[=]

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FEFNULL

=
[=]

iy

oy

1y

iy

iy

iy

oy

iy

oy

oy

Uint64

String

String

String

String

Int64

String

String

String

String

Bool

2026/7/30 02:56:09

fair

XiEER
5E : newyork

NZARid
T~HE: 1

HAFEAER

~BIE : script desc

fik

ID
BHE : 10

Name

A

FIFBE4TE

sops_dag_2624_node_799_21

Description
A : desc

Status
MBHE : success

Type

TM5UE - shell
TimeLimit
~GE : 60

ScriptType
HHE : ansible

Content
MBE : echo name

Args
g : arg

User
MBHE : root

IsLocal, trueRm=E , false®e

TAE
MEHE : true

#3593t 726 ;@
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BR

LocalFileName

LocalFileSize

SourceHost

SourcePath

TargetPath

AnsibleType

AnsibleCommand

AnsibleIP

AnsiblePlaybookName

CreateTime

UpdateTime

Creator

AccountID

Nodes

Uin

IsCron

CronTaskID

WAL : TCloudFinanceZone

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

=
[}

17

l

iy

iy

iy

1y

17

Iy

iy

iy

iy

1y

Iy

iy

iy

iy

b
e

String

String

String

String

String

String

String

String

String

Datetime_iso

Datetime_iso

String

String

Array of

DescribeTaskDetailResponseNode

String

Bool

Int64

2026/7/30 02:56:09

FIFBE4TE

)%
LocalFileName

f5& : hello.yaml

LocalFileSize
~E : 3MB

SourceHost
MEME : 1.1.1.1

SourcePath
~GE : /root

TargetPath
BE : /root

AnsibleType
f5){& : ansible-playbook

AnsibleCommand
A : ansible-
playbook hello.yml

AnsibleIP
ENE : 1111

AnsiblePlaybookName
~HNE : hello.yml

CreateTime
~5{& : 2006-01-02 15:04:05

UpdateTime
& . 2006-01-02 15:04:05

Creator
& : 110000000809

AccountID
& : 110000000809

Nodes

ThHIE . EE

Uin

~f5E : 110000000809
EANEES. trueRR2E

false R~ A2
~EHE : true

CronTaskID
g : 10

#3603t 726 @
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CreateRuleRespData

BIEMNREEE

AT O5|F - CreateRule

&R Wi FEYFNULL

RuleID = -y
DeleteScriptRespData
BRI AR AR

ESi

Uinte4

FIFBE4TE

%S

BIEAIANHE— ID
BE . 10

U TEOS|F - ControlTask, ControlTaskNode, DeleteCronTask, DeleteRule, DeleteScript

BFR WA FEFFNULL
Affected B )

TaskInfo

EBER

WANTHEOS (A : ListTasks
BFR whise FEFFNULL E3id)
ID B B Uint64
Name &= &= String
Description = = String
Status = = String
CreateTime = & Datetime_iso
UpdateTime = & Datetime_iso
Creator & oy String

WAL : TCloudFinanceZone

2026/7/30 02:56:09

i R
. BRINEREE
Uint64 =l 1
)
£ 1D

HIE : 10

ESBMR
f5{& : sops_dag_1273_node_3818 3

S HEA
THNE : FUTEERRYISIE

~EHE : success

ellE=inlal
fE : 2025-03-06T711:13:08+08:00

AT
& : 2025-03-06T711:13:08+08:00

BIERA
5IE : Jack

% 361703t 726 ;@



2 AT TCE

BR g%

TaskType &

CronTaskID &=

IsCron =

AccountID =
ScriptRoleData
iz =)

e OS5 : CreateScript

EZIN W
ScriptID 2
Owner 2

Vi

FEFNULL

=
=

iy

iy

iy

FEFNULL

=
[

=
[

ListScriptHostInfoFilter

B AESENERTIERS

AN TEOS|F : ListScriptHostInfo

BR

Key

Value

Script

HAER

#WENT™EOS A - CreateScript

WAL : TCloudFinanceZone

Wik

=
~x=

il

FBEFNULL

=
[ )

oy

Strin fESRE
9 ROUE : ERHIS
EfHESid
Int64
n FHE ;10
Bool BENERES
THHE : true
Strin Trid
9 fI{E : 110000000809
it iR
. BIAID
Uint64
n TE : 10
=
Array of String =

ok
&2

String

String

2026/7/30 02:56:09

~FHE :  ["110000000809"]

S

i
HHE : key

=]

MBHE : value

FIFBE4TE

% 362703t 726 @



2 BATTCE
BFR
ScriptName
Description
Type
Content
HostList
TaglList

Owner

Tag

IRETTR

iy

fil

el

iy

iy

A

FEFNULL

=
[

iy

iy

iy

iy

iy

iy

#WaN O35 |F : ListResourceTags

BFR WAI%E FEVFNULL

ID a =

Key & )

CreatedAt &= B

UpdatedAt = &

DeletedAt & =
DescribeAnsibleIPData

$KEYX ansible 3541, IPIR[E]data

a0 T™=O3 |8 : DescribeAnsiblelP

WAL : TCloudFinanceZone

b
2

String

String

String

String

Array of HostInfo

Array of String

Array of String

Ak
e

Uint64

String

Datetime_iso

Datetime_iso

Datetime_iso

2026/7/30 02:56:09

FIFBE4TE

ik
BIARZFR

MBE : echo name

AR
HNE : titHname

BIZAZERY | shell/python/absible
EUE : shell

HARZE

~FE : echo name

FHEE
~E : =5

IREER

BE : [1,2]

HIARTREA
~FE :  ["110000000809"]

fk

5% ID
~FHE : 10

B
~HWE : tap

BlEEATE]
~HE : 2025-03-06T11:13:08+08:00

SEHATIE
g : 2025-03-06T11:13:08+08:00

ARBRATE]
~HE : 2025-03-06T11:13:08+08:00

% 36373t 726 ;@



2 AT TCE MRETA

B WAL FEEFNULL el A
Sn B B String ;?;J%Ie Srs‘:jlibuvb
D & & Int64 ;r;;jge: iq{g’%‘
Error
Hix

#HUNT#EOS|FE : CreateRule, DeleteRule, DeleteScript. DescribeAnsiblelP, ListScriptHostInfo, ListScripts, ListTasks.
StartQuickExecution, UpdateAnsibleIP, UpdateScript

BIR AR FRIFNULL it iR
TTay=
Code = = String ol

BE . 400

Message = = String Z_E:}ig% bad request
CreateRulelnfo
SIS
WINTHEOSIA : CreateRule

EZIN D4yvis FIEFNULL el A

Name = = string /%?mt{m;jzw cron_task

Rule = = String igj{éz reboot
HostInfo
FHER

N T4ZM3 |8 : CreateCronTask, CreateScript, ListCronTask, ListScriptHostInfo, ListScripts, StartQuickExecution,

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 364 726 T



2 AT TCE

UpdateCronTask,

AR

Region

Zone

InnerlP

OuterIP

Hostld

Sn

HostName

Instanceld

Sorter

HERF

UpdateScript

Wik

@
[

iy

iy

iy

iy

iy

iy

iy

FEFFNULL KA )

@
[

iy

iy

iy

iy

iy

iy

iy

b

SNg e

ATAX

NG e

AK IP

SUing - e

4hwg 1P

SUiNg - e -

F 1D

uinted i -

FA Sn

SING e

EHBR

NG g

FIFBE4TE

newyork

ap-szhen-hqt-ops-1

1111

1111

10

92cbba2c-ele7-4fa9-8e81-8bb70e6

hostName

F#lInstanceld

SUIng - e -

inst-2e2d0b7a-8003-4d1b-a9bf-1968f71a00d

WU T4ZO3 | A : DescribeResourcesByTags, ListCronTask, ListResourceTags. ListRules, ListScripts, ListTasks

AR DAy FEEFNULL KA
Desc = = Bool
OrderBy S &= String
TaskCountElement
(FEREoTE
#WaNT™EOS |8 : StatTaskTrend
B D43V FIEFNULL St
TaskTotal = Uint64

WAL : TCloudFinanceZone

2026/7/30 02:56:09

3%

BAEERF. trueRRE , false®Rr- 2
~HIHE : true

HEFFFER
BUE : id

#3653t 726 ;@



2 AT TCE

FIFBE4TE

& D FEFNULL e iR
TUE : 10
| . Fefi]
Py @
RecordTime - - String f5){F : 2006-01-02 15:04:05
RespDetail
HREEIES

#WaNTE2A2| A : DescribeNodesDetail
BR Wisk

NodelD a &

iy
oy

Plugin

Status

iy
oy

StartTime

iy
iy

EndTime

oy
iy

iy
oy

NodeName

NodeUuid

iy
oy

oy

NodeDescription &

AccountID

iy
oy

Uin

iy
o

o
iy

Error

FBEFNULL

ok
&3

Uint64

String

String

Datetime_iso

Datetime_iso

String

String

String

String

String

CommonError

DescribeTaskDetailResponseNode

WAL : TCloudFinanceZone

2026/7/30 02:56:09

i

HIA
Frid
HE : 10
HTHER

~BHE : command

TS
~BHE : success

FHIARTIE]
~FlE : 2006-01-02 15:04:05

ZTRATE)
fFE : 2006-01-02 15:04:05

PTREF
MHE : c8d921c2-4e57-4908-b97c-1b78c9b49b32

T RE—id
TBWE : instance_node-6f7f26fc-f671-4b76-a0bf-
c9b1f10e033c

TRHPUTHIAMER
MAHE - execute script step 1, name: ddd-1

MkSid
g : 110000000103

FBFuinfE8
~B{&E : 110000000103

Hixf=S

THIE  EE

% 366 W3t 726 ;W
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DescribeTaskDetailResponseNode

A T™EO3|A : DescribeTaskDetail

BR

NodelID

Plugin

Status

StartTime

EndTime

NodeName

NodeUuid

NodeDescription

AccountID

Rulelnfo

A

W%

a
[=]

iy

iy

iy

iy

iy

iy

iy

#ENT™EOS A : ListRules

BFR

RulelD

Name

Rule

Type

WAL : TCloudFinanceZone

WAk

A~
=

iy

iy

iy

AREFNULL

Py
=

iy

i

oy

oy

iy

iy

iy

i

ABFNULL

A~
=

iy

iy

iy

ok
&2

Uint64

String

String

Datetime_iso

Datetime_iso

String

String

String

String

Uint64

String

String

String

fik

FIFBE4TE

NodelD

~ENE :

Plugin

THNE

Status

MR -

10

command

success

StartTime

THHE

: 2006-01-02 15:04:05

EndTime

THHE

: 2006-01-02 15:04:05

NodeName

BN

: c8d921c2-4e57-4908-b97c-1b78c49b32

NodeUuid

N

. instance_node-

aledbbc7-71e5-4eed-99c2-48b268bf

NodeDescription

THNE

. desc

AccountID

THHE

2026/7/30 02:56:09

: 110000000809

Hk

#M ID
EIE : 10

AR
THIE : ISR

TIPS
~MBHE : reboot

R AR
~MGHE : shell

#3673t 726 .
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BR

CreateTime

UpdateTime

Creator

Modifier

Owner

Controller

DeletedTime

Open

AccountID

Preset

Wik

iy

oy

iy

oy

iy

iy

oy

oy

iy

iy

RuleRoleData

ZEMNBE

WA T™EEOS A : CreateRule

BT

RuleIlD

Owner

Controller

@
[}

iy

iy

CommoneError

WAL : TCloudFinanceZone

FEFNULL

=~

[

=~

[ ]

=

[}

=

[

=

=

=

=

=

E

=

[}

=~

[

a~

[
AFNULL
=
[
=~
[ )
=
[

e

ES

Datetime_iso

Datetime_iso

String

String

Array of String

Array of String

Datetime_iso

Bool

String

Bool

FIFBE4TE

S

BlzEAS A
fGHE : 2006-01-02 15:04:05

SRS E)
& : 2006-01-02 15:04:05

BIEA
& : 110000000809

BRIE—IREHA
& : 110000000809

REA
& : ["110000000809"]

BHAR
~EME : ["110000000809"]

TRIBSATIE]
TBWE : 2025-02-27T14:31:00.682+08:00"

BAEX

A : true

KSid

~F{E : 110000000809

EAATRE
ENE : true

ESid) iR

. ZEMNID
Uint64 _

" T : 10
Array of Strin EEnEs

y S ~5{& : 110000000809
Z il ?E | AR

Array of String REMUEHAR

2026/7/30 02:56:09

~B{& : 110000000809

% 368703t 726 ;@



& BRTTCE

CommonéError

WU T4ZOS| A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,

DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail, ListRules, StatTaskTrend

BR WA
Code &
Message )

WAL : TCloudFinanceZone

ABEFNULL

a

iy

ErrorCode

String

2026/7/30 02:56:09

ik

Code
THIE  E=E

Message
~5WE : success

FIFBE4TE

#3693t 726 @



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/30 02:56:09 % 370t 726 @
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IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSEEIRRD

e
InternalError.ListScript
InternalError.ListTasks
InternalError.UpdateRule

InternalError.UpdateScript

WAL : TCloudFinanceZone

kil

EMERL,

HEBEEIR,

EORNFHE,

SHBEIR.

SHEUEEIR.

I FcEmpREl.
TRDSEGER,
EORARFE,
TERADREGERIY T SRR,
R SR,

RIRALE,

RIFAFIE,

RIRAETA.

RIZRURLE,

REANSEGEIR.

BMEARSZH,
http(s)iERiMYEEIR , R324F GET #1 POST 153K,

BROARSFRrE bR,

15Ee
ListScriptiZOMEREIR
ListTasksizOPIEREIR
UpdateRule3z O NEREIR

UpdateScriptizOEpEiR

2026/7/30 02:56:09

FIFBE4TE

#3717 726,
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IR

InternalError.CopyScript
InternalError.CreateScript
InternalError. AddTagResourceRelation
InternalError.DescribePlaybook
InternalError.UpdateCronTask
InternalError.StartQuickExecution
InternalError.DescribeNodeDetail
InternalError.CopyRule
InternalError.ControlTask

InvalidParameterValue.CreateRule

WAL : TCloudFinanceZone

15i8A

CopyScriptiEONEREIR
CreateScripizOAEREIR
AddTagResourceRelationiZ[]PIERsEIR
EOREREIR

UpdateCronTaskiz O EREIR
StartQuickExecution I ZBsEIR
DescribeNodeDetailiZ O EREIR
CopyRulefZOAERHEIR
ControlTaskiz O REBEIR

CreateRuleZ2EVESEIR

2026/7/30 02:56:09

FIFBE4TE

% 372 726,



& BRSTCE

A0 ( chronofloworder )

hRAS (2023-07-01)

API 145

APILRZR

V3

ity e MY =

EORR
GetDaglnstanceDetail
ListBatchNodes
ListStepNodes
OperationDag

RunDaglnstance

WAL : TCloudFinanceZone

EOIhee
ERESLAIFS
EisHHESHE- DL
B HISHE-DE
BMEEYHESS
[EEFAESLA)

RREETE

@
=1

5
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 374 726 T



2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 375 726 ]



2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 376 Mt 726 T



2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
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BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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FIFBE4TE

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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2 AT TCE

IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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tapagentmanager

SRENAgentFanZg

L. FZOfER

A=A
LARAPY

ZEOiEkiE4 : tapagentmanager.api3.finance.cloud.tencent.com,

SRENAgentFNZEm<S

BOMZ AR : 200%/70,

FEOEHATE : 2023-12-26 17:46:12,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHAFR DA IEFNULL

Action = B
Version 2 =
Region = ey
A Ay 4
3. HitH24]
SHER KA
. Array of
L
CommandList CommandInfo
Requestld String

4. $I2F

WAL : TCloudFinanceZone

St fik
String ANHSE, AEOBUE : GetAgentInstallCommand

String NHSE, AEOEYE : 2023-12-15

String RESH  WEERRNROFFEEGBULSH,

A
AgentFaiLiEm<S

ThHE . =5

HE—iEK ID , ERiEREIRME, TR R ERHZRIEK
A9 Requestld,
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ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARF : TCloudFinanceZone 2026/7/30 02:56:09 % 40T 726



2 AT TCE

RENagentFlZ&

L. O

FIFBE4TE

EOiEkE : tapagentmanager.api3.finance.cloud.tencent.com,

#EFKNagentFlFR
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2025-04-09 14:12:32,

EOARGER NEN,

2. INSE

UNBRSEGIRMGIHE T ZOBRSENT D AHSE , TBAHSEY

SHBFR Wi ASIEFENULL
Action 2 &
Version 2 &
Region = -
NodelList B )
oy *
3. WS
SHEWR S
Array of
Dat
ata NodeAgentInfo
Total Int64

Requestld  String

WAL : TCloudFinanceZone

String

String

Array of Nodelnfo

S
g
T
X
O
:d)d-)}_

U

i

ju
HE580 , AZOBYE : GetAgentList

>

HEE, AEOBYE : 2023-12-15

>
\

String NESH , WEERNZOFFEEELLSH.

\

HicvmBiSn:instance_id $#{EXY
T~HHE : EF

fk

agent{525I%
g EE

HE
g 1

E—IEK ID , RIERESRIRE, EMEEFREHZRIEKRAY
Requestld,
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ZEOERWSEERXANERD , EtERIGFEN L HER0,
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RS

CommandInfo

agentZEMSER

WEI #2051/ : GetAgentlnstallCommand

AR

OsType

Command

NodeAgentlnfo

agentiASER

e TEOS|A « GetAgentlList

B WhIE

Ip &

Region &

Sn B

Status &
Nodelnfo
HiflagentfIEHNFIZR

eI TEEO51A : GetAgentlList

2R

Sn

Instanceld

WAL : TCloudFinanceZone

ABUFNULL

@
[=]

iy

iy

iy

=
(=)

A
A

iy

b
2

String

String

String

String

FBEFNULL

==
(=)

iy

FBEFNULL

Py
A

iy

5%

HalP
AEME : 1111

Region

i HA
Strin BERFEE : linux, win
E U © linux
. agentZiEmS
tring U : s

E : newyork

Sn

~BIE : 907b7dd9-6ad1-a04c-blb5-94ac3c11b286

Agent A7,

FIFBE4TE

Available values : EMPTY_STATUS, OFFLINE, ONLINE Default value : EMPTY_STATUS
& : Running

String

String

fik

sn
MAME : 907b7dd9-6adl-a04c-blb5-94ac3cl1b286

Instanceld
5E : ins-sask
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FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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API #ErS

APILRZR

V3

CMDBHE Fim#zz 3

EORR
CreateImportHostTask
CreateModel
CreateModelGroup
CreateProperty
CreatePropertyGroup
CreateUniqueVerification
DeleteEnv
DeleteEnvNodelList
DeleteModel
DeleteModelGroup
DeleteProperty
DeletePropertyGroup
DeleteUniqueVerification
DescribeEnvNodeResources
DescribeNodeResources

FullTextSearch
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EOIheE
BIRENSAES
FTIgRE
BRI H
AT
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PRIBRIE— A0
EIME T RREIIRRER
KT RIRIRES

EMER
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EORR REOThRE
GetEnvironmentLock SRENER IS i
QueryTagsAndAgentStatus EEIREFAgent A&
ReleaseEnvironmentLock e Nt
SearchAbnormalAgent KB Eagent (2
SearchModel HifRE
SearchModelGroup HiEESH
SearchModelOrder EHARE R
SearchNode FRWSHERIFE
SearchOperationLog EEHITEE
SearchPropertyGroup HFFERSHE
UpdateModel 2k ks
UpdateModelGroup EETRESH
UpdateMultilnstance HEEFLA)
UpdateMultiProperty MEFHFER
UpdateProperty EIFER
UpdatePropertyGroup FHFROE
UpdateUniqueVerification EFTME—EARG
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 449 726 T



2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 450 M # 726 T



2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 461t 726 T



2 AT TCE MRETA

nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE
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« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
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}
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{
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"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}
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MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
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e A . =
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WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
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Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
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BFR itk FEVFNULL ESiS

ResourceTypeCode = = String

OperateCode = & String

ResourceldKey & & String

ResourceldListKey S S String
CmdbOuterCondition

SearchHostiZE[h A&ConditionBNtE

FENT™EEOS|F : SearchHost

2R Wi FEFFNULL ESid

BkObjId = & String

Fields " & Array of String

Condition B & Array of CmdblInnerCondition

ResourcelnstRel

LRIEATRRIAHER

AN TEO5| A8 : CheckCloudResourceUnrelatable

2R Wik FEFNULL ESit

Instld = & Int64
EnvNodeCount = & Int64
EnvNodeldSet = & Array of Int64

CmdbGetPropertyElement

FERITER
#enTEEO51A : SearchCustomProperty

&R Wik SRVFNULL K8 10

WAL : TCloudFinanceZone 2026/7/30 02:56:09

g

HiRZECode
& : vpc

#B{FCode
A& : OP_CODE

HIRIDAIKey
~f5l{& : resource_id

RIDFZEAKey

~G{E : resource_ids

1%

gAY ( Biz/Set/Module/Host )
~BIfE : Model ID.

FBRE
THHE : id

ESGS

g - BF

Tk

BIRSLHIID
~E: 0

BHLpIEE
wHHE : 5

RIESLBIDFIZ
MAKE : 1001

FIFBE4TE
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“HEHAGTCE MRETA

BR W% ABEFNULL 3R ik
PropertyName = = Strin FHE
= = g ~BIE : Field name.
. . =¥ SHRIUUID
ModelUuid = = Strin FERATERE
= = E ~BHE : host
CreateParameter £ 2 Bool R NFIGHIREMERNSE
BUE : true
PropertyCode = = String %:—EQCode
REHE : MyProperty
=N
IsRequired = = Bool EAYE
= = ~ENE : true
IsOnly 2 B Bool RATAES
BUE : true
PropertyType = = String FERERIAR(E : varchar(xx),use time,json,enum,bool,int text
~BUE : use
AR (IERTFHCE/EENRSES ) a0 : [("id": "1", "name": "z
. ", "type": "text", "is_default": false}, {"id": "2", "name": "E_Lt
Option a = String 2", "type": "text", "is_default": true}, {"id": "3", "name": "{=
iE", "type": "text", "is_default”: false}]
~hHE : 1
L. w
Description B = Strin ik
- = J 7=f5E : this is a proccess
Creator B = String ﬁ_U@%
MfE : Created By
PropertyGroupld & = Uint64 ?’—Eﬁﬁéﬁﬁﬁ:ﬁtﬁ
~E: 0
; EET LGRS
Editable = = Bool =ar
= F TEUE : true
CreateTime & 2 Datetime_iso fiUEEB‘I‘ET_I
THE : 2024-11-13T12:48:49+08:00
ModifyTime =S 2 Datetime_iso %Eﬁwj@
- TME : 2024-11-13T12:48:49+08:00
PropertyIndex & = Uint64 ?—Eﬁ?%l
- = ~bHE : 0
Preset & =2 Bool REAMEE
~BGUE : true
IsDefault & =2 Bool zfe’é?ﬂf%ﬁik{ﬁ
~HHE : true
DefaultDisplay B = Bool RANET
REUE : true
SRy
Belong = = Strin J%J.FUEWPKIFM
= |7 g ROUE : VI
Id & & Int64 id

~BE : 100
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CreateEnvNodeResult

BEMET RER

AN T™EEOS|A : CreateEnvNode

B )i

SuccessSet =

FailedSet 2
TopoResult
TRIGIMEE

#HaNTEOS1A : DescribeTopo

B WhIE
Accountld B
Name B
Level &
Id B
Topo =
Description =
CreatedAt &
Creator =
Modifier B
UpdatedAt &
TopoTree &=

ListNodeWorkloadsResult

ERRMRRTFRHERER

WAL : TCloudFinanceZone

FEFFNULL &S]
&= Array of EnvNodeRel

SEFNULL

a

o

iy

i

iy

iy

iy

iy

iy

iy

iy

Array of FailedEnvNode

ESid]

String

String

Int64

Int64

String

String

Datetime_iso

String

String

Datetime_iso

Array of CmdbTopoTreeNode

2026/7/30 02:56:09

Tk
BRHIRSTI R
g EE

ESVeE)Et
~liE  EE

Tk

iz llle

Fl{& : 130000000108

B
A :

None

=25
ffE : 0

ID
~HE: 0

RN FRTER

wEUE - HEINERE

fk

f5HE : this is a proccess

BlgEER A
& : 2023-10-05T08:00:00Z

BIEEA
~5lE : Created By

EEIN
ME : admin

fEsdE)
ffE : 2023-10-06T09:00:00Z

HRFM
~hiE : EE

FIFBE4TE
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AN T™EOS|A : ListNodeWorkloads

B WAsE FEEFNULL St R
TotalCount = & Uint64 ?éﬁ
g : 0
RelationList 2 S Array of WorkloadRelationInfo ;Eﬁ*ﬁﬁﬁu’%
HE : EE
CmdbModuleElement
EHRITR
AN TEOS| A : SearchHost
BFR Wik FSEFNULL 28 b
. . £ Uuid
BizUuid = 2 Strin
= = 9 ~AE : scdcd-cdedced
CreateTime 2 2 Datetime_iso ﬁ_UEEj[EU
- ~BIE : 2024-11-13T712:48:49+08:00
TN
Default = 2 Bool RENIMME
= F REUE: 0
Follower = =2 Strin KEAR
= = 9 & : Follower.
ModifyTime 2 2 Datetime_iso %Eﬂmﬁ]
- THE : 2024-11-13T12:48:49+08:00
. SHRID
Moduleld 2 2 Uint64 *_Ei%
= F TE 1
ModuleName 2 2 String *_Eﬂ&%%ﬂ"\
7Rf5HE : apigw-Id-Id
ModuleType 2 = String %ikﬁﬂ
~fFHE : Module type.
EEAMEE
Preset 2 2 Bool RAIM
= = ~HNE : true
. R
ProductManager ~ = Strin e
= = 9 FWE : Product manager.
. . &EfUuid
SetUuid = 2 Strin =
= = 9 BE : Cluster UUID.
. MWXAR
Tester = 2 Strin s
== "9 ol : admin
. . ZtkUuid
Uuid = 2 Strin iR
== d B : Cluster UUID.
Maintainer 2 2 String j:ﬂEAJ’E'\
fGYE : OPS personnel.
Developer P P String FENG

WAL : TCloudFinanceZone

=& : R&D personnel.

2026/7/30 02:56:09
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BFR Wik FOEFNULL 28 HEA
. RRES
= =
ModuleLevel = = String =l : Module level.
EZ::ES‘LB
MixDepl = = . REEieH
xbeploy = = String & : Specifies whether to use hybrid deployment.
. HEREIBIE
P heckRul ~ =
rocessCheckRule = = String f5{& : Process verification logic.
- . REEE
= =
StandardizationConf 2 = String =BlE  cdesc
XEtfcomponent, i :
Component = = String [{ "component_name": "xxx", "namespace": "tce", "app_name": "xxxx"}]
& : component2
BHRAIMINEMELD : {"container_list":[{"container_name":"ocloud-osp-ccc-
Detail 2 2 String ccc"},{"container_name":"ocloud-osp-ccc-ccc2"}]}
THE : OK
43 1
PkgInfo = = String il

RMIE : Software package list.

EnvNodeRel

TRIMNEXREXER

#ANTEO3S|A : CreateEnvNode, DescribeEnvNodeRel

BFR Whise FEEFNULL e S A
Id = = Int64 id

MAE : 100

T RME—RR

N . i~ =~ 1
odeUuid &) = String ~BE : etcd-etcd-apigw
T RBE—RIR
NodeModelUuid B 2 String j-l—j—ﬁui : ulftch;tcd-apigw
. INECode
= =
EnvCode A = String fBlfE : default-develop
NERE—HRR
EnvUuid S & String :I_{ZE : E:w-456
) REA
Manager & a String ;_\—M{E' admin
o . THEA
Maintainer a a String ;{;{E : OPS personnel.
. BRI
CreatedAt == = Datet
reate & A atetime._Iso SBIME : 2023-10-05T08:00:00Z
. BIEA
Creator a a String f5{& : Created By
&
Modifier B & String o

aGHE : admin
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=R Wi
UpdatedAt &
ResourceOperatelnfo

ResourceOperatelnfofJ&a45

FEFNULL

=
[}

RE fiik
fEEtial

Datetime_iso

#HaNTEO5|A : DeleteRoleResource, DeleteRoleResourceByData, GetObjectKey

&R

Operateld

ResourceTypeld

ResourceTypeCode

OperateCode

ResourceldKey

ResourceldListKey

CheckUnrelateResult

B RERATREISR

=
[}

iy

iy

i

iy

iy

AN TEO3|A : CheckCloudResourceUnrelatable

BFR

IsAllowedUnrelate

InvalidInstances

=]
E

=
E

PropertyElementList

PropertyElementList

AN TEEOS|F : Createlnstance

2R

PropertyElement

WAL : TCloudFinanceZone

FEEFNULL

=
=

i

FBEFNULL

=
[m=)

FEFFNULL et
& Int64
&= Int64
= String
= String
& String
) String
Bool

Array of ResourcelnstRel

2

ﬁkjé

Array of PropertyElement

2026/7/30 02:56:09

& : 2023-10-06T09:00:00Z

g

24D
~fHE : 700

BIREEID
fFHE : 900

&iRSECode
& : vpc

#{ECode
7~ffl{& : OP_CODE

HIRIDRIKey
& : resource_id

BIRIDZIZRAIKey
MAHE : resource_ids

fik

BRI RIRKER
THUE : false

T RERERRRERAISLHIER
lE  EE

Tk

PropertyElement
E . BF

FIFBE4TE
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DeleteEnvNodeListResponseData

DeleteEnvNodeListResponseData

AN T™EEOS|A : DeleteEnvNodelist

2R Wiz FEFNULL ESig) TR
ID%!
EnvNodeldList & 2 Array of Int64 FIE

wHHE : 10

SuccessElementString

PIHANER
HU0TEOS|F : Createlnstance, CreateModel, CreateModelGroup, CreateProperty. CreatePropertyGroup. Deletelnstance,
DeleteModelGroup
R WAL FeFFNULL &g TR
. BIiER
Successld ) = Strin —
a = g e < 1

DbChangedResult

R RIREIER

N ™EOS|FB : CmdbSyncSearchSyncConfig. CmdbSyncSearchSyncHistory, CmdbSyncStartSync, DeleteEnv, DescribeNodeTree,
FullTextSearch, ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission, ModifyRole, ModifyTopo.
RegisterPermission, RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources,

Searchlnstance, SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateMultilnstance

SR Wit AYFNULL et 2
SuccessList & =2 Array of SuccessElement ggj{ngg
FailedList & 2 Array of FailedElement ;ﬁgﬁgé
Rolelnfo & 2 Array of DbChangedResultRolelnfo ;{Egiﬁé
ModelUuid B = Array of String ;%;;?Uid

EnvinfoData

MEER

WINTHEEOS|A - ModifyEnv
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EHN WAl
Data 2

EnvListResult

INEFIRER
HANTEOSIA - ListEnvs

B WhisE
TotalCount &
EnvSet &

EventModulelnfo

EHERER
HWANTEOS| A : GetEventList

B O

EventModule &

EventModelList &
CmdbNodeType
NS5 sty

e TEEO31H : SearchNodeType

B WA
NodeType a8
Name =
NameEn &=

CmdbFilterElement

FBUFNULL

=
[m=)

FBUFNULL

=
[m=)

iy

FEFNULL

=
=)

FEFNULL

a

iy

iy

TSR TR NMHERMI— Key-ValuelBE

S

Uint64

Array of Envinfo

Array of EventModellnfo

String

String

FIFBE4TE

g

data
~HE : EE

1%

B
& : 0

MNEER
g - BE

fik

SRR
THUE ¢ SHHER

BHERNRESZ
~lE 5

fik

AP SSRTI RS R
~5HE : Node type.

SR RERIEFR
& : None

SR BB TR
MEME : dawn

HENTEEOS | - FullTextSearch, ListRoles, SearchCustomProperty, SearchHost, Searchlnstance, SearchModel, SearchModelGroup,

WAL : TCloudFinanceZone
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SearchOperationLog. SearchPropertyGroup
R Wik ASEFNULL 33 A
- - . FEAGkey
Key S & String =& : arch
Operator & & String
~FHE : admin
. FRIE
Value & B String <{oE - x86
CmdbPropertyElement
cmdb/EHE
AT #EO5|FA : SearchNode
IR Whisk
PropertyCode & =
PropertyValue S )
Updatelnstancelnfo
HEEHLHIER
#HANTEO3|A : UpdateMultilnstance
R WAIE FEFFNULL
Instld & A
UpdatelList & &
RoleResourcelnfo
RIRBRSIZR
AN T™EO3IA : CheckPermission
B WA FEEFNULL
Resourceld & &
HasPermission & &5

WAL : TCloudFinanceZone

FIFBE4TE

BRRRIIAEISQLANRER : "=" : &EF"<>" : REF <" 1 ©F">"  KF"<=" N FE

FEFNULL

i
5

Int64

Array of PropertyElement

b
=3

String

Bool

2026/7/30 02:56:09

F'>=": KFEFTIN" : BF'LKE" : #8{UTF (EHEa )

f#ix

key
=& : MyProperty

value
g : Valuel

Tk

st id
THHE: 0

FHFRER
lE 5

fik

ZIRSLHIID
7~fAl{& : Resource ID.

EEBEINR
TNE : true
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B WAsE
UserldList &

FEFNULL

=
[}

2

%E

Array of String

CmdbSearchPropertyResponseData

HiFRIREIER

#enTEEO51A : SearchCustomProperty

BR WA FEFFNULL

PropertyCount = =

Propertys p=3 2
SubscriptionsLoglnfo
BALIGESEES

WEIT™EO31H « SearchSubscriptionsLog

&R Wisk
SubscriptionId &
RetryNum =

SubscriptionName &
CallbackUrl =
CreateTime )
Status g
ErrorMessage &
Log =
CmdbResponseData
CmdbResponseData

FIEFNULL

=
(=)

iy

iy

iy

iy

iy

iy

iy

S

Uint64

Array of CmdbGetPropertyElement

b
fi2

Int64

Int64

String

String

Datetime_iso

Bool

String

String

FIFBE4TE

fik

FAFid3izE

& : userl,user2

1%

EIfRERIFERSEL
IE : 0

EifRERIFER
~E : BF

iz
1JHID
THHE: 0

FJRRE
~EE: 3
1T FEFR

7~EIE : monitor_alert

[Pkl
WA : https://api.com/webhook

ellEEi I
ME : 2024-11-13T12:48:49+08:00

MENE : success
HIMER
~HUE : err

=

GHE . BERS

AN TEOS|A : CreateUniqueVerification, DeleteModel, DeleteProperty, DeletePropertyGroup. DeleteUniqueVerification,

UpdateModel, UpdateModelGroup. UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

WAL : TCloudFinanceZone

2026/7/30 02:56:09
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& BRTTCE MRETA

R WA FYFNULL &St R
z= =] EE\
Error & 2 CmdbResponseDataError HIR(ER

~hE : EE

Rolelnfo = & Array of Rolelnfo iggggg
ModelUuid & =3 String ;;;g?usodemmd
Successld & 2 String ;;Uc{egss;ldsljccessld
FailedList = 2 Array of FailedElement ;%};{ﬁﬁljiﬁg
SuccessList &= 8 Array of SuccessElement PP

g - BE

CmdbSearchPropertyGroupResponseData

BRFRSRIRESE

AN TIEO3|A : SearchPropertyGroup

B Wi FYFNULL Sl R
R Rl
PropertyGroupCount =1 2 Uint64 SiTREFRENE
mfE: 0
Ay,
PropertyGroups P 2 Array of CmdbPropertyGroupElement BIREFRH

~E : EE

RelResourceltem

KEKE RIS

#ANT™EOS| A - DescribeEnvNodeResources, DescribeEnvResources, DescribeNodeResources

2 i AYENULL semy ik
. R
= ~
ResourceType 2 & String TIE : Configuration name.
_ ] . EER
Count 2 & Uint64 TBIHE : 0
Servicelnfo
R (EE

#FANTEOS|A - ModifyPermission, RegisterPermission

&R Wide FEFFNULL ESidl 1110
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B

Serviceld

ServiceName

ServiceCode

ServiceDesc

CmdbSearchHostlp

FHIp

AN TEOS| A : SearchHost

BIR Witk

Flag =

Exact =

Data p =3

Cloudld &

Accountld &
Node

IR RFRER

HANTEOS|A : ListNodes

BR WAIE
NodelD =
NodeUuid =
NodeName p=3
Maintainer &
Desc &

WAL : TCloudFinanceZone

iy

H

iy

AEFNULL

=
[

iy

iy

i

fi

FEFNULL

=
E=

el

iy

iy

FEVFNULL
)
&
&
)
=S
String
Uint64
Array of String
Int64
String
s
Int64
String
String
String
String

2026/7/30 02:56:09

ESid) %
ARSSID
Int64 =0lfE : 800
Strin BRSSER
9 THUE : BRSERR
Strin #z55Code
9 I : SVC_CODE
String RS A
HE : IRSHEA
%
key , BDA=ERE ( IBBIP/SMERIP )
& : None
FREEERESR
~HHE: 0
IPE
ENE : ["127.0.0.1"]
=FBID
HE : 0
AP LBEHIMID
~fF{E : 130000000108
Eiu
ID
EHE: 0
NodeUuid

RBUE : etcd-etcd-apigw

NodeName
EHE : host

Maintainer
w~f5l{E : OPS personnel.

Description
M5 : Description.

FIFBE4TE
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ZFR WA FYFNULL et b
Creator
Creat = 5 Stri
reator 2 & rng TGS : Created By
teTi
CreateTime 2 & Datetime_iso CreateTime

SRAME : 2024-11-13T12:48:49+08:00

Manager = a String ;;?{agg?radmin
EnvUuid & S String iﬁf;denv-%s
NodeType =2 & String ;{Z{;;ﬂ Node type.
EnvNodeld & a Int64 Zf;:igﬂ'ﬂ?ﬁm
NodeNameEn = B String I

M5E : Node Name

CmdbUniqueVerification

HE— RS

AN TEOS|A : SearchUniqueVerification

BR waE SRFFNULL ESit] Tk
Id a a Uint64 IE
~flE : 100
. REGHNIZEE : 1 (B—FRR) ; 2 (BFR)
T = = Uint64
ype . . " R~BNE : string
DA
Propertys & & Array of UniqueVerificationltemProperty e

~hE . =

ListEnvSummaryResult

INRSHERER

WINT#EOSZIA : ListEnvSummary

&R Wik FEFNULL ESid 5%
. tab/Sg
TotalCount = & Uint64 —
= a UE : 0
NEFRIR
EnvSet = = Array of EnvUsageltem RIRMRFIR

~E : EF

ResourcesTagsAndAgent

BIRAVFEH] anegt AR
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BN TEOSIA : QueryTagsAndAgentStatus

IR Wik FEFNULL RE
Resourceld & & Int64
ResourceTag & B Array of String
AgentStatus &= = String

FailedElement

ESE St

FIFBE4TE

A

®HRid

& : Resource ID.
IFREE

TOUE R

HIR agent K7 © O9RAD , LAEL , 28972
~EWE : 1

B0 FEOSIA : CmdbSyncSearchSyncConfig, CmdbSyncSearchSyncHistory, CmdbSyncStartSync, CreateUniqueVerification,

DeleteEnv, DeleteModel, DeleteProperty. DeletePropertyGroup. DeleteUniqueVerification, DescribeNodeTree, FullTextSearch,

ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission. ModifyRole, ModifyTopo. RegisterPermission,

RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources, Searchlnstance,

SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateModel, UpdateModelGroup.

UpdateMultilnstance, UpdateMultiProperty. UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

BFR Wi FEFNULL
FailedId & &
ErrorMessage = =

CmdbSearchBizTreeResponseBizElement

Bl SiEORalESTR
AN TEOS| A - SearchHost

2R W& FRIFNULL 23
Bizld = = Uint64
BizName = = String
Uuid = = String
Maintainer = = String
Tester = = String
Developer = = String

WAL : TCloudFinanceZone 2026/7/30 02:56:09

St b5
Nl
Int64 _
" TOUE : 1
String A=A

A ¢ err

fEik

551D
HE: 0

W53

A& : Service name.

53 HE—Uuid
& : Cluster UUID.

MK AR
~f5{& : OPS personnel.

WLAR
~5HE : admin

FEAR
w~f5l{E : R&D personnel.
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B
ProductManager
Follower
CreateTime
ModifyTime
StandardizationConf
LifeCycle
Default
Preset

SetList

TagInfo

REAER

bi]l3

WAISE

= =
= =
= =
= E
= =]
= =
= =]
= =
= =
= =
= =
= E
= =]
= =
= =]
= =
= =
~x= =

WINTEO3|F : GetResourceldListByTag

=

TagKey

TagValue

ObjectInfo

MRER

=
[=]

i

AN TEO35| A : DescribeRole

2R

Objectld

Serviceld

ObjectCode

WAL : TCloudFinanceZone

FEFNULL

b
&3

String

String

Datetime_iso

Datetime_iso

Array of String

String

Bool

Bool

Array of CmdbSearchBizTreeSetElement

FREFNULL

=
[=]

iy

ESidl

String

Array of String

. ModifyPermission, RegisterPermission

=
[m=)

iy

FREFNULL

=
A

o

Int64

Int64

String

2026/7/30 02:56:09

Tk

FEREE
& : Product manager.

KEAR
& : Follower.

BUEERTE)
HE : 2024-11-13T12:48:49+08:00

EXATE
SRGUE : 2024-11-13T12:48:49+08:00

FRENEE
MFME : cdesc

Hean/EHA
5E : Lifecycle

RENBANE
THHE: 0

BENREER
HNE : true

ZA S TRISEHER
~E : EF

R

5% key
5 : arch

r&value
HHE : x86

fik

XIRID
~BE : 600

ARSSID
~BE : 600

35 Code
~HE : vpc
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B

ServiceCode

ObjectName

AuthResourceTypelnfo

RegisterResourceTypelnfo

iy

H

iy

DeleteResourcelnstancelList

BR
AN TEEOS | : DeleteRoleResource

2R

ResourceTypeCode

Instanceldtr

WorkloadRelationInfo

BURETEREER

iy

Array of ResourceTypelnfo

Array of ResourceTypelnfo

FEYFNULL et
&= String
‘B String
=
=
=)

FEYFNULL

3=

[

=

)

AN T™EOS| A « ListNodeWorkloads, RelateWorkload. UnrelateWorkload

BR WA
Id a
EnvNodeld &
Tkeld &
ClusterInstanceld &
Namespace &
WorkloadName )
WorkloadType )
CreatedAt &

WAL : TCloudFinanceZone

FBIFNULL

=
[=]

H

iy

o

iy

iy

o

KA

Int64

Int64

Int64

String

String

String

String

Datetime_iso

2026/7/30 02:56:09

fik

fR55Code
~HE : vpc

XIREFR
TR © IHER

XHRAVERERREYUER
g - BE

MRAGEMBREEER
g - BE

U
&iBEAICode
A : vpc
BRIRSLHIID
EE : inst-ax45

R

id

~fBNE : 100

B4 SEAFIID

E: 1

tkeEEEfid

~f5lE : 2000

EERESLAIID
A : cluster-ax
HETE

=BIE : tap

TEREBMR
& : workload-1

TR
~5NE : deployment

ellfEinyal
& : 2023-10-05T08:00:00Z

FIFBE4TE

#5623t 726 ;@



2 AT TCE

AR WS FUFNULL
Creator &5 &
ClusterName 5 2

CmdbModelElement

RETTER

WA T4EO3|F : CreateModel, SearchModel

B Wisk FEEFNULL
ModelUuid & =z
ModelName 2 2
ModelNameEn & =z
ModelGroupName &5 2
Modellcon = =2
ModelGroupUuid = 2
Description B =
ModelIndex & =
Creator & 2
Accountld & =z
Modifier & =
CreateTime & =
Modifytime B =z
Preset &5 2
Used B =

WAL : TCloudFinanceZone

b
e

String

String

HE
fi2

String

String

String

String

String

String

String

Uint64

String

String

String

Datetime_iso

Datetime_iso

Bool

Bool

2026/7/30 02:56:09

FIFBE4TE

Tk

BIZA
=f5I{& : Created By

S LA
E : EBEETR

fig

TEEIE—ID
fGHE : host

REIZFR
& : node

HERIZTR
E : node

RIS AZFR
A : groupl

REER
R : redis

1ERIS2Ed
& : resource

TEBUHA
=~ : this is a proccess

HREHER | BUA0
THHE : 10

REGIEE
~f5l{& : Created By

FAFID
& : 130000000108

IERIEM
FME : admin

elliEdngls)
fIfE : 2024-11-13T12:48:49+08:00

A
ME : 2024-11-13T12:48:49+08:00

BEAMERE
TNE : true

2EFER
MHNE : true
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O BATTCE HAEETA

CmdbSearchModelResponseData

BEEUEOIREIEUE
AN TEOS| A : SearchModel

BFR WS FREFNULL et iR
. EARBIER R
ModelCount = = Uint64 —
= = HE : 0
-
Models 2 2 Array of CmdbModelElement EITREER

g =5

Pre20230707DbChangedResultString

R PR EIER

AN TEOS| A8 : Createlnstance, Deletelnstance

R WAL FFNULL &g fik
: . BZhRIFIER
SuccessList 5 5 Array of S El tSt —
u i = = y uccessElementString =0l : 5E

R : . ESVCIIES
FailedList B B Array of FailedEl tSt _

iledLi A A rray of FailedElementString g

|

Rolelnfo &= & Array of DbChangedResultRolelnfo e

~hE : EE

CmdbHostInfoElement

FNEMRES
AN TEOS|A : SearchHost

IR WhisE FEFNULL i) R
WEER
Biz 2 2 Array of CmdbSearchBizTreeResponseBizElement ENFRALSE

~BE : EE

FHUER
Set = = CmdbHostElement =
€ = = m ostElemen e  BE
HRIER
Module 2 | Array of CmdbModuleElement ENATRRIR(E

g : EE

FHBERER

Host = 2 Array of CmdbSearchBizTreeSetElement _
= = Y e : =
TagParam
SR

#aN OS5I A : SearchResourceDirectory

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 564 i 726 M



2 AT TCE

R Whisk
ResourceKey &
ResourcePrefix &
ServiceType &

CmdbInnerCondition

FEFNULL

Py
[m=)

iy

iy

SearchHostiE A& 5 ConditionfdAEECondition=FE&Tt =

AN TEOS| A : SearchHost

R Wik
Field =
Operator =
Value 2
HostInfo
SAFEHER

AN TEO3|A : CreatelmportHostTask

IR Wi
PropertyList "
Nodelist &

FEFNULL
3=
[ )
=
[ )
=~
[m=)

FEFNULL

=~

[mm)

a=

=

DbChangedResultRolelnfo

DbChangedResultRolelnfo

e

Array of PropertyElement

Array of HostNodelnfo

String

String

String

String

FIFBE4TE

R

&iRKey
RMBE : resource_key

BIRRISR
HE : res_

5B
NE : BRS5RE

Tk

FEZ
GHE : host

BIERT
& : admin

&
~FHE : x86

R

FHUER
=g EE

RERASSHEE
e EE

N T™EOS | - CmdbSyncSearchSyncConfig., CmdbSyncSearchSyncHistory, CmdbSyncStartSync, Createlnstance, CreateModel,

CreateModelGroup. CreateProperty, CreatePropertyGroup, DeleteEnv, Deletelnstance, DeleteModelGroup, DescribeNodeTree,

FullTextSearch, ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission. ModifyRole, ModifyTopo.

RegisterPermission, RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources,

SearchInstance, SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateMultilnstance

B v
Instld &

WAL : TCloudFinanceZone

AEFNULL

=
[

2026/7/30 02:56:09

S I
sC4E
String sl id

~HE: 0
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& BRTTCE

B Whise
ModelUuid & =
Maintainer S &

RegisterPermissionInfo

ERRIERE

BANTEOSIA : ModifyPermission, RegisterPermission

&R s FEVFNULL ESiS

Accountld ) ) String

ServicelList B =

RoleList B &=

Resourcelist & a

ObjectList B )
CmdbSortInfoElement

IEERREN TR

FEFNULL

Array of Servicelnfo

Array of Rolelnfo

Array of Resourcelnfo

Array of Objectinfo

FIFBE4TE

ESid) A
Strin HRAIUUID
g TBIE : 0
Strin IBHEAR
d TIE : 0
iR

FAID , WSARTERPIER , MREA"-1"
& : 130000000108

IRSHIZ=
g =E

=21l
~E : 55

BIRFIZR
~E : 5E

PSETIES
~BiE . EE

AN TEOS1A : FullTextSearch, SearchCustomProperty, Searchlnstance, SearchModel, SearchModelGroup, SearchOperationLog.

SearchPropertyGroup
B WA FOEFNULL
PropertyCode = =
Order & &
HostNodelnfo
FHRERISHES
WA T™EO3|A : CreatelmportHostTask
BR AT FEIFNULL
EnvNodeld & &

WAL : TCloudFinanceZone

2026/7/30 02:56:09

%

2

String

Int64

Tk

FERER
REUE : MyProperty

IRFFIERE : 18R : -1
HHE : 1

Tk

INE UUID
HHE : 1
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2 AT TCE

Eventlnfo

EHER
HANTEOS| A : GetEventList

B Whise
Eventld &
EventName &
OperateType &

iy

EventDescribe

Resourcelnfo

RRECERER

FIFBE4TE

FFNULL =] g

= Int64 e 500

& String iggﬂ BEER
& String igf;ﬂ create
= String EHER

ONE - SBHEA

WHIT™HEO3|FE - ModifyPermission, RegisterPermission

&R WhiE
Serviceld &5

ServiceCode &
ResourceTypeCode &
ResourceTypeld &
ResourceTypeName &
ResourceTypeApprover =
Operatelist &
CmdbUpdateListElement

EHiFRITR

FAYFNULL eSS fa

= Int64 E_,EZ}; - 800

e String i—liw%ufgo (;jeSVC_CODE
i String ig?;ﬂ(\:/c;ie

= Int64 i};éﬂlgoo

= String igf‘;ﬂ%ﬁﬁgﬁﬁﬁ R
& String igéﬂﬁiﬁﬁ\

i Array of Operatelnfo RiFTIR

~E  EE

HAOTZEOS|F : UpdateModel, UpdateModelGroup, UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup

BR Wik
PropertyCode =

WAL : TCloudFinanceZone

FEEFNULL s ok
& String EEEIREH
=

~FUE : MyProperty

2026/7/30 02:56:09 % 567 Wt 726 ;@



2 AT TCE

BR WAISE FEEFNULL
PropertyValue = &=

PropertyListResult

BT
#eNTEEO51A : SearchProperty

BR Ui FEFFNULL

PropertyCount = &

Propertys = )
ResourceType

BEARTREDERS

#WEIT™#EO31F « SearchResourceDirectory

R whiE FEFFNULL
ModelGroupUUID B =
ModelGroupName = =
ModelGroupNameEn = =
ModelCount S =

ModelGrouplcon & =
ModelGroupIndex = =
ResourcelList = =

FailedEnvNode

BUERRMATAE T =

AN TEEOS|F : CreateEnvNode

2R Wik FEFFNULL

WAL : TCloudFinanceZone

b
e

String

Array of Property

String

String

Uint64

String

Uint64

Array of Modellnfo

2026/7/30 02:56:09

fhk

B E
MEME : Valuel

g

FIFBE4TE

PropertyCount
THIE: 0

Propertys

~BE . EE

1%

43248 uuid

~BE : group-uuid-host

DEBMR
ME : Workload

RXEFR

7=f5l{& : Model Group Name

YHIDETEEHE
~GHE: 0

RIS B ER
ME : Workload

RESEHER
~HE: 0

LRI TR
~E  5E

% 568 Wt 726 ;W



2 AT TCE

B

EnvNode

ErrorMessage

el

CmdbResponseDataError

CmdbResponseDataError

FEFNULL

=
[}

iy

;E

2

EnvNodeRel

String

FIFBE4TE

fik

METRER
~E : EE

KMREA
~GHE : err

HENTEEOS | : CreateModel, CreateModelGroup, CreateProperty, CreatePropertyGroup, CreateUniqueVerification, DeleteModel,

DeleteModelGroup, DeleteProperty. DeletePropertyGroup, DeleteUniqueVerification, GetEnvironmentLock, ReleaseEnvironmentLock,

SearchHost, SearchModel, SearchModelGroup, SearchNodeType, SearchProperty, SearchPropertyGroup, SearchUniqueVerification,

UpdateModel, UpdateModelGroup. UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

BIR Wik
Code =
Message =

FBIFNULL

=
E

=
E=

it %
Strin FiRcode
9 & : InternalError.cmdb_error
O
String %Hlﬁﬁ:%

CmdbPropertyGroupElement

FEROHETTER

AN TEOS|A : CreatePropertyGroup, SearchPropertyGroup

BFR

PropertyGroupCode
PropertyGroupName
ModelUuid
PropertyGroupIndex
IsDefault

Preset

Id

Envinfo

NEER

o

oIt

WAL : TCloudFinanceZone

WA FEFNULL &St
= P String
= = String
= = String
& = Uint64
A = Bool
&= = Bool
B = Int64

2026/7/30 02:56:09

~5E : [CloudSDKError] Code=ClientError.NetworkError, 502

5%

FERSAE—ID
~pIE : myGroup

FERODERBIR
~f5lE : myGroupName.

Fr/EHERID
HE : host

FROBERHERF
wBHE : 10

FROBEETAHANE
WE : true

FROBEESETNE
TNE : true

Id
=HE : 100
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2 AT TCE

#HANTEOSIA : DescribeEnv, ListEnvs, ModifyEnv

R wWhIEE FEFFNULL
Id 2 a
Accountld = &
Uuid 2 &
Name = &
Usage = &
Description = =
Manager = &
CreatedAt 2 a
Creator = &=
Modifier = &=
UpdatedAt = a
EnvCode 2 B
Preset b3 &

CmdbUniqueVerificationListResult

HE—MEARISIR AR

BN TEOS|A : SearchUniqueVerification

BFR Wi

VerificationCount &

Verifications &
SubscriptionInfo

TEIER

WAL : TCloudFinanceZone

FEFNULL

=
A

i

B
tr2

Int64

String

String

String

String

String

String

Datetime_iso

String

String

Datetime_iso

String

Bool

i
H

Int64

Array of CmdbUniqueVerification

2026/7/30 02:56:09

fk
id
=& : 100

fHFID

7~ffl{& : 130000000108

HE—HRR
~5{E : Cluster UUID.

E=N
f5l{& : None

g
A

production

A
~BIE : this is a proccess

S

5HE : admin

ellf=inlE)
f5lfg : 2023-10-05T08:00:00Z

BIEEA
~GHE : Created By

EEIN
& : admin

1E25E A
& : 2023-10-06T09:00:00Z

MR Z
~GWE : prod-env

EERTILEIE
TN : true

fEk
IRENE
~HE : 15

E— RIS TR
~EWE : EE

FIFBE4TE

#5703t 726 ;@



& BRTTCE

WO TEEOS|HA : SearchSubscription

BR

SubscriptionId

SubscriptionName

CallbackUrl

SubscriptionDescribe

CreateTime

UpdateTime

Creator

Modifier

SubscriptionTemplate

EventList

==
[=]

iy

o

iy

iy

o

H

iy

i

FEFFNULL ESic)

& Int64

= String

&= String

= String

2 Datetime_iso
2 Datetime_iso
B String

& String

= String

= Array of Int64

CmdbSearchBizTreeSetElement

B ESRROPRIERTR

AN TEOS| A : SearchHost

2R

BizUuid

CreateTime

Default

Follower

ModifyTime

ModulelList

Preset

WAL : TCloudFinanceZone

=
E=

i

il

il

fil

el

Jalil

FBEFNULL

=
=

el

il

i

fim

i

i

s

String

Datetime_iso

Bool

String

Datetime_iso

Array of CmdbModuleElement

Bool

2026/7/30 02:56:09

FIFBE4TE

A
1TID
fFE: 0

1T BIRTFR

A& : monitor_alert

BNtk
EHE : https://api.com/webhook

AL
~5{& : Monitoring alerts

ellfEnl]
af5E : 2024-11-13T712:48:49+08:00

SEEA A
f5HE : 2024-11-13T712:48:49+08:00

BlEE
& : Created By

E8E
AHE :

admin

TTEIENR
g : template_vl

ESESIIES
& : [101, 102]

1%

W53 Uuid
~AE : scdcd-cdedced

tlEERTE
ANE : 2024-11-13T12:48:49+08:00

RENBME
THHE: 0

XEAR
MGE : Follower.

AT A
HE : 2024-11-13T12:48:49+08:00

SEHPRIERER
e =55

BEAMER
WE : true
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https://api.com/webhook
https://api.com/webhook

2 AT TCE MRETA

27 W RUFNULL % e

ProductManager 2 = String ;gﬁjéﬁ Product manager.
Setld = = Uint64 if;}; 0

SetName 2 2 String i{?ﬂgw Cluster name.
SetType = = String i{gﬁfj{;;ﬂ Cluster type.
Tester 2 <3 String ﬂgﬁ%ﬁ admin

Uuid = = String ir}fjfﬁuzdﬂuster UUID.
Maintainer = < String ?j;tu{gﬁ OPS personnel.
Developer = = String ;{7;{/@\)’% R&D personnel.
Description 2 = String iy

fFHE : this is a proccess

CmdbSerachHostPageElement

SearchHostiZO%AYPage==ERTTER

AN TEOS|A : SearchHost

B WA FEFNULL e il A
. mzE
Start = & Uint64 -
ar = = " OUE : 0
E=151 e
Limit 2 = Uint64 SIREICRE

EIE : 10

RS ERIFRHITHEF

Sort T5E : Sort field.

o
oA

String

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 572 726 T



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/30 02:56:09 % 573t 726



2 AT TCE MRETA

FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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O BATTCE HAEETA

Rz FRSSIE4E ( appmanager )
IR (2023-07-01)
API {5

APILRZR

V3

N2 speryi:zs-{mpvy =

EOSWR ¥OThae

CreateDeploy Kf/ELR

CreateNodeConfigs MEETREE
CreateOpsScaleTask Wy mRES
CreateOpsServiceOfflineTask RS FEAESS
CreateOpsTask CreateOpsTask
CreateTemplateParamInstance CreateTemplateParamInstance
CreateTemplateParamInstances CreateTemplateParamInstances
DeleteNodeConfigs s RECE
DeleteTemplateParamInstances DeleteTemplateParamInstances
DescribeDeploy HRARMER
DescribeDeployBatch Kf/EIREN ST
DescribeOpsScaleTask BET BHRESER
DescribeOpsServiceOfflineTask RS TEAESER
DescribeOpsTask DescribeOpsTask
DescribePreDeploy = E—IRRBER
DescribeTaskRecordDeadline EREHEREIRE

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 575m i 726 @



& BRTTCE

EOBR

DescribeTemplateParamInstance

GenerateTemplatelnstance
Getlmagelnfo
ListComponents
ListDeployHistoryVersions
ListDeployRecords
ListNodeConfigs
ListOperationTasks
ListTSFAppGroups
ListTaskFilters

ListTaskTypes
ListTemplateParamInstances
ListTemplates
ModifyNodeConfigs
ModifyTemplateParamInstance
Savelmagelnfo
StatsStatusTasks

StatsTasks

UpdateTaskRecordDeadline

WAL : TCloudFinanceZone

EOTRE

DescribeTemplateParamlnstance

GenerateTemplatelnstance
GetImagelnfo

=B M

ERBRHHSERRA
ListDeployRecords
HEEITREE
Bis4HESII%R

B TSFEREH

ERES TG

B EEmIRTIZR
ListTemplateParamInstances
ListTemplates
HEENTREE
ModifyTemplateParamlnstance
Savelmagelnfo
SIS RS

FHES DB
B4R E

2026/7/30 02:56:09

RIFBEHFE
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2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/30 02:56:09 % 593t 726 ;@
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,
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ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SHEER Wik AIFENULL R A

RNESE, AEOBE !

. = o .
Action = = String DeleteTemplateParamInstances
Version =2 & String nNHE&E, ANZEOBYE : 2023-07-01
Region 2 & String AHBY , WEERNMEOTTEZRL S,
dList = o Array of HEMBRAIERS AT
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BOMZCIERIERIRS] © 200%/7D,
EOEHATE : 2025-04-10 17:41:04,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHEFR Wik SFNULL 2R3

Action = = String

Version = = String

Region 2 = String

Labels & = Array of Label

Offset B & Uint64

Limit s & Uint64

ey *
3. S

SEER St

Array of

ListTemplateParamInstances

WAL : TCloudFinanceZone

FIFBE4TE

NHBE, AEOBYE : ListTemplateParamlnstances

N

AHSE, AZEOBYE : 2023-07-01

RNESY  WEHERRNZROFFEGELLSH.

TR R S 2L B E R RIIRES
~hE : 5E

offset , o' TafER

hHE : 1

limit , > TAER

whlE : 1
ik

SRENZ IR S AAELhIF IR

TemplateParamInstance ~E : &

2026/7/30 02:56:09
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2y BATTCE

SHER

Total

Requestld

4. SEIRRY

ZEOERWSEERXAERD , BftERIGFEN 5=,

WAL : TCloudFinanceZone

eSid]

Uinte4

String

2026/7/30 02:56:09

FIFBE4TE

Hk

total , 5 TU{ERH
g : 1

E—EK ID , ®RIEKRERIRE]l. EAZE)
AR R ERMHHZIXIBERA Requestld,

% 653t 726 T
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ListTemplates

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

eSS
FROAZCIEIERERIRS : 200%/7D,
BEOSEFATIA : 2025-07-28 14:42:47,

EOARGER NEN,

2. WNSEY

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik AIFNULL
Action v &
Version 2 &
Region = &
Labels & 2
Offset B )
Limit B )
A X
3. HiHEEL
SHER o]
Array of

ListTemplates
P Template

WAL : TCloudFinanceZone

S
String
String

String

Array of Label

Uint64

Uint64

)

SRENZIRItERRS 2R

~E : EE

2026/7/30 02:56:09

Bt

%
=

a5
#2480, AEOBYE : ListTemplates

5

H23 , NEOBYE : 2023-07-01

5

\

RNESY , WEERNEOFFREELLSH.

TR e R TTRES
~E : E2E

offset , 9 T{EFE

w~EHE : 1
limit , 9 TUER

g : 100

FIFBE4TE

% 654 Wt 726 T
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SHER

Total

Requestld

4. SEIRRY

ESil

Uinte4

String

fiid

total , o Ta{EH
wHHE : 1

E—IEK ID , 8RIEKERIR
Requestld,

ZEOERWSEERXAERD , BftERIGFEN 5=,

WAL : TCloudFinanceZone

2026/7/30 02:56:09

FIFBE4TE

[\, EfIABATEERMEZRIEKRE
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HEENTRECE

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

BN REE

BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2025-02-27 11:12:04,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

PRIESE, TE

SEBR ik FREFNULL K8
Action = & String
Version = & String
Region = & String
- Array of
N figL B =
odeConfigList 5 =2 NodeConfig
L X
3. S
SHBR RE R
FINRHZ(EAIRE]
Ok Bool
o0 whE : false
Requestld String HW—EXID, ®XiE

4. SEIRAY

WAL : TCloudFinanceZone

2026/7/30 02:56:09

NESE, AEOBE !
ModifyNodeConfigs

NHSE, AEOBYE : 2023-07-01

\

HBH, MER N EORFEEEL

W >

RREENITREEIREERE
ThE . =5

KkEPIRE], ENEEERAIZXIERAE Requestld,

FIFBE4TE

% 656 Wt 726 ;W



O BATTCE HAEETA

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiRtD R

InternalError.Unauthorized RIGUE

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 657 Wi 726 @
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ModifyTemplateParamlInstance

— e e A
1. ZEOHHA
EOiEkiE : appmanager.api3.finance.cloud.tencent.com,
ModifyTemplateParamInstance
BOANZOIERIRERPRE : 200R/FD,
EOEHATE : 2024-11-06 17:47:56,

EOBINE R NN,

2. NS

LINERSEGIRNGIH T EROBRSHNT D AHSH , RBEAHSHGIRN GRS,

SHEWR WiE AREENULL %8 A
/\:ﬂ:g" , <7
Action /TEE I;él: Strlng Az\/éﬁ ZK&DH&{E

ModifyTemplateParamInstance

RNESH, AMRORE

. = - .
Version ps=3 i String 2023-07-01
: . RESH, WEHEEREROTRTE
Region = = String ;\3@ Jttii%lfmﬁ{ AROTRE
RIRER | WREEFEIERRR |
Template B B Template ZFEBBE , A=
e . =&
FEENHEERRSEELAIFER
TemplateParamlnstance 2 &= TemplateParamInstance TE&E&E’J%E*EH&/A;&W—?—EX
g EE
&hkid , MNRESAINEER | %
Templateld & & Uint64 FEREE  BWA=
THHE : 1
S S RSB
I = = Uint64 FEENARIRSELELAid

THE : 1

3. S

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 658 Wt 726 T
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SHER ESit] fk

P IIRHZ(EARE]

Ok Bool & - false

Requestld String HE—igK ID , EXiEkESIRE], EMINBERHIZRIEKE Requestld,

4. SRR

ZEOERSEEEXAERD , BfbiERGFEN R,

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 659 It 726 T
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Savelmagelnfo

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

Savelmagelnfo

BOMZCIERIERIRS] © 200%/7D,

O SEFATE : 2025-04-10 17:52:10,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHEWR
Action

Version

Region

Nodeld

NodeUuid

NodeModelUuid

EnvUuid

EnvNodeld

WAL : TCloudFinanceZone

fiD

iy

iy

iy

iy

iy

FBIFNULL

=
[=]

a
[ ]

iy

iy

iy

iy

iy

iy

String

String

String

Uinte4

String

String

String

Uinte4

2026/7/30 02:56:09

NHEE, AEOEYE : 2023-07-01

FIFBE4TE

t2% , AEOBYE : Savelmagelnfo

RNESY , WEEEAROFFREELS

whE - 1

Fauuid
~HHE : 907b7dd9-6adl-a04c-
b1b5-94ac3cl11b286

TREE
~EHE : 907b7dd9-6ad1-a04c-
b1lb5-94ac3c11b286

RtEuuid
TfEHE : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286

MR id
hE - 1

% 660 Tt 726 W
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SRR WAIFE
TemplateParamInstancelD & =
WorkloadType & )
WorkloadName ray i
Namespace & )
RequestBody B ry
“;. s
3. FitH S
SHER RE i)
S T S? \\

Ok Bool E_SZUJH]‘MET x[E]

THIE : false
Requestld String M—iEXk ID , 8Xi5

4. T8R0T

FVFNULL 258U

SN NF=E

Uinte4

String

String

String

String

KEPIRE., EERIFERAIZXIBKRT Requestld,

Hk

1ERRSEELfid
g : 1

TERERE
~BE : <no value>

TERERETR
~BIE : sample

AR EE
~BE : tap

TEEIFHECE
~M5& : {"Position":"Position"}

LAIMMXAIE T O SZEERRNEIRND | BEERASIFE N A THE5RS,

THIRAS

InternalError.GetTemplateParamInstanceError

WAL : TCloudFinanceZone

2026/7/30 02:56:09

Hk

GetTemplateParamInstanceError

FIFBE4TE
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FATEHEESINE

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

FHEHEES IS

BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2024-07-26 11:54:09,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik

Action =
Version 2
Region =2
StartTime 5
EndTime =
“;. A 4
3. S
SHEMR
FailedCount
SuccessCount

WAL : TCloudFinanceZone

i

FVFNULL &8

=
[=]
G
[m=]

=
[ ]

iy

iy

Int64

Int64

String
String

String

Datetime_iso

Datetime_iso

S

KM E
e : 1

BIhEE
~EE : 1

2026/7/30 02:56:09

NHBE, AEOBYE : StatsStatusTasks
NHSE, AEOBYE : 2023-07-01
NHESH , HHEEANEORNEEERBLSE,

FraRdiE)
& : 2014-08-03T12:00:00+08:00

£ETRATE]
TEME : 2014-08-03T12:00:00+08:00

FIFBE4TE
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FIFBE4TE

SEER i) %
. hiTHhE=E
R C t Int64 _
unningLoun n /__RWME 1
Requestld String  ME—IEK ID , ®RIEKESIRE, EAAIRNFERMHIZRIEKE Requestld,

4. FEIRAS

ZEOERWSEERXAERD , BftERIGFN L HER0,

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 663t 726 T
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FiHESEEEE

L. O

FIFBE4TE

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

FHIS BB
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2024-07-26 11:54:06,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SR Wik FFFNULL
Action 2 =
Version 2 &
Region = =
StartTime & &
EndTime &= &
A Ry 4
3. WiHE#
SHEWR it
Tasks Array of
StatsTask
Requestld  String

WAL : TCloudFinanceZone

=]
String
String

String

Datetime_iso

Datetime_iso

fEiR

EE&Hit
~hiE . =5

E—EK ID , X5

Requestld,

2026/7/30 02:56:09

NHESE, AEOEYE : 2023-07-01

>
\

RNESY  WEERRNZOFFEEGELLSH.

FraRdiE)
& : 2014-08-03T12:00:00+08:00

£ETRATE]
TEME : 2014-08-03T12:00:00+08:00

KEPIRE]. EZRRRR BERALZIRIBREY

% 664 Wt 726 T
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 665 i 726 M



BN E

L. O

FIFBE4TE

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

RGN RIRE
FOANZOIBERIRIRE : 200%/F0,
EOEHRAE : 2024-11-06 17:19:31,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHAR ik FREFNULL k8
Action = = String
Version = & String
Region B2 = String
DeadlineType = - String
DeadlineDay & & Int64
A Y 4
3. FiHE#
SHER i TR
PR Z(EAIRE]
Ok Bool
©° THIE : false

Requestld String

WAL : TCloudFinanceZone

2026/7/30 02:56:09

£ RBERHSHPIRNAHIERS,

N
Ve

AHSE, AZEOBYE : 2023-07-01

\

RNESY  WEHERRNROFFEGELLSH.

Finite - R / Infinite - R
T5HE : Finite

K&
whE : 1

E—IEK ID , BRIEREPRIRE]. EAARAHEERMIZRIERE Requestld,

% 666 It 726 W
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/30 02:56:09 5 667 i 726 M
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SRS

CreateRepository

ellke s LT

WANTF#ZEOS A © CreateRepository

23R Pk ARMFNULL A feid

Repold & £ Int64 ?:;{ES 1

RepoName & = String ?\EE sample

RepoCode B ) String iﬁégipo

RepoType & £ String i{ﬁ?; image
ArtifactCount B ) String iiﬂiﬁnéﬂ%

Description & S String ?gé desc
ApplicationList & 8 Array of ApplicationSimple i‘g—:gjgiég

UpdateTime a A String izz{g@ 2014-08-03 12:00:00
UpdateBy & B String =5

EIE : tom

OperationTemplatelnstanceParam

EHERIRSLAISEL

HUNT#EOS|A - CreateDeploy, CreateOpsScaleTask, CreateOpsServiceOfflineTask, CreateOpsTask,
DescribeDeploy, DescribeOpsScaleTask, DescribeOpsServiceOfflineTask, DescribeOpsTask,
ListDeployRecords

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 668 W3t 726 T
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BR Whie
OperationTemplateParams ra
Labels &

HostRelNode

FHXBTRER
WU T#EASIA : ListHosts

B WAIZS FEEFNULL
Node = 5

BusinessStatus ra =
NodeUuid & ray
NodeVersion = ray
NodeName & &
EnvNodeld &= -

Property

FEIE MR

#ANT~EO5| A : DescribeProperty

B Pk SRIENULL
Id S B

WAL : TCloudFinanceZone

AIFNULL

=
=

il

String

String

String

String

String

Int64

57

Int64

FIFBE4TE

ESig) HaR
EHHEIR SN

Array of OperationTemplateParam

HHE : EE

RIS

Array of Label =l B

fk

TRERE
& : 10.10.0.1

WBEFNAEEIRE
TEIE : UNKNOWN

T e=Uuid
T~EHE : 907b7dd9-6ad1-a04c-blb5-94ac3cl1b286

SRR
~EHE : v1.0

TRBR
~HUE : sample

INETRID
~ENE : 1

whE - 1

2026/7/30 02:56:09 669t 726 W
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BFR s EENULL A R
. PropertyName
PropertyName 5 & Strin —
perty & 2 9 MME : sample
ModelUuid
ModelUuid & & String MAME : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286
CreateParameter
=~ Py
CreateParameter A A Bool =S : true
. PropertyCode
PropertyCode & Ny Strin —
perty 2 = 9 MUE : tom
. IsRequired
IsRequired 5 = Bool _
9 = = MGIE : true
IsOnly
IsOnl & P Bool
e = | B ©° TBUE : true
. PropertyType
PropertyType & a5 Strin _
pertytyp = = 9 ~MHE : PropertyType
. Array of Option
O t =~ =
ption = = String ~MHHE : Option
Description = & Strin Description
P 5| B 9 TOE : desc
Creator & & String Creator

~HE : tom

PropertyGroupld & & Int64 :Tz;;up{gfy(i roupld

Editable & & Bool Z—ji;u?gblf true

CreateTime a8 = String ;165;11;T:i2314-08-03T12:00:oo+08:oo
ModifyTime =) & String gzigyri?0614-08-03T12:oo:oo+08:00
Belong & & String i;}]gwff 2?,-95

Preset & & Bool i

R : true

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 670 726 T
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AR Wik FSFNULL KR
IsDefault r B Bool
PropertyIndex = & Uint64
DefaultDisplay & & Bool

Zone

WXER

WA T#EOS|A : ListRegions, ListZones
BR Wisk FEFFNULL RE
CnZoneName = & String
CreateTime = = String
Zoneld = & Int64
Regionld = ray Int64
ZoneName = & String
Role = B String
UpdateTime = B String

EnvProductinfo

NG RER

WU T#E20O2|H : DescribeEnv, ListEnvs

WAL : TCloudFinanceZone

2026/7/30 02:56:09

fk
EEEIA

R : true

FERESGI
whE : 1

EERINET
A : true

Hk

HXZFR
~HE : sample

BlEERTE)

& : 2014-08-03 12:00:00

zoneld

g : 1

regionld

whHE : 1

X
g : sample

j=2p)
~BHE : maz

SEEATE
WA : 2014-08-03 12:00:00

FIFBE4TE

#6713t 726 @
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BR DAV
TotalCount sy

FilterElement

FFNULL

T
[

FIFBE4TE

St L)%
INERIFREE
Int64 —0iE - 1

HUNT#EOS| A - DescribeProperty, ListCloudResources, ListContainerNodeGroups, ListEnvs, ListHosts,

ListNodeGroups. ListNodeRepoRelates, ListNodes, ListRepository

BIR WhiE
Key )
Value &
Operator &

DeployHost

RIE

BFNULL

A
[

iy

iy

String

String

String

A

TR
~HHE : key
v |=|
~BIE : value

kS S . =, =, LIKE, IN
~HE : =

HUNT#EOS|A - CreateDeploy, CreateOpsScaleTask, CreateOpsServiceOfflineTask, CreateOpsTask,

DescribeDeploy, DescribeDeployBatch, DescribeOpsScaleTask, DescribeOpsServiceOfflineTask,

DescribeOpsTask, DescribePreDeploy. ListDeployRecords

B Whids FEVFNULL
HostName = =
Internallp = &
Ip oy )
Region = =

WAL : TCloudFinanceZone

ES

i

String

String

String

String

fk

E

~HE :

K

THNE

4w

THNE

by

THNE

2026/7/30 02:56:09

sample

10.0.0.1

10.0.0.1

region

#6723t 726 @
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B

Zone

Hostld

HostSn

Envitem

INEER

WU T™EO2|H : DescribeEnv, ListEnvs

BR

Id

Accountld

Uuid

Name

Usage

Description

Manager

CreatedAt

Creator

WAL : TCloudFinanceZone

iy

iy

Py
[

i1y

i1y

iy

i1y

iy

i1y

iy

AEFNULL

T
[ )

iy

Il

AIFNULL

=~
[

1y

iy

iy

iy

Iy

iy

Il

iy

String

Inte4

String

St

Int64

String

String

String

String

String

String

String

String

faiR

ATAX

~HE :

FHid

~E :

FAlsn
g

FIFBE4TE

zone

: 907b7dd9-6adl-a04c-b1b5-94ac3cl11b286

A

id

~HHE: 0
AccountldfBFid

~EHE : 907b7dd9-6adl-a04c-
b1b5-94ac3c11b286

UuidIfEE—HRR
TEHE : 907b7dd9-6adl-a04c-
b1lb5-94ac3cl11b286

NameIftEZFR
~HUE : sample

UsageIMEAi&
~FHE : tom

Description
BHE : desc

Manager fazgs A
~BHE : tom

CreatedAt
~MFE : 2014-08-03T12:00:00+08:00

Creator
~E : tom

2026/7/30 02:56:09 % 67373t 726 ]
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BR ik FREFENULL 368 HHiR
o . Modifier{&& A
Modifier B B Strin —
a a "9 BIE : tom
: &R 8
UpdatedAt & B St
beate a - e MBIE : 2014-08-03T12:00:00+08:00
NSRBI RER
Products & & EnvProductInf _
& 5 nvProductinfo - — o
EAETREE
rese 5 2 00 —plE - true
: IR
EnvCod & = St
nv-ode . = rind A : product
VmGroupSimple
VmGroupSimple
#ANTEOS|A : ListNodeGroups
B Wik MIEFNULL 28R Tk
A ID
Groupld & & String ~MAME : 907b7dd9-6ad1-a04c-
b1b5-94ac3c11b286
. A
G N & & St
roupName 5 5 ring <HE : sample
_— . N FAFER2EEY
ApplicationType & = Strin —
PP yP = | F J ROUE : deploy
: ELE
GroupD 5 &
roupDesc 5 ) String =Bl - desc
, , AT
UpdateT & &
Sl A String A : 2014-08-03 12:00:00
B ID
Clusterld B r String ~HME : 907b7dd9-6adl-a04c-
b1b5-94ac3c11b286
-
StartupParameters B B String RS

whiE : -al

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 674 726 T
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BER W% REFNULL 588 HA
. #p=E ID
Namespaceld = = Strin AR
° a i J A : tap
I AY Y
CreateTime S 7 String BlFEATIE

~f5E : 2014-08-03T712:00:00+08:00

ClusterName ) B String iiﬁgw sample

N FRfERs ID
Applicationld = o= String ElE : 907b7dd9-6ad1-a04c-

b1b5-94ac3c11b286
ApplicationName S a String gzgrﬂ:ﬁ%ﬂpm
NamespaceName & a String iﬁgl‘?iﬁ
MicroserviceType & =y String ﬁ?gz%%olang
GroupResourceType & A String ?ﬁgﬁ%od
UpdatedTime S & Int64 ;E\?;JE{E;@ 1
DeployDesc B B String iﬁgﬂj desc
Alias & a String ;:JI_EEHE: Alias
JdkName B ) String J/%I;Egj\ sample
JdkVersion B B String J,;I;ﬁg\ v1.0
ServiceAgentVersion & ) String i—%ﬁggﬁfﬁ)
StartScript B ) String BEZEZK Is
AgentProfileList a = Array of 0o IR

AgentProfile ~E : EE

KRARFFE : TCloudFinanceZone 2026/7/30 02:56:09 % 675t 726 T
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R Witk
GatewayConfig & =
Status S a
WarmupSetting B =
ForceStart B =
UpdateType & &
ServiceSpecEncode oy =
StopScript = &
OtAgentVersion B =
UnitType B )
UnitEnvType B g

Errorltem

IR ERIEIA

AN TE2O2|8 : CreateMultiNodes

BR Wik
PropertyCode &
ErrorMsg &

WAL : TCloudFinanceZone

AFNULL

ESil

GatewayConfig

String

WarmupSetting

Bool

Int64

String

String

String

String

String

ABEFNULL

Py
[

iy

2026/7/30 02:56:09

FIFBE4TE

fiR

WEBCE
THHE : EE

~5UE : Running

FRig &
~hHE : &

Eizgal =t
MNE : true

EEieSid]
whHE : 1

RSB CLRED
~HE : tom

FLERIAR
THIE : Is

Ot CHERRRA
g : v1.0

EAfi72REY

M5HE - unit

T

5HE : env

il )%
Strin Fhcode
g ~HE : tom
. HiRmIAMEE
String

TEHE : err

% 676 Wt 726 T
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ApplicationInfo

ApplicationfS2 , BFABESEIER

BN T™EOS A © GenerateTemplatelnstance

BR

Workplace

User

EnvNodeOb;

T RsEpl

aSid

A
[

iy

BEFNULL

N
[ ]

iy

FIFBE4TE

et fEiR

TFEZR

~EHE : <no value>

BF#&
~HWE : tom

#HA0 O35 A : RelateCloudResources, UnrelateCloudResources

BR

EnvNodeld

Wik

=
=

PropertyElement

ZE&code Fvalue

£8FNULL 7Y HaAR

5 sLflid
a5 Int64 _
a EE ;1

WU THEOSIA : CreateMultiNodes, CreateNode, DescribeNode, ModifyEnvNode, ModifyNode

B

PropertyCode

PropertyValue

NodeTree

AWSHHRIER

WAL : TCloudFinanceZone

whis

sy
[

iy

AIFNULL

Py
=

iy

E- i) iR
=E
String FRE

~FHE : tom

FRIE

String M5HE : PropertyValue

2026/7/30 02:56:09 3 677t 726 ]



2 AT TCE MRETA

w4 O5|F : DescribeNodeTree, DescribeUnsyncedNodeTree

B Wik FEFNULL 2R TG
NodeUuid
NodeUuid 2 & String ~HE : 907b7dd9-6ad1-a04c-
b1b5-94ac3c11b286
Taid
= =
Nodeld E [=] Int64 ZI_TWME 1
= =
NodeType 2 A String & : component
‘ Array of FHRFIFE
= =
Children = = NodeTree ~E : =&
\i::-H-IJ_‘_—I\-
EnvNodeld & B Int64 }ji{;;; Ii
Paxlny
Manager ) ) String ?‘?‘]E tom
#
Maintainer & S String ;—E_ng tom
. EEE
DeployMeth 5 & i
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