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B ERIGENA , IRMTEY , SHMASSRESERE. ZHAREARNAEEFEEN , RlHE. kOEE

aLg

o

= A /N
S
Kubectl $#&{E

TAPRYRTE Ef=iRSERIEEKUbernetes® | FEHTIZHHR(FRIBHE—EEX X kubectt TREE—ERY T,
BEtapEtEEKubernetes EApod:

kubectl get pod -n tap

[root@tcs-10-26-0-29 ~]# kubectl get pod -n tap
NAME READY  STATUS RESTARTS  AGE

tap-agent-server-6c¢c8ff7fcb7-2c2wz 1/1 Running @ 12d
tap-app-manager-78985f8f4c-9qfmS 1/1 Running @ 4d22h

BEPodIIRE -

kubectl describe pod -n tap &lt;pod-id&gt;

RTEHILRK | XEREETFLE5.
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[root@tcs-10-26-0-29 ~]# kubectl describe pod -n tap tap-agent-server-6c8ff7fcb7-2c2wz
Name : tap-agent-server-6c8ff7fcb7-2c2wz

Namespace: tap

Priority: )

Node: 10.29.0.29/10.29.0.29

Start Time: Thu, 18 Jan 2024 12:50:05 +0800

Labels: infra.tce.io/app-name=tap-agent-server
infra.tce.io/app-resource-group=1

HEApod WEPEERE !

kubectl exec -it -n tap &lt;pod-id&gt; -- bash

[root@tcs-10-26-0-29 ~]# kubectl exec -ti tap-agent-server-6c8ff7fcb7-2c2wz -n tap bash
kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# 1s
bin logs

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# I

AJLER , FAIEApodREFHE T —shell , TLAHUTER ST,
SNERPODEFNAM , AILAMERATH<SEEEHMAE

kubectl logs pod ${pod_name} -n tap
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tap-agent-manager-78bdcfd5c8-f414v
tap-agent-server-6485c7d644-jb2jm
tap-app-manager-f848cb6dd-cf7df
tap-chronoflow-order-7dfbd46764-njpss
tap-cmdb-5889d199b4-8d7bp
tap-generic-file-server-7b655654d-tpfb4
tap-remote-executor-86c85b4b8c-5v9cz
tap-repo-57dd885f74-pf248
tap-repo-proxy-5f5756965b-6tzjn
tap-standard-ops—-server-56dd4b8794-k2rkv
tap-workflow-engine-86cb86bf6b-xjbb8
tat-muxing-c6db8d646-hcf5p
tat-proxy-invoke-7858788c74-17dcp
tat-proxy-notify-57c6449d5b-fbdk7
tcloud-tap-worktool-6546b547f6-kk4hg

AiTa<  EENRABRTRN tap SR | HIARSESNIEFERUNNING,
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B PEALLEE

T

ERE

RN AEHEFERIRRIIER , TRERIBEIRE , 1TE

< TS
D x
ERE
2
WREBRE RE e AT TE RSk Lighthouse  iCREE Q4 410 B2 &
X ® Q@ Y.Q OF8Es OEREF cefmRst - 3 & &
Omwm CQ Y DescribeTaskDetail 0O 0% FEZUEFM v 28 Fetch/XHR | X CSS JS TR BN R BR EEF  Wam  Eft
1,000 ms 2000ms 3,000 ms 4000 ms 5,000 ms 6000 ms 7,000 ms 8000ms 9,000 ms 10,000 ms 11,000 ms 12,000 ms 13,000 ms 14,000 ms 15,000 ms 16,000 ms 17,000 ms 18,000 ms

FHF VAR
EESEMNIERTHEANER

HARUBIRAEIREER | B1% f12 FTFRRSESEEERLR | JUER EEXMIF2E TENESFERHIR TR
Ho

BT YUNAPL BREERIRS . 81 YUNAPI iI5kE<E— Requestld , REESHIXA RequestId , SRfEH
NK8sEEEF thydiizfRS35AY Pod , FAH Requestld #Tid IS R ol A ERRBI_ ETXER | REHITRIRRAL,

AR5 Pod HE

REASTTRRIBR F |, MBI THRSESHTRE | SEIINAEETE B84 Pod A2 Running K7
HIT Pod &&E , XMEHRALUERLUTSES Pod FUFEEHERE.

kubectl logs -n tap ${POD_NAME}
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[root@t kubectl logs -n tap t(loud-tW-6546b547f6-kk4hg | more

LI/ M NG_tasK/task_TATo_sync.
WSl timing_task/task_info_sync.
WERLal/timing_task/task_info_sync.
WYRdal/timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync

2024-02-05T13:
2024-02-05T13:

INFO
INFO
INFO
INFO
INFO
INFO

7WorKsSpace/pKg/

2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:

FE R EE R
ERIiEllfIi:
$8888888888

T
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
|

/workspace/pkg.

gnSR_EMERY log p S TiEER Pod RIBE | BBAH

kubectl describe pod -n tap ${POD_NAME}

Volumes:
volume-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: global.conf.d
Optional: false
volume-local-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: ocloud-osppro-base-component-vision
Optional: false

volume-log:
Type: HostPath (bare host directory volume)

Path: /data/k8s/1og/tce/ocloud-osppro-base-component-vision

HostPathType:
volume-customize-confd:

41| fc2f70a2-2285-421a-86ea-9777de8cfbfd start sync task info
1112 | fc2f70a2-2285-421a-86ea-9777de8cfbfd get instance response from workflow,
1135 | fc2f70a2-2285-421a-86ea-9777de8cfbfd sync task info success, task_len: @,
141 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 start sync task info
:112 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 get instance response from workflow,
:135 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 sync task info success, task_len: @,
:41 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l start sync task info
:112 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l get instance response from workflow,
1135 | eca@c57e-3674-478b-a4bb-0522fcd@ab@1l sync task info success, task_len: @,
141 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead start sync task info
:112 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead get instance response from workflow,
:135 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead sync task info success, task_len: @,
141 | 7c2413b3-641b-4821-9c98-e6e8825bd146 start sync task info
:112 | 7c2413b3-641b-4821-9c98-e6e8825bd146 get instance response from workflow,
1135 | 7c2413b3-641b-4821-9c98-e6e8825bd146 sync task info success, task_len: @,
:41 | b32aaaSa-aZec-41la8-alab-e6778de8623e start sync task info
:112 | b32aaaSa-aZec-41la8-alab-e6778de8623e get instance response from workflow,
:135 | b32aaa5a-a2ec-41a8-alab-e6778de8623e sync task info success, task_len: @,
:41 | c9fb46af-0291-4c71-8508-da89d8clec85 start sync task info
1112 | c9fb46af-0291-4c71-8508-da89d8clec8S get instance response from workflow,
:135 | c9fb46af-0291-4c71-8508-da89d8clec85 sync task info success, task_len: @,

ERL T $HEEPod IE1TRWAIR

Type:
Name:

ConfigMap (a volume populated by a ConfigMap)

gl

Optional: fa
volume-supervisord-confd:
ConfigMap (a volume populated by a ConfigMap)

Type:
Name:

gl:

Optional: fa
volume-centos-cgroup:
HostPath (bare host directory volume)

Type:
Path:

HostPathType:
volume-zoneinfo:

Type:
Path:

HostPathType:
volume-customize:

Type:
Path:

HostPathType:
default-token-hgnsz:
Secret (a volume populated by a Secret)

Type:

SecretName:
Optional:

QoS Class:

Node-Selectors:
Tolerations:

Events:
Type
Normal
Warning
Normal

[root@tcs
[root@tcs

Reason

Pulling
Failed
BackOf

obal.customize.d
lse

obal.conf.d
lse

/sys/fs/cgroup

HostPath (bare host directory volume)

/etc/localtime

HostPath (bare host directory volume)

/data/customize_packet

default-token-hgnsz
false

Burstable

<none>

node. kubernetes.io/not-ready:NoExecute for 300s
node. kubernetes.io/unreachable:NoExecute for 300s

Age
g 52m (x172 over 15h)
22m (x3918 over 15h)
f 2m49s (x4006 over 15h)
TR
~]#
~1#%
~]# kubectl describe

HRIFTE : TCloudFinanceZone

From Message

kubelet Pulling image "registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

kubelet Error: ImagePullBackOff

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

kubelet Back-off pulling image “"registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

pod -n taplonloud»osppro-base-(omponent»vision-Sde(6F488—sks7m

2026/7/23 07:10:10
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Ex{ESCH
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WESVES

NMRIZHFEAREMIRIE , TSRS , AISEHELE,
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TREF

= A ERes 2R

MEFRETMRNBE. FR. A4

2

)

TR BHENE
Ben B REIR i EE
Hem R LIRAVETEHITIEE | FeiRRapmAIIMYE NEKafkarh

PodE[S

—RRIBER TRY Pod EBF

—RRIEN FTEEERBEHER Pod , k8s *BESTHARIRERT , delete ZIeRBENAGEEHBITIZEEET
SREVR FRIZ4EF A Pod 513K : kutbectl get pod -n tap

ffiB® Pod : kubectl delete pod -n tap ${pod}

%1% Pod APIKZSS running
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S

N RRIZHFERSHEBIEFEEERER2E - MySQL #dEE. CSP X4HFfE. MySQL FEFE T CMDB Eiti#iE.
WS ECESUE. WSBIEHHESICR. TEHITESICRS  EBBR T, BRE/NTEARS  A20AAE
MySQLFfiE. BR , thinERAIse HIEEREKE ORI SHE | XMER TSH MySQL EHEARG—LEE,
55h , CSP XHTAEEZERRF 7 WS RMEEFNE | ERER FTRASBIABED RLHUERIRE , BB
FRIRAY CSP Bogi. RimiB T , AR CSP 8RR , ATLUEA] CSP 45iP AR | XFEREITT &.

B—FHHE , WEUEBENZET  NAEHFEEITE LNEREAS NS EREKeERESEX , HE
B HIEREERIOKAL, MR BN SEITK , BBAEALABINER K8s MY BRIEHT & , BIAME
B AN AYEHERE App BIXGRZAY component B replicas #18.
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FHIDHRE

Mysql $iEREEEFERNEEREAFRIENRIRE , RAMBEEHER. L cndb A6, SHOEEERE | SIERIN

<.
BDERE © mysqgldump -h${host} -P22001 -umysql_user -p'mysql_passwd' cmdb_core > cmdb-
core-22001.sql

%inZE : mysgldump -h${host} -umysql_user -pmysql_passwd -P22001 cmdb_core instance > cmdb-
core-22001.sql

Erh instance EE2%UEZE cmdb_core YK,

WEEHIERE |, [FALDASHOSUEHITRE © mysql -h${host} -P22001 -umysql_user -pmysql_passwd -D
cmdb_core < cmdb-core-22001.sq]l
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Z2(ER

feENHES=

cmdb

(EES

cmdb

Fiz
e

=
N
]

BeENE

/data/config/core.toml

/data/config/sync.toml

/data/config/sdk.*
/data/config/permission_config.json

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/config.yaml

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/permission.json

tap-workflow-engine : /data/release/workflow-
engine/config/config.yaml

tap-remote-executor : /data/release/remote-
executor/conf/config.toml

tap-agent-server : /data/release/agent-server/config/

config.yaml
/config/config.yaml

/config/permission.json

&&=

BHHE

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

BE(FA

cmdb ZOIIRERYECE (40 - £B(E
2. B&F)

cmdbﬂ SAESRIECE (W0 : [
. 2BER. BEFS)

cmdb ARERISTIERIECE
R EERACE

Fiz4Erz OECEX

FNIEHERIRECE

TRIES 2R E S

AR TRCE S

Agent-Server ERE 14

AW SSIEHERCE S
A SEERIIRECE

B 79T 725
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(EES

cmdb

Fiiz
“

=
daR
(5

WAL : TCloudFinanceZone

AEAE

/data/log/cmdb.*

/data/log/cmdb-sync-*

/data/log/cmdb/*

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/log/*

tap-workflow-engine : /data/release/workflow-
engine/logs

tap-remote-executor : /data/release/remote-
executor/log/*

tap-agent-server : /data/release/agent-server/
logs/*

/log/tap-app-manager/*

2026/7/23 07:10:10

FIFBE4TE

AEER

iE% cmdb #ZOINEERYRE. HEREE
iCH

18R cmdb BEEESAYRE. BIREE
icR

185 cmdb EE’I‘J-L )\uﬁzﬁ’]’h‘lﬁ %EI'L?E
HEIER

IBRFEVIEEITREFEREE

P EGlE

T TES

Agent-Server H&

IC3® app-manager BUtMEFEIREE

% 80 725
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APIXZ#Y

N 4 S IiE R TIRSS
( remoteexecutor )

RS (2023-12-15)

API 55

APIRRZR

V3

tap-remote-executor

EORWR EOTheE
ExecRemoteCmd PUTIIES S
GetSubTaskInfo REFESER
GetTaskInfo REESFIE
OperateTask E5518E

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 81
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 8IHE TR



2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 $0mHE 7257



2 AT TCE MRETA

RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 $9mHE 725



2 AT TCE MRETA

» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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2 AT TCE MRETA

SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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2 AT TCE

tap-remote-executor

WA TIZT

A

ZLAENR <

L. FZOfER

FIFBE4TE

ZEOiEkE © remoteexecutor.api3.finance.cloud.tencent.com,
ExecRemoteCmd

BOAZEOIBHIRERIRE] - 200%/%D,

FEOEFATE : 2024-03-07 11:21:56,

OSSN,

2. WANSEY

UTBRSEGIRNGIE TEOBERSHIIO A HESH |, <
SHER Wik FRPENULL 263
Action P & String
Version = & String
Region P = String
Target = & Target
Cmd = B String
User = & String
Args = & Array of String
Parallel & & Parallel
Errorlgnore =N N Errorlgnore

WAL : TCloudFinanceZone

2026/7/23 07:10:10

HEBHBIRN TSRS,
R
NS, AEOEYE : ExecRemoteCmd

N

\

AHSH , AEOBE : 2023-12-15

/A

LS4, WERNEOAFERERUSEL.

Birl=EE
~hE . =5

Cmd
UE : Is

HATRR
~HE :

root

cmd B34
g : -

FTERIECE
~hE . =5

HiRBIRECE
~HHE - =EF

#1043t 725"



2 AT TCE

FIFBE4TE

A
FBRTRESE)
M5HE : 100

ESil

~HUE : shell

EnvDefault
HHE : true

EnvCustom

hE . =5

Bl EfIRERRERMHIZXIEKE Requestld,

SR Wik FIFENULL ESid
Timeout = B Int64
Type B = String
EnvDefault & B Bool
EnvCustom 5 5 EnvKV
3. BitH24]
SRR KA fEA
TaskUUID - String L—E—Z{UEUI D9O7b7dd9-6ad 1-a04c-b1b5-94ac3c11b286
Requestld String  M—EKID , 8RIEKPLIR
4. FEIRAY

IZEROE T SSBERRRERD | BfbEREFER

WAL : TCloudFinanceZone

NHEEIRED,

2026/7/23 07:10:10

% 105t 7251



2 AT TCE

IR HESER

L. O

FIFBE4TE

ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,

GetSubTaskInfo
EOABEOEKIERRS] : 200K/70,
EOEHATE : 2025-07-09 21:02:50,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHEWR Wik IFNULL
Action = -
Version 2 &
Region = &
TaskUUID 2 &=
ShowDetail B -y
SubTaskUUID s &
Status B &=
BatchIndex B )

iy
iy

TargetValue

WAL : TCloudFinanceZone

KRB
String
String

String

String

Bool

String

String

Inte4

String

| REAHSYPIERR SRS,

NH2H , AEOBYE : GetSubTaskInfo

N

AHSE, AEORE : 2023-12-15
NHBE, MEERNEOAFEEELSEL,

{FEHJuuid
& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

1BREER
R : true

F{EFSEUUID
& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

ESRE
5HE : Running

BatchIndex
w~pE : 1

BiREH
~EHE : 1111

2026/7/23 07:10:10 % 106 Wt 7251



2 AT TCE

SHER

Offset

Limit

Wik IFNULL 388

3. IHBE

SHER

TaskUUID
Total
SubTaskList

Requestld

4. FEIRAS

IZEROE T SSIBERRAEIRD | BfbEREFER

WAL : TCloudFinanceZone

a5 A
A A
[=] [=]

it

String

Int64

Array of

SubTask

String

& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

)%
4R Offset
Int64 —GfE ;1
5 TaLimit
Intéd 2
MO e 1
A
{F53UUID
FESE=
g : 1
FAESFIE
g =&
M—Ek ID , ®XiEKREPSIR
Requestld,
IR,

2026/7/23 07:10:10

|, EfeRATEER X

FIFBE4TE

#1073t 725"



2 AT TCE

KBTS+

L. O

FIFBE4TE

ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,

IREUESSIHIB

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-09-02 11:10:53,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEAFR D%Svis FBIFNULL

Action =
Version 2
Region 2

TaskUUID 5

3. HIHE&#
SEIBR

TaskUUID
Status

User

WAL : TCloudFinanceZone

=
[=]
;\
[==]

=
[

A
[

XE
i

String

String

String

S
String
String

String

String

fik

{E55UVUID

A\l ?.;-%
|¢ £

ES¥ , ANZEOEYE : GetTaskInfo

\N

NHEE, AZORYE : 2023-12-15
AHSH , R ERREORTELRLLSE,

{FEHJuuid
A : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

T~EIE : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

W&

HME : Running

FAF

TM5HE : root

2026/7/23 07:10:10 % 1083t 7251



2 AT TCE

SHER

Timeout
Cmd

Type
EnvDefault
TotalBatch
RunningBatch
CreateTime
UpdateTime
Parallel
EnvMap
EnvCustom
Errorlgnore
Target

Requestld

4. RT3

String

String

Bool

Int64

Int64

String

String

Parallel

String

String

Errorlgnore

Target

String

Hk

FBRTRSE)
5HE : 100

cmdaps

HUE : 1s

cmd 8

5HE : shell

EnvDefault
~HWE : true

TotalBatch
g : 1

RunningBatch
hE - 1

BlEERIE]
g : 2025-01-13T15:23:51.753+08:00

EERATIE
RAME : 2025-01-13T15:23:51.753+08:00

FiTEHECE
ThE . =5

EnvMap sf53EE map
~HE : {
BEMNE

w~EHE : )

lu\mgsEIl?E

HE : &E
HiTER

A EE

E—IEK ID , BRIERESIRE. ENARATHEERHZ

Requestld,

ARG T 2O S iEERREIRD | BERADFE N A TR,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

#1097t 725"



& BRTTCE MRETA

HiRtD fEiA

InternalError.DbError DbError

IR : TCloudFinanceZone 2026/7/23 07:10:10 % 1107 # 7257



2 AT TCE

E553R(E

= -
1. O
EOiBEKE2 : remoteexecutor.api3.finance.cloud.
OperateTask
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-07-09 21:05:36,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
SHAR ik FREFNULL K3
Action = -y String
Version = B String
Region B & String
TaskUUID & B String
Operation & B String

“;. Y 4
3. FiHE#
SHER i fEir
P IIEHZ S ANRE]
Ok Bool —
THUE : true
Requestld String M—iEX ID , 8Xi5

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

tencent.com,

# , TERAHSHGIRN A HLERS,

R

NHSE , AEOBYE : OperateTask
NS, AEOBYE : 2023-12-15
AHEHSY , WREEAEOAFTEERISEH,
£55#%uuid

A : 907b7dd9-6adl-a04c-blb5-94ac3cl1b286

#ERERTY
A : stop

KEPIRE, EMERIFERAIZXIBKET Requestld,

#1117 725"



O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/23 07:10:10 %1127 # 7257



2 AT TCE

SRS

Target

BirsRER

WU T™EEOS|B : ExecRemoteCmd, GetTaskInfo

B W%
Type 5
Value o)
EnvKV
EnvkV

BIFNULL it
) Int64
) Array of String

WU T™EOS| A : ExecRemoteCmd. GetSubTaskInfo

B A%

Key 2

Value 2
Parallel
HiTEHEReE

FEFFNULL il
&g String
g String

#HA0TEOS |8 - ExecRemoteCmd., GetTaskInfo

B WA
Type =

WAL : TCloudFinanceZone

FBFNULL el HEA

FIFBE4TE

fEir

eSSt

mHE : 1

B
~ME : 1111

feik

Key
HHE -

Value

=R

KRB0 MIEERM TR LAESHHE

=
= Int64 ——

2026/7/23 07:10:10

% 113W# 725,



2 AT TCE

BR D%Svin
Value 2

SubTask

FESHRE

FBFNULL

Py
[

W T4=O3|H8 : GetSubTaskInfo

BR

SubTaskUUID

TaskUUID

Status

BatchIndex

RunningWorker

Type

User

Cmd

Args

EnvDefault

EnvCustom

WAL : TCloudFinanceZone

Wik

iy

i1y

iy

iy

Iy

iy

Iy

iy

iy

DIFNULL

=@=
[

iy

iy

iy

iy

iy

i

iy

i

iy

iy

it L)%
Value
Int64 —
" TN - 1
il A
F{EFSUUID
String ~MFME : 907b7dd9-6ad1l-a04c-

String

String

Int64

Int64

String

String

String

Array of
String

Bool

EnvKkV

2026/7/23 07:10:10

b1b5-94ac3c11b286

TaskUUID
~EHE : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286

FAESIRE
5HE : Running
BatchIndex
w~pE : 1
thigid

g 1
{E552£8

~HHE : shell

R
A : root

BOWE

THNE : Is

~HHE : -al

EnvDefault
R : true

EnvCustom

~hBiE . =5

FIFBE4TE

% 1140 7257



2 AT TCE

BFR ik SIFENULL 28
TargetType = = Int64
TargetValue & & String
Stdout & & String
Stderr = & String
Errorlnfo = =5 String
Timeout = & Int64
JobID ) ) String
CreateTime = & String
UpdateTime & & String

Errorlgnore

HEIRBIRECE

WU TEEOS |8 : ExecRemoteCmd. GetTaskInfo

BR DSV FBFNULL
Type 2 &
Value =2 &

WAL : TCloudFinanceZone

FIFBE4TE

iR

Sl
HHE : 1
BirE
EE : 1.1.1.1
HiTe<HE
R : 1s
MiTmSEiRE
ME : s
EREMHERE
~HHE : Is
FRATHTE]

g : 1000

Job UUID
ENE : inv-xxx

UFESN]E]
EME : 2025-01-13T15:23:51.753+08:00

BT
~E : 2025-01-13T15:23:51.753+08:00

i A

Pl
Int64 7

THHE : 1
Int64 &

w~EE : 1

#1157t 725"



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/23 07:10:10 % 116 Tt 7251



2 AT TCE

IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

J.Lgia =5
'f'alseﬁq

InternalError.DbError

WAL : TCloudFinanceZone

kil

BRAFRL.
REBEEIR,
EOREE.
SEGER,
SHEEIRIR,
B ECERpRE,
TRDSEGEIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,
RIFAB.
BRIRFE.
RIFAA R,
RIZIURLE,
RINSEGEIR,
BEAST,

http(s)iERHMYEEIR , R3ZHF GET #1 POST 153K,

BROARSFRrE bR,

iz

DbError

2026/7/23 07:10:10

FIFBE4TE

#1731 725"



& BRTTCE MRETA

tat agent api/= ( tat)
W2~ (2020-10-28)

API #E5G

APIRRZR

V3

tat

EORR
DescribeAutomationAgentStatus
DescribelnvocationTasks
DescribeRegions
InvokeCommand

RunCommand

HRIFTE : TCloudFinanceZone

OThee

$kElagentiRHER
REESHUTIRE

KEXregionf5 2

Bid 2 EHMCommandHfTIEiRES

HiTcommand T2 SIS

2026/7/23 07:10:10

&
=1

&
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 12m# 725



2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/23 07:10:10 #1353t 725
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,
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X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
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SHEAROREL. KEIEHEAFE Token,
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BIRER , LATEMEEEZS A ERL.
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Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .
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s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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1. #FOfEAR
ZEOiEkiE4 ;- tat.api3.finance.cloud.tencent.com,
KB regionfs&
FRAEZ BRI IRS : 200R/FD,
EOSEHATE : 2025-12-04 11:21:22,

EORBEZREN,

2. WANSEY

LITNERSEGIRNGIH TEOBERSEMEO AHESE

SR W% FEFNULL KR
Action 2 = String
Version 2 =5 String
Region = = String

A f
Instancelds = =2 rr.ay °

String

A f
SnList = = ray o

String
Limit B B Int64
Offset & = Int64

A f
Filters B S .rray ©

Filter

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

RNHESH, ANMEORYE !
DescribeAutomationAgentStatus

NHEE, ANEOBYE - 2020-10-28

RNESY, WEEEFROFSTRERULSH,

SV VIES

EWE : ["ins-a", "ins-b"]
SCBlsn%lZE

~GE : ["aaa-a", "bbb-b"]
DTARN

wpE : 1

PRREE

g 1

JUbiEed

~hE . =5
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3. WS
sHEF

AutomationAgentSet
TotalCount

Requestld

4. SEIRAY

IZEROE T SSBERRREIRD , BfbEREFER

WAL : TCloudFinanceZone

eSid]

Array of
AutomationAgentSet

Uinte4

String

A
agent?lZ
g . =&
BEL
THE - 1

KE—iEK ID , ®RIEKRE=IR
RMZIRIERAT Requestld,

AHIEIRG,

2026/7/23 07:10:10
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|, EfAREE
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1. O
EOiEKiE# : tat.api3.finance.cloud.tencent.com,
REEOIFE
EOAEZOERIRERRS : 200K/70,
ZEOEFRAYE] : 2025-08-06 04:21:36,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SR Wik RPENULL 38
Action 2 = String
Version = = String
Region = B String
. A f
InvocationTasklds & = rr'ay ©
String
A f
Filters B 2 .rray °
Filter
Offset B r Int64
Limit = = Int64
HideOutput B r Bool

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

DescribelnvocationTasks
NHE2E, AEOEYE : 2020-10-28

RNESY , WEERNZROFFEREELLS

taskid
HE : invt-xxx

s
e . =5

P IRZE
HE - 1

DTTARN
wEE : 1

RAREEH
MENE : true
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3. IHSE

o C et ik

TotalCount Int64 i?ﬁﬁ: 1

InvocationTaskSet fl‘wr\:zi/ac’)c]iconTask gzgiﬁg

Requestld String ﬂ&—lai}? ID , ®RiERE=IRE]l, EIEEREETFERAZRX

153KHY Requestld,

4. SEIRAY
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1. E=OfFR
EOiEKiE# : tat.api3.finance.cloud.tencent.com,
KEregionf58
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2024-12-24 07:24:50,

EARBER LN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL RE
Action = = String
Version = & String
Region = = String
Ao x
3. Wi EE
o C KA ik

_ Array of regionfs8.
RegionSet RegionSet HHE : EE
region Mgl
TotalCount  Int64 —
HE - 1
Requestld String

Requestld,

4. SE1RAY

WAL : TCloudFinanceZone

2026/7/23 07:10:10

#2840 , AEOBYE : DescribeRegions

>
\

HS% , AEOBYE : 2020-10-28

NESY , WEERNZOFFEREELSH.

E—EK ID , RIEREBSIREl. EMAURTHEERAZRIERE
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BT E588Commandif PR ES

=z -

1. O

EOiEKiE# : tat.api3.finance.cloud.tencent.com,
HEmS

EOAEZOERIRERRS : 200K/70,

EOEFETE : 2025-06-23 22:46:39,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String AHSE, AEOBYE : InvokeCommand
Version 2 = String NHSE, AEOBYE : 2020-10-28

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

o C St 1#

Kt

Requestld String HE—iEK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. S8R0

ZEOERWSEERXANERD , AtERIGFEN 5=,
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Hi17command 7ok

L. O

EOiEKiE# : tat.api3.finance.cloud.tencent.com,

HiTan<

BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2025-12-04 11:19:25,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SHER

Action

Version

Region

CommandName

Username

Description

Content

CommandType

WAL : TCloudFinanceZone

ASvis

=
=

fil

fim

Iy

iy

iy

iy

iy

FIFNULL

s
[]

iy

iy

iy

iy

iy

iy

iy

String

String

String

String

String

String

String

String

2026/7/23 07:10:10

FIFBE4TE

NESE, AEOBYE

RunCommand

NHSE, AEOBE :
2020-10-28

NHSE, MEEEAENO
FEEEEIBE,

WWLEMR
~HHE : name
MiTARP
A : root

Rtz
~HWE : desc

AES
g : ps -ef

ROAR

HHE : shell
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SHER

WorkingDirectory
Timeout

SaveCommand
Instancelds

EnableParameter
DefaultParameters
DefaultParameterConfs
Parameters
OutputCOSBucketUrl
OutputCOSKeyPrefix

Tags

3. JHES#

SEBR RE

CommandId String
Invocationld String
Requestld String

WAL : TCloudFinanceZone

ik FeFFNULL

=~ i~
[ [
P s
[ [m]
=~ =~
[ [m]
-y =
=~ Pz
[ [ ]
~ ~
[ [m]
=~ =~
[ [
~ =~
[ [
A~ A~
[ [m]
=~ =~
[ [
A~ s
[ [m]
A
ap<id
A : 1
VERid
EHE : inv-xxx

ESid]

String

Uint64

Bool

Array of String

Bool

String

Array of
DefaultParameterConf

String

String

String

Tag

FIFBE4TE

A
TERRRR
5HE : /root/

FERTATIE]
g - 1000

RERERS

~HUE : trye

Brrtes

AE : ["ins-xx", "ins-
y'l

BEHESH

A : true

BINSEL
~HUE : def_opts

MANSHECE
THE . =5

S
~HE : opts
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BUE : http://cos.com
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EUE : xxxx

o

ThE . =5

E—IEK ID , RIEREPSIREL. EMAIRATFERHAIZRIFRE Requestld,

2026/7/23 07:10:10

% 149 725


http://cos.com/
http://cos.com/

O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 150 @ 7257



2 AT TCE

SRS
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agenti82

#HAN OS5I : DescribeAutomationAgentStatus
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Instanceld

Version
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AgentStatus

Environment

SupportFeatures
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Ip

Region

InvocationTask
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= =
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= =
= )
= =
= 0
= =
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FEFFNULL ESit]
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String
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#HANTEOS| A : DescribelnvocationTasks
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WAL : TCloudFinanceZone

FEVFNULL eSSt

2026/7/23 07:10:10

FIFBE4TE
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sCflid
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BT E]
TMBME : 2024-09-04T02:50:29Z
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~BFWE : running
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TBHE : env

SHIRE
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T~MHE : aaa-a
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A : 192.168.1.2
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StartTime
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iy
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MINE : inv-xxx
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ENE : invt-xxx
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& : Succeed

ERIREA
~HUE : err
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EME : ins-xxx

PATER
HE : &E
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ENE : invs-xxx

FraRdia]
E : 2024-09-04T02:50:29Z

ZEERATE)
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Key B = String key
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Value = 7 String key
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Document
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Region iy
RegionState &g
RegionName iy

TaskResult

ESER

AEFNULL

Py
A

Iy
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WU TFEOS| A ; DescribelnvocationTasks

B WIS
ExitCode )
Output )
Dropped g
ExecStartTime &g
ExecEndTime g
OutputUrl )
OutputUploadCOSErrorinfo B

DefaultParameterConf

AOASHECE

N ™EA51A - RunCommand

WAL : TCloudFinanceZone
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2026/7/23 07:10:10

FIFBE4TE
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agentik
A& : AVAILABLE
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e
~HHE : res
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& : 2024-09-04T02:50:29Z

£ETRATIE]
TMEME : 2024-09-04T02:50:29Z
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HEREEREIRER
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FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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API #E5G

APILRZR
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ity e MY =

EORR
ApprovalDag
CheckDagDefineName
CopyDagDefine
CreateDagDefine
CreateDaglnstance
CreateScheduledTask
DeleteDagDefine
DeleteDaglnstance
DeleteScheduledTask
GetBizTemplateDetail
GetComponent
GetDagDefine
GetDaglnstance
GetDaglnstanceDetail
GetScheduledTask

ListApprovalTasks

WAL : TCloudFinanceZone

EMIhRE
EHIE4EES
RIGHIESTRES
CopyDagDefine
CreateDagDefine
BIERAESL
CreateScheduledTask
DeleteDagDefine
DeleteDaglnstance
DeleteScheduledTask
SREUESRIRIFIE
GetComponent
EREE X FIE
ERESLAFEBIT RIS
ERESEAFR
GetScheduledTask

ListApprovalTasks
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ListBizTemplates
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ListDagDefineVariables
ListDagDefines
ListDaglnstances
ListLabels
ListScheduledTask
OperationDag
RunDaglnstance
UpdateDagDefine

UpdateScheduledTask

WAL : TCloudFinanceZone

RIFBEHFE

EOThaE
EEEHHESHE-DH
RS BT RESRESIR
ListComponents
ENWEENZEIIR
IREUREE M F2R
EEREESIFI=R
IREIREST 2R
SRENER{ESS TR
BMEEEES
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UpdateDagDefine
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TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.
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{
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17
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}
}
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ISR
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BUE : true
Requestld String

WAL : TCloudFinanceZone

2026/7/23 07:10:10

\

NHESE , AEOBYE : DeleteScheduledTask

\N

NHSE, ANMEOBYE : 2023-10-30
ANHSBE , MIFEERNEOFREEEGBIL S,

R
A : tap

£55id
hE: 1

E—IEK ID , BRIEREPRIRE]. EAARAHEERMIZRIERE Requestld,

#1993t 725"



O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 200 725



2 AT TCE

SRBUESRRRIFIE

L. O

FIFBE4TE

EOiEkKE2 : tapsops.api3.finance.cloud.tencent.com,

SREESSEMRIFIE

BOMZCIERIERIRS] © 200%/7D,

EOEFATE : 2025-02-26 15:39:18,
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Version 2 &
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PIRSE
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Version 2 S String NHESE, AEOEYE : 2023-10-30
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,
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= =
& & Array of String I © [1233333"]
FREFNULL ESicl i
= Strin TEERAEHA - month-E8 , week-§/& , day-&X , hour-&/\it
= 9 & : month
= ) cronZRikz
& string FOME: 1
. EffcE | 28R-281-7
==
3 vint64 TOUE : 2
. X
==
a Uint64 —BIE : 10
. \:s)
Sy Uint64 —
s " e - 1
h Seh
Sy Uint64 —
s " I - 1
. CreateDaglnstance, GetDaglnstance. GetDaglnstanceDetail. ListBatchNodes, ListDaglnstances. OperationDag
FEHFNULL ESid fhik
. ke:
a5 String T_Tﬂ);MEZ key
. value
& string TOUE : value
ListDagDefines, ListDagInstances, ListScheduledTask
FEFNULL B3l R
- . KHRERF ¢ equal EF inB&
a String A : =
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FIFBE4TE

ZER A FHFNULL ESid) fadk

Key S a String ﬁ?ﬁéﬁ%l‘fey

Value FS a String ﬁﬁéﬁ%&alue

Values & a Array of String ﬁﬁ;ﬁ%alues,valud
Approval
TS

#FATEAS|A : ApprovalDag, OperationDag

E=fd Wik FEEFNULL ESidl bz}
. HftERAgree/Disagree
A = 5
pprovalResult 2 S String TOE e
ApprovalMessage = = String HiER

~NE : msg

LinkParam

SHRH

N T#EOSIMA : CreateDagDefine, CreateDaglnstance, GetDagDefine, UpdateDagDefine

ER Wik FEFNULL ESid) i)
) SHER

ParamName &= = Strin —

= = 9 & : sops
. . KEXQT5 R
LinkNodeName &= & Strin _

= = 9 & : sops

QT B . => BB BHZ.

LinkParamName = & String FERLTASH Param Param2 => SHE SHE w0

& : sops

RetryConf
HARE

#WANTEOS| © GetBizTemplateDetail, GetComponent, ListBizTemplates, ListComponents

=i Wi FEEFNULL ESid) iy
Count & & Int64 BRE

~E : 10

TreeNode

TR

#HANT#EEOSIM : GetDaglnstance

BIR Wi FEVFNULL ESidl R
Level & & Uint64 igj{ﬁ: 1
Nodelnstance &= & NodelnstanceModel ;gﬁ%gg
Children - & Array of TreeNode ;Z{; BE
DagBiz
WEEE

#WAN OS5I : ApprovalDag. CreateDaglnstance, GetDaglnstance, GetDaglnstanceDetail, ListBatchNodes, ListDaglnstances, OperationDag

ER Wik FEVFNULL ESid) R
Label - 2 String &

HE : label
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=1

Field
Value
Mark

Options

o)

o)

o

ScheduledTaskModel

TERMES SRR

AN TEOSIA : ListScheduledTask

B

Id

CreatedAt

UpdatedAt

Name

Desc

RuleType

Rule

DagDefld

DagDefName

LastExecTime

ExecCount

ManagerAccounts

DagVariables

LastExecDagld

LastExecDagStatus

CurHost

Labels

DaglnstanceModel

RAESEI

&

oy

oy

HO

o

HO

HO

HO

j

|

o

HO

|

)

|

)

o

FEYFNULL

=]
=

D

D

D

FEYFNULL

&

o

o

o

o

o

i

o

o

D

o

HD

HD

D

o

o

HD

s

Uint64

Datetime_iso

Datetime_iso

String

String

String

ESid

String

String

Array of DagBizMark

Array of DagBizOption

ScheduledTaskRuleModel

Uint64

String

Datetime_iso

Uint64

Array of String

Array of ScheduledTaskDagVarModel

Uint64

String

String

Array of DaglLabel

FIFBE4TE

iR

£
RO : biz

=

E : value
[7nTE)
wpE : EE

WEHIRE
~E : E5E

fik

{£531D
hE : 1

BUEERTIE]
& : 2025-01-13T15:23:51.753+08:00

EHIE
& : 2025-01-13T15:23:51.753+08:00

ESERR
~E : sops

ESH#R
RE : desc

AN E R | basic-EAtEE advanced-BREE
A : basic

BHHNIER

e EE

FEENId

~E : 1

TR NERR

~E : sops

BE—RITEE

Mg : 2025-01-13T15:23:51.753+08:00
HATIRE

~IfE : 10

FEAUINFIE
~E : tom

TERREN

~E  EE
BE—RPTRRZId
E 1
BIE—RHUTRARIRS
& : Running

HRIITESHENS
=& : tap-standard-ops-server-d7898df-15gkj

[

~iE: 55

#ANTH#EAS|A : ApprovalDag. CreateDaglnstance, GetDaglnstance, GetDaglnstanceDetail. ListDaglInstances, OperationDag

=1

Dagld

DagDefld

DagName

WAL : TCloudFinanceZone

Wik

&

FEEFNULL

&

ESic)

Uint64

Uint64

String

3
Dagld
hE: 1
DagDefld
ThE: 1

FRELHIEFR
RNE : sops
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O BATTCE HAEETA

=2 Wik FREFNULL R 7%
PP

Namespace & & String :_:?;;Eﬂ tap
=y =N

DagDesc &= & String :_‘_'T;Jgﬂﬂ desc
PAEAET)

DagType Sy 5 String ;_g;ég: Deploy

g = = . JRZS |, StatusBTE(E - INIT #3846 - RUNNING {7 - WAIT 4% - PAUSE {2 - FINISH 45358 - SKIPPED Bkid

tatus a8 a String A : Running

4|

Result & & String ;_:ﬁ@ . UNKNOWN

FinishTime F-S 2 Datetime_iso LRASiE)

Mg : 2025-01-13T15:23:51.753+08:00

=
Log a & string O - log
poctoct
Timeout = a Int64 ?Eg@ 10
o BlEERTE
= =
CreatedAt a2 & Datetime_iso FBUE : 2025-01-13T15:23:51.753+08:00
L SERRrAIE
= =
UpdatedAt 7 & Datetime_iso FBUE : 2025-01-13T15:23:51.753+08:00
!
CreatedBy B Bl String gﬁ{; tom
UpdatedBy B Bl String ?j;;{; tom
s
ArrangeType = a String f_’_‘:ﬁj;;{gz Dynamic
Biz & = Array of DagBiz gzgﬁég
L = o TR
abel & 2 Array of DagLabel I =
~ = ) i)
ProductName ) & String ROME : sops
ProductUuid & & String R
E : 907b7dd9-6ad1-a04c-b1b5-94ac3c11b286
) Bt
= =
ComponentName & B String A - sops
ComponentUuid & & String a
E : 907b7dd9-6adl-a04c-b1b5-94ac3c11b286
EnvName = B String j_jﬁ  sops
) - . EZ8:
EnvUuid E String RIS : 907b7dd9-6ad1-a04c-b1b5-94ac3cl1b286
) L FHEARTIE)
5 =
StartTime 7 = Datetime_iso RIS :© 2025-01-13T15:23:51.753+08:00
. _ X 1ES AR |, manual-F5 scheduled-ER/t
TriggerType & & String SR : manual
- ) b =VE=
DagDefName B & String TBUE : sops
- ) b =aVE 4
DagDefDesc = a String SRBUE : desc
) - . FrLERTIE)
Duration & B String SRMBIfE : Duration
. _ Array of ELETIE
DagVariables & = DagVariableModel ~ME : EE
. . "110000000809"
TenantUin S a String S . FPuInER
LB
Layout & = String A :
"{"Namespace":"sops","CreatedBy":"","UpdatedBy":"","CreatedAt":"0001-01-01T00:00:00Z","UpdatedAt":"0001-01-01T700:00:00Z"}"
Version = a Uint64 iﬁﬁg 1
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=2 Wik AEFNULL
ManagerAccounts B a5
ExpireTime B &
Input a a
NodelnstanceModel
TR SR

2

=]

Array of String

Int64

String

7%

HEA
7~ffE : ["110000000809"]

RIRIHIEL
BiE : 10

BNER
RBIE : {"key":"value"}

#WANTEOS|F : ApprovalDag. GetDaglnstance, ListBatchNodes, OperationDag

B

Dagld

DagDefld

Nodeld

NodeName

Namespace

ServiceName

DisplayName

Input

Output

QueryConf

RetryConf

Stage

Status

Result

Query

Retry

LinkParams

Log

CreatedAt

UpdatedAt

CreatedBy

UpdatedBy

ArrangeType

Biz

WAL : TCloudFinanceZone

&

o

]

i

i

o

o

o

o

o

o

o

o

o

o

o

o

iy

o

iz

iz

iz

FFNULL

&

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

o

RO

ESid)

Uint64

Uint64

Uint64

String

String

String

String

String

String

String

Int64

String

String

String

Int64

Int64

String

String

Datetime_iso

Datetime_iso

String

String

String

Array of DagBiz

R
Dagld
~E 1

DagDefld
~E 1

Nodeld
~E : 1

TIRERR
~BHE : sops

wEEE
~fE : tap

IRSSBFR
~BHE : sops

BIRER
~BHE : sops

A&
fE : "{(\"ApprovalAccounts\":[\"110000000809\"\"110000000967\"],\"ApprovalType\"\"Many\"}"

HE
E : "{(\"ApprovalResult\"\"\" \"ApprovalResultDetail\":null}"

BHERE
UE : {\"QueryType\"\"Arithmetic\"\"Interval\":30,\"Count\":600,\"ExponentBase\":0}

i
fiE : 10

e
& : Running

N
6

& : Running

R
& : Running

EHRE
~E : 10

EIRRE
~E : 10

KBRS
~BHE : null

BE
~fE : log

feliEin e
& : 2025-01-13T15:23:51.753+08:00

i
& : 2025-01-13T15:23:51.753+08:00

BIEA
~ffE : tom

BHA
~fE : tom

fRHEREY
& : Dynamic

ArssEsim
~E  BE
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=1

HostName
Internallp
Ip

Region
Zone

State
EndTime
CheckScript
StartTime
FinishTime
Layout
FailStrategy
Duration
SelectSkip
Skip
BizType
TenantUin
NodeType
Current
Version

ExpireTime

QueryConf

BingE

o)

o

o

o

o

o

o

o

o

o

o

o)

o)

o

o

o

o

o

o

FEEFNULL

==
=)

]

i

o

o

o

o

o

HD

HD

o

KD

o

o

o

o

iz

o

o

o

ESidl

String

String

String

String

String

String

String

String

Datetime_iso

Datetime_iso

String

Array of String

String

Bool

Bool

String

String

String

Bool

Uint64

Uint64

R

=)
~E : sops

IR
AME : 1111

A
AfE : 1111

biicho
=fE : newyork

AKX
~HE : maz

JRZ CheckScript

=M : UNKNOWN

LEERASIE

RffE : 2025-01-13T15:23:51.753+08:00

IREIA
~HE s

FriARdiE

wffE : 2025-01-13T15:23:51.753+08:00

ZEERASE

Mg : 2025-01-13T15:23:51.753+08:00

TRBRER

FIFBE4TE

A : {\"position\":{\"x\":611.1818237304688 \"y\":117.22161865234375}

RIALERSRES - manual_skipFaiBkid , auto_skip-BaIBkE , manual_retry-FaEis , auto_retry-BahEif

& : ["ManualSkip","ManualRetry"]

T RRISEETE
& : Duration

BEEENS
HE : true

2N
A : true

ssm
I : the

AFuinfER

~E : 110000000809

TomE

& : StartComponent

RENLRHUTIIR
RBHE : true

IRAER
~E : 1

FIRITHAFDEL
~E : 10

WINTHEEASIA : GetBizTemplateDetail, GetComponent, ListBizTemplates, ListComponents

=1

QueryType

Interval

Count

ExponentBase

&=
8

o

|

o

ScheduledTaskDagVarModel

RIS ER BRGNS

WAL : TCloudFinanceZone

FEYFNULL

==
=)

o

ol

ol

=

String

Int64

Int64

Int64
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ik

IR - FEQueryType
TBE : =

R EE0RR
~E : 10

HATIREL
~E : 10

TREURE
~fE : 10
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#WANTHEOS|F : CreateScheduledTask, GetScheduledTask. ListScheduledTask, UpdateScheduledTask

ER Wi
d =
DagDefld a
Name 2
Desc a
Type &
Style &
Option FS
DefaultVal -
Val a

DagDefineComponentNodeParam

TEEN-BHSH-TTREH

#WANTENAS|A : CreateDagDefine, GetDagDefine, UpdateDagDefine

=1

Name
Value

NodeName

OrderBy

HeFFFRR

#WANTEEOS|F ¢ ListApprovalTasks, ListDagDefines, ListDaglnstances,

= P%5v:]
Key &
Order &

DaglnstancelnDaglnstance

piv=enile
AN TEOSIF © GetDaglnstance

=2

Daglnstance
TreeNodes

DependNodes
Template

BT AT HAUER
HWATEOSIA : ListBizTemplates

WAL : TCloudFinanceZone

=
=]

o

v

|

)

|

FEYFNULL

&

TS
FEFNULL = it
= Uint64 ;’fﬁ?'?
= String ﬁ%ﬁgﬁ‘ sops
E String n—%ﬁgﬂ desc
= String ;ﬁgﬁ string
= String ﬁ—g\ﬁgﬁﬁiﬁor
Bl Array of String gﬁg : Stop
& String igﬁg : val
=2 String igfg : val
FEEFNULL B ik
= String i?\j{gg : sops
= String i{iﬁg : Running
= String z;gﬁ sops
ListScheduledTask
ES) g
String ]itr%:?-éﬁ i
BIfE : id
Sting G, desc-fief#/asc-FF
BIfE : id
FEYFNULL et s
& DaglnstanceModel ;—iﬁé%gg
=2 Array of TreeNode ;;g (BE
=2 Array of DependNode zzgﬁzg
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=1

Components
Name
DisplayName

Type

Completeness

Completeness

A TEOSIA : ListBatchNodes

B

Complete

Total

LableValue

SR

A TEOSIA : CreateDaglnstance

=10

Label

Value

Daglabel

Wi FEEFNULL ESic)
B a Array of Componentinfo
= B String
= = String
= = String
Witk FEYFNULL
A A
A A
s FEEENULL s
= = String
= = String

Int64

FIFBE4TE

i}

ESFHEGIE
TlE : EE

ESER
A : sops

ASBTER
HE : sops

HERRSEEY | chronoflow
& : Deploy

biiia

SR
BE 1

B
BiE : 10

fiR

BiRlabel

A : label

F/RValue

A : value

#WANTHEEOS|F : ApprovalDag., CopyDagDefine, CreateDagDefine, CreateDaglnstance, CreateScheduledTask, GetDagDefine, GetDaglnstance, GetDaglnstanceDetail. GetScheduledTask,
ListDagDefines. ListDaglnstances. ListLabels, ListScheduledTask, OperationDag. UpdateDagDefine, UpdateScheduledTask

=1

Key

Value

ComponentConfig

TREE

#ANTEOS|A : CreateDaglnstance,

=1

NodeName
Skip
DisplayName

BizType

ComponentDetail

ARFEES

P27 FEEFNULL
= =
& =
= =
B =

CreateScheduledTask, UpdateScheduledTask

P23 FEFNULL
a a
a B
a B
a B

FATHEASIA : GetBizTemplateDetail

WAL : TCloudFinanceZone

ES:d

String

String

String

String
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fHg

key
RMHE : key

value

A : value

R

TIRBMR
ffl{E : NodeName

f=rsz508
E : true

TRBERETR
f5l{& : devNodeName

E==pSid]
E : the
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=1

Componentld
ServiceName
DisplayName
Namespace
ComponentType
ServiceType
RetryConf
QueryConf
InputParams

OutputParams

WAL : TCloudFinanceZone

o

o

FEEFNULL

&

&

]

]

ESid)

Uint64

String

String

String

String

String

RetryConf

QueryConf

Array of ComponentParams

Array of ComponentParams
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FIFBE4TE

biiiju
Aftid
BE: 1

BHFRRSEFR
A : sops

BEHBTRER
A : sops

BHETIE
wGHE : tap

PElE =S
& : Service

BFARSS R
& : Component

B ERRIEEE
~E : E5E

AHERIKEE
THE : EE

BHENBTIR
THE : EE

BHHSIIE
THE : EE
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2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSEEIRRD
e
InternalError.OperationDag
InternalError.Unauthorized
InternalError.CreateScheduledTask

InvalidParameter.ApprovalDag

WAL : TCloudFinanceZone

FIFBE4TE

kil

BRAFRL.

REBEEIR,

EOREE.

SEGER,

SHEEIRIR,

B ECERpRE,
ROSHERIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,

RIFAB.

BRIRFE.

RIFAA R,

RIZIURLE,

RINSEGEIR,

BEAST,
http(s)iEKIMYEEIR , R32HF GET #1 POST 53K,

BROARSFRrE bR,

kil

OperationDag Error
Unauthorized Error
CreateScheduledTaskIEBiEIR

ApprovalDag Error
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FEIRD R
InvalidParameter.CopyDagDefine CopyDagDefine Error

InvalidParameter.CreateScheduledTask CreateScheduledTask Error
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el TE ( worktool )
RS ( 2023-07-01)
API #E55

APILRZR

V3

Rl T B =345

EORR
AddTagResourceRelation
ControlRule

ControlTask
ControlTaskNode
CopyRule

CopyScript
CreateCronTask
CreateRule

CreateScript
DeleteCronTask
DeleteRule

DeleteScript
DeleteTagResourceRelation
DescribeAnsiblelP
DescribeNodeDetail

DescribeNodesDetail

WAL : TCloudFinanceZone

EOINREE
IENMFREERER
EHRNES
EHESES
EHTRIES
SHFN
SHEE
EERES
FERN
FEMIAS

PR ERTESS
BRI
FRIBREEAS
HPRIREE REXK R
$kEansibleEHIEE
SRENTI RIFIB

WERN T RIFE
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OB
DescribePlaybook
DescribeResourcesByTags
DescribeTaskDetail
ListCronTask
ListResourceTags
ListRules
ListScriptHostInfo
ListScripts

ListTasks
StartQuickExecution
StatScriptCount
StatTaskCount
StatTaskTrend
UpdateAnsiblelP
UpdateCronTask
UpdateRule

UpdateScript

WAL : TCloudFinanceZone

EOTRE
sxEYplaybook{SE
IREMRES KB R
REMESSHBER
EEERES
IRERESE
FREARMY

IREE AR R A ENEE
IREEAER
REUESER
HREHAT
SRR L E
FiHESHE
FitEsae
EFfansibleEAlip
EHERES
EHTRLNY

SRR
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 266 Wt 725



2 AT TCE MRETA

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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. BETE http TEEER
= =
Http N a String SRBIE : /root/http
. BEE ftp THIER
=~ =
Ftp = = String BIE : /root/ftp
SourceHost = N String Ij_}iﬁiﬂ:g 1111
R . RN
SourcePath Fan A String SIS : /root/source
. BfRFESFERER
TargetPath e r String SR : /root/target
. liS=3
= sy
User 2 = String SAHE © 110000000103
ansible 14738 , ansible/ansible-
AnsibleType =B & String playbook
~BHE : ansible
i o < . ansible a5
AnsibleCommand = = String A : ansible-playbook hello.yml
AnsibleIP 5 5 String T;:J?Ele_#;{?? ;P
BEREM. trueRng | false®x
IsRoll 5 = Bool <2
HUE : true
Concurrent = = Uinte4 ARSI

HfE : 10

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 335mH 725
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SEER W% EFNULL 8 fHA
_ Array of PATENER

A~ A~
HostList = = HostInfo ~™ME  EE

ansible-playbook {44

. = = i
AnsiblePlaybookName & A String T : playhookName
' _ AR AFAFR
a~ s
LocalFileName = = String ~5IE : localFileName
o . AR N
= A=
LocalFileSize ) A String SBHE © 3MB
ansible sn
AnsibleSn B B String ~BE : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
JRER sn
SourceHostSn & & String R~E : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
BEANEMES. truekinZ | falsezk
IsCron & & Bool T
A : true
- - TERHESID
CronTaskID 5 5 Int64 g : 10
_ Array of FHUIDFIZE
= =
HostIDList = H Uint64 s : [1,2]
. Bk
RequestF & = St =
equestFrom A = rng TRIGME : cfs
A A\l 4
3. HiHEEL
BHER Bk
BIEERgRHE uuid

TemplateUuid  Stri
emplatetul M9 RiE : template-97af743a-af08-485a-a6b2-4ab6

BIZERISLH uuid

Instanceluid - String  — g 4 262d0b7a-8003-4d 1b-a9bf-1968f71a00d

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 336mMt 725



2 AT TCE

SHER
Message

Error

TaskID

Requestld

4. FHIRS

PAIMXAHE T O S ZAERRRNEIRE | BfbmRSiFEN s

TEIRD

String

Error

Int64

String

fiaid

ZFRER
MFNE : sucess

HiRRE

~hlE : =5

{£551D
g : 10

FIFBE4TE

H—iEK ID , ®RiIEKEPSIRE], EfTRAEERAZXIEKA Requestld,

InternalError.StartQuickExecution

WAL : TCloudFinanceZone

2026/7/23 07:10:10

StartQuickExecution R tEiR
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SR AZE

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatScriptCount
A ONERIERIRS : 200R/FD,
O SRAYE : 2024-05-22 15:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL
Action = B
Version 2 &
Region P &
Eh s

3. HiHEEL
SHER ESig)
ScriptTotal Int64
ShellTotal Int64
PythonTotal Int64
AnsiblePlaybookTotal  Int64

WAL : TCloudFinanceZone

et iR
String ~HSE, AEORYE : StatScriptCount
String AHSE, AEOEYE : 2023-07-01
String AHBY , WEHEENEORFTEERIL S,
ik
HAREE

g : 10

shell fHIAEE
1A : 10

python A% E
g : 10

playbook #&
=~pifE : 10

2026/7/23 07:10:10

FIFBE4TE
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2 AT TCE MRETA

SHER ESig) U

HE—IEK ID , BRIEREPSIRE]. EMARREERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 339mH 725



2 AT TCE MRETA

FHISHE

= -y

1. E=OfFR

EOiEKE © worktool.api3.finance.cloud.tencent.com,
StatTaskCount

EOAEZOERIRERRS : 200K/70,

BEOEFAE © 2024-05-22 15:34:45,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String ~HSE, AEEORYE : StatTaskCount
Version 2 = String NHSE, AEOBYE : 2023-07-01

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

SHBMR S )%
FERHE
TaskTotal Int64 _
~pBHE : 10
BRIIHITEE
SuccessTotal Int64 _
~pBE : 10
FailedTotal Int64 MARESS

THNE : 10

PITHPHE

RunningTotal Int64 _
9 TBIE ;10

Requestld String HE—IEXK ID , ®RIBEKRESIRE], EMAIRNEEREIZRIEKA Requestld,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 340 725
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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2 AT TCE

FiHES S

L. O

FIFBE4TE

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatTaskTrend
EOABEOEKIERRS] : 200K/70,
BEOEEHARE : 2025-02-27 16:39:21.,

EOARGER NEN,

2. INSE

LINERSEG RN IH T EROBRSEFED AT

~

£ RBERHSHPIRNAHIERS,

WAL : TCloudFinanceZone

SHBFR D3vi FEFFNULL S R
Action 2 & String AHEBE , AEOEBYE : StatTaskTrend
Version =2 & String &80, ANZEOBYE : 2023-07-01
Region = & String ~HBY , WEERNEORNTEEZRL S,
gr *
3. EHU 'Eh"éjszﬁ
SHBFR S U
, Array of EBRE
TaskCountList TaskCountElement ~E : &EF
HiRER
Error CommonError '_3
A EE
. H—iEK ID , ®RIEKRESIRE], E RN EEREZRE
Requestld String

4. SE1RAY

kB9 Requestld,

2026/7/23 07:10:10
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ZEOERWSEERXANERD , EtERGFEN A LER0.

WAL : TCloudFinanceZone 2026/7/23 07:10:10 #3437t 725



2 AT TCE

EfransibleZAlip

L. O

FIFBE4TE

EOiEKE © worktool.api3.finance.cloud.tencent.com,

UpdateAnsiblelP
EOAEZOERIRERRS : 200K/70,
EOEHATE : 2024-05-22 15:35:21,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SR Wik ZFFNULL
Action 2 &
Version 2 &
Region = &=
IP B B
Sn oy B
ID & B

3. IS

SHER St )

s
Message String g

WAL : TCloudFinanceZone

Sl
String
String

String

String

String

Int64

5 : success

£ RBERHSHPIRNAHIERS,

N
Ve

AHSE, AEOBYE : 2023-07-01

\

RNESY  WEHERRNZEOFFEGELLSH.

ansible F3#, IP
~EE - 1.1.1.1

ansible sn
~MENE : 1349e3ef-fe01-4015-a2f-dd14e6d5011b

ansible =4, ID
HHE : 10

2026/7/23 07:10:10 #3443 725"



& BRTTCE

FIFBE4TE

SHER St ik

fERRE]
THIE : EE

Error Error

Requestld String ME—iEK ID , BRiEKRESIRE]., BRI EEREIZRIEKA Requestld,

4. FEIRAS

ZEOERWSEERXAERD , BftERIGFN L HER0,

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 B MSTHE 725



2 BRETCE
EHTERES

=z -y
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
EHER{ES
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-04-11 10:30:44,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHAR ik FRPFNULL K3
Action = & String
Version = & String
Region = a String
CronTaskID = & Uint64
Description & & String
Cron o) ) String
Args 5 5 String
User = = String
TimeLimit & & Uint64

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

LS4, ANEORYE -
UpdateCronTask

NHSE, AEOEYE : 2023-07-01

NHSEH , HEEEAEOFATEGREL
ERES ID

TBHE : 10

(EXAIFA

T5HE : desc

FEREE

~EME: 01110*?

TS

EUE : 1s

TR

M5E : root

FriEERT A a)
HIE : 60
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2 AT TCE

SHER

TaglList

IsRoll

Concurrent

AnsibleSn

AnsibleType

AnsiblelP

AnsiblePlaybookName

AnsibleCommand

ScriptID

HostList

IsCronStrBasic

Owner

HostIDList

ResetHost

WAL : TCloudFinanceZone

iy

iy

Iy

H

iy

Iy

iy

i1y

iy

iy

1y

iy

iy

AIFNULL

Py
[

iy

iy

l

1y

iy

iy

iy

ol

iy

iy

i1y

iy

iy

S
Array of
String

Bool

Uint64

String

String

String

String

String

Uinte4

Array of
HostInfo

Bool
Array of
String
Array of

Uint64

Bool

2026/7/23 07:10:10

FIFBE4TE

fiid
FimEs

~HE : [1,2]

A true/false, trueRNARENAT |
false R~ ANRIN &
GE : true

HERE
pENE : 1
ansible 4, sn

A : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

ansible 28U
~BHE : ansible

ansible F#5#, IP
THHE : 1.1.11

ansible playbook &Z#R
~BIE : hello.yml

ansible <
~BfE : ansible-playbook hello.yml

I ID
~HE : 10

PATENESR
~hlE . =5

EEREMEE. trueRE | falseRr
=2
EIE : true

TREA
& : ["110000000809"]

PUTENIDIER
~E : [10]

EEEESHITEN. truekRE , falsek

TE

AR : true

% 347 725



2 AT TCE

3. IHSE

SHER i
Message String

CronTaskID Int64

Array of

Owner .
String

Requestld String

4. FEIRhS

fEiR
EHRINSEER

TM5E : success

TERHMESSID
~pBHE : 10

REA
~f5f& : ['110000000809"]

E—IEK ID , ®RIERESIRE. EAEEFEREHZRIEKRAY
Requestld,

PAIMXGIE T 2O S EERREIRND | BERAGIFE N A TR,

TEIRE

InternalError.UpdateCronTask

WAL : TCloudFinanceZone

U

UpdateCronTaskiZ [ NEREIR

2026/7/23 07:10:10

FIFBE4TE
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2 AT TCE

SEFETALMY

= -
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
UpdateRule
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE] : 2025-07-30 10:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik BIFNULL it R
Action =2 & String AHBE , AEORYE : UpdateRule
Version =2 & String nNHE&E, ANZEOBYE : 2023-07-01
Region 2 & String NHBHY , WEERNMEOREEZBILSE,
. W ID
RuleID = 5 Uint64 _
! = = ! TE 10
. 1EAIFBFR
Name = 5 Strin _
= = 9 eiE: mitERE
. EREREy
R I =~ A~
ule 5 5 String —HillE - reboot
SRR
Type |7:|< lz:? Strlng 1/&86’1"&7{&

MHHE : shell

3. I SE

SHETR ESid) ik
Message String 2R

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE
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SHER

RulelD
Owner
Controller

Requestld

4. FEIRS

PUMRFIH 7O S5 EEIAXA%EIRD , EttERDiFER

'f'alaeﬁr.'l

InternalError.UpdateRule

WAL : TCloudFinanceZone

Uint64

Array of
String

Array of
String

String

HR

MFNE : success

ZEMNID
~EHE : 10

TEMNRE
g : ["110000000809"]

ZEMUEFIA

& : ["110000000809"]

E—EK D,
Requestld,

BIREREPZIR

fik

[E], IR ERAZRIEKAY

NHEEIRED,

UpdateRulefZOPEREIR

2026/7/23 07:10:10

FIFBE4TE
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2 AT TCE

SEFRIZAR

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,

UpdateScript
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2025-07-08 19:34:51,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHAR ik ARFFNULL
Action 2 5
Version 2 &
Region = &
ScriptID = &
ScriptName & B
Description ray ray
Content B &=
HostList ra ray
ResetHost ra =

WAL : TCloudFinanceZone

s
String
String

String

Uinte4

String

String

String

Array of
HostInfo

Bool

2026/7/23 07:10:10

FIFBE4TE

NHSE, AEOEYE : 2023-07-01

>
\

RNESY  WEERRNZEOFFEGELLSH.

HIAID , E
~EHE 10

IERIFTRTR

5HE : esho name

(EXHIFHA
~5E : echo desc

EMRIFHIARE

5B : echo name

FHIER
~BHE : =E
HBEHERBES. trueRri | false&rnAf

=
~x=
=
~x=

HE : true
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SHBFR Wik AEFENULL 8 )%
Taglist B & Array of String IREHER
a a TR -
) mEA
Owner i i Array of Strin _
a Y 9 FeuE

3. WS
suEm R

Message String
Error Error

ScriptID Uint64

Array of

Owner .
String

Requestld  String

4. HI2FD

R

BHER
HE :

EiRRE]

Success

~HE . =5

BIAID
THUE

TEA
THNE

E—IEK ID , REREBSIRE. EMARATHEERAZRIERE

10

["110000000809"]

Requestld,

LAIMXAIE T O SZEERRNEIRND | BEfERASFE N A THERS,

/'EEI'L?EEE.,J

InternalError.UpdateScript

WAL : TCloudFinanceZone

fEis

UpdateScriptiZOREREIR

2026/7/23 07:10:10

["110000000809"]

FIFBE4TE
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SRS

CreateRuleRespData

SUEEMNREIEIE
I TEZA3 |8 : CreateRule

BFR Wsk FEEFNULL
RuleIlD & B

CreateCronTaskRespInfo

ERMESIRETER

#ANT#&EO35| A : CreateCronTask, ListCronTask

SR WBE RYENULL 28
ID B D Uint64
Name & B String
Description oy &= String
TaskType ray = String
ScriptID & &= Uint64
Cron & S String
Args = &5 String
User = &= String
TimeLimit = = Uint64
HostList & & ﬁg:én‘?;

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

e~ S
THANHE—
Uint64 BUEATHNIME— ID

hE : 10

)

ID
HfE : 10

AR

~M5ME : cron_task

iR
~BHE : cron_desc

(B SESit]
HUE : script

BIAID
hiE : 10

ENEE
~hfE: 01110*?

HIT5H
~GHE : print

PITRR
~HE : root

R EIBR !
BE : 60

HPATEN
hiE : =5
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BR

AnsibleType

AnsiblePlaybookName

AnsibleCommand

AnsibleIP

AnsibleSn

IsRoll

Concurrent

Creator

Modifier

AccountID

TemplateUuid

LastExecTaskID

Count

Status

CreatedAt

UpdatedAt

DeletedAt

WAL : TCloudFinanceZone

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

Py
[}

iy

17

Iy

Iy

iy

iy

iy

1

1y

Iy

iy

i

iy

1

iy

iy

b
e

String

String

String

String

String

Bool

Uint64

String

String

String

String

Uint64

Uint64

String

Datetime_iso

Datetime_iso

Datetime

2026/7/23 07:10:10

FIFBE4TE

fair

ansible #7384 , A% ansible, ansible-
playbook
~FE : ansible

ansible-playbook &FR
~5E : ansible_hook_name

ansible ©5<
7~B& : ansible-playbook hello.yml

ansible 341 IP

MEME : 1.1.1.1

ansible F3541 sn

~HNE : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

BEHEHT. trueRRE | falseRTAE
HE : true

FEE
HHE : 10

BIEEA
& : root

ESUN
& : root

account_id
& : 11000000809

XS ATSRAE uuid
~BIE : template-97af743a-a08-485a-
abb2-4ab6

ERBUTXIRIAYESS ID
BE . 10

PATIREL
HHE : 10

M5B : success

ke )]
~fGHE : 2006-01-02 15:04:05

EEATE]
REHE : 2006-01-02 15:04:05

FRBRATTE]
~HE : 2006-01-02 15:04:05

% 354 725
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BR

TaglList

ScriptName

IsCronStrBasic

ScriptType

IsPresetScript

Owner

LastExecStatus

Tags

Uin

LastExecTime

Region

Appld

ScriptDescription

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

=
=

i1y

1y

Iy

iy

iy

iy

A

iy

il

iy

iy

1y

e

ES

Array of String

String

Bool

String

Bool

Array of String

String

Array of String

String

Datetime_iso

String

Int64

String

DescribeTaskDetailResponseNode

DescribeTaskDetailResponseNode

WA T™=O3|A : DescribeTaskDetail

BFR

NodelID

WAL : TCloudFinanceZone

W%

a
[=]

FFFNULL 35 fEik
= Uint64

NodelD

FIFBE4TE

fair
e

THIE : [1,2]

BIARBZFR
E . BRENE

CrONFAXREENEMES, trueFRE , falseX
T2
~EHE : true

AR
TMENE : shell

BENANHBAE, true=i , falseR=A2
NE : true

mEA

& : [11000000809]
ERHITIRES

~M5HE : success

FREs
MBHE : ["cron”]

FFuin
~HNE : 113442332

EXRPATRIA)
f5E : Count2025-02-27T14:31:00.682+08:00

KSR
~HHE : newyork

Kz ARid
a1

HAHRMER
~BIE : script desc

wHE : 10

2026/7/23 07:10:10
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BFR Wik FRIFNULL
Plugin & &
Status ra =
StartTime & =
EndTime & &5
NodeName i B
NodeUuid B &
NodeDescription & B
AccountID B &
CommoneError
CommonError

String

String

Datetime_iso

Datetime_iso

String

String

String

String

FIFBE4TE

fair
Plugin

~5E : command

Status
~MBE : success

StartTime
~5{E : 2006-01-02 15:04:05

EndTime
~5{& : 2006-01-02 15:04:05

NodeName
E : c8d921c2-4e57-4908-b97¢c-1b78c49b32

NodeUuid
~5HE : instance_node-
aledbbc7-71e5-4eed-99c2-48b268bf

NodeDescription
~E : desc

AccountID
& : 110000000809

WU T4ZOS| A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,
DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail, ListRules, StatTaskTrend

& W35

Code &=

Message &
DeleteScriptRespData
WA IR E4E

FFNULL

a
[

iy

SRy R
Code
ErrorCode

whiE : =5

Message

String ~5ME : success

#HaNT#zO5|F : ControlTask, ControlTaskNode, DeleteCronTask, DeleteRule, DeleteScript

BR

WAL : TCloudFinanceZone

Wik

FSIFNULL

RE fk
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FIFBE4TE

B DSvi FBIEFNULL il U
. aanill= e
Affected 5 5 Uint64 —
ecte A = " I ;1
TaskCountElement
FERETE
AN T#EO3| A : StatTaskTrend
BFR Wiisk FIFNULL % iR
. FEEE
TaskTotal & 5 Uint64 _
askKlotla =) (o) N ,—F@U{E 10
. . A8
=~ N
RecordTime = = String REE : 2006-01-02 15:04:05
RespDetail
TRIREEE
WA T2M3 |8 : DescribeNodesDetail
BFR W ASIFNULL  2s8Y iR
. Trid
NodelD = = Uint64 -
oce 5B " TIE : 10
. . HHER
3= =
Plugin A A String =l : command
. TRRE
~ =
Status A A String SHIfE : success
) L Fraaada)
= a~
StartTime A A Datetime_iso IS : 2006-01-02 15:04:05
. L R
3= =~
EndTime A A Datetime_iso =GIfE : 2006-01-02 15:04:05
. TREF
3= =
NodeName =B string SE - c8d921c2-4e57-4908-b97¢-1b78c9b49b32
T aME—id
NodeUuid P &5 String ~E : instance_node-6f7f26fc-f671-4b76-a0bf-

WAL : TCloudFinanceZone

2026/7/23 07:10:10

c9b1f10e033c
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BFR ik RUENULL K3

NodeDescription & & String

AccountID = &= String

Uin ) B String

Error &5 8 CommonError
ErrorCode

defines the code of error

FIFBE4TE

1t

st

TRPUTHIAER
A : execute script step 1, name: ddd-1

kSid
~Fl{& : 110000000103

BFuinE&
& : 110000000103
EIRER

hE . =F

T3 | A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,

DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail,

BFR Whisk FEIEFNULL
RootCode B )
SubCode = =

DescribeTaskDetailResponseData

DescribeTaskDetailResponseData

AN T#2A3| A : DescribeTaskDetail

BIR ik SRPENULL  3RE
ID & & Uint64
Name ) & String
Description oy &= String
Status & = String

WAL : TCloudFinanceZone

2026/7/23 07:10:10

ListRules, StatTaskTrend

S iR
Strin RootCode
9 IE 400
. SubCode
String

~BHE : 4001

fak

ID
ThE : 10

Name
A
sops_dag_2624 node_799 21

Description
A : desc

Status
MBE : success
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2 AT TCE MRETA

BR W% FRVFNULL 3R8Y fimk
. Type
Type B B String SE - shell
TimeLimi
TimeLimit 5 & Int64 l;;ﬁgméo
7N .
. . ScriptType
ScriptType & = String SHillE - ansible
. Content
Content ) = String ~E : echo name
. Args
A ra ® St
g8 5 | B fnd TIE : arg
. u
User & B String j__s{;ur{g‘ root
IsLocal, truexk=2 , falsez
IsLocal B & Bool T2

ENE : true

LocalFileName

L IFileN N & Stri
ocalFileName i 0 rng HE : hello.yaml
— . LocalFileSize
LocalFileSize = = String —0iE © 3MB
SourceHost
= = 1
SourceHost ) = String SENE - 1.1.1.1
SourcePath
= =~ 1
SourcePath A A String FGIE - /root
. TargetPath
TargetPath & &= Strin _
9 = = 9 TBE : /root
) . AnsibleType
AnsibleT & &
nsibleType = = String 7~f5l{E : ansible-playbook
AnsibleCommand
AnsibleCommand & & String ~BIE : ansible-
playbook hello.yml
AnsibleIP
. = = .
AnsibleIP = =) String TENE - 1.1.1.1
. . AnsiblePlaybookName
= =
AnsiblePlaybookName & S String FHUE - hello.ym
CreateTime = & Datetime_iso createtime

~FlE : 2006-01-02 15:04:05
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2 AT TCE

FIFBE4TE

B Wk SEFENULL 288 U
. L UpdateTime
UpdateT 5 & Datet
pdateTime & 3 atetime_iso A : 2006-01-02 15:04:05
Creator
Creat B = Stri
reator = = nng FE © 110000000809
AccountID
A tID 5 &5 Stri —
ccoun = = fing SIE © 110000000809
Nodes = = Arrayvof ' ljodes
DescribeTaskDetailResponseNode = 7~filff : &&
Uin
Ui 5 B Stri
n = = nng RBIE : 110000000809
EANENES. trueRRE
IsCron i & Bool false R~ A2
~E : true
CronTaskID
CronTaskID & & Int64 _
= = ~FHE : 10
TaskInfo
FBER
WA O3 A : ListTasks
BFR WIS FEEFNULL it iR
. 5% ID
ID B 5 Uint64 -
= = ~fE : 10
. {ESBBFR
ame = = nng fBlfE : sops_dag_1273_node_3818_3
L . 1E55HEA
Description & B Strin _ L N
P a = 9 TE : $TERIRTE
Stat & 5 St
atus = = nng TEIE : success
. L. ClEERTE)
CreateT & & D
reatefime = = atetime_iso SIE © 2025-03-06T11:13:08+08:00
. L. EHHdE
UpdateT 5 5 Datet
pdatelime = = atetime.iso ST : 2025-03-06T11:13:08+08:00
|
Creator & B String Bl

HHE : Jack
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2 AT TCE

BFR Wi
TaskType &
CronTaskID iy
IsCron &
AccountID =

RuleRoleData

ZEMNBE

I TEZO3 |8 : CreateRule

EZIN D43
RuleID -
Owner iy
Controller &

CreateRulelnfo

AMUER

W ™EEOS|FA : CreateRule

EZIN WhisE
Name &5
Rule &=
Type S

CronTaskRoleData

WAL : TCloudFinanceZone

FEFNULL

=
=

iy

iy

iy

FBIFNULL

@
[

Iy

iy

FEIEFNULL

=
[}

iy

iy

b
&3

String

Int64

Bool

String

Array of String

Array of String

String

String

2026/7/23 07:10:10

FIFBE4TE

Hk

(E=ZESiS

~UE . ERHMES

ERHESSId
HE : 10

BEEAEES
~OHE : true

MgFid
& : 110000000809

fiA

LZEMNID
EHE : 10

g WIS
& : 110000000809

ZEMUEFIAR
& : 110000000809

%
AR

~BHE : cron_task

HLmY
M5HE : reboot

AR
MHHE : shell

shell/python

% 361Mt 7251



2 AT TCE

ERESREE

WA T™EO3|A : CreateCronTask

BFR Dayvis FBEFNULL

CronTaskID = B

Owner & &
DescribeAnsibleIPData

$KEY ansible F4=41, IPiR[E]data

WA T™ZO3 |/ : DescribeAnsiblelP

BR WhISG FEFFNULL
IP = =
Sn a a
ID B B
Script
BIAER
#Han A3 : CreateScript
BR WhIF FEVFNULL
ScriptName = B
Description B =
Type = =
Content = =
HostList S )

WAL : TCloudFinanceZone

Uint64
Array of String
S]]
String
String
Int64
RE
String
String
String
String

Array of HostInfo

2026/7/23 07:10:10

FIFBE4TE

fEiR

ERHESID
w~pE : 10

REA
~EE :  ["110000000809"]

)

>

ansible IP (582
THE : 1111

Ansible sniE8
& : szgnhbuvb

Ansible iplS&
HE ;1

HEk

BIAZTR

~FE : echo name

A A
EIE : titHname

fEIA258Y | shell/python/absible
A : shell

HARE
~BE : echo name

EHUER
~E : =5

#3623t 725



2 AT TCE

FIFBE4TE

B} R
. REER
Array of String U_TTWUIE [L.2]
) [N
Array of String ~5IE :  ["110000000809"]
Byt R
. FIAID
Uint64 B 10
. mEA
Array of String SBIE © ["110000000809']
i) R
. BIZRIBIASE— ID
Uint64 A 10
String AR A

~HHE : 111

N T4ZO3| A : CreateCronTask, CreateScript, ListCronTask, ListScriptHostInfo, ListScripts, StartQuickExecution,

BR WAI%E FEFFNULL
TaglList &= &
Owner 2 =
ScriptRoleData
il ]
#Han A5 : CreateScript
BR W FEFFNULL
ScriptID &
Owner = &
CreateScriptRespData
AR EIEEE
#HaN A3 : CreateScript
AR Wi FEFFNULL
ScriptID = &
Version B &
HostInfo
EIFEIS
UpdateCronTask, UpdateScript
BFR Wik FEFFNULL St
Region & String

WAL : TCloudFinanceZone

)

s
~HE : newyork

2026/7/23 07:10:10 #3637t 725



2 AT TCE

BR

Zone

InnerIP

OuterIP

Hostld

Sn

HostName

Instanceld

Sorter

e

U OS5 : DescribeResourcesByTags, ListCronTask,

BFR

Desc

OrderBy

Tag

ETTER

iy

iy

iy

iy

sk

@
[

FEFNULL

=
[ )

iy

iy

iy

iy

iy

iy

FIFNULL

a
[}

iy

#aNT~#EOS|A : ListResourceTags

BR

ID

Key

WAL : TCloudFinanceZone

WA

a
[}

iy

FIFNULL

A
[

iy

ok
e

fEig

ATAKX

NG e

Ax IP

Sing - e -

4hid 1P

SiNg g -

FHID

uinted i -

E#H1 Sn

SIng - e

ENBR

SUIng e -

ap-szhen-hgt-ops-1

1111

1111

10

92cbba2c-ele7-4fa9-8e81-8bb70e6

hostName

F#lInstanceld

SUIng - i

Bool

String

ESit]

Uint64

String

2026/7/23 07:10:10

inst-2e2d0b7a-8003-4d1b-a9bf-1968f71a00d

ListResourceTags. ListRules, ListScripts, ListTasks

fk

B, trueRR<Z | false®Rr- A2
~HHE : true

HEFF=ER
HHE : id

15

& ID
~E : 10

nEE
~E : tap

FIFBE4TE
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2 AT TCE

BFR W%

CreatedAt B

UpdatedAt B

DeletedAt )
CronTaskInfo
ERHES TR

FEFNULL

=
=]

iy

fil

AN TEEA3| A : CreateCronTask

BR

Name

Description

ScriptlD

Cron

User

TimeLimit

TaglList

Args

AnsibleType

AnsiblePlaybookName

AnsibleCommand

WAL : TCloudFinanceZone

W%

=
=

iy

il

il

ali

iy

iy

iy

iy

iy

FEFNULL

=
[=]

oy

Iy

oy

iy

iy

i1y

iy

oy

iy

iy

Datetime_iso

Datetime_iso

Datetime_iso

String

String

Uint64

String

String

Uint64

Array of String

String

String

String

String

2026/7/23 07:10:10

FIFBE4TE

fak

BlEAdE]
~HE : 2025-03-06T11:13:08+08:00

SR E)
~ME : 2025-03-06T11:13:08+08:00

il RN
f5E : 2025-03-06T11:13:08+08:00

fEk
ERHMESBR

~5HE : task_name

ERHMES A
HE : desc

HATHIA ID
~BE . 10

ERECE
wfE: 01110*?

IR
~HE : root

BRI A A
HlE : 60

e
wBE : [1,2]

HARSHFIR
~HE : root

ansible 2584
~FIE : ansible

ansible-playbook 3Z{4&Z#R
5E : hello.yml

ansible #1785
HE : ansible-playbook hello.yml

#3653t 7251



2 AT TCE

BR

AnsibleIP

AnsibleSn

HostList

IsRoll

Concurrent

IsCronStrBasic

Owner

HostIDList

ListScriptRespData

NS U

#WANTEEAS|A : ListScripts

=

ScriptlD

ScriptName

Description

Content

Type

CreateTime

WAL : TCloudFinanceZone

x=
[}

iy

iy

iy

iy

Wik SRIEFNULL 2R3
& S String
& & String
= = N
=2 i Bool
iy & Uinte4
iy & Bool
= & Array of String
2 & Array of Uint64
FEVFNULL i
& Uint64
= String
& String
= String
& String
= Datetime_iso

2026/7/23 07:10:10

FIFBE4TE

DU

ansible i1 IP

mHE : 1111

ansible F354 sn

~BE : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

HITENER

~BHE : EE

EEHE, trueRR2 , falsekr~A 2
TEHE : true

HEE

MEHE : 10

CrONFAREENEMES. trueRRg , falsek
TAE

~OUE : true

mEA
~B{E : 110000000809

HPATENIDER
wHE : ['1.1.1.1"]

fR

A ID
BE : 10

FIARZFR
ENE : Einame

A A
& : desc

HARE

~BE : echo name

AR
TMEUE : shell

BlgEERYE)
~HE : 2006-01-02 15:04:05

% 366 W3t 7251



2 BATTCE
BFR
UpdateTime
Version
Creator
Modifier
HostList
AccountID
Preset
Taglist

Owner

Rulelnfo

AR

iy

iy

iy

iy

iy

iy

iy

iy

a0 TEOS|F : ListRules

BT

RuleIlD

Name

Rule

Type

CreateTime

WAL : TCloudFinanceZone

Wik

=
[}

iy

iy

iy

iy

FEFNULL

=
=]

iy

iy

iy

o

iy

iy

Al

iy

FEFNULL

=
[}

iy

iy

iy

iy

e

ES

Datetime_iso

String

String

String

Array of HostInfo

String

Bool

Array of String

Array of String

S

Uint64

String

String

String

Datetime_iso

2026/7/23 07:10:10

FIFBE4TE

fair

BEFAdE
fGHE : 2006-01-02 15:04:05

7N
ENE : 1.1.1

BIEA
~I{E : 110000000809

BIE—IREHA
& : 110000000809

FHEE
whiE : 55

SubAccountUin
& : 110000000809

EENTMERAR, trueRiE , falseRr~A2
~EHE : true

REER

HE : ["tap"]

fAEA
<& : ["110000000809"]

1%

AW 1D
BE . 10

B R
E : BIEEF

MRS
~MINE : reboot

FERIASEE
5UE : shell

BlEEAS A
~GHE : 2006-01-02 15:04:05

#3673t 725



2 AT TCE

FIFBE4TE

SR Uk RIFNULL A Feéizk
UpdateTime & & Datetime_iso Z’E}’;ﬁf 2006-01-02 15:04:05
. BIEEA
= =
Creator A & String =GME : 110000000809
B - - . BRIE—IREFHA
Modifier A - String =ME : 110000000809
. @REA
Owner & = Array of String =fBME : ["110000000809"]
2| A S
Controller i 2 Array of String ;;_I_Ej{gj\ ["110000000809"]
. o BRRA A
= =
DeletedTime & = Datetime_iso RMIE : 2025-02-27T14:31:00.682+08:00"
EZ:E?"\&
= - B | EFHX
Open A & 00 RBIE : true
. KSid
A ID & &
ccount A & String f5lf&E : 110000000809
ERAMLE
Preset & & Bool =
rese B A o0 BIE : true
Error
Hix

#UNT#EOS|F : CreateRule, DeleteRule, DeleteScript. DescribeAnsiblelP,
StartQuickExecution, UpdateAnsiblelP, UpdateScript

BFR 5% FBEFNULL
Code r =
Message & =

ListScriptHostInfoFilter

B AESENERTIES

#UNT#EEOS|F - ListScriptHostInfo

WAL : TCloudFinanceZone

2026/7/23 07:10:10

ListScriptHostInfo, ListScripts, ListTasks,

%

TEIRD
HHE : 400

HIRfEE

~5E : bad request

% 36803t 725



2y BATTCE

B D4y AFNULL SRy
Key = B String
Value = B String
Filter
HiEEF

AN TEEA2| /A : ListCronTask. ListRules,

BR WA
Key )
Operator )
Value B

WAL : TCloudFinanceZone

ListScripts, ListTasks

AEFNULL S|

) String
) String
) String

2026/7/23 07:10:10

1%

e
~HHE : key

(=]

MBHE : value

Hk

SrE
TUE : key

BT
THHE : in

=]
TEE : value

FIFBE4TE
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2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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2 AT TCE MRETA

SRS 15888
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction BEOAFE,
InvalidParameter SR,
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter ROSEEER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RASEER.
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,
W SSEEIRES
IR 15288
InvalidParameterValue.CreateRule CreateRule2#EUEEIR
InternalError.StartQuickExecution StartQuickExecution NEBiE1=
InternalError.DescribeNodeDetail DescribeNodeDetail#Z M PIERFEIR

InternalError. AddTagResourceRelation AddTagResourceRelation#Z [ ERTEIR
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2 AT TCE

IR
InternalError.UpdateCronTask
InternalError.DescribePlaybook
InternalError.ControlTask
InternalError.ListTasks
InternalError.UpdateScript
InternalError.UpdateRule
InternalError.CopyRule
InternalError.ListScript
InternalError.CopyScript

InternalError.CreateScript

WAL : TCloudFinanceZone

15i8A
UpdateCronTaskiZAEREIR
EOREMEIR

ControlTaskiZ I tEIR
ListTasksEzREREIR
UpdateScriptiZO0REREIR
UpdateRulez I EREIR
CopyRuletzOREREIR
ListScriptiEZ P EREIR
CopyScriptiE AR EIR

CreateScripiE O NEBEIR

2026/7/23 07:10:10

FIFBE4TE
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& BRSTCE

A0 ( chronofloworder )

hRAS (2023-07-01)

API 145

APILRZR

V3

ity e MY =

EORR
GetDaglnstanceDetail
ListBatchNodes
ListStepNodes
OperationDag

RunDaglnstance

WAL : TCloudFinanceZone

EOIhee
ERESLAIFS
EisHHESHE- DL
B HISHE-DE
BMEEYHESS
[EEFAESLA)

RREETE

@
=1

&
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,
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'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % AT 725



2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 429 725 ]”



2 AT TCE MRETA

nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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FIFBE4TE

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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FIFBE4TE

2 AT TCE

IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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tapagentmanager
SAEBAgentF oL i=in S

L. FZOfER

ZEOiEkiE4 : tapagentmanager.api3.finance.cloud.tencent.com,

IRENAgentF T IR <
BOMZ AR : 200%/70,
O EFAYE : 2023-12-26 17:46:12,

EOBINER NEN.

2. WANSEY

FIFBE4TE

LUTERSEGIRNIH THEOBERSEFIR D AHSH , TBAHSHIIRD LGRS,
o C ik REENULL St fEis
Action = S String ANHSE, AEOBUE : GetAgentInstallCommand
Version =2 i String NHESE , ANEOEYE ; 2023-12-15
Region = S String AHBY , WHERNEORNTEERBL S,
A Ay 4
3. FMiHE#
SHBR ESig) A
, Array of AgentFaRiEmS
CommandList CommandInfo ~HHE . EE

Requestld String A9 Requestld

4. $I2F

WAL : TCloudFinanceZone 2026/7/23 07:10:10

E—iEK ID , ®IRIERE IR

|, EfARNEEREZRIEK
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O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.
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2 AT TCE

RENagentFlZ&

L. O

FIFBE4TE

EOiEkE : tapagentmanager.api3.finance.cloud.tencent.com,

#EFKNagentFlFR
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2025-04-09 14:12:32,

EOARGER NEN,

2. INSE

UNBRSEGIRMGIHE T ZOBRSENT D AHSE , TBAHSEY

SHBFR Wi ASIEFENULL
Action 2 &
Version 2 &
Region = -
NodelList B )
oy *
3. WS
SHEWR S
Array of
Dat
ata NodeAgentInfo
Total Int64

Requestld  String

WAL : TCloudFinanceZone

String

String

Array of Nodelnfo

S
g
T
X
O
:d)d-)}_

U

i

ju
HE580 , AZOBYE : GetAgentList

>

HEE, AEOBYE : 2023-12-15

>
\

String NESH , WEERNZOFFEEELLSH.

\

HicvmBiSn:instance_id $#{EXY
T~HHE : EF

fk

agent{525I%
g EE

HE
g 1

E—IEK ID , RIERESRIRE, EMEEFREHZRIEKRAY
Requestld,
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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RS

NodeAgentlnfo

agentihASER

e TEAS|A « GetAgentList

ER Wik FEFFNULL

Ip B &

Region & B

Sn =B =

Status & a
CommandInfo

agentZEMSER

String

String

String

AN TEOS|A : GetAgentInstallCommand

2R

OsType

Command

Nodelnfo

EiflagentfENFIZE

eI TEEO51A : GetAgentlList

2R

Sn

Instanceld

WAL : TCloudFinanceZone

=
(=)

Wik

=
=

iy

FBEFNULL

==
(=)

iy

FIFBE4TE

S

ik
TalP
AEME : 1111

Region
~BHE : newyork

Sn
HE : 907b7dd9-6adl-a04c-b1b5-94ac3c11b286

Agent X7 ,
Available values : EMPTY_STATUS, OFFLINE, ONLINE Default value : EMPTY_STATUS
& : Running

FE¥FNULL ] T
. BERSKER : linux, win
~
- String SRIE : linux
. agentZEDS
) St o=
a e TIE ¢ s
Sl A
. sn
String _
MAME : 907b7dd9-6adl-a04c-blb5-94ac3cl1b286
. Instanceld
String

5E : ins-sask
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T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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FHPIHCMDB (ecmdb )
2 ( 2023-07-07 )
API #ErS

APILRZR

V3

CMDBHE Fim#zz 3

EORR
CreateImportHostTask
CreateModel
CreateModelGroup
CreateProperty
CreatePropertyGroup
CreateUniqueVerification
DeleteEnv
DeleteEnvNodelList
DeleteModel
DeleteModelGroup
DeleteProperty
DeletePropertyGroup
DeleteUniqueVerification
DescribeEnvNodeResources
DescribeNodeResources

FullTextSearch

WAL : TCloudFinanceZone

FIFBE4TE

EOIheE
BIRENSAES
FTIgRE
BRI H
AT
TR HE
FTIgHE— S
BRI
EMPRAET RO
IRpRRE
MFMEES4H
MpR=ER
mER=EH
PRIBRIE— A0
EIME T RREIIRRER
KT RIRIRES

EMER
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EORR REOThRE
GetEnvironmentLock SRENER IS i
QueryTagsAndAgentStatus EEIREFAgent A&
ReleaseEnvironmentLock e Nt
SearchAbnormalAgent KB Eagent (2
SearchModel HifRE
SearchModelGroup HiEESH
SearchModelOrder EHARE R
SearchNode FRWSHERIFE
SearchOperationLog EEHITEE
SearchPropertyGroup HFFERSHE
UpdateModel 2k ks
UpdateModelGroup EETRESH
UpdateMultilnstance HEEFLA)
UpdateMultiProperty MEFHFER
UpdateProperty EIFER
UpdatePropertyGroup FHFROE
UpdateUniqueVerification EFTME—EARG
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 448 W 725



2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/23 07:10:10 #4633t 725
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 464 Wt 725



2 AT TCE MRETA

» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 465t 725



2 AT TCE MRETA

SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 466 Wt 725



2 AT TCE MRETA

*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 467 M 725



2 AT TCE MRETA

SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 468 Wt 725



2 AT TCE

CMDBFHFIRZOSHY
BIEENSNES

L. FZOfER

EOiEkE © cndb.api3.finance.cloud.tencent.com,

BIEENSNES
BONZEOIBIERERIRE © 200R/%D.
O EFAYE : 2023-10-19 19:04:43,

EORIGER NEN,

2. WANSEY

UNBRSHGIRMGVH T ZOBRSENT o A H S

SR WAE MIPFNULL 28
Action 2 =5 String
Version 2 =5 String
Region = = String

. Array of
HostInfolList & &

I = = HostInfo

ey *
3. S

SHBFR it )%

SANENES id

ImportHostTaskld Inte4 _
P STIE - axds

=
Uin String EMSUIN

WAL : TCloudFinanceZone

aFfE : 1009322

FIFBE4TE

NHEBHGIRN LTSRS,

Hk

RNHEBE, MEORE !
CreateImportHostTask

NHESE, AEOBYE : 2023-07-07
NHE2H , HFERRZRORNEE GBI S,

SAENER
~hHE : =F

% 469 Wt 725



2 AT TCE

FIFBE4TE

SEBR eSS HEiA
P l-‘-l‘E
Namespace String BEE

~HHE : tap-cmdb

E—iEK D, BRIERESIREl. EAARAGHEERAZRIERE

Requestld String Requestld

4. SEIRRY

ZEOERWSEERXAERD , BftERIGFEN 5=,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 470 725



2 AT TCE

FTEEEA

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

HrigiER
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHEMR & RIFNULL
Action 2 &
Version 2 &
Region = =
Models g2 &
A X
3. MHZE
SHER RE
ErrorCode  String
ErrorMsg String

WAL : TCloudFinanceZone

Sl
String
String

String

Array of
CmdbModelElement

feik

TRIRGmAS

FIFBE4TE

HE% , AEOBYE : CreateModel

HS%, AEOBYE : 2023-07-07

>
\

\HEE |, S EEAEOARTEEHILL
"

W >

o

FTIEIREIEE
e . =5

~M5E : InternalError.cmdb_error

HBIRER

~HE :

[CloudSDKError] Code=ClientError.NetworkError, 502

2026/7/23 07:10:10

% A7T1RH 725



& BRTTCE

FIFBE4TE

SHEWR it R
4+
Result Bool =R

~MOE : true

Fi5

Data CmdbResponseDataStrin _
7 I owpEmE

E—IEK ID , RIERESIRE. EMAIRATRERAZRIER

Requestld  String A9 Requestld

4. S8R0

ZEAERWSEERXANERD , AtERIGFE N HER0.

IR : TCloudFinanceZone 2026/7/23 07:10:10 B A727HE 7257



2 BRETCE
ATISIRES 5 4H

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

FIGRE S

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER WhISE
Action =
Version =
Region =

ModelGroups =2

3. IHBE

SHER ES

[

ErrorCode  String

ErrorMsg String

WAL : TCloudFinanceZone

FIFNULL

s
[ ]

iy

iy

iy

7

String

String

String

Array of
CmdbModelGroupElement

feik

TEiRImtY

AHSE, NEORE
CreateModelGroup

NHSE, AEOBE :
2023-07-07

RNESY , WEEEAROFRTE
BEBILSH,

REIR
ThHE . =5

~M5E : InternalError.cmdb_error

HixfEE

~HE :

[CloudSDKError] Code=ClientError.NetworkError, 502

2026/7/23 07:10:10

B AT3TIH 725



& BRTTCE

FIFBE4TE

SHEWR it R
4+
Result Bool =R

~MOE : true

Fi5

Data CmdbResponseDataStrin _
7 I owpEmE

E—IEK ID , RIERESIRE. EMAIRATRERAZRIER

Requestld  String A9 Requestld

4. S8R0

ZEAERWSEERXANERD , AtERIGFE N HER0.

IR : TCloudFinanceZone 2026/7/23 07:10:10 3B 474 725



2 BRETCE
HTIEFER

=z -
1. E=OfFR
ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
WEFER
EOAEZOERIRERRS : 200K/70,
BEOEFAE  2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UTNBRSEGIRGIE T ZOBRSENRO AHSE , mBAHSHGIRN A HEK

SEBR Wi FEPFNULL K3

Action = = String
Version = & String
Region 2 5 String
Propertys = & Array of Property

3. JHESH

SEBR St feik
TRIRGmAS

ErrorCode  String

HIREE
ErrorMsg String A

FIFBE4TE

&
&
?ﬁ

Hk

N

NHESE, AZOBYE : CreateProperty

ANEEBES, AEOEE : 2023-07-07

)
\

RNESY, WEEENROFFREELSH.

WTIEFER
ThE . =5

~M5E : InternalError.cmdb_error

[CloudSDKError] Code=ClientError.NetworkError, 502

&
Result Bool

~ENE : true

WAL : TCloudFinanceZone 2026/7/23 07:10:10

B 4TSI 725



& BRTTCE

FIFBE4TE

SEBR ESig TR
saepese
Data CmdbResponseDataString R

e : EE

) H—i5K ID , ®RIEKEPIRE], EfTRAEERZRIEK
Requestld  String ) Requestld

4. SEIRRY

ZEOERWSEERXAERD , BftERIGFEN 5=,

7~

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 476 I 725



2 AT TCE

e

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

FiEFRoHE

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

SHAR
Action
Version
Region
PropertyGroups
A s

3. MHEE
BHEWR KA
ErrorCode  String
ErrorMsg String

WAL : TCloudFinanceZone

WAk

=
~x=

el

2l

FIFNULL

a
[

i

iy

Iy

ESil

String

String

String

Array of
CmdbPropertyGroupElement

feik

TEiRImtY

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

NHEBE, AMEOBYE -
CreatePropertyGroup

NHSE, AEOBE :
2023-07-07

NHSE, MEEEAEN
FEEEEIBEL,

BRI
ThHE : =5

~M5E : InternalError.cmdb_error

HixfEE

~HE :

[CloudSDKError] Code=ClientError.NetworkError, 502

2026/7/23 07:10:10

B ATTRI 725



& BRTTCE

FIFBE4TE

SHEWR it R
4+
Result Bool =R

~MOE : true

Fi5

Data CmdbResponseDataStrin _
7 I owpEmE

E—IEK ID , RIERESIRE. EMAIRATRERAZRIER

Requestld  String A9 Requestld

4. S8R0

ZEAERWSEERXANERD , AtERIGFE N HER0.

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 478 725



2 AT TCE MRETA

FTIEME—IE10

=z -

1. E=OfFR

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
FTIEME— RS

EOAEZOERIRERRS : 200K/70,

BEOEFAE  2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR W% MBEFNULL 3R R
Action = & String AHE# , AEOEYE : CreateUniqueVerification
Version =2 & String &80, ANZEOBYE : 2023-07-07
Region = B String AHBY , WRERNMEORNTEEZRUSEL
) ) EEuuid
ModelUuid & a Strin _
o = a "3 ~5E : host
EiEidyZE
Propertylds = =5 Array of Int64 _
Perty = | B Y TBIME ¢ [301, 302]
A A 4
3. WS
SHER %R ik
==l
Result Bool -
TBHE : true
oy ==
Data CmdbResponseData H1R

THIE : EF

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 %479 725"



& BRTTCE

FIFBE4TE

SR it fR
Error CmdbResponseDataError Hix{ER
~HE : EE

E—iEK D , RIERBSRE. EMTDREATHFERAZRIFK

Requestld  String A9 Requestld

4. SEIRRY

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 480 725



2 AT TCE

MHIPRIALR

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

HBRER S
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

H2%0 , KIZEOBYE : DeleteEnv

HS%, AEOBYE : 2023-07-07

>
\

NESY , WEERNZOFFEREELSH.

R tEuuid
& : Cluster UUID.

E—EK ID , BIRIEREPSIREl. EMARAHEERAZRIERE

SHAR Wi FEFFNULL KA
Action = = String
Version = & String
Region = = String
Uuid B B String
L X
3. M S

SHER RE A

IREIZER
Data DbChangedResult = —

? TS : EE

Requestld  String

Requestld,

4. SE1RAY

WAL : TCloudFinanceZone

2026/7/23 07:10:10

% 481 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARF : TCloudFinanceZone 2026/7/23 07:10:10 % 482 W 725 T



2 AT TCE MRETA

IEMPRIA SR T RO

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
HEMRIMET RED

BOAZEOIBIIRERIRE : 200%/FD,

EOSEFRAYE : 2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FRPFNULL 38 fiR

Action 2 & String AHESE , XEOBYE : DeleteEnvNodelList

Version =2 & String &80, ANZEOBYE : 2023-07-07

Region = B String AHBY , WRERNEORNTEFZBUL S,
NETI R

EnvNodeldList & & Array of Uint64 aliaties

HHE : [101, 102]

3. JHESH

I
Data DeleteEnvNodelListResponseData FIE

whE . =5

E—IEK ID , BIRIERESIRE]L. EARATHEER

Requestld  String ZoxiEXA Requestld,

4. $EIRAS

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 483 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARF : TCloudFinanceZone 2026/7/23 07:10:10 % 484 T 75T



2 AT TCE

| YR

1. B

A

FIFBE4TE

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

ARpREEY

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRMGIHE T ZOBRSENT D AHSE , TBAHSEY

SHEWR
Action
Version

Region

ModelUuids

Wik

fD #D

fim

3. JHESH

SHER

ErrorCode

ErrorMsg

Result

WAL : TCloudFinanceZone

et

String

String

Bool

FIFNULL

3=
[=]
;\
[==]

P
=

A
[=]

SHEIRN A HIERSL,
et R
String NHEHSE, AEORYE : DeleteModel
String AHSE, AEOBYE : 2023-07-07
String AHSY , WREEAEOFATEERI S,
Array of String EMPRAVERITRIDSIZR

~HUE : host

)

EIRIm
~GIE : InternalError.cmdb_error

HIRER
~5& : [CloudSDKError] Code=ClientError.NetworkError, 502

FER
E : true

2026/7/23 07:10:10 #4853t 725



& BRTTCE

FIFBE4TE

SRR il TR
53
Dat CmdbR Dat —
ata mdbResponseData =l EE
, E—EK ID , AR EIREl. EAIEEFERHZRIBEKAY
Requestld  String
Requestld,
353
. E1R0S

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 486 i 725



2 AT TCE MRETA

fIpRREY 5 4H

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
il [E R Ry

BOAZEOIBIIRERIRE : 200%/FD,

O SEFATE @ 2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SR Wik SRPENULL 3R8 TR
. . RNHESH, ANEORYE -
Act = & N
ction = = String DeleteModelGroup
Version =2 & String NHSE, AEOEYE : 2023-07-07
Nits =
Region = = String 2 HBH  WEHERNZEOAFTEEBILS
#,
. Array of 1EEIS4Huuid
Model = B
odelGroupUuids | & = String ~BHE : resource
A sl
3. HitH24y
SRR ESid) ::)u
. HEIRImES
E
rrorCode String ~M5E : InternalError.cmdb_error
%Elf{l:l o
ErrorMsg String ~MHE

[CloudSDKError] Code=ClientError.NetworkError, 502

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 487 725



& BRTTCE

FIFBE4TE

SHEWR it R
4+
Result Bool =R

~MOE : true

Fi5

Data CmdbResponseDataStrin _
7 I owpEmE

E—IEK ID , RIERESIRE. EMAIRATRERAZRIER

Requestld  String A9 Requestld

4. S8R0

ZEAERWSEERXANERD , AtERIGFE N HER0.

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 488 Wi 725



2 AT TCE

MIPR=ER

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

HpR=ER
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR ik AFNULL
Action = &
Version 2 &
Region = =
IdList = )

3. JHESH

SHER S

i

ErrorCode  String
ErrorMsg String
Result Bool

WAL : TCloudFinanceZone

Sl
String
String

String

Array of Uint64

)

THIRGmAS

t28 , AEOBYE : DeleteProperty

\

NHEE, ANMEZEOBYE : 2023-07-07

RNESY , WEEENROFFREELSH.

SN EE (o e
hE - 1

~GIE : InternalError.cmdb_error

HixfER

~5& : [CloudSDKError] Code=ClientError.NetworkError, 502

FER
E : true

2026/7/23 07:10:10

% 489 725



& BRTTCE

FIFBE4TE

SRR il TR
53
Dat CmdbR Dat —
ata mdbResponseData =l EE
, E—EK ID , AR EIREl. EAIEEFERHZRIBEKAY
Requestld  String
Requestld,
353
. E1R0S

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 490 725



2 AT TCE

il lSE S e

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

R ER 4R
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR ik REENULL
Action = &=
Version 2 &
Region = &=
IdList = a

3. JHESH

SHER S

i

ErrorCode  String

ErrorMsg String

Result Bool

WAL : TCloudFinanceZone

=]
String
String

String

Array of Uint64

)

THIRGmAS

N
Ve

\

AHSE, AZEOBYE : 2023-07-07
NHBH, MISEENEORATEEBLSE,

FEESHE—ID
THE : 1

~GIE : InternalError.cmdb_error

HixfER

~5& : [CloudSDKError] Code=ClientError.NetworkError, 502

FER
E : true

2026/7/23 07:10:10

% 491 725



& BRTTCE

FIFBE4TE

SRR il TR
53
Dat CmdbR Dat —
ata mdbResponseData =l EE
, E—EK ID , AR EIREl. EAIEEFERHZRIBEKAY
Requestld  String
Requestld,
353
. E1R0S

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 4927 725



2 AT TCE

MHIPRIE—IE1ER

L. O

FIFBE4TE

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

TRIpRME—EREE
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER & APENULL RE A
Action = & String ANHESH, AEOBYE : DeleteUniqueVerification
Version =2 & String &8, ANZEOBYE : 2023-07-07
Region =2 & String AHBE , WHERREOLRTEERIL S,
s T 1B
Ids = & Array of Int64 E—tERidFl

3. JHESH

SHER RE

Result Bool

Data CmdbResponseData
Error CmdbResponseDataError

WAL : TCloudFinanceZone

HHE : [101, 102]

fik

7R
~HUE : true

ES
HE : EE

EIES LS

~hE . =5

2026/7/23 07:10:10 #4937 725"



& BRTTCE MRETA

SHER RE Tk

E—IEK ID , RIEREPSRE. EMARTHEERAZRIEK

Requestld  String #9 Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 B 494 725



2 AT TCE MRETA

HIFMNE T RRERHAIRER

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
EIME D RXENERER

BOAZEOIBIIRERIRE : 200%/FD,

O SEFATE @ 2023-10-19 19:04:43,

EOREIRE A IS,

2. MASEL
ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SHER WIE FFNULL 28 A

RNESE, AEOBYE

H = a~ H
Action = = String DescribeEnvNodeResources
Version =2 & String &8, ANZEOBYE : 2023-07-07
Region 2 & String AHSE , WHEEAEOLNTEEBILL S,

. Array of wETHaid
EnvN IdL = 5
nvNodeldlist & & Uint64 SBIE - [101, 102]
TIPS
3. S
SEAFR St A
Data Array of BRER
RelResourceltem TR : =&

H—iEX ID , ®RiEKRESIRE]., BN EEREZRIEKA

Requestld  String Requestld

4. SEIRAY

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 495 W 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARF : TCloudFinanceZone 2026/7/23 07:10:10 % 496 Wit 725 T



2 AT TCE

IR REIRTRER

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

FIFBE4TE

R RRIRRER

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

£ RBERHSHPIRNAHIERS,

SHEWR Wik AFFNULL K8 R
Action = & String  AHS#, AEOEYE : DescribeNodeResources
Version = a String NHBSE, AEOBYE : 2023-07-07
Region = B String  AHSE , WEHEEAMEOLRTEEBILSEH.
. T=Auuid
N ID = =
odellD | =2 | & SUING il : 550e8400-e29b-41d4-a716-446655440000
A ¥
3. IHEEL

SHEWR E il A
Data Array of BREE

RelResourceltem ~E : =&

Requestld  String

4. SE1RAY

WAL : TCloudFinanceZone

E—EK ID , ®RIEKERIRME, EAREHERANZRIEKAY
Requestld,

2026/7/23 07:10:10 497 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARF : TCloudFinanceZone 2026/7/23 07:10:10 % 498 Wit 725



2 AT TCE

EMER

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
2R

BOAZEOIBIIRERIRE : 200%/FD,

EOSEFRAYE : 2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SEBR Wi FEPFNULL 33

Action = B String
Version = = String
Region = = String

ModelUuid & ra String
Limit B & Uint64
Offset & & Uint64
SortInfo = 5 CmdbSortInfoElement
Fields B - Array of String
A f
Filters B & rray o

CmdbFilterElement

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

NHSEH, AEORE :
FullTextSearch

~HSE, AEOBYE : 2023-07-07

RESE  WHERAROAFTELS
L2344,

\\

i
~HWE : host

NETRA
g : 10

fmiE(E
wBlE: 0

HeRm
THHE : EE

REFER
wHE : id

OB S
g EE

% 49 725



& BRTTCE

FIFBE4TE

SRR Wik FYFNULL 268 B
Text & = String SRR

EHE : apm

3. IS

SHETR il TR
eSS
Data DbChangedResult =l : 5E
Requestid  Strin E—EK ID , ®REREEIRE, EAIDEFERHZRIBEKAY
I g Requestld,
H >
. SEIR0S

ZEOERWSEERXAGERD , EERGFEN A TERS,

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 % 500 725 |



SRENFA LR

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

EFEVEZNI=Fin]
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LATEKRSEFIRNG L T OB RS EFIERS
SEER D43viv FEFNULL
Action 2 &

Version 2 5
Region = =
NodeUuid = &
EnvUuid = =
LockHolder =2 =

3. HitHE4y
saEn A

Error CmdbResponseDataError

WAL : TCloudFinanceZone

KRB
String
String

String

String

String

String

fik

EIES LS

PRHSH , TEAHSEIIRN TSRS,

/\

2%, AEOBYE : GetEnvironmentLock

AN
7

NHEE, ANMEOBYE : 2023-07-07
NH2E , W ERAEOATELRILSE],

Bffuuid
~HHE : etcd-etcd-apigw

A& Uuid
~BIE : env-456

iFEE
~M5{E : CMDB1

THIE : EF

2026/7/23 07:10:10

FIFBE4TE

#5013t 725



& BRTTCE MRETA

SHER RE Tk

E—IEK ID , RIEREPSRE. EMARTHEERAZRIEK

Requestld  String #9 Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 % 502 725 |



2 AT TCE MRETA

HifirEflAgent IR

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
EiFrEFIAgent K&

BOAZEOIBIIRERIRE : 200%/FD,

O SEFATE @ 2023-10-19 19:04:43,

EOREIRE A IS,

2. MASEL
ATBERESHFIRNGIE TEROBERSHIID AHSE , REAHSHGIRNAHLERS,
SHER WIEE SBIFNULL 28 A

RNESE, AEOBE

Acti = N Stri
ction = = fng QueryTagsAndAgentStatus
Version =2 & String e85, ANZEOBYE : 2023-07-07
Region 2 & String AHSE , WHEEAEOLRT RGBS,
. Array of &R id 5
R IdL 5 5
esourceldList & = Int64 FBIfE : [5001, 5002]
PELTY
- =< . QIR =2=
ResourceType = = String MHE : Configuration name.
A s
3. IS
SHBFR -] U
Resourcelist Array of SFRIFEIAgent iR
ResourcesTagsAndAgent ~E : &EF

E—IEK ID , RIEKEIRE]l. EAZERERSFER A

Requestld String ZRiEKE Requestld,

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 503m# 725



O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 504 725



2 BRETCE
LI NEEN

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

=3eZNi=rind
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR Wik REFNULL e

Action 2 5 String
Version = & String
Region B = String
NodeUuid = r String
EnvUuid 2 = String
LockHolder = oy String

3. IS

NHE&# , AEORE : ReleaseEnvironmentLock

N

NHESE, ANMEOBYE : 2023-07-07
NHBH, MIFEENEOAZTEERLSE,

Bffuuid
HHE : etcd-etcd-apigw

IEUuid
~BE : env-456

FEE
~5{E : CMDB1

SHEWR - Sid) iR
H O 2 B
=S
Error CmdbResponseDataError ol

THE :

=g

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

#5053t 7251



& BRTTCE MRETA

SHER RE Tk

E—IEK ID , RIEREPSRE. EMARTHEERAZRIEK

Requestld  String #9 Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 % 506 W 725



2 AT TCE

R FFagent (52

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

SKENFHagent 582

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR A3

Action =
Version 2
Region 2

3. HitH24y
SHE

AbnormalAgentCount

OnlineldList

FIFNULL

=@=

iy

i

ESil

Uint64

Array of
Int64

NotlnstalledAgentCount  Uint64

OfflineldList

WAL : TCloudFinanceZone

Array of
Int64

it fiid
+t

String NS, AEOEYE : SearchAbnormalAgent

N

String ~NHSE, AEEOBYE : 2023-07-07

String RNESY  WEHERRNZOFFEEGELL S,

U

REFER agent #&2
~HE : 5

agentfEZ&AIEN id FlIF
TIE : 1001

REKRFAY agent HE
HHE : 3

agentBELZAIEM id FIFR
FHE : 2002

2026/7/23 07:10:10

FIFBE4TE

507 Wt 725 ;™



2 AT TCE

SHER

EmptyStatusldList
Uin

Requestld

4. S8R0

ESil

Array of
Int64

String

String

Hk

agentRFIRYEN id FIFE
A : 3003

UIN
g : 3003

E—EK ID , ®RIEKESIRME, EARRHERAZ
A9 Requestld,

ZEAERWSEERXANERD , AtERIGFE N HER0.

WAL : TCloudFinanceZone

2026/7/23 07:10:10

FIFBE4TE

NER

% 508t 725



2 AT TCE

iR

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

BEifEny
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

BHER ik AIFNULL
Action 2 &
Version 2 &
Region = =
Limit F &5
Offset oy =
Filters & &=
Sortnfo B &
Fields & &

WAL : TCloudFinanceZone

Sl
String

String

String

Uinte4

Uinte4

Array of
CmdbFilterElement

CmdbSortInfoElement

Array of String

2026/7/23 07:10:10

FIFBE4TE

~HESE, AEOBYE : SearchModel

NHBSE, AEOBYE : 2023-07-07

\

NESY , WEERNROFFEREELLS

Y

o

BiE , BT ENERETFH
HE : 10

"EE , BT RENEREREZE (R
#7-1)
~EHE : 0

TS ENEIEEEI— 1 Key-ValueHE
MREAlist AN FRE S ESURTESG T
PEBS KANERFER

HE : EE

IEERBEAN TR | AEURER
ModelGroupIndexIEFHERF

e : EE&

FERENFERES , NMENBAREISED
e : id

509t 725



& BRTTCE

3. IHSE

SHER

Result
Data
Error

Requestld

4. FEIRhS

ZEOERWSEERXANERD , EtERgiFER

WAL : TCloudFinanceZone

Bool

CmdbSearchModelResponseData

CmdbResponseDataError

String

A
pariis
BHE : true
E
THHE - EE

HRER

ThE . =5

ﬂ&—%* ID , 8RiEREEIR
ZRIEKAY Requestld,

NHIEIR.

2026/7/23 07:10:10

FIFBE4TE

[\, EfIARRAT LRt

% 510t 7251



2 AT TCE

EARE SN

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

EEtERS A
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SEETR ik RIFENULL

Action 2 B
Version 2 &
Region = =
Limit B &
Offset = =
Filters 5 5
SortInfo & 5

WAL : TCloudFinanceZone

S

String

String

String

Uinte4

Uinte4

Array of
CmdbFilterElement

CmdbSortInfoElement

2026/7/23 07:10:10

FIFBE4TE

NESE, AEOBE :
SearchModelGroup

NHBE, AEOBYE : 2023-07-07

RNESY  WEHERRNZOAFTEEGELLS

W

BiE , BT o ENERETFH
HE : 10

REE , BToRENERERFE (R
#-1)
THE : 0

R NMmIRR/9— 1 Key-ValueBG
MRAlisth=NREREE BHIEHIEEMT
FEELSRAIERFRR

~E : E5E

IEERIREN TR | AMENER

ModelGroupIndexIEFFHER
e : E&

#5113t 7251



O BATTCE HAEETA

SRR ik RPNULL K8 T

Fields = = Array of String iﬁg@ﬁi’?‘—ﬁﬁ%\ , NMENEGAR[E £ 5B
3. IS

SHBR ESit] Hik

Result Bool iz{ﬁi frue

Data CmdbSearchModelGroupResponseData ?T'EUE . =E

Error CmdbResponseDataError HIRER

TEHE : EE

E—IEK ID , ®RIEkESIREl. EMIERESE

R tid Stri v
eques ring TRHZRIBERAY Requestld,

4. FEIRRY

ZEOERWSIEEREXANERD , EERIGFEN A TERS,

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 512mH 7257



2 AT TCE

EARE

L. O

FIFBE4TE

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

EEERYRE
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2023-12-11 19:48:06,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH T EOBERSEMED A HSH

SEBR Wik FEFFNULL RE

Action = = String
Version = & String
Region = = String

3. I SE

SHER E3ig)
Data SearchModelOrderResponseData
Requestld  String

4. FEIRRY

Z &R SIEERXAGER , EtEmRGFEN A LS

WAL : TCloudFinanceZone

2026/7/23 07:10:10

. STERAHBHGIRRN A TSRS,

HE% , AEOBYE : SearchModelOrder

HS%, AEOBYE : 2023-07-07

>

\

NESY , WEERNZOFFEREELSH.

fais

IREIER
hiE . =5

E—EK ID , @RiEKREIRE, EfIRE R R
1ZIRIEKAY Requestld,

SN

#5137t 725



2 AT TCE

RS RIFS

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
EHA ST RIFS

EOAEZOERIRERRS : 200K/70,

BEEOEHATE : 2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE

UUNBRSEGIRGVE T ZOBRSENHRO AHSE | mBAHBSHGIRL,

SHER @i FEFNULL KA fik
Action = r String NS
Version = B String yN
Region = - String NS
NodeUuid B B String r
~NE

3. JHESH

SHBR il TGN
V)l 4 S R M e
Data CmdbPropertyElementList WSS R IR

g : =5

E—iEK D, BIRIER

Requestld  String A9 Requestld

4. $EIRAS

WAL : TCloudFinanceZone 2026/7/23 07:10:10

# , AEOBYE : SearchNode
HE¥, AZEOEYE : 2023-07-07
# , WHEERNEOARATEERIESE,

TRE—TRR
etcd-etcd-apigw

R[], EfICRAEERAZ

FIFBE4TE

K

#5143t 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.

WAL : TCloudFinanceZone 2026/7/23 07:10:10 #5153t 725



2 AT TCE

HREITHE

=z +-3
1. E=OfFR
ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
HARITEE
EOAEZOERIRERRS : 200K/70,
BEOEFAE  2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE]
LATRERSHFIRNGE TEOBEKSEF S TS H |, &

DB ik RRIFENULL k3

Action = & String
Version = & String
Region = 7w String
Limit & & Uint64
Offset & & Uint64

SortInfo & &5 CmdbSortInfoElement
. Array of
Filters 5 5 y

CmdbFilterElement

3. I SE

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

NHESE, ANMEORE !
SearchOperationLog

NHESE, AEOBYE : 2023-07-07

NS, WHERREORRTEERILL

\)

S
THUE : 10

IREE
THHE : 0
RIEAEF R

~hHE . =5

EisH
hiE . =F

#5163t 7251



& BRTTCE

SHER

Data

Requestld

4. 5E1RG

ESid]

DbChangedResult

String

fiis

IREIER

hiE . 55

W—iEKX ID , x5

Requestld,

ZEOERWSEERXAGERD , EtEREFER

WAL : TCloudFinanceZone

2026/7/23 07:10:10

KEPZIR

AHEEIRIG,

[, TR FEERZRIERAY

FIFBE4TE

#5173t 725



2 AT TCE

ERFERDH

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

BifFERSAE
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SEETR ik RIFENULL

Action 2 B
Version 2 =
Region = =
Limit B &
Offset = =
Filters 5 5
SortInfo & &5

WAL : TCloudFinanceZone

ESi

String

String

String

Uinte4

Uinte4

Array of
CmdbFilterElement

CmdbSortInfoElement

2026/7/23 07:10:10

FIFBE4TE

RNHEBE, MEORE
SearchPropertyGroup

NHESE, AEOEYE : 2023-07-07

RNESY  WEHERRNROAFTEEGELLS

W

BiE , BT ENERETFH
HE : 10

R&(E , BT RENBRERFE (R
#-1)
THE : 0

TSN HIERMAI— 1 Key-ValueB&
MRAlisth=NREREEBHIEHIREMT
SEELSRAIERFR

~E : 5E

IEERIREN TR | AMENER

ModelGroupIndexIEFFHERF
e : E&

% 51873t 725



& BRTTCE

SHER ik AVFNULL KRB

Fields B e Array of String

3. IS

SEBR RE

Result Bool

Data CmdbSearchPropertyGroupResponseData
Error CmdbResponseDataError

Requestld  String

4. FEIRRY

ZEOERWSIEEREXANERD , EERIGFEN A TERS,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

fiEid

FIFBE4TE

FERENFRER | MENFUAREIEE

HIE : id

U

Z#R

EUE : true
ESIES

Ml : EE
e IS

EHE : EE

E—IEK ID , ®XIERESIREl, EAIERERT

FERMIZRIBRE Requestld,

#5197t 725



2 AT TCE

=R

=z -
1. E=OfFR
ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
EFTRE
EOAEZOERIRERRS : 200K/70,
BEOEFAE  2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SEBR Wi FEPFNULL 33

Action = = String
Version 2 = String
Region 2 B String
ModelUuid 2 = String
UpdatelList 2 = Array of

CmdbUpdateListElement

3. I SE

SHER K A
SET

ErrorCode  String

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

\

NHEBE, MEORE !
UpdateModel

)%
e

RNESE, AEOBE :

2023-07-07

RESH  WEHERRNZOFTEFER
BB SE,

IREIE—ID
HHE : host

HEEFHIFRER
~hlE . =5

~5& : InternalError.cmdb_error

#5203t 725



& BRTTCE

SHER

ErrorMsg

Result

Data

Requestld

4. H

5

CmdbResponseData

String

fiA
%E 195{!3 l%\

FIFBE4TE

~5E : [CloudSDKError] Code=ClientError.NetworkError, 502

R
~HHE : true

#15
~hlE . =5

E—EK ID , ®IRIERERIR
Requestld,

ZEAERWSIEBERXAGERD , EERGFN A TERS,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

[E], ERRRR FEERZRIERAY

#5213t 725



2 AT TCE

BRI

=z -
1. E=OfFR
ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
EFTREL S
EOAEZOERIRERRS : 200K/70,
BEOEFAE  2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRPFNULL K3
Action = = String
Version = = String
Region = & String
ModelGroupUuid 2 ra String
. Array of
= a
UpdateList = = CmdbUpdateListElement
A Ay 74
3. HiHE#

SHER K R

:H:‘I:Ié {u
ErrorCode  String AR

~5& : InternalError.cmdb_error

WAL : TCloudFinanceZone 2026/7/23 07:10:10

»

), ANEORYE -
ateModelGroup

=

\

P

NHSE, AEOBE :
2023-07-07

RHESE, HEEEAEOR
RELBISE,

REVSHKE—ID
~FE : resource

FEEFRIFRER
hE . =5

% 52t 725



& BRTTCE

SHER

ErrorMsg

Result

Data

Requestld

4. H

5

CmdbResponseData

String

fiA
%E 195{!3 l%\

FIFBE4TE

~5E : [CloudSDKError] Code=ClientError.NetworkError, 502

R
~HHE : true

#15
~hlE . =5

E—EK ID , ®IRIERERIR
Requestld,

ZEAERWSIEBERXAGERD , EERGFN A TERS,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

[E], ERRRR FEERZRIERAY

#5237t 725



2 AT TCE

WEEFEH

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,
MEEFLH

EOAEZOERITERRE] : 2000%/%0,

BEEOEHATE : 2023-10-19 19:04:43,

EOREIRE A IS,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SHAR Wik FRPFNULL 2R3
Action 2 B String
Version = & String
Region = & String
ModelUuid ra - String
. Array of
UpdateEnt & &
P ries 2 = Updatelnstancelnfo
Component = = String
A A 4
3. HitHEE
SEBR St fEiR

WAL : TCloudFinanceZone 2026/7/23 07:10:10

FIFBE4TE

ﬁ

\

RHESH, ANEORYE -
UpdateMultilnstance

R
Eas

L\\
\

S8, AEOEYE : 2023-07-07

\

NESH , WEERNEOFTFRE
\%lt %é&o

\

&R uuid
HHE : host

EHRIER
T =F

BHRFR
~HHE : component2

% 524 725



& BRTTCE

FIFBE4TE

SHBFR it )%
HRER
Data DbChangedResult _
J TOUE B
. E—iEK ID , BRiEKRESIRE., BRI EERZRIEKRE
Requestld  String
Requestld,
+ A
. IE1RE

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 525m i 725



2 BRETCE
WEEHRFE

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

HEFHFER
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2023-10-27 18:18:23,

EOARGER NEN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FEFFNULL
Action = =
Version 2 &=
Region = a
PropertyList =& &

3. IHBE

SHER ES

[

ErrorCode  String

ErrorMsg String

WAL : TCloudFinanceZone

ESil

String

String

String

Array of
CmdbUpdateMultiPropertyElement

)

EIRIm
~E : InternalError.cmdb_error

HixfEE

L2480, ANEORYE -
UpdateMultiProperty

RNESE, AEOBE :
2023-07-07

NHEBE, MEERAEN
FEEEEIBEL.

EHHFRIER
e . =5

~5& : [CloudSDKError] Code=ClientError.NetworkError, 502

2026/7/23 07:10:10

#5263t 725



& BRTTCE

FIFBE4TE

SHEWR it R
4+
Result Bool =R

ENE : true

15

Data CmdbResponseData _
7 TG =E

E—EK ID , BRIEREPSIRE. EMARAHEERAZRIERE

Requestld  String Requestld

4. S8R0

ZEAERWSEERXANERD , AtERIGFE N HER0.

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 527mH 725



2 BRETCE
BT

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

BT
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHER ik FEFFNULL
Action = B
Version 2 &
Region = B
Id = &
UpdateList =2 B

3. MHEE
suEm AR

ErrorCode  String

WAL : TCloudFinanceZone

el

String

String

String

Uinte4

Array of
CmdbUpdateListElement

fEiR

Hiximt

FIFBE4TE

L2480, ANEORYE -
UpdateProperty

RNESE, AEOBE :
2023-07-07

RNESY  WEHERNZOFREER
BB SE.

FEID
g : 100

HEEFHIFRER
e . =5

~5& : InternalError.cmdb_error

2026/7/23 07:10:10

% 528703t 725



& BRTTCE

SHER

ErrorMsg

Result

Data

Requestld

4. H

5

CmdbResponseData

String

fiA
%E 195{!3 l%\

FIFBE4TE

~5E : [CloudSDKError] Code=ClientError.NetworkError, 502

R
~HHE : true

#15
~hlE . =5

E—EK ID , ®IRIERERIR
Requestld,

ZEAERWSIEBERXAGERD , EERGFN A TERS,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

[E], ERRRR FEERZRIERAY

#5293t 725



2 BRETCE
EMFEDA

L. O

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

BEHFERSAE
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SHER ik FEFFNULL
Action = B
Version 2 &
Region = B
Id = &
UpdateList =2 B

3. MHEE
suEm AR

ErrorCode  String

WAL : TCloudFinanceZone

el

String

String

String

Uinte4

Array of
CmdbUpdateListElement

fEiR

Hiximt

FIFBE4TE

LS4, ANEORYE !
UpdatePropertyGroup

RS, AEOBE !
2023-07-07

RNESH  WEHERRROATEL
BILLSE,

\

FE&54HID
~EHE : 100

HEEFHIFRER
hiE . =F

~5& : InternalError.cmdb_error

2026/7/23 07:10:10

#5303t 725



& BRTTCE

SHER

ErrorMsg

Result

Data

Requestld

4. H

5

CmdbResponseData

String

fiA
%E 195{!3 l%\

FIFBE4TE

~5E : [CloudSDKError] Code=ClientError.NetworkError, 502

R
~HHE : true

#15
~hlE . =5

E—EK ID , ®IRIERERIR
Requestld,

ZEAERWSIEBERXAGERD , EERGFN A TERS,

WAL : TCloudFinanceZone

2026/7/23 07:10:10

[E], ERRRR FEERZRIERAY

% 531t 725



2 AT TCE

EFTIHE—E0

L. O

FIFBE4TE

ZEOiEKE2 : cmdb.api3.finance.cloud.tencent.com,

EEEE—RIE
FOANZOIBERIRIRE : 200%/F0,
EOEHAE ; 2023-10-19 19:04:43,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FRFFNULL
Action = ey
Version 2 &
Region 2 &
Id 2 &
Propertylds 2 B
-\ Ry 4
3. IHEEL
BHER %R
Result Bool
Data CmdbResponseData

WAL : TCloudFinanceZone

-3t R
Strin AHSE, AEORE :
g UpdateUniqueVerification
String NHESE, AEOBYE : 2023-07-07
String AHSBY , WREEAEOAFTEERISH,
E—ERRGId

Int64 _
" TRUE : 100
Array of [EtidFzE
Int64 & : [301, 302]

R

%

~EUE : true

i
T : 5

2026/7/23 07:10:10 532t 725



& BRTTCE

FIFBE4TE

SR it fR
Error CmdbResponseDataError Hix{ER
~HE : EE

E—iEK D , RIERBSRE. EMTDREATHFERAZRIFK

Requestld  String A9 Requestld

4. SEIRRY

ZEOERWSEERXAERD , BftERIGFEN 5=,

IR : TCloudFinanceZone 2026/7/23 07:10:10 5 533 725@



& BRTTCE

SRS

CmdbHostInfoElement

FNMEKER
AN TEEOS | : SearchHost

FIFBE4TE

BR WAL FEYFNULL &g R

Biz = = Array of CmdbSearchBizTreeResponseBizElement ;ng}%ﬂﬁkg{%%
Set = = CmdbHostElement ;Tgﬂlg%ﬁg
Module = = Array of CmdbModuleElement ;ngﬁgg%%
Host = = Array of CmdbSearchBizTreeSetElement EHATRREHES

RelResourceltem

KEKEFIIER

g EE

#ANT™EOS | - DescribeEnvNodeResources, DescribeEnvResources, DescribeNodeResources

B WhiE FEVFNULL
ResourceType = &=
Count = &
CmdbSearchHostlp
FHIp
e T™EEO3|/A : SearchHost
BR WhIE FEVFNULL
Flag 2 &
Exact = B
Data = =
Cloudld = =

WAL : TCloudFinanceZone

=]

String
Uint64

=S

String

Uint64

Array of String

Int64

2026/7/23 07:10:10

Tk

7=f5l{& : Configuration name.

~HUE : 0

g

key , BDAZFERE ( )BERIP/SMERIP )
& : None

FERIERER
ffE : 0

IPE
Mg : ["127.0.0.1"]

=FA/ID
~E: 0

% 534 725



2 AT TCE MRETA

= Wi AYENULL S fiA
~ - . LEFEHEBAOKFID
Accountld A = String IS © 130000000108
CmdbUpdateListElement
SRR

BAOTZEOS|F : UpdateModel, UpdateModelGroup, UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup

EE WAt FEFNULL it fnA
_ ~ . EEEHITERER
PropertyCode = A String ROUE : MyProperty
- . . BRI
PropertyValue 2 = String =l : Valuel
EventModellnfo
EHHERER
BAOTEOS|F : GetEventlList
R WAl FEFNULL i) R
EventList & & Array of EventInfo ig;g%ﬁ%
) I\
EventModel & & String BRELEIR

ONE : BHER

ListEnvSummaryResult

INBHRIHERER

e TEEO31H : ListEnvSummary

BFR Wik FEFNULL ESit) iR
_ ~ ) tab/2 4
TotalCount 2 & Uinte4 REHE : 0
EnvSet =2 = Array of EnvUsageltem ;ij;gﬁ;ﬂg
Rolelnfo
AEER

N T™EOS|F © CreateUniqueVerification, DeleteModel, DeleteProperty. DeletePropertyGroup, DeleteUniqueVerification, ListRoles,
ModifyPermission. ModifyRole, RegisterPermission, UpdateModel, UpdateModelGroup. UpdateMultiProperty. UpdateProperty.
UpdatePropertyGroup. UpdateUniqueVerification

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 535 725



& BRTTCE

R WAIEE
Roleld &
RoleKey )
RoleName =
RoleCode &
RoleDesc &
RoleApprover )
AuthBylnstance B
UsedOperatelList =
OperatelList B
UsedOperateldList =
OperateldList B
ResourceTypeName B

CreateEnvNodeResult

BRI AR

AN T3/ : CreateEnvNode

=

SuccessSet

FailedSet

EnvListResult

INEFIRGER
U0 TEOS| A : ListEnvs

BR

WAL : TCloudFinanceZone

=
=

Jalil

FIFBE4TE

FEEFNULL it} HA

= fatalD

= Int64 ~EHE : role_admin

o . fatKey

= String A& : admin_role

= String MEER

= e . ABEEIR

o Stri fAtCode

= rng A& : admin_role

= Strin et

= 9 THIE ;iR

o String fAEEItA

= ~E . AREERA

o Bool EEHRELAHER

= A : true

= Array of Strin DIEAGR{ESI

= y 9 THE : oplop2

o Array of Strin AISEIRAIRIESIR

= Y 9 5E : [{"object": "vpc", "actions": ["read", "write"]}]

o IERIRAFIDFIZR

=2 Array of Int64 SIS ;101

o ATERARIEIDS IR

2 Array of Int64 s ;102

- Sting BRI

= A : EEREIETR
FEEFNULL -] 3%

|2l =71
=~
P Array of EnvNodeRel G S
= . KM=
i Array of FailedEnvNode I e
FEEFNULL ESid) A

2026/7/23 07:10:10

% 5363t 725



& BRTTCE

B

TotalCount

EnvSet

Pre20230707DbChangedResultString

HIEFRFIREISR

iy

SEFNULL

=
[m}

Py
=

WA T4EO3|F : Createlnstance. Deletelnstance

R Whisk
SuccessList &
FailedList &
Rolelnfo B

NodelListResult

TRFIFRER

HANTEOS|F : ListNodes

2R

TotalCount

NodeSet

iy

FIFNULL

=~

[

=

=

=

=
AEFNULL
=
=
=
[

ESidl

b
&3

Uint64

Array of Envinfo

Array of SuccessElementString

Array of FailedElementString

Array of DbChangedResultRolelnfo

Array of Node

CmdbSearchPropertyGroupResponseData

BRFRSHIRELE

WINT#EO3|F : SearchPropertyGroup

BFR

PropertyGroupCount

PropertyGroups

=
E

=]
E

FBEFNULL

=
E

=
E

SearchModelOrderResponseData

WAL : TCloudFinanceZone

S

Uint64

Array of CmdbPropertyGroupElement

2026/7/23 07:10:10

FIFBE4TE

Tk

HE: 0

MEER
~E . 5E

R

BRTRY5IR
g : 5E

ESIES
R B

RRFIZ=
~hE : BE

fk

B
HE: 0

TREH
e =5

g

BifREFRSEHE
wHlE: 0

EEREFERSE
~HE : EE

537t 725



& BRTTCE

SearchModelOrderR[E|%

WA T™EEOS|A : SearchModelOrder

R Wi

ModelOrder &
CmdbTopoTreeNode
PSRN

#HANTEOS1A : DescribeTopo, ModifyTopo

B AT
NodeType =
Name =
NameEn =
Level P

Array of String

FEFFNULL &S]
z

FEFFNULL A
a String
B String
) String
= Int64

CmdbUpdateMultiPropertyElement

HEEHFROTE
#WEIT™#EO31A - UpdateMultiProperty

IR WAl FEFNULL
Instld 2 )
UpdatelList 2 &

CmdbNodeTypelistResult

CMDBII ST e RYR EIHAK

W TEEO31H - SearchNodeType

BR Wik
NodeTypeCount &
NodeTypes &

WAL : TCloudFinanceZone

S

Uint64

Array of CmdbUpdateListElement

FIFBE4TE

fik

BEiREISERE
~E: 0

ik
ToImzen
~FHE : Node type.

TRBWR
MGlE : None

TR BFR
MAlE : dawn

TRATEER
HHE: 0

ik

Id
THHE: 0

FEEFNFRIURFRE
g =E

FEFNULL ESid 0
IRENL

= Int64 —

a HIE : 10
=iyl

B Array of CmdbNodeType PRARAIR

2026/7/23 07:10:10

~hE  EE

% 53873t 725



& BRTTCE

CmdbResponseData

CmdbResponseData

AN TEEOS | : CreateUniqueVerification, DeleteModel, DeleteProperty. DeletePropertyGroup, DeleteUniqueVerification,

UpdateModel, UpdateModelGroup,

2R

Error

Rolelnfo

ModelUuid

Successld

FailedList

SuccessList

PropertyElementList

PropertyElementList

AN TEEO3|FA : Createlnstance

&R

PropertyElement

WA

=
A

i

iy

i

iy

iy

UpdateMultiProperty, UpdateProperty, UpdatePropertyGroup,

FEFFNULL &St

= CmdbResponseDataError

& Array of Rolelnfo

= String

= String

= Array of FailedElement

2 Array of SuccessElement
FE¥FNULL ESid]
& Array of PropertyElement

ResourcesTagsAndAgent

FIBRIIREF anegt KSER

#FANTEOS1A : QueryTagsAndAgentStatus

&R

Resourceld
ResourceTag

AgentStatus

ObjectInfo

WAL : TCloudFinanceZone

=
[}

iy

iy

FEFNULL

=
[}

iy

iy

S

Int64

Array of String

String

2026/7/23 07:10:10

0
wiRid
5E : Resource ID.

AR
HE : &

HIR agent R3S -
~E: 1

UpdateUniqueVerification

175

HiRER

g : BE

ReiER
~WE : 5

ModelUuid
& : ModelUuid

Successld
MFE : Successld

EEIETTIES
g : BE

anyllES
g : 5

1%

PropertyElement

g . EF

0J95RA0 . 1AL , 2/91EL:

FIFBE4TE

539t 725



& BRTTCE MRETA

HRER

AN TEOS|A : DescribeRole, ModifyPermission, RegisterPermission

210 W SEEFNULL S fdk
Objectld = &= Int64 i—j—:ﬁg 1 600
Serviceld &5 & Int64 EJ;EZ}; - 600
ObjectCode & a String z—iﬁ{cgofjevpc
ServiceCode B A String gzg?evpc
ObjectName & & String i—zﬁ{gﬁw THREBFR
AuthResourceTypelnfo -y = Array of ResourceTypelnfo ;(—132522)?%@%%
RegisterResourceTypelnfo B a Array of ResourceTypelnfo gﬁfgiggﬁéﬁﬁ%
EventInfo
EMHERE
AN TEOS| A - GetEventList
2% ik FMFNULL 3] R
Eventld & & Int64 ig}; : 500
EventName & & String iggﬁ{ EHEIR
OperateType a a String iggy create
EventDescribe B & String T

MNE . SR

SuccessElementString

FBIIRICER
A0 THEOS|A : Createlnstance, CreateModel, CreateModelGroup, CreateProperty, CreatePropertyGroup, Deletelnstance,
DeleteModelGroup

=10 Wik FEFNULL eSS iV

Successld = =2 String BIICR

HE: 1

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 B 540 725



& BRTTCE

FIFBE4TE

CmdbSearchModelResponseData

BEEUEOIREIEUE
AN TEOS| A : SearchModel

BIR WS FREFNULL et iR
. EARBIER R
ModelCount = = Uint64 —
= = HE : 0
-
Models 2 2 Array of CmdbModelElement EITREER

g =5

FailedEnvNode

BIEERAIFME T

WA TEEOS | : CreateEnvNode

AR WA FEFNULL St A
NETRER
EnvNode 2 a8 EnvNodeRel HEB RIS

g : EE

eSS

ErrorMessage STIBIME - err

& String

fim

CmdbSearchPropertyResponseData

HiFRIREIER

#WEIT™EO3| « SearchCustomProperty

BFR Whise FEFNULL ESid) it
. BifREINFEEEL
PropertyCount 2 ~ Uint64 _
P = = ~HUE: 0
P
Propertys = 2 Array of CmdbGetPropertyElement EIRERIFE

~HE  EE

CmdbModelGroupElement

REDHTR

#ENT#EOS| A : CreateModelGroup, SearchModelGroup

BFR Wik FEVFNULL et ik
. , BRI AIE—ID
= =
ModelGroupUuid 2 = String =BIE : resource
RIS RZFR
ModelGroupName 2 2 String BRELTRER

& : Workload

HRIFTE : TCloudFinanceZone 2026/7/23 07:10:10 BS54 725



2 AT TCE

B

Accountld

ModelGroupNameEn

ModelGroupIndex

ModelGrouplcon

Preset

CmdbSerachHostPageElement

SearchHostiZOFfIPage=ERTTR

AN TEOS|A : SearchHost

B WhisE

Start =2

Limit 2

Sort =2
EventModulelnfo
EHRIMER
HANTEOS| A : GetEventList

BFR Witk

EventModule &=

EventModelList &=

CmdbSearchHostResponseData

EiIFTIREIEE
AN TEOS| A : SearchHost

2R Wi

WAL : TCloudFinanceZone

iy

i

i

FBEFNULL

FEFFNULL

=

=

=

=

=

[
=
[=)
Py
[ )

AEFNULL

FBEFNULL

=
E=

=
E

fil

il

i

b
=3

String

String

Int64

String

Bool

KR iz

Uint64

Uint64

TEA=T
g :

FIFBE4TE

Tk

FAFID
~fl{& : 130000000108

ERISEZFR
~5E : Workload

KRS ARIHER
fE : 0

RIS B ERR
& : Workload

BENTRELE
TN : true

0

BIIRENICRE

g - 10

String

ok
&3

String

Array of EventModellnfo

2026/7/23 07:10:10

RERA RN THER
MANE : Sort field.

Tk

SRR
UE  BHHER

BHERIRET SR
~lE  EE

% 542mH 725



& BRTTCE

BT Wi FEFNULL KR
Count =2 =2 Uint64
Info 2 2
RoleResourcelnfo
EERUREIZE

FANTEEOS|A : CheckPermission

B D vid FEFNULL
Resourceld & &
HasPermission & =
UserldList & =
CmdbPropertyElementList
cnmdbEMEES
#HanT#EEO5|/A : SearchNode
BFR Wiisk FEIEFNULL
PropertyElement = &=
EnvNodeObj
INET Ll

Array of CmdbHostInfoElement

Array of String

ESid

Array of CmdbPropertyElement

AN TEO5| A8 : RelateCloudResources. UnrelateCloudResources

£ Wi

EnvNodeld = B
Operatelnfo
IRIFES

FANTEOSIA : ModifyPermission, RegisterPermission

2R Wik

WAL : TCloudFinanceZone

FEFNULL

FEFNULL

2026/7/23 07:10:10

FIFBE4TE

Tk

HHFHHE
HE: 0

BERFHERFE
~E : 5

1110

BIRSLAIID
A& : Resource ID.

BEERIR
TBWE : true

FAFidFizR

& : userl,user2

S
cndbEMEES
TOHE : EE
il Eiu
T scflid
Int64 Sl 1

% 543 725



2 AT TCE

=R Wi
Operateld &
OperateCode =
OperateName &

PropertyElement

PropertyElement

FBEFNULL

=
[}

H

iy

ok
&3

Int64

String

String

FIFBE4TE

fk

BAEID
f5E : 700

#E{ECode
g : OP_CODE

BFRR
THNE : BERTR

BN T™EEOS | : CreatelmportHostTask, Createlnstance, Updatelnstance, UpdateMultilnstance

2R WAl

PropertyCode &=

PropertyValue &=
WorkloadRelationInfo
BHREETIEREER

AEFNULL

=
[m=])

iy

%k;éﬂ

=

=3

String

String

#WANTEOS|A : ListNodeWorkloads, RelateWorkload, UnrelateWorkload

R WAl
d &
EnvNodeld &
Tkeld &
ClusterInstanceld &=
Namespace B
WorkloadName &
WorkloadType &
CreatedAt =
Creator &

WAL : TCloudFinanceZone

FEFNULL

=
[}

iy

H

i

o

iy

iy

o

Int64

Int64

String

String

String

String

Datetime_iso

String

2026/7/23 07:10:10

fik

BitR

~GWE : MyProperty

EitHE
g : Valuel

THE : 100

B4sLfIID
IE: 1

tke&EEFid
HE : 2000

EERFSLHIID

A& : cluster-ax

GEEZRSE]
=BIE : tap

TERFEBR
~5E : workload-1

TR
~FWE : deployment

BlEEATE
& : 2023-10-05T708:00:00Z

BIEA
f5& : Created By

% 544 725



2 AT TCE MRETA

25 itk F3FNULL eS| fad
ClusterName & = String i{iﬁ{éw ERZTR

CmdbHostElement

FHTE

N T™EOS|FB « SearchHost
ZFR % AEFNULL K8 EDUS
Hostld = = Uint64 igb}; © 1000002
Assetld 2 B String iﬁg% 497353¢-912f-58¢9-adfc-be01b51ac05f
HostName 2 = String ;ng{%g clb-1
RackName 2 = String gﬁz M202-T11
Switch = = String g;jg%%inoososws
ZoneName = = String gg{g?ﬁivailability Zone
MasterAgentInfo 2 z String ;ﬁ?@g en:ﬁfmg
OsName B = String ﬁ};izg?&iﬁtos 7
OsType 2 = String ;;i};lﬁjzi}:‘ﬁ%ftos 7
Maintainer = = String ?—jﬁ{gﬁ OPS personnel.
Innerlp = = String ;?u}; : 127.00.1
VmStatus p3 = String ii;ﬁgkjf
Hostlp = = String %}; © 127,001
HostType = = String ;T;ﬁ;ﬁ physics
MasterAgentStatus 2 = String Tizagenti

ME : running

b= FR

String & : Region

el
el

RegionName

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 545 725



2 AT TCE

B

Producer

Disk

Mem

Outerlp

RackPosld

DeviceDescription

DeviceType

LogicArea

CreateTime

ModifyTime

CollectAgentInfo

CpuModule

HostStatus

IdcName

ImportFrom

DeviceHeight

LanMask

WanMask

Sn

WanGateWay

CloudId

WAL : TCloudFinanceZone

el

alil

i

A

Jali

i

fim

il

A

fim

il

i

A

i

alil

i

i

i

AEFNULL

=
=

el

i

i

fim

Pl

il

i

fim

il

i

A

el

il

i

A

i

Jali

i

A

il

E il A
String =
S~f5E : DELL R730XD
Strin BEER
9 5HE : NVME 1979GB4,SATA 480GB1
Strin WFFER
9 TBIME 16384 MB*4
Strin FHIIP
J TBUE : 127.00.1
. MU
String I : 0
Strin IREHHA
9 ~F{E : Device
. na
String OIS - SH1-10G
String BIEXIE, ( X RANESH AR MRX I, )

~FNE : Logicall

Datetime_iso ek =ini
) fBIE : 2024-11-13T12:48:49+08:00
SEAT(E)

Datetime |
atetime_iso e . 2024-11-13T12:48:49+08:00

FIFBE4TE

. Xizagent5R
String SR : ok
Stri CpuBls
nng U - Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz(8 core)*2
Strin RS
9 THIE : 2
Strin IDCEFR
9 FBUE : cqol
Strin HiERR
"9 TIE : 2
Strin RERSE
g TUE < 2
Strin PO
g TREUE : 255.255.255.255
Strin AR
9 BIME : 255.255.255.255
Stri Sn
fng IE © TEN9A6PO3W
Strin MR
g ~HE : gateway
Uint64 D

~FE : 0

2026/7/23 07:10:10

% 546 Mt 725



2 AT TCE

SEFNULL

=
=

el

i

i

Uint64

String

String

String

FIFBE4TE

Tk

IDCID
HHE: 0

SMIMAC
A& : 00:1A:2B:3C:4D:5E

HNRMAC
GfE : 00:1A:2B:3C:4D:5E

RAID.EY
& : SKIPRAID

N T™EOS|F © Createlnstance, CreateModel, CreateModelGroup, CreateProperty, CreatePropertyGroup. Deletelnstance,

=R Wiz
Idcld 2
OuterMac =
InnerMac =
RaidType =
FailedElementString
ESE
DeleteModelGroup
2R
FailedId
ErrorMessage

iy

FAEFNULL Sem A
. Smid
& St _
= fng TE 1
= = g == |
= String HHRER

HE : err

CmdbSearchBizTreeResponseBizElement

BSOS TR
AN TEEOS | - SearchHost

R Whise
BizId =z
BizName =
Uuid 2
Maintainer =
Tester =
Developer =
ProductManager =

WAL : TCloudFinanceZone

FREFNULL

=
=

il

A

Pl

alil

i

A

B
fr

Uint64

String

String

String

String

String

String

Tk

551D
fE : 0

W53

A& : Service name.

I gZmE—Uuid
<f5l{& : Cluster UUID.

WK AR
f5{& : OPS personnel.

MHAR
~MFE : admin

FEAR
~f5l{E : R&D personnel.

AR
& : Product manager.

2026/7/23 07:10:10 3B 547 725



O sy —
HBHTTCE MRETA

=R Wik AREFNULL B ik
Follower 2 =2 String KEAR
& : Follower.
CreateTime 2 = Datetime_iso BRI
fHE : 2024-11-13T12:48:49+08:00
ModifyTime =2 = Datetime_iso S iE]
HE : 2024-11-13T12:48:49+08:00
StandardizationConf = = Array of String PR
A : cdesc
LifeCycle 2 2 String AR
RNE : Lifecycle
Default 2 2 Bool RENAME
THHE: 0
Preset 2 a2 Bool REAMEE
A : true
SetlList = 2 Array of CmdbSearchBizTreeSetElement %ﬂ%—FElﬂﬁﬁﬁ’%‘
g - BF
ResourceOperatelnfo

ResourceOperatelnfofg&a45l

#enTEO5| A : DeleteRoleResource, DeleteRoleResourceByData, GetObjectKey

ER DA FEYFNULL E:Sidl T
Operateld = = Int64 1{FID
~HE : 700
ResourceTypeld S = Int64 BRSEBID
~EHE : 900
ResourceTypeCode & = String BRZEECode
REHE : vpc
OperateCode & = String #B{ECode
flfE : OP_CODE
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Datetime_iso

Bool

String

Datetime_iso

Array of CmdbModuleElement

2026/7/23 07:10:10

FIFBE4TE

f#ix

HFid

f5l{& : 130000000108

&R
A

None

B
~HE: 0

ID
hE : 0

IR ER
HE : BINEE

A
~BIE : this is a proccess

ellF=ilE)]
& : 2023-10-05T08:00:00Z

BIEA
~FWE : Created By

1EA
hE

admin

ERR|IE
& : 2023-10-06T09:00:00Z

RN
~E : 55

1%

Yr$ZUuid
ME : scdcd-cdeded

el
& : 2024-11-13T12:48:49+08:00

RENME
THHE: 0

FEAR
MGE : Follower.

BEXATE
ME : 2024-11-13T12:48:49+08:00

SEHPRIERER
e =55

#5643t 725



2 AT TCE

& R RPENULL

Preset = = Bool

ProductManager = = String
Setld = = Uint64
SetName = = String
SetType = = String
Tester = = String
Uuid P P String
Maintainer = = String
Developer = = String
Description = = String

CmdbSearchModelGroupResponseData

EIRRSHIRELZER

W TEEO3|H : SearchModelGroup

2R Wik
ModelGroupCount P
ModelGroups P

DbChangedResult

R PR EIER

FREFNULL

=
=

i

b

Array of CmdbModelGroupElement

FIFBE4TE

fik

BEATER
U : true

R

W& : Product manager.

&EFID
~HHE: 0

EBETR

A& : Cluster name.

S =Sl
7RfGHE : Cluster type.

ML AR
FE : admin

8Uuid
A& : Cluster UUID.

AR
~f5l{& : OPS personnel.

FRAR
& : R&D personnel.

1%
5& : this is a proccess

fEk
BENREEERE
~HE: 0
ERREERFE
g =E

N ™EEOS | : CmdbSyncSearchSyncConfig. CmdbSyncSearchSyncHistory, CmdbSyncStartSync, DeleteEnv, DescribeNodeTree,
FullTextSearch, ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission. ModifyRole, ModifyTopo.

RegisterPermission, RegisterPermissionByJson, RegisterUser, RegisterUserByData. RelateCloudResources, RelateEnvCloudResources,

SearchInstance, SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateMultilnstance

B DAyvir FEFNULL
SuccessList B 2

WAL : TCloudFinanceZone

Array of SuccessElement

;:léﬂ

=

Tk

BRIIRIFIZR
g =5

#5653t 725



2 AT TCE

SR WAL
FailedList B
Rolelnfo &
ModelUuid B

FailedElement

ESVE

FEFNULL

=
E

fim

ol

2

ﬂé

Array of FailedElement

Array of DbChangedResultRolelnfo

Array of String

FIFBE4TE

1%

KNz
~lE 5

IRFIZR
g . EF

ModelUuid
g :

N TEOS|FB : CmdbSyncSearchSyncConfig. CmdbSyncSearchSyncHistory, CmdbSyncStartSync, CreateUniqueVerification,
DeleteEnv, DeleteModel, DeleteProperty, DeletePropertyGroup, DeleteUniqueVerification, DescribeNodeTree, FullTextSearch,

ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission. ModifyRole, ModifyTopo. RegisterPermission,

RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources, Searchlnstance,

SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateModel, UpdateModelGroup,

UpdateMultilnstance, UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

2R

FailedId

ErrorMessage

TagInfo

IRES

oIt

S

=
[}

iy

WINT#EO3|F : GetResourceldListByTag

=1 wWiss
TagKey &
TagValue &

CmdbSyncSearchSyncConfigFilter

CmdbSyncSearchSyncConfigFilter

FBFNULL

=
[=]

=
[=]

WUNTEOS|A : CmdbSyncSearchSyncConfig

B D%y
Name &

WAL : TCloudFinanceZone

FEFNULL

=
=

FEYFNULL i
= Int64
& String

S

String

Array of String

i
i

String

2026/7/23 07:10:10

Tk

el
HE: 1

FERREA
~HE : err

R

5% key
~pIE : arch

Fr&value
5HE : x86

~BIHE : None

% 566 Wt 7251



& BRTTCE

=R Wi

Value B
Updatelnstancelnfo
HEETOIES

#HATEOS|A - UpdateMultilnstance

B WhiSE

Instld &=

UpdatelList &
CmdbOQOuterCondition

SearchHostizO# A& ConditionB{NT&R

HANTEEOS | - SearchHost

R WAl FEFNULL
BkObjId = =
Fields a 5
Condition & &

CmdbModuleElement

RRTTR

WA TEOS| A : SearchHost

BR Wik FRFFNULL
BizUuid 2 =
CreateTime = =
Default 2 2
Follower = =z

WAL : TCloudFinanceZone

FEFNULL

=
[mn}

FEFNULL

=
[}

iy

58

String

Array of String

b5
2

String

Array of PropertyElement

Array of CmdblInnerCondition

eSS

String

Datetime_iso

Bool

String

1%

W5ZUuid
~AE : scdcd-cdedced

ellf=:tila)

FIFBE4TE

fhik

value
TNE . x86

iz

s id
THE: 0

EIFRER
~E : BF

A

TR ( Biz/Set/Module/Host )
=& : Model ID.

FERE

~lE : id

4

~E  BE

ME : 2024-11-13T12:48:49+08:00

RENBME
THHE: 0

XEAR
& : Follower.

2026/7/23 07:10:10
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2 AT TCE

B D
ModifyTime =
Moduleld =

ModuleName =
ModuleType =
Preset =
ProductManager 2
SetUuid 2
Tester =
Uuid =
Maintainer =z
Developer =
ModulelLevel =
MixDeploy =
ProcessCheckRule 2

StandardizationConf 2

Component 2
Detail 2
PkgInfo =

CmdbNodeType

WSSt mssE

WAL : TCloudFinanceZone

AEFNULL

=
=

el

ali

i

A

Pl

Jali

i

A

il

i

A

el

il

i

fim

Jali

A

2

ﬂé

Datetime_iso

Uint64

String

String

Bool

String

String

String

String

String

String

String

String

String

String

String

String

String

fik

AT A)
fFHE : 2024-11-13T12:48:49+08:00

EERID
~HE: 1

TRREFR
A : apigw-Id-Id

St
~f5lE : Module type.

BENTER
TNE : true

FREE
7~ME : Product manager.

g8fUuid
A& : Cluster UUID.

MWL R
~f5HE : admin

R Uuid
ME : Cluster UUID.

IEHEAR
f5{& : OPS personnel.

FRAR
~f5l{& : R&D personnel.

RS
A& : Module level.

=Pz =kva
ZEIZZI<ICEEI

& : Specifies whether to use hybrid deployment.

BERISIBIE
f5{& : Process verification logic.

FEECE
HNE : cdesc

XEtfcomponent, 40 :
[{ "component_name": "xxx", "namespace": "tce", "app_name
7Rf5l{E : component2

FIFBE4TE

" "xxxx"}]

BHRAIMINEMELD : {"container_list":[{"container_name":"ocloud-osp-ccc-

ccc"},{"container_name":"ocloud-osp-ccc-ccc2"}]}
~BHE : OK

LALRaPTIES
I : Software package list.

2026/7/23 07:10:10
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& BRTTCE

BN TEOS|A : SearchNodeType

BR

NodeType
Name

NameEn

EnvinfoData

NBER

WA TEOS|A - ModifyEnv

R Wi

Data =2
Resourcelnfo
BEREEE

Py
=

iy

iy

FEFNULL

=
[mm)

iy

iy

AEFNULL

=
[

#HANTEOSIA - ModifyPermission, RegisterPermission

BIR

Serviceld

ServiceCode
ResourceTypeCode
ResourceTypeld
ResourceTypeName
ResourceTypeApprover

Operatelist

EnvNodeRel

T RINEREKER

=x=
[}

iy

iy

iy

iy

iy

FEFNULL

=
[}

iy

iy

iy

iy

iy

AN TEO5| A : CreateEnvNode, DescribeEnvNodeRel

WAL : TCloudFinanceZone

b
&

e fk

M= pag=tSitlle|

String

~FHE : Node type.

ST RSEERRR

String

& : None

A SSHRTS RSB AR

String

ESid

Int64

String

String

Int64

String

String

Array of Operatelnfo

2026/7/23 07:10:10

~E : dawn

fig

data
HE . EE

fx

fRSZID
~E : 800

fR53Code
=Gl : SVC_CODE

HiEHERICode
~BUE : vpc

BIRSEAID
g : 900

HIFEBATR
THHE : BIREEER

BIRRBIERIA
A . EHEA

BRFFIR
~lE : B

FIFBE4TE

569t 725



2 BATTCE
IR
Id
NodeUuid
NodeModelUuid
EnvCode
EnvUuid
Manager
Maintainer
CreatedAt
Creator
Modifier

UpdatedAt

ResourceTypelnfo

RIBREEER

#ANTEO5| A : DescribeRole,

2R

ResourceTypeCode
OperateCode
ResourceldKey

ResourceldListKey

FilterString

stringZEBIAYITIESEL

Whisk FEVFNULL e}
& & Int64
& B String
& = String
a P String
a a String
B B String
& B String
A A Datetime_iso
a a String
& B String
& & Datetime_iso

ModifyPermission, RegisterPermission

WAYS FEHFNULL
= =
= =
= =
i =
= =
= =
& &

AN TEOSIA : CmdbSyncSearchSyncHistory

WAL : TCloudFinanceZone

2026/7/23 07:10:10

String

String

String

FIFBE4TE

A
id
RME : 100

T RME—HRR
5E : etcd-etcd-apigw

T RUREE—RIR
M5HE : etcd-etcd-apigw

IRECode
& : default-develop

NEME—FRR
MFNE : env-456

TREA
THHE :

admin

ITHEA
7=f5l{& : OPS personnel.

ellf=tinnia)
& : 2023-10-05T08:00:00Z

BIEA
~f5l{& : Created By

1E8A
HHE :

admin

1EE A
~E : 2023-10-06T09:00:00Z

g

HiFZEICode
R~BE : vpc

#{ECode
7=f5{E : OP_CODE

HIRIDHIKey
g : resource_id

HIRIDFIZRAIKey
& : resource_ids

% 570t 725 ;™



2 AT TCE

IR wiis
Name =
Value &
Operator =

ListNodeWorkloadsResult

ERAHRBR I EREERER

WA TEEOS|F : ListNodeWorkloads

B D
TotalCount 2
RelationList =

FEFNULL
=~
[mm)
i~
[mm]
=
[ )

FEFNULL

=

=

=~

[ )

UniqueVerificationltemProperty

UniqueVerificationltemProperty

AN TEOS|A : SearchUniqueVerification

B WhisE FBIFNULL e}
Id & &= Uint64
Name = &= String
IsDefault = = Bool
HostNodelnfo
FNKERISESHHER
AN TEO3|A : CreatelmportHostTask
BFR WA FBEFNULL et
EnvNodeld a a Int64

WAL : TCloudFinanceZone

S
String
String
String
=S
Uint64

Array of WorkloadRelationInfo

2026/7/23 07:10:10

FIFBE4TE

g

Name
f5lfE : None

Value
fFHE : x86

Operator
& : admin

Tk

B
~E: 0

KEKAHT =
~E : =5F

fx

id
A : 100

Name
~BIE : None

IsDefault
HE : true

fhik

¥ME UUID
THHE : 1

#5713 725



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/23 07:10:10 #5723t 725



2 AT TCE MRETA

FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 573mH 725



O BATTCE HAEETA

Rz FRSSIE4E ( appmanager )
IR (2023-07-01)
API {5

APILRZR

V3

N2 speryi:zs-{mpvy =

EOSWR ¥OThae

CreateDeploy Kf/ELR

CreateNodeConfigs MEETREE
CreateOpsScaleTask Wy mRES
CreateOpsServiceOfflineTask RS FEAESS
CreateOpsTask CreateOpsTask
CreateTemplateParamInstance CreateTemplateParamInstance
CreateTemplateParamInstances CreateTemplateParamInstances
DeleteNodeConfigs s RECE
DeleteTemplateParamInstances DeleteTemplateParamInstances
DescribeDeploy HRARMER
DescribeDeployBatch Kf/EIREN ST
DescribeOpsScaleTask BET BHRESER
DescribeOpsServiceOfflineTask RS TEAESER
DescribeOpsTask DescribeOpsTask
DescribePreDeploy = E—IRRBER
DescribeTaskRecordDeadline EREHEREIRE

IR : TCloudFinanceZone 2026/7/23 07:10:10 B 574TH 725



& BRTTCE

EOBR

DescribeTemplateParamInstance

GenerateTemplatelnstance
Getlmagelnfo
ListComponents
ListDeployHistoryVersions
ListDeployRecords
ListNodeConfigs
ListOperationTasks
ListTSFAppGroups
ListTaskFilters

ListTaskTypes
ListTemplateParamInstances
ListTemplates
ModifyNodeConfigs
ModifyTemplateParamInstance
Savelmagelnfo
StatsStatusTasks

StatsTasks

UpdateTaskRecordDeadline

WAL : TCloudFinanceZone

EOTRE

DescribeTemplateParamlnstance

GenerateTemplatelnstance
GetImagelnfo

=B M

ERBRHHSERRA
ListDeployRecords
HEEITREE
Bis4HESII%R

B TSFEREH

ERES TG

B EEmIRTIZR
ListTemplateParamInstances
ListTemplates
HEENTREE
ModifyTemplateParamlnstance
Savelmagelnfo
SIS RS

FHES DB
B4R E

2026/7/23 07:10:10

RIFBEHFE
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2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/23 07:10:10 % 576 Mt 725



2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S
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