& BRTTCE

E
Bl
H

K
op

B TCE




O BATTCE -,

B=

JE 22y 22 S 6
« BIENI] 6
« TSFEREERT - - 6

« EHOEBEREET - - ... 20
o EONENE e .. .27
28

28

29

31

31

32

34

35

40

-F&‘u%}g<u
- SRS -
N

- BEEANE - 49
- BEWANERT - 52
« TSFRBELT - - 54
« RIEIRE 58
- RPRE ... 58

- PR -

- 6l
AR - )
RS - . 63
- DIREASHE - - . 64
- fEFEE - - - . 65
- SEHEETRIER - 66
« SR ARIRIEE 66
- EHTENE 68
- BEKE - e 70
- ERRANIE -
- RISFREE - -
TBES -
- BHIRE -
cBEER -

@ APISTRY « v v veernaeeiaaas
« NI4T EITFEHUTIRSS ( remoteexecutor )
« WA (2023-12-15) --- o
« APLIEESS 81
82
- EOSEVL - 82
cBEOSH - 89
EREN - 98
- REGER --- 99

- REBH

« tap-remote-executor

- PUTIAER S

« RFHESER

« SREUES S

- (ESIRME - -

- uEE

« IR

- tat agent apifE (tat) --
« hAS (2020-10-28) ---
* APLEES -

- ARG -

< EOSEVL -

- BEOSEVS -

SES -

 FRERESHUTIRE v eververvenens
« $kElregionf5 8
- EFEERCommandHTHZIHMES - -

« TAPIRAEIGHE ( tapsops )
« b4~ (2023-10-30) ---

« APLHRES -

- BAA -

- EOSEVL -

- BEOSHEV3 -

« EREEH -
GREER -
=5 mbea ]

o

« CopyDagDefine
« CreateDagDefine
<1 P

IR : TCloudFinanceZone 2026/7/26 03:32:26 H2mE 725"



O BATTCE -,

o CrEAESCREAUIEATASK + + « « « + vt vttt ettt e et ettt e e ettt e e e ettt e e e e e e e 192
« DeleteDagDefine

«» DeleteDaglInstance
« DeleteScheduledTask - -
« SREUESERRIFE
+ GetComponent
- BTN - -
« ETESEIFENT RIS
ERESEAFE
[ e AT (T L SR

o LISEAPPIOVAITASKS « - « + + + v ¢+ 4 e e ettt ettt ettt ettt ettt e et et et e e e e e e e e e e e e e e

EEHHESHE-DHL

REEIE T RS ERGIE - -

« ListComponents

EEEXERIE

« SREUFARREM DI - - - -

- EERELAFI - - -

< REURESIR

« SREVERHESS IR

- IREELEES -

« [EENAESER) -

« UpdateDagDefine - - -

« UpdateScheduledTask
B

CHERSRD e

« Rk TE (worktool ) ----

B 7 107 T 5

@ APTABEE «« + v+ e e e e et et et e e e

- BHANES -
- BHESES -
- BHURES -
- SN

- FERERMES - -
- FrE

« IBRTERIESS - - - -
+ HHRARY

- BIBRREERERR R
« $XElansible =/
 SREUTS S - - -
« REERENTI RIS - - -
« $xEYplaybook{z8. -
« SREUREERERRR
- REUESHIEER
 EERMES -
« SREUREE -
« SRERARAY - -

* SRENBIA PRI RIAIEHNS
« REHAER
< REUESER - -
- HREHYT
 FTHAHE -
- FHESHE - -
- FHESES
« Eifransible=EHip
- EHERIES - -
- ST

- {HIREB

« F#2E0 ( chronofloworder )
B2 107 72 Yt

@ APTABEEE -+« e+ ettt et

- ENEEESHE-Dt
- REEUHESS -
- [EENAAESEA -

e
- RIFAIE4EFAAgent EIRIRSS ( tapagentmanager ) -

« fA (2023-12-15) - 415
o APLAEMS - o ooe s . 415

IR : TCloudFinanceZone 2026/7/26 03:32:26 HI3IMHE 75T



O BATTCE EEETA

B =T el Y [ N a1 BT PP
« A (2023-07-07) ---
« APIEEEE

- BEOKHVS -
< IRELER - - -
« DHEHBH

+ CMDBFEFIRIE XY
< BIEREMSNES --
- PSSR ..

- HEFROE -
« FIgHE—ERI
« HIpRERIS
- HEERBIRAE T %O -
+ IBRHEEY -

« SRENTS B0
- 2MEE -
« SREGRIES] -
- HifirETAgent |
- BERERRS

- EPRRNE - -
- EAERIRE

- EHRESE
- BB
« HEBEHFR -
- BT -
« EHFRHA -
- SRS

« RIFAVS5IE4E ( appmanager ) .
B 7 107 T 3

« APLEES -

- BAA -

- EOSEVL -
CEOSES -
CEREEH -

< REER -

« RIBH-

« PSS IEHEHE OISR

« BTN AREESS - -
« WERIRS TERAES
« CreateOpsTask
« CreateTemplateParamInstance - -
« CreateTemplateParamlInstances - -
- BT R
o DleteTEMPIALEPATAMINSTANCES « « « « +« + ++ -+ e+ + et ettt ettt ettt et e ettt et e e ettt et et e et e ettt e e e e e e e e e e e e
- EFEHES
« RI6/EIRENS I
- BRI HERESES -
- EFIRS TEESER -
« DescribeOpsTask - - - -
« B EREHER
- EWIEHHRIRE - -

« DescribeTemplateParamInstance

« GenerateTemplatelnstance
« Getlmagelnfo -
- EEA - -
« ERAMHERRA - -
« ListDeployRecords - - -
- HEBEEHRERS -
- BREGEESTIE - -
« EETSFEREA ..
B = 1 =3 S R R

IR : TCloudFinanceZone 2026/7/26 03:32:26 HA4mHE 725"



& BRTTCE

RIFBEHFE
B = 650
o LiStTEMPIAtEPATAMINSIANCES « «  « + -+« + « + x+ 4t s b e sttt e ettt ettt ettt ettt e bt b et et et ettt et e et et e e e e e e e e e e e e e e e e e e e e 651

« ListTemplates
- HEBEHCTS
+ ModifyTemplateParamInstance

« Savelmagelnfo

 FIHESESIRES

- HESLEBES

- GBS IR E
- BuEE

IR : TCloudFinanceZone 2026/7/26 03:32:26 HSmE 725



O BATTCE EEETA

(PSEYNE
TSFEREHA

AU

ERTSH=HIE | SohTSFEERE. TSFEREHEMO- 1R8I,
BlgseRk/a | AR NIASERIRME | SCIITSFREANS—AT.

BASS

1. BRI , RS NERNREHETES.
2. AN Bz EFRENANSHMEEE~REE A nES B P REHE.
AR :

REA | (NERENAEAREWSHIEENR (WNwE. BiR) .

iR Abss

B - BIHAETR

YT, HF, fo¥F1-2560F
H3NFRH

INEEL, BF. EFH (), fiF1-2561
il

— " v

1. eV SSIHEES |, MARWSEXEE  BERA.
2. SSRGS EIESIRG  BEWSETR , BEASFERE.
NS REERER | IREEAFRFNEH.

IR : TCloudFinanceZone 2026/7/26 03:32:26 FHemi 7257



& BRTTCE

rlbsRHE
TSR
TERIESS
FRAGEIL

BT

2XER
B test
k-

BIEA

3. FEFRS

ZOTE test

GIETATE 2025-10-13 19:33:39

BRI

BHETRERSALSR

i. WS FERE FAXE , BEREFRER.

B8 -

REA  RELRENGSABEFRFENSENR (WNGRE. Mix) .

FIFBE4TE

ii. FESRHARHEEPBMANBXERE  BERR , #BRAE  SERISFRRE M KERETHRENTFRRAER.

WAL : TCloudFinanceZone

2026/7/26 03:32:26

HIRHETBRA



O BATTCE -,

&~ test v
HEER
ZFR test v test
AR - TREA
BIZEA BT 2025-10-13 19:33:39
test & PRIFRE
test

O BEFRGE FREM, BRE FEET

ZR test 2

WNBFR test

REA e
fink -2
BIEE mnm

BliEATE] 2025-10-13 19:45:59

1. FrEEAH -
i FiEL | EF RSB R B E A,

test 03 BRiFEE

test

O ZHEIFRF BN, BREETEEN

IR : TCloudFinanceZone 2026/7/26 03:32:26 $H8mEL 725T



O BATTCE HAEETA

ii. 7iR2 - EFREARRaMRE Eltr , EEAINA .

test 3 BRFE

test E

I LES

(N LEiP=aRNEN, BRE FEEHT

EMT RS e
B 7 =5

iii. TR EARNEIES , MAFFEENERE.
14BR -

» BEHI  BITSFAIAFTSFRASE | XEIRFEZTSFEPEA ( TSFE=RELTSFEM ) .
» IBS | BERAHRIRIES | BRI ETBRIEES TR NAT RS,
» ABA | (RAERENRSEABEEAHIEENIR (0%5RE. BiR) .

IR : TCloudFinanceZone 2026/7/26 03:32:26 FEomH 725



O BASTCE

RIFBEHFE

WAL : TCloudFinanceZone

FhiE B

BFR *

SREFR *

Dkt

BELI

i)
S

TSI R
3255, - PRNFH. &8F, BIF1-2561F

F, BNXFEN TN

TSRS R

NS5, &, EFMT () |, FBF1-25610F
F

BEkE v

BEkE

=R

TSFAEE

TSFEEHIHN,

B

i INSERE , BAEIRRT |, IRRAINE | ST RE NREEE M.

2026/7/26 03:32:26

10 725"



& BRTTCE

ii. BAEHAMRR,

test

¥V  test

test1

B LA HRESER T SFRMATEEN.

BIEIALR

BMEE

Hom ,

oi:e 2o FREE
IsU 2EB(4) ZEFIRE()
AvssiEt WRER RESCEIR
FrEREE MEFR default-develop
FERnsE
TRE default-test
EHHESS
SRS FRERRT default-preonline
© FEEE EE default-online

WAL : TCloudFinanceZone

FEEMIRAEIREINE

FREFFRE(T)

RRFRE(1)

FHEINE

MhstIRIE

FREFIRER

TR

EEZAHHERER.

FREIRIH(1)

SRk

0

0

0

FRIFRE

BR

SR AR

i)
5

ellfE o

BlEATIE)

iy

default environment for de..

default environment for test

default environment for pre.

default environment for onl.

2026/7/26 03:32:26

FIFBE4TE

EEENE

test1 2

test1

TSFZ&EE

2025-10-13 20:37:17

, IERISZEMER. ERRERE | SHSHERFTEEE M MNELAIRES

WEEH v | WONFHEH Q

Q

JAEVN CURREIENBUEA B
2024-01-17 16:16:12 system
2024-01-17 16:16:12 system

2024-01-17 16:16:12 system

2024-01-17 16:16:12 system

I 7257



& BRTTCE

WIRKERINGS

1. #HACMDB > RFRERRME.

FIFBE4TE

RIFES T4 (TAP) FEER
O 2 ERESESHITRY,
ERHES
HATESE @ W E)
CMDB mo U5
5 wAER B8] 2+
BERE
pEss @ BHE(1)

BTN

RIS

AARE

RERE

AGgE

2.

TARSEECVM
B

14

B XHTFHECFS

oM™

THET82024-08-29 14:52:29 ER¥1H

kb
38
fa
53

&

& THERCBS ﬁ!ﬁ HEIEHCLB

0 o
REMPBSLEBMS Redis
<
E o FZ ooa

AHESEE ©

TREXRRLIE
ETDSQL
PN

WRSFagH

11

EAARRPREHR

TKESER

o™

vmwarehost

o™

~ FTAEREVPC

1

3. ERRERNHE , EEMRSFaER | HAGRIIRRTE. AFIRIEPTSHEMEIETEAER | SFIEIRF > KB,

< BRSI=x

® BEHEERRE: FARASOMnEL—REFERER, CHINIESESER MRS, REHARRBIAESEH.

HARSTFaRE v

£BID

cluster-mjy9kkag

H1%

HBIRIE v

FiREAE
KEX

gre
BREREA

SibiEs

g ¥ AR Y

ap-shenzhen-hqtest-
ops

4. TR HRHAEPIEE RN BIRAME | BEHIARRSL.

WAL : TCloudFinanceZone

2026/7/26 03:32:26

RERS Y

BT

RHEER

Q O
REA B
= iR
< 1 /1T >

B 120 725"



& BRTTCE

KA R

pitcsZ8:)

O 5

MEFR

FRE M

MEFR T

MEXE

AV S5 RERINGS

WEREXRREIAEE | A EBMRPRTERIEE AT, REXGVE28 ¢

AL

L #NMEEENE  BEFIRTPEBRBIFMERR , EARRIFR.

2. TN EREPIERWSFIIRRIE | BERNLS,

1535
FERIESE
S
HIREE

© FiEEE

EdkRHE

2R

< IREE

22

INEERR  TREEF

EHFIE TKESERIIE

DL

WSSER

TSFEEIE

INEZAEF default-online

BIERAR

WSEEXE

Wi

i default environment for online R QEFIE

iR B"EA

HFHIE

3. IR NERMEENRPAILSS | BERTF |, BDToRk 7 SHIERMRRIKER.

WAL : TCloudFinanceZone

2026/7/26 03:32:26

e
k4
e

AWEER v ERALSER

BHE

20V £/IH W < 1

Q

~
<

RIFBEHFE

B 13T 725



& BRTTCE

aNFFERE LSS

1Rl SS +

RIS *

REA

BV

A2 :
4. HNFERGETRE |, BRIy,
5. WEIREIEAE, PEMRE , URIREREA , BHIEL.

priiE7N

PEIN

REXTSFEREH

HEH -

HRIFTE : TCloudFinanceZone 2026/7/26 03:32:26

RIFBEHFE

B 14T 725"



O BATTCE HAEETA

SRINRIEHETFEEARSITMO- 18I TSFEREAR , RULFHEEIETSFrheaiBEAREE | AEENAEEFaFHITK
BX.

1 N RIZHNE , ERERT I A EEXREKISIRAIL L.
2. BERVSSEAIRIR , AL SEGIFIBIRE.
3. EFIFIEAMKEEFANEE | NEPEXENEARFET—NTSFA | REANXKEIEEIREHTIRRE.

< test(FREEF) v A
B

test fo =G
aprEE |1 test1 T EHR

v test
HRGIR 3

ENE vam [mors | arems
KEXTSFEREA EPIBFR v HINEEEETER Q o
ID/EBEEE e BIREHR HEERHEEE RS BEFEER. E

EFHGE, EFILA: REKTSFESOIFFRIERTLE SXETSFRA

< >

4. REXREXTSFRREH | 38 HARS R EPIERRE RN A EE.

XKEXTSFERE4A X

W * v

ERE4H « v

i)z REKRINfE, BERSHEERRE.

BH

5. AEME  KEXRINE | ERRE A IRB KIS S HFRER.

IR : TCloudFinanceZone 2026/7/26 03:32:26 15| 725@



FIFBE4TE

& BRTTCE

AHETR

nginx-1-181 RO
TSF-EHIH T ERRE

> EEBE-package

> HUR-TKE 5 i BEEIIR SRR

Y TSF_nginx-1-18

XEXTSFREA IHBM v WAHNBEBIMER Q o
TSF_&#1
TSF-E ID/EBEAE SR RFRIR HEEE R& REAREE...
-16ymbb
grouD-2m6ondy\ I;_'3 c!:.lster—96a7e9... Jle] P n;mespace Bl SEiE =
group- = 9 gil_default

6. tBAJLARREATEREXTSFEREA | TS EREHEAIKEK.

KRB

SR BRAMR PRIE IR EBE BT

1L AN mEHERE , ARE ERER T A EEXRECGIIMERIISSSLA,

2. BERVSSEAIBIR , HEALSSSLBIFIBTRE.

3. EFIFREAMKEEFRAMEE | NEPEXENEAET— TSP | TEENXKEIEEIREHTIRRE.
4. EEPEEFIRIUR =T REIENA | HATSFEREBRKMMET.

AEE

nginx-1-181 ARDNAH
TSF-EEHH T4 EHEHE

> @#E-package

> HE-TKE BRI EETHTES AR

Y TSF_nginx-1-18

TSF s RV BASBARRIER o
— KIHTSFREA SERIEM v AABEAEIESR Q <
TSF-E2HH E & BITRE...  RBISEPL.  EEE CHEEF... CBI#Et. BMEF
BERA
0/0 0/0 2024-08-0... F 0/0 =
IR
FRERSEE.

i. BANMER : FERMERFTERTIEM. R BBEFER  SLAEEIRET~—F.
ii. S2HE | RSB EELHIEHNA  EEENSHFREN , TiftEERTIRR.

IR : TCloudFinanceZone 2026/7/26 03:32:26 % 16mt 725@



& BRTTCE

Q@ =5z >

s
B
N
b4
o

RERNE

REAR

© sum=

BEEoaLHl, >

O &hireE
Ojar,fatjar war zip,tar.gz
KONA JDK8 v
1D BEMR
o pkg-d0da3... provider-demo-1.29.0-Finchley-RELEASE jar
H1%

-Xms128m -Xmx512m -XX:Metz

FENBNERRRESIES, FTESNEEXLA

MENBRERRRTMNE, THAESVINRNER

IBDEFT v

VENEHRAFILAAIENNA, REEMMOREFE, RERRTHEER

iii. IB2JgE , ESHENGFRITRE |, BEE , FReITAMES.
ERAESTEITEES M EENAMINGHIHE , BEEEAE

FIFAiEH#F & (TAP) «

kR

20240731151202

20 v &/ 7T

, JEEHRITAE.

£%5_1723731902138
EERE
ESEM RT6_1723731902138 F%1d 60 b
i) windytest1 A xuniji T WRENL
o tsfHEE 100% M 0 AR 0 HUTEIN 1 WEKK o0
v ERERTIEE
tsfE RS

o tAENHBEE. O SEAS

EERE  LERE
EfERIN 2024-07-3115:12:31
M < 1 /1T 2
W& BT
WE Y BEA

FHaRE

LERASE)

¥

LET 8]

2024-08-15 22:30:59

2024-08-15 22:31:34

358

»

FIFBE4TE

tsfRUNEZAR B RTIFE

1 get sub task continue, data: {"TotalCount":

iv. MREHEY , AILUEEFEES , F#TEER.

WAL : TCloudFinanceZone

2026/7/26 03:32:26

1,"SuccessCount":0@,"RunCount":1,

FIU7RHE TSR



& BRTTCE

<«

&75_1723731902138

E5EE

582 &%5_1723731902138 £%I1d 59

) windytest1 s xuniji
ER

o tsfERBA 0% T 0
v EEHITIHE

tsfEHHLERE

o tsfRimELA. O ZEES

il

wE mEAR

TR 1 WATRID 0 BUTERM o

FraRTIE)
LERATE)

FHERTE)

2024-08-15 22:28:29

321\EJ209 547D

RIFBEHFE

tsFRHNEBE LR T RIFIE

1 json dataInfo info error: json: cannot unmarshal array into Go struct field -

v. KfpidfiETEHNEE | RRIESEIAAES | EAREIR. ERESSENSRAAHRINIBEARESRE |

EHRATRETTIRIGIREE | B ANEIRATE.

WAL : TCloudFinanceZone

2026/7/26 03:32:26

18T 725"



O BASTCE

WAL : TCloudFinanceZone

R

O szm=

ERHIES
RECHE-
BRaXE.

JDKHRA «

RRFa/MRA

BEISE

RENE

BEE1BLH, EEFE »

BIABE

jar,fatjar war zip,tar.gz

KONA JDK8

D asn Rz

BRI

N
y;

S
#*

-Xms128m -Xmx512m -XX:Mete

FERBRNERBREES, FESUESLH

WESE

AV HTTP v

2026/7/26 03:32:26

20 v % /7T

EERE

&Rt

1

/15T

L]

RIFBEHFE

B 19T 725"



& BRTTCE

FNEHENALRD

BN

1 BREF R SRR BIEET S,

2. ERREEFERENENSIMESR-REE  E- REERAPSEHE,

WeRA -

TREA  (EWIRENGRSEAREWSHEIRIR (NMHE. M%) .

1 ERRASINEES , ANZISIERER , BERR.

2. ¥RV SSIRRAINIG | WSS EIDIR S |, WSS, HASIHETE.

WS RERAER , IREEATFRANEAN.

ERENTE o

3HRETFRS

i EWSIHERE FHRE , BEREFRR.
WA

FA ¢ EWRENREARE FRANEIRIR (NHE. W) .

ii. FERHEOHEERANMEXERSE  BEHRE , BRANE  SERUSHERE M KERTHRZNTFRRES.

HEVE test

=4

=A

BUEEEE 2025-10-13 19:33:39

O SHFRETREM, BRE AN

<« test v
25ER
EFR test
R -
BUEA
test 8 BRI
test
BFR test &
FXER test
mEA _
fi:0us N
g .
BUEEATE]  2025-10-13 19:45:59
1. SR

i 750EL  EFRSHETR T R A

WAL : TCloudFinanceZone

2026/7/26 03:32:26

RIFBEHFE

B 20 725"



O BASTCE

test

test

ii. 75352 : EFRGEIRAENSEE

test

test

& T

O HMFRETFEM, HRMprEaL

BER | ERRRINAM.

FRIEE

O T RUTLA, ERET Al

EXTE 4

BFRS

iii. ZERTRRAAMINEET , WAFBMAIEE,

L8R -

= BESN : BBTSFHETSFRIASS | XERBEEENE.
- I5S  ERENNTRIES | BERBIEPHRE RS MR SR,
= A (VERRENREABEEAHOEIENIR (N5mE. #iR) .

e B

BFR TEEABR

6N

NS e

7, BNNFEINFHS

TR + TRNE X BTR

=, R¥F1-25670F

SHFRX. 7. EFF (), RoIF1-25610F

¥

&
TREA

TSFz5E8
%S TSFEERIHL

5% BUE

LM | BERE  RRME | REXFRSE NRRHEZIEN .

WAL : TCloudFinanceZone

2026/7/26 03:32:26

RIFBEHFE

$2TH T25]H



& BRTTCE

« EfTRGR v
BHER
EERSE # pay
g 20251044 180816
=R & RS ABSWEE  AGHEME  CETRA
M PEBERE
P
2
TR
BNSESR

ET="

74

2. EFRETEPEMER  EREAUREEER B SRERTE | 58S EiR , SRR, WP, PBESREEETHTRE.

WeRA

BIBELE | ISE—ONR LOBESR  TROETHNRFRE. BEMES. BEAMG. BBEEKRE TR, SIERIHTHEE | RERKIUTGSIME,

> BHTHEEGE | BYWAREG MO RHRIEIREREER.

3. BEER T RIEIEIRINE | ILRBAMEARERRIE, BiRE  REHTIEY , BUcHE | RERR.

R & PAES 4GSR AEEBEE  CHEWE
] 43
MR bzl IREET
test
SRS - s 195
igE FREENE: &
[EEE ORI =

SHFRE  50%

it EitEE T

BIEIAS

EREEERA , FAERABENE | SOZAER. EREERE SIS e CRNEIURRER.

AV S5 RERIAR

WS REXBKEIREE | AP EREFH TR B R . XBRAE2R
7R

1L HNRGEETE , BEFIRPEERBIREER , HNRGEHE,
2. FBNRF ERERIER S FIRRE | SERnbsS.

3. RN ERMEIETROWSS | BERT | BZea 7SS FEREAIRER,

HRIFTE : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

B 27 725



& BRTTCE

AINFFERELSS

52 :
4 HNFERISHTE , BERINLS.
5. MEREIBBAISS. BB, LRIREREA , BEHER.

R ENEEBENA

FEESBUERITHIRIERM.

RIFBEHFE

1R AR | SECYMEEHIAhORATRARICVYMSLA. XESR | HORIRENS4S | RERSEMEN , WADEENMNTF , M EREEIN IR Eh B Em BIEEFEim S T RAgent , XERIREEEFER FHIEHE

REME FFiE

REAAFFHBENFGF $EANA
paie il

FBEFREE. DWASEEE, REAHRIMENERER $ANE
BEftEF

HTENENSLTER

2. SERCVMLBIBIRSS | ARIFIEHTS | FAMSHMAEECMDB > BRER.

EIRBEATA(TAP) REER

e

© rEmEsEsATRR, KEHE

o
AraseR® W
S
LFET)
mo U5 o a8t w FEE
s = B
L3 U]

B e
o

zaaces e snsxRunE esn
& & a &

TosaL

g e [ Mivemn

¥

< " g e mwarehost

[ BAERveC
(-]

3. ERRE RUEEERRSECVM |, ENBIRFIRRE. FFIROEFEATEMDENCVMLE , EEIRIRE > XBX,

EREATE(TAP) ©  mERR
© mmmm srann, wen
amsHON v mmmne
200 = wanE RO v em v e e
=
ns-mbesno2] L am ann 10001
s

4. FEHAORHEE PR R BN BNE | LIRRERRRRAH | Bl

WAL : TCloudFinanceZone

2026/7/26 03:32:26

B 23T 725



& BRTTCE

BRRREX

siis Q) RERHAN f23+1
WEBES v XARSK
MBS
v L RAFRS
& app2-cvmBE

i appl-tsf-img

5. RARENRIA

(EHEA FH s BRI TR
O (VEEARBIREKEN, BEHTIURRE

v BRI BRI TR

A TE3EYH
v G BAFRS

S app2-cvmEpE

i NP ERIESETUE , ERERT 1 TG BEXENS IR 533LH,

ii. PERASSLHIEHR , A LHRFETIE.

iii. FEFIEREANKEERANEE | RAETERKENEHREFRCVMEPBRAN | REANKEEREENSIRRTE.
FEENFIRFITEBIIMARROREEIZEMT | BERESARDE.

umaarame) I anwn
a
v HAFER app2-cumiB® A
® g W 00017 shenzh ine

iv. BERT , BNENMBNEEME | RIERERT ORI TSRS

B
Hitf=e

RATIREE

@ =z >

| mmsmnm
wEsle . O WA
sl@EsoR: « Qi TE

St « PET DN

O zemm >

hSEhRA

L&

HPERRA: « 1724928612481

WMANBEXRRA, SfEMATEE

1. RAERAGECHE :
0.1. FHEERBAICVMSESL.

| wmamm

ame: . QREET

=s ARIP SRR

*BE 100017

=nam v ek Q EE  AEP  HEP  MMY AT R
E R AR F&E 1000, ap-sh.. apsh. @
aprshenzhen-..  ap-shenzhen-. s wvs 1T onm

M W« 1 Nm > om

0.1 REAR KBS, RPGEARBEREEFLMEARER | SHAREAR LB RRE TR,

WAL : TCloudFinanceZone

2026/7/26 03:32:26

588
RERBBASPERBIEN , BWALIRG , RTS8,

FEROEHRERENRRIEERE.
1. BB :

BEEE—RHEHR A ETER RIS | S HEHRERES , FHESEAS,

FIFBE4TE

B 24T 725



O BATTCE EEETA

S L]

HiteE. OME  1n

MERE  m g - 1+ &
FESIALH—I:  gyv - 3 o+ &
SiFEE - 50+ %

“EpE. QSHtEs EHER TEE

HREBRIE: « 1 + S

0.1. BERMAHTNL | A EERFAERBRRARSIRBESHCVMIIR, WG , mE~— | S8
B e ERBSH.
* RRHRBR

Wiy

E whilp A s RE e

#88 100017 ap-shenchen-hatest-ops  ap-shenzhen-hatest-op.. AR

#1% ovET W o« 1 m s w

HNSYEENE  ERERGIRTESHARROSY, NLSHFERE  TERREER.

Qe > @zemm > @ smem

BNBESE
TEHRHRE O BEMEE 2 BB 7 aE 7
B | test B | test B | test
SHERE
BHIHEERE
AHRE 2
B | Check.sh

V. (ESRREREIAET , RECHERTFFIEES. ROGKBENOMSKERE  NE—HCYMIAFHERTS. EALRERSEEINISISROITRATS | HINEERHES.

«  R_1725371534020

SRR

m -

. FOBE 0% W] 1 wFR 0 MMM 0 RITEM O #E v Q
o MIUFRRITRS 0% T 1 L RETFEM 0 RITER 0 Piip v Q
* RHRE 0% fRET 1 niFe o REEM 0 RITER O ®E v Q

o HmiRES o% @A 1 AR 0 AERM 0 MKW O s Q

IMFHUTRY , AT RSB TR

IR : TCloudFinanceZone 2026/7/26 03:32:26 % 25| 725"



O BASTCE

i
o BIE

» ERRE

100% BT 0 MR O RGMM 1 RGRE O

o WULHRRTRE 0% fHRfT 0 #F 0 WEMD 0 RITER 1
v BRREIN

R (ap-shenzhen-h 1p-shenzhen-h )

o THMEANE O mt Wi BEET mAp

o BRI Ao

Fsa
o i

o anE

o mEaEs

WAL : TCloudFinanceZone

s v

o v

100017

2024-09-03 2156:39

N

A

2026/7/26 03:32:26

RIFBEHFE

B 26T 725



& BRTTCE MRETA

SHONENNE

HENWSHESTINBBNEN , AFTBENAIEHEFaRTR—RNESNART. RFEFaFHRITENRIPENER
&, B EEMANEIETE.

1. B , ERPETNEENREET S,

2. TN AEHEFERENENSM=EECMDB > BERER > ENEIR.

3. EENMRFFERNHE , BESN , EASAEHRHE.

4. ESANENTE , BERE TEER  SREXAEREAEXESENEE | REF LIEESRmERIa.

< BAEM

e R TERAR

B

RiEEfE

L%k Agent WREREN, MUrootRAITIUTH L, NEHREAgent, RikAgentZ G E—HERENIEE. WSIEHAEES.
RRMING, AgentBNbFHELIRE

linux win

o

5. iRIEIRES 1S , HEGEN ERMAgentiI%E, FEERESA | BalETSAES.
6. SARIfE . BIRIENEY IR P ERFTRINAEN.

IR : TCloudFinanceZone 2026/7/26 03:32:26 $27HHE 75T



2 AT TCE MRETA

ES =)
2RI

B4

— I EREEN AR, BB SoR R/ NIRERRTTHRIREN A, ER IS RSP AR EIEAIR/IMNEFERTT,

TER5

WEZ TRTHEGHTEBSLXNEEER. — M FREATREIESRARESSNMEN | THEAHIEFRAR.

s

ERAFRHEDSIRSEENRIm ( HIal—WeblkSS ) . —MNISHZSMAEMIR , FBE FRFTIXEA
T EEE.

Gl

ERRIIREAYREY  AI— A EER— I ERRGR. ERAHRMREPRIROMKEE.

il R

XE—RERIH R TEPEE EIREEES. BIRmET NS MEMRI A EMRAS Rt 75— S,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 28WH 72B5]



FIFBE4TE

2 AT TCE

W EE

TRV IR HFRT SEIIRS S NP RAVERFH T RIERAE | LAURB T,
RIOBENBIE | TSN, WIETIRERT.

AR AT R E
1. EREFiR , FERREE NEENAIEETS.
2. ENEHFERENENSHIEEERESE | U EEEIMECeIZRESER | HeemiEHTEHE.
3. AEHE | SRR | IS KHEACE.
157288 -
i. HEZ RS,
i. 1738 | IREIRE , BEIRE R T2,
ii. ARA | REARAG , (NAEABIRX R TRE. BER.
iv. MIESRAE | FE AT RENER , AR T REES , DRIV THRIEINFEE.
a. PR
» ZETA T SIEgE, FNEETR, SRS SLIXEEN AR AR E
o EFENEETUEIRXE TR, FUTHIZA, HUTAnsiblessSa#HI1TAnsible
playbook,

- HiCT R SRREFEHRA. FETRY (2EEL. AEFEEY ) .

- BRITR | SFHERREEE/EMY | LIRIRERIRA.

- FHTR | FRREFIMFRY | SETRIEMEHSERERMN | HITRGRENIMT. ISR
HBESHIET , WEHEREE—NRE.

1l TREEURET , SFFHERAEE.
i I TEHTIENKNE | IRETERE. BIMES,
ii. MIFEPREEPHERAZE | WENHASHFHERNASH. FITKS. MTENPERZESN
SR ERERTRIR BRI TSI R BB,
iii. FEXFHETRAEE. TLBATRIILSIRENTE | EBURIISHEETEAINSER , L
W&,

2. BEIRIE |, MREHITIEL.

3. EBEMIRR | MIPRAIEECE.

4. BEEH , IMETEEMERERZME. BEXERE | FESIR. FiiEREA.
SHIHAETE T — R TRIEIMIER.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $29WmHE 7255 ]



2 AT TCE MRETA

- = ;=
- —237] #l:’f J
1. #EANREEERNE , I BEEZIFFEELIZBAIRESIER.
2. BEHITERHITESHEE -
o REAETRAREEHIT.
o IRET=AEUE.
3. (RAESEE | BEFENT . BonESHIT.
4. PUTIEHREHRT AR, FIEFISEHT , el AXSEM T i TEhdFIER.

—— /—
E LT
1. HANERMESTRE , T EERIFrE B 8IZEINERES.

2. BEHE | REEEIHESSEL
HiBg :

o {ESETR. k.

o EEFEERHITAIRIZ.

o 13% | JETIRENERESHITOE.

o MBEA IREASZAG , KABAGSPRSERMESHTRE. Wbk,
o PUTEHR | ERTHTRIRIHAIRE.

o AT REGHITEE.

o ZERERE.

3. EcE5ehkfa (AR EAEMETT.

/—
HITHSE
1. HANRITHEERER , JLERIBRAErESTIER.
2. qJLAEEWESSID. R, K&, FITHIRERFR. (ES50IEERTE. B AFIEEERTAE),
3. BHESEIR , IUEEESHTERS.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 F30mHE 7257



2 AT TCE MRETA

CMDB
HRER

CMDB FEFRHA—ERINE  SHFEEEERS THMETRIR  FAEIRREKEEMAISS , NS
RAEENEEAR.

RFER
BREREEEHEFRRNS—AO.

1. R R , R NEENRIEET A,

2. TN RiE4ETFE RERNANSI=EECMDB > FFEER.

3. ERRERTE , IEESRIEF TIE=RRISHRIE.

4. BEE—=rm , BIA#EANERRFER , 5% EFEEINFEEAFIRREEAER.

REXHIR

1. FEMNSHZEECMDB > BREREERRR  EEBirar mAHARRTIRIIZR.
2. ERFFIRDIGGTRICISHIRIR | S ERE > KX,
3. AR R BB EPIEREFERERAIIR
o MRPRIAN  BRIFEZEXRENSEMNR FTEEEM. FTH—SRRERRABRMEIA N
o MR BRIFRERKEIE MR , MATSERNEM. H—PinEERKIIBRE,
4. SSRNIERERS | BRTERIA | BDRTERIZKEAR R,
5. IR EREGR !
i HENIMEEENE , fEYIRSP DATRPIGERKAFMERTR , HAMEFBR.
ii. FEMRIFBINE T  EREENIIR. TKEERFIRSZRRRRE , IEEEXRENRRIIE.

BRAERSE

BEMSRRICR T CMDBRRIFTEEEXE , BRAFZREREEN. i, HIRSERF.

1. EEMSMA=IEECMDB > BEHSE  HNBREHERE  IEE25MRFCR.
2. FHZRTIEREL. BMEAR RS , LEREEASER LR,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 F3RWHE TR



2 AT TCE MRETA

AT

T

N IPEHRES

1. ERMEFIR , AR NEREN AIEEFYS.

2. TR FRIE4ETF & RENENSAM=IEECMDB > REEE

3. [EAREVETENE , BREEREL,
HERBNERESE | RERE.

5. 1RREEMSEING | I EREEE NEEE GRS,
WiBE :
FEETRRBE R B SIEE,

6. EREFTEAREETR , MANREIFENE , IEA%RE R IMERFER.
7. BEFEFR BTN ENNEMOSEER | WP, LhlE, it JRXSE.

8. #HA\CMDB > FRERIMHE , EFFEAVEE | BEHANIFB.
WiBE :
HENRRAREKRSANER , BRVIEFEAT , AN ERSNREESE TEIRE,

MIFEEEEE <« HERER
FRHIF

TS O© RSEENE: TARASONNES—ARAR, GETLESEEERIRERS

ST st . SA MEEfE-

TREEHAIT
1BHE

FIAEE

BETCHE

WAL : TCloudFinanceZone 2026/7/26 03:32:26 B OR2|H 725]



2 AT TCE MRETA

9. BIRSNIRE

1L SABNHIR : BEHE | ERHNNERESRFIERTFER . BHR7T.
2. HESARR : BESAN , ERHANHEES , BERE FHER.
I AR TR AL | IRIRRIRERILEBBARFRIER | REXUS.
ii. FSAXMIEES , BERE L, HEDACSRENNY | T L&, REE.
iii. LIERIhE | AIERFYIRNEEEESANER.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 F3BEHETBRA



2 BRETCE s
ZRBIME i

BIEmS

KX RIENBNAERIRSS 28 E LB E i,
FE

o BX¥FE TencentOS Server, Linux RITHREEBNUEIFE iR,
o BEMLEBIFGIFERFABMES VPC BISLf. (FREMMEILFIETAERBMEEITE | BiREiit

M8,
o WIRERBERLHFIITIRENTEGS | TRIEETEE i, (NhdisSHE SN THEZR T AT
B &%Ea9.
=2 el

IERIESLAIRR RGBSR TRE TR
1. ERAIRFGZERLA
2. LA root RPRHUTLAT < | KRB MEIFE iR,
curl http://169.254.0.228/generic/repo/tat_agent/1.0.7/tat_agent_1.0.7.tgz -O && tar -zxf tat_age

nt_1.0.7.tgz && cd tat_agent_1.0.7 && sudo sh install.sh && cd .. && rm -rf tat_agent_1.0.7

3. REMINE . BatEIFEFIRIGTAESIRS | B UERLINEB B FEFHRINEI TR,

o BRI, $4T vim /usr/local/qcloud/tat_agent/log/tat_agent.log #<)E , & agent BE(TH

=+
10N

o BREMH , YT ps -ef | grep tat_agent B<fE , EEHERTS. NRHEARFE , BHUT /ust/
local/qcloud/tat_agent/tat_agent [BEnHIE , SERTEE iR,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 F3MImHETBRA



2 AT TCE MRETA

FHs4

WiBE :
FHIEHEHRHAYANsIbleBE HEE is$FIPlaybookI T & , AnsiblefRS EEIRRIERHINIHI T,

FNIEHERESTIEEN CAIE B UERF | IRTHEHEER.
‘IOBENEIE

o i{iAFIANsible playbookITELETE,
o BIZAFNAnsible playbookf N &H4T.
o MIHHMETR,

FTEE RN

HENNAEE > BEXMARE , JUEERIMEEENNEZE , FaexdmAstTame. SE,
1. B | ENMAFETNE , MALITSE

o IAZFR, iR, 15,
o FIAREA | (RESEARSHAHTHE. MER,
o PIAZERY : Shell, Python, Ansible Playbook,
o KR
o k& : ME LIEEBMA.
o 55 : REESHARS.
e N8 : HENSESHIHEARNS.
o FABUTEN : MARIBUABITENFIR | EREHAHITIHREUAGRIXEEY , BAERTREINEEENE
El,

SERA

HENHAEIE > BENXMATIE , AIXIBAHTLATERE

1. 4wiE. MER. S=H.
2. RIEHAT - RIEARIARTHAT,

NHEEAR

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 FISMHE 725 R



FIFBE4TE

O BRETCE
SR BEFR e BN T HRRANES T,

7
o IO

ATTEER  MRIEHEFEIERGRRMH T AHMA

VAEY
28(11) Shell(11) Python(0) B v EBARE Q
it BEELinuxsEFIH R RREF#E RRENSE
iZ5  Shell 5= shell iEZ  Shell
ik HERESELInuxSEH LiSRHE wA DREP#E ik BRENS
w8 wiT EW T g8
FELinux3EF) £ RRIinuxRIZARAE B HEEEROARETEAN RMEO R T WiptablesHi R
iZ5  Shell 5% Shell iE5  Shell
iR &R linux RIERRAEE wr EEERASRMBTEAN ik HEESOANINE S RiptablesH R
E L] w8 T W
iptables BFFEE RO SLinuxEHIFHESSHAH CPUSAREM#E
JE5  Shell 52 Shell i#=  Shell
ik fiptablesBFFEEMIGEO @A £ Linux SEFEAINKTESSHAS it EBCPULEEEMNIAR
T =8 wiT EW T g8
A LinuxLHIEE B LinuxEHBB-FHLICRPRAED
iZ5  Shell 5= Shell
ik BB (Linux) (R sshd RAFBERIAE, B8 S BB (Linux) (F LICHPIBFEE) (R sshd
12V %/ PR 1 T >

B RIERA T

1 B RERATRE , RELERNARNT. RENERERTEER :
o EXER  ESBMR. iR, KB, BERETE.
s PUTARE  BINES. RRE. WEARS. BESH. UTIKS.

o BinEN  BEERENIIR. Rk ONRE.

2026/7/26 03:32:26 36t 7251

WAL : TCloudFinanceZone



2 AT TCE

RIEHRAT

| matzm

15557, RIEHIT_20251015152314

wsEE Ansible XESE
o 2edadia) - 60 + B
e S
1 REEE | HITHA
O ERES == © snell Python

SRR waws  QFHRA NS
PTHE . n
e

B tRiEhT

HAEE

FiE AP

EATHAT

FHX—LEEMERITRESS | SR LMERERHTUTAISE.

1. EANERMESTmE , BEEE
WaBR :

o MINESER. RE,

o MBEA : BENAF AT EIHESHITHE. MER.
o PUTHIA : REBMAHTERHIT.

o PUTEHA | EeEER I TAIERAFBTIE.

WAL : TCloudFinanceZone 2026/7/26 03:32:26

SMRIIP

FIFBE4TE

B 37T 725



& BRTTCE

o HERIESIAE) : IAHYTAVERIRTIE) , BRAJIRIKL.
o PUTIKS : BIATEEN EROPUTIKS.

o B UTHIARIZEL,

o PUTEN : BRAHESEXHEN EHTHAT.
o RaRT | RMAISHLGAEE.

e
g

SBIAT

AT

FNIEHERIRTE L B TICRII T R REH TEIA.

WAL : TCloudFinanceZone

S

=

HATE = St

< IREERMES

ESETR *

i3

T At

f\%/\

TR AHBA v Shell v

TR - Q EitEE SRECE

B v 1H v = 19 v

B

2026/7/26 03:32:26

AP

ShpaIP

&

FIFBE4TE

3 38 725



2 AT TCE MRETA

WA ¢
AEEHITICRILITER !

« (E5ID. F54E.

o BUTIRES : BT, K. &fE. £LIES,

o (E552BY : FanESs. ERHES.

o FRUARTIE). Z5ERATIEL,

o BUTRIEA.

o BUTIHES - SETRENHTER. IUTEE. HITHHE/ERATE.

WAL : TCloudFinanceZone 2026/7/26 03:32:26 839 7257



2 AT TCE MRETA

Fiat

[ TY=$L

FRERERAT ISR SERSENRES , ETRUSA LSRN AHREREES NS | RAHEN
ES5—E,

Bl S5

WS R mEEPRIEERETT,
1. BRI , ERPETNEENREET S,

2. N BIEHFEFRENENSHEEE-RER A nESEnEPREHE.
WA ¢
EA  (VELIRENGFABRESHISERR (%S, MiR) .

3. TEAER A SSIHEET , WMAIRWSHEXER  BEER.

4. SRR | VS EESIRS , BESER  EAWSFERE.
FHENISREEAER | RETETFRENAN. TSELUNRFRIEFREMAN.

BIEF RS

FREBTEWS FEMHTHREHE,

1. ESFBERE AKX , Bt FREA.
WA ¢
TREA  (VERIKENGEAREFRFANESENR (0%E. MR) .

2. TESRHARHEEPRANEXERE | BEHIRR |, IBXAIfE . SEZISHFBRE M KERTHENFRAER.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 FATHE 7257



O BATTCE EEETA

<« test v
HEERE
ZFR test T test
e - EIN
BlIEA BlEEATE 2025-10-13 19:33:39
test & PRIFRE
test

O BRIFRFE BN, BRATFEEMH

BR test

RMNEZFR test

REA _ psmn P
fA -2
Bl

BlEEATE  2025-10-13 19:45:59

ellEEzts

BHRWSRE PRI EIRAER/I\REETT. BRISTUITREMN

L 51 EFREFRIUERC B EHEAN.

IR : TCloudFinanceZone 2026/7/26 03:32:26 B AT 75T



O BATTCE -,

test & PRIFRE

test

(O HEIFRKTEEY, BSRAETEEH

2. 7512 . EFRERRANSE Bt , SEENINA M.

test o3 PRiFE

test E

EILE LR

N MEnTRGTIAM, BRE FEE

M TR 4
e

3. EFERAAIHEES , MAFTEARIES.
WihA :

o WEAHR : BETSFRIFETSFRAS | IXBIREIER,
» AEE  IEEFENIBHAYE , NEF=RSE (CVM) .
v R IEETABERS (TKE) AW EENIAG.
» TSFAES : IBEETHIRSFE (TSF) RSB A.
» TSFEEHIY, : ISR FS (TSF) hEFEHNZRAEREA,

o IS | WRHAHNIAAIES | REAMTERBIRIEES TR NN AL E.

o AERA [ (REMEBENAE AHEEMNSIESIR (RE. WiR) .

4. mNFSEe , BERR | RRAINGE | SERTFERS NEHTERVAN.

5. BERAHETR , TEEZAHIERER.

IR : TCloudFinanceZone 2026/7/26 03:32:26 B A2mHE 725"



& BRTTCE MRETA

(== 7 [7 B0
fo B R HZRERIR
AEEREERATEN BEHEASENE. EEENBESES , TETERNEERZEA AT |, (RIEEPESEATEF]
=5y

BB OB EAEBIER
ERTHELSNAEEENEM.

74

1 EFRE NEFEREY  AREANREEEAMERERRE |, S58E Bt , IR, WA, B
HBELBRSFEETH TRE.

Wihg :
o BHELR  IBE—EYRLAISELER  TECETHHRHRE. BBAES. SPEHE. HES
NE ANER ST TRE | REEMTRR ST,
o HETHEEINE | BUMASEGSNBEREAMEINEERBIER.
2. EREMRIEIERTNE | LB ERENSAREA MRS, RBERmE |, IREHTEY , BX¥GKE | BERER.
WeBE :
PHORE | EEMEEIES.

o ik IREF—MWENE. FEEEHURIEINE. FAREMEEE.
o 1955 | IREMTUIIDEERIBEIYS |, FHEEIRE. FRE. EE/E.

ZITRSE & PRIFEE RIS BIENR R RISIRIR EREBINGE
MR RADRRE * RERT
test
SRS « Bt 55

MR E FHENE:

iy

[ HRECAT—HE :

o

SiHHEE  50%

ok

EitEE TERE

ok

EiFRE St

o
i

R E SRS

WAL : TCloudFinanceZone 2026/7/26 03:32:26 B A3TH 725 ]



2 AT TCE MRETA

TKE&TSFZA45ER
BN AEEFEEASITNEEETKEN A TSFREEH , At REEY , XPXRAUTEEEFEREER, &0
FeIEAN | IEEREMREENS | RIS EEHERRPFHNRKCERITKEN B TSFEIEE.

WAL : TCloudFinanceZone 2026/7/26 03:32:26 AT 725 T



2 AT TCE

NEEH

T

INGEERRATEEATARIINE. MERRRFELITIEBENW S m , SMEER RN RS EE,

BIEIA LR

1. BRI , ERPETNEENREET S,
2. EN AAEHEFEERENENSMS MG ETE,

3. EMEEEIEYP , BREHE | RIENERE R ENESEL
15488 :
o BR : INBAWRRBIR,

o NGRS | IEIRAEFT. AR, WiBFAFRE.
o fEiA : TR EIA S S ERTR.

o RBEA  IEEMREER  BEMNEERIEN. BFEXKRISEERFNR.

4. TRRSHEE | BERTT | TTHEMRRIEIE,

RIFRRERINER
AR

BRIEREENSRIR , 40 CVM I, TKE &5,
BESR

BRKREAIMERIF AR FISSE &R B RETRIRIRRERIL S,

AV S5 RERINGS

WS REXRKEINRG | A EMEEH TSERRRIERE &1,

L HENAREENE , BEIIRPEELMIIMERTR , HANMEIFSE.
2. IENEFERE IR SFIRRE | BRI,

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

B ASTH 725"



& BRTTCE MRETA

< WEEE
s
2FER
AssiEtE
FREE FEGT a4 IEEETR default-online ik default environment for online INE AR QEFRE TREA
]
FrRIEHE
FFlE TKESEB#FIZE TSFEEEIE TFERER WeshiE
THHES
RIS BB v E Q o
FIREE
© wEEE WSER WK E i3 2N e
Rl ERAE
TEEE oz 0v E/IT W < 1 AR > M

3. IR ERMEIMEPRILS | BEHRE.
4. 7 IpkHfE | RIS YIREECHRINAYTHRE WS, WRHTHERE , JREERISEF=THNESFRNIEE

PSRRI,

IR : TCloudFinanceZone 2026/7/26 03:32:26 $ A6 7250



2 AT TCE

HmEE

FIFBE4TE

HmEEERAT R —ERAHRHIETENRGESERRG , SIMBImATRELEE. IRAEHSEmE

=R,

BlIZ T mE

H MRS EE— M RS M AN MANZERER.
1. SRR , R NEENRIEET A,
2. EN iz A REANANSHIv= GRS m e,

3. &FmEEIETP , BREHE | RIENERENECESIRE.
iR -

o B : HIRERIRRER.
o BlmeE | IEERAERGRE. KRERTIEN.
o fiik : EEIBHImEFRIRIE.

o REKEM : IBER(ERLLHRIREREM (ISt ) | BRERENSHIRERE—H. XKEE

BHASENGIRT RIS,

4. BeE5ehl/E | BRERTF | SohkblmEERIEIE,

BIEESZ {43k

NRBTEESRETHERSEEMSRRIIHRES | ShREBTMBERE.

1. AHREERE  BEEFHRESRENFBR.

2. RS IRFBEEHE | REREANNERRRESLITMER.
HBA -
o BFR 1 MHFFRIRRBIR,

o REXAWH : IEESHRIBEREM (XAIKEE—) .
o iSRRI (Hik)

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FATRHE TR



FIFBE4TE

2 AT TCE

» IFIRAHE | IRERBERIA N MRE |, BHMRAIRSRYIBH S B,
» RFHERE  IREXHREBE LR N GB |, SIS AN BRI B S,

3. BERTF , SohkBIE.

E1EH

H RTINS T LIESEE.
1. N BFRHREERSFIBI , EIRE AN KIRAIS 45 2R B BRI E TR,

2. EEMEImYIRFEREL L& | REImSSEIERE
o & IAHRRAS | EREANAH EE.
o HE  BARGIRE. FR&tagillfRERE  BEREREGHEEDS | REUGREIERRIdocker

< PUTIRITRRG LE.

555 MEHlm
JEEC LEHRINFRER | FT . SHUEmERERE.

1. N BirdlmE R S FaFB .
2. FaMimYIRFEEREHImRER | 815 | &R, A, X\ SR, EEA. Himtbht,

[

3. Sttt : FAEH RIS , EFHmtt AT RRIRE,
4. TR - BESImIBFEPE TR,
5. MBRHIG - BBEHmB EA=hRImIER.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $ABTHE 7251



2 AT TCE MRETA

BEBEHRH

RXIHESETRET HHBNEMEERE | ANERERFEART. TS, TEARERFIEYERF.

Ellfre et

1. B REEPTASSEARNEN | FEREESE nEEET.

2. BEMEEEFIEERAE | FEREESEINEEEET.

3. BECVMEHIGEIZITRAERNCVYMIA , FRFEFESECYMIBXER | AEECMDBHFHEIRXIKE BiRA
5 FRIRFESECMDBET.

AV S5 RERIAER

WERBEXBEIMEES , AR EPH TR E A, BMIKEAR
A1

L HENAREENE , BEJIRPEELMIMREIR , HANEFSE.
2. TENSIFBIUE IR SFIRTE | BERINLSS.

iz 2= < WS

oy

2FER

e

e MEER TREEFT INEEETR: defaultonline A default environment for online R i QEFRE mEAN -

FrRREtE

E=bES T TSFEEEES) EFERAR AsshiE
IS
LSS ASER v BERALSER Q o

HIRETER
© e WEEH WEREE ik REA 18E
iR R

TR Ho% 20 v /7 1 B > M

3. IEFE—NERMEEMERANS |, BEHRTE |, BISERk 7 A SFIEMERIKEK.
B2 :

4. HENFRIZHERE , BERINWLYS.

5. IEEFERBANS. HBRE , LURIZERSIA , BHRER.

K EHEERE N

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 FAATHE 7257



2 AT TCE MRETA

Bt

SR BRAMR P RIE R EBE B EHT.
L NP mZENE  ANERET 7 A EEREKTIMERIILSSSLA,
2. BN SESERIRRR , AW SLBRFBNE.
3. EFFNEAMKEIEFAHERE , WEEXEFNBERFEPINCYMBERIANL , WEANKEEREENSIZR
T,

EENFIRPAEEINNNERESKEKENZAET , BEHIRESAREE.

4. BERM  BATHNARNAMRE  RIERERRTAUA T RIVERE

Bz 15283

fwﬁ BRI ST E | BEATIE | BT,
TBE AN RREN R ERERE.
1. HISEE -
BT IRGIS AN TEE TR B SRR | FHEASIRAS,
WihA -
Be S EEE | NS T,
st
B& 1. KMRISECE :
0.1, BEEERAHAICYMIp,
0.1 BEARETISHEN, ROEH R REETRENEAZ | COMREARET
BT,
0.1, RIS IS | IR B RS AT R LR S R B AHICVMEIE, TS , Bk
Tt | SHEE | LB R AN,
. o o . . e
E&m PASHRENE , EHSESTIETSHATENSY, NFENTERE  IEEN R,

5. (ESIRRERERNFRT , BEENRIAFH AT, RABKESNOHERERSE , NE—H#CVMIFIFEA
o, EAEREEESEETNES M EREOMTRS , ALREEAMEE.
SNERIITRY , ATLAS RS Bt T il ekl

EEAMFS
JEECAMAHNETLASREES.

1 HENF iz NE |, EFEB RS EAHENFER,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $S50mHE 725



2 AT TCE MRETA

2. RRAHETE |, AR,
3. M EENEANKEEEENIIRRE , BEEANSSIWIRERE |, 1 P i,

BT BE
1 NP iz NmE |, EFEB RIS EAHENFER,
2. BERAMEE , ERHHREPRFREREAG.
3. HAMEENEA LAKESEY 4  RERNERTGET BERE
i. BEENMER | (ESREHHERKT B0kFES | FREFTIMESR D IILFIEE.
ii. 47 - RERBESEEB T BERE , UTTRETIEESIARMTIRESER. WHRITRY , &
HTER. BIHERRE.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 FSImHE 7257



2 AT TCE

BeattB R

RIEESETHETRRMRSS (TKE) NARUNARE | ANMERSMNREEAT. THBE. TESFEHERE.

Ellfre et

1. B REEPTASSEARNEN | FEREESE nEEET.
2. BEMEEEFIEERAE | FEREESEINEEEET.

FIFBE4TE

3. EATKEH=HI TR TKESRE IS | FHREESETKERXER ; HFEECMDBHIETKESRKEKEBIRAE |, 1F

MRRBE2%ECMDBET,

AV S5 RERIAER

WERBEXBEIMEES , AR EPH TR E A, BMIKEAR
A1

1 NS EERE , BHFRTRERBIREER , EATEIEE.
2. TR S 5IRTE , SRS,

TSFEEES TR WeshiE

BRHE

3. IEFE—NERMEEMERANS |, BEHRTE |, BISERk 7 A SFIEMERIKEK.
B2 :

4. HENFRIZHERE , BERINWLYS.

5. IEEFERBANS. HBRE , LURIZERSIA , BHRER.

Bt

LR BAMR PRIEREBE B E .
L N mIZENE  AREERT 7 A EEREKTIMERIL S5 SR,

WAL : TCloudFinanceZone 2026/7/26 03:32:26

MRS UEFTME A -

WHSER v

B

ERMASEIR

B 52 725



2 AT TCE

FIFBE4TE

2. BN SESERIRFR , AW SEBHFEE.
3. EFFIEAMKEERANEE | NEPEXERNEARPEPRARIIEN.
4. BERM , ENBHRIRIRE

g iBe
EitE8 XIS RMIAN. IMNRFER | LUIRICERER TiEEBnERt.
SHEE BCERTRAISEL.

- IREESHR. SENNAMRKSSHE.
PITRS - ERETHIEE  TEESEELH.
-MNBRE  TERFARTHHTELN. BIIHEE.

BEBHFE
JEECRMAHRIE T SREER.

1L N REHERNE , EEERSTHFHANFRBR,

2. BERAMETE , FERHRTEAM.

3. A EENEANXIFHIEFEPoJFIRRIE , BEEEMAIPOIIFNSE , B4F | Pod&FR. LPIIP, BITRE. #E
8. MET RS,

BHY TS
L N RIZHERE |, iEFEERSSTHFNFBR.
2. BRAAMER | RN FRIEINEMS.
3. M EENEA LAXEREY 8 , RIENERTREY B8iiE |
I BBEEARER | (ESRESIFRRKET SavkFEs | FHRETTEEUm/ P RILEIEE.
ii. 147 - RERBESEER ST BSRE , TR IEESIHRMTINESER, HITRY , &
HTER. BIHEFRE.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $S3WMHE 7B]



2 AT TCE MRETA

TSFEEBH KN

RIEESETTHMIRS TG (TSF) BREENMESTHERF  BEFERT. THEERTES.

Ellfre et

1. B REEPTASSEARNEN | FEREESE nEEET.

2. BEMEEEFEBRAE | FRRMERSE NS EIERT

3. EETSHEHIETR TSFERFRIEIR | FMIRFIESETSHEXER | HEECMDBHIGTSFERREXEBIRAG | i¥
MR PE2ECMDBET

4. BETSHEHI G TSFEPEARNEZE—IE.

AV S5 RERIAER

WEREXKEMER | A ERNEFPH TR E AR, BRMXEAR :
AL

L HENAREENE , BEIIRPEELMRMEER , HANGFSE.
2. ENRIFIBTUEPIEFW S HIRTE | BAEHRINLSS.

HREHFE < PREE

B

RS REET IMEEVER:  default-online ik default environment for online i QEFFE mEA -

EHFIE TKESEEHI%R TSFEEBIIR TFRER Wzl

WEEFR v EANISER aQa o
WEEH WHERNE iR BEA B
EREIE
#* b ME

3. RN ERMEREFWNE |, BEFRT | B5ek 7 STERERIXEL,
B2 :

4. BNFTRIGHETUE |, BRI,

5. ERBEBNLSS. BENME , URIEBRSEA  BHER.

REXTSFEREH

WaBR :

WAL : TCloudFinanceZone 2026/7/26 03:32:26 B OSATH 75T



O BATTCE HAEETA

SRINAEHEFEEASTIFM0-1E8ZTSFEREE , RIHEEAETSHEH G5B ERCIE | ARENAELEFaH
BHTREX,

L N RIZHENHE , ERERET I A EEXRITIAMERM S LA,
2. BN SESEHIRFR , AW SEGIFERE,
3. EFFNEAMKEIEFAHER , WEPEXENAHRFEP—NTSFA , TEAMXKEIEEREEFIRRT

2

Ao

« testfRE%ER) v AR

1

test e
A |1 test1 T EMEHE
Y test
e 3
testt 2 vt | mmenE | meesR
SETSFREE KPR v AASEEETEE a &
IDERES o RRER SESAURESA  #E sEAER.  6E

BRHE, ERILL: KEXTSFEZOBRAIAREE X TSFAEH

4 »

4. BBEXREXTSFREA |, AN ETIERFE RN AFEREE.

XEXTSFERE4A X

W FH * v

EREH » v

1B REKRINIE, BEHRSEHEEIRE.

BH

5. BEHAE , KEXAIHE | AR AT RETREKAEEEFAER.

IR : TCloudFinanceZone 2026/7/26 03:32:26 S5 725



FIFBE4TE

2 AT TCE

AEE

nginx-1-181 ARINAH -
TSF-REHIN T4 EHEHE

> BEB-package

> HE-TKE B HBATIE SRR

¥ TSF_nginx-1-18
REXTSFERB4 SR/ v BABBABIER Q o
TSF_&2
TSF-REMHL ID/ERBER E 5 RIFRFR WREE RE REFRE...
-16ymbb
group—2m6yoldyJ D||_3 cI.:Jster—9637e9... flu] - r:;mespace ymbbvg . =
group-: [l gj gjl_default D

6. B LIRREBEREATSFEREA , HITE M HREEAIKEK.

REM
BHRMIR— MR NS HRIESTERE/EH.

L N RIEHERNE , ERERT 7 A EEXRRITIMEA S LA,

2. BHAVSSEAIBIR | AL SSSLBIFIBTIE.
3. EFIEEAMKEERANEE | NEPEXENEARNhiEP—ITSFRA , NEANXEIEERERTIZRRT

=
Ao

4. EREBRFIRABF=TRAEEBNA , HATSFREELMRET.

I BAMER | FERMMERTERMRAN. R, BPEEFER  ELIETRE 5,

ii. 2HEE | HEMEEAERTNEMNREY  EEESHEFREN , oibiERRERR.

iii. I#RfG , EFHENGFRTIRE | BEE , FFRIITAHIES.
ERMESTEITEESMHEENAMINSIHE , BEEEAS , JEETAE

iv. NREHEY , JLAEEFEES , FHTEER.

v. R EPEHIRE | JRRIESIANES | BEKERIR. BIRESKBENHAKMRINHEERES
WA | EHATUSTTIRGIREE , BIRTHNEIRIATE.

EEEHFE
BB DA AR TR SRS,

L N RIE4ENE |, i BRI S STHIHNIFBR
2. BERAMEE  ERHHEPAN.
3. HAMEENEANXISEEINEAEIIRRNE , EEMREELR. K& &, H8TE. BBRT/REEER.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $S6mHE 725



2 AT TCE MRETA

ASUES IR

L N REHERE , iEEERSTHFHNFRR,

2. BRAAMER | RN FRIEIES.

3. HAHEENEANKEIEFEIEET RIS  EHRBRIIRNVBMF=TEEES > NAY 4 , (RIERERTERE

T HEnE
i BEENMER | InFEmRIEE.
ii. YT : RERIBESEEBITY BEEF , UTUIBRPITEESLANITIRESER. WHITRY , 7
HTER. BIsEFERE.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $STRHE TSR



2 AT TCE MRETA

RmgE
TEWNE

ZERENCRUCKRABACIMGNIIH=EEED | BEREMNATTAXL. #ERRFEERIE , 5INWSEHE,

TRE RN

FEMETANENGIKRERE , 815 : BibXizalR, FEIEXH. FIEEEZELIEERR.

HEM AN
1. BRI, R NEENRIEET A,

2. fEN A4 F A RERAMISIVSEERFRE >RERE.

3. BRLIRETNH , BEHE  mHHINIEERESEXSE,
WeBA :
o MNBFR : FHZMNEGBE,

o BURASTEHIN | B ENFRARCEHS | R EN LRI SEPS =,
o BIZAERY : Shell, Python, Ansible,

4. 15558, BEIA |, (RMEREER—FFNEENXAN , MUBAFTE.

5. RERILIFERTMNE TRIE. S, MBREFERIE.

JLACT=2K

EENEPHITHIARR , INREAFHTEFBENNEREGS | FHT=E  TEKERT , FHTR™.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 58WHE 7251



& BRTTCE MRETA

MITAS
Q shell Python

KK O RN 3IBME

poweroff

WAL : TCloudFinanceZone 2026/7/26 03:32:26 8 S9TH 725]



2 AT TCE MRETA

= [ -
[T = oo
_\\_D NS
= Ga AR
R T AR E TSRS | S MFHE S, EAREENL SRR | B

HEFEN. TEA=. ERRETHE  BRTBEZFaEIENBEARNBHIT | SHFUEBEL TR
ANF | Frepiktn. T BEFEE , BRUNAANAR—EEER  BEERS®RI UL,

-

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $60mHE 725



2 BRETCE s
it

o RS

KAERFEETm , W1 CVM, CBS, CSP, Redis®., TKE & , TEEWIINIEFA.

ERB PR

LEFRETTR Ansible i |, SHFHEMA—REENSER | BEFRWS ERITBHA.

FrtEss

ZOEIREENEITANE APL O , SHFRFEREATTE APLIREFRHRER | BURGEMME.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $61ImHE 7257



2 AT TCE MRETA

NAZR

W5 ER

IS RF ERRM. TRERAEEHERFE.

RIFEE

RH= LR TRRNEHHESEREDEREN.

IEHERRRL

KIERESIZHERDT | ISR | RIEHERER,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $62WMHE 7257



& BAETCE RS
- An2et

R MR EE Sz P ll s B 32 E)|Pet ]

WERT RS XD K
i dmHE MAZESS
— —_—

hRAEIE

CMDB
RAREE - " .
sgrEe | Aenzz | anee BT IR EE
Y i W s A )
SRR ZINR

N RIE4EFER OREE R LERD

« CMDB : ARHEFIHERENRES. fF—Eifke

o RIEEEE | IREEMITERERITEE S | Hﬂtfmk{#ﬁ*ﬂﬁﬁm’] FRICEES.

o WHEIHRE :
o MY : BARSEBNAIEAN. BBE. T ERE, NANENERSE. fIRSE
o iz : mEENNHASIE. HART. 8 TASEMEHEE

IR : TCloudFinanceZone 2026/7/26 03:32:26 $63WE 725



2 BRETCE
DheessH

CMDB

 ZREMREY : HELHEPIZOETRER  B&=CYM, CBS. CLB. VPC, TDSQL. Redis®%,

FIFBE4TE

o H—RWHFRER SRR | SIFR—EIEP TR O RRR , FHBIEMHTIES Webhook EIFRAIEA

WAREENE,

FHlE4E

o BIATELETR | 5255 Shell. Python BIZRIBIE. &2, MIFRSEIN.

o REBESHUT | SHRIERENHUTHIAR, DALEE. TK Ansible Playbook , IRFHEHEHREIFRER,

o ERMESHEE : JECEMARIEERMES | SCREVER B TIHIZ,
o FUTHSE : REFHESERHESHIFRIITRER BB,

N FiE4E
o ZRENFEN | IFEEPENA. TKE AR TSF #EEFE—NE.
o HERESE | FEENTERE. UTIKFREEIIEMA.

o &4 AMEE | IRHNBTRURE. TSN TR,
« BREE | SIFNANBNRIREIE,

el JrmE

o BIMLTIESRAE | SUHSEENIEYHE. NARMENEINBEENTETE.

o RIBIERA @ SHFF BT SEIN BRI,
o EREHUTIER | BEMERTIRE. FRAESEHLICRES.

WAL : TCloudFinanceZone 2026/7/26 03:32:26

$ 64T 725



2 AT TCE MRETA

{EFEEEIY

Agent STHRIFURIERFRA

<strong>12{E& % </strong> <strong>#{ERFhRAS </strong>

e TencentOS Server 2/3 N EEhRA
e OpenCloudOS Server 8/9% B4~
CentOS 6/7/8. CentOS Stream 8/9NE=hRA

Linux o Ubuntu 14/16/18/20/22) EEhR2s
 Debian 8/9/10/11R EEkRA
e RedHat 7/8/9KR S hRA

Windows Windows Server 2012/2016/2019/2022 N EShR4A~

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $ 65T 7257



& BRTTCE

FIFBE4TE

I ETRER
SR R R AR

BRI

PREEN & I REED
yREED ENELELTE
WEHEA WATE ‘ WssiE
e fgzet ] ’ REE | IRAEE AREE
BRI S9TR
‘ ENSHET ‘ BERT ‘ REEE ARBRAREL
agent@3& AL
TEEEAITREN
RN MEREE
RRTF IR & SAERFFBIEN FREDD
B o
idiconl i I [S— ] RREFTA | || [ERBEA
FERS L SOBERFIA ’%ﬁmglﬁ¥lﬁ RARBBLER
— cmdbﬁ?lﬁ?’é‘ ’,%%WEE?IE‘ %%"é‘fi‘
e BT
LB iE AR SR (= ﬁ?ﬂi . | BEE agent&E B
Z \)E'?JEI*@
JJ =<

. INERENEAMBCERFER. BRUTRENBHFNIEBeE T RE.

tEERES] -cmdbFIEAF SR ADR P fmitaE

WNEREN - EEYE | KBiemdbFIERLF S |, BRHRERRESIRFES  BRSHSBHRREANFESAREHR—RHEE
FNIEFFI TS BRI , RIKEicmdbfIE TS

ERWSTEESNBE T SENEMMBEI | BHSTE

W SN NEAEIERKIIREESE | TTEIRLEcmdbIIEMY S, EANEFPU—MEHENOF=RFS

A L1~ W N R
S ST T

IR : TCloudFinanceZone 2026/7/26 03:32:26 $ 66T 7250



2y BATTCE

2R

BMEMRITIRE
SRS SRS it
tap- .
cmdb RRAEN
Fiz4E  RERAH
WsidE  REAMH

WAL : TCloudFinanceZone

EPELRY

x86/arm

x86/arm

x86/arm

IBHEEE
R, 1Rt
RS
H, EE
B,
EEE
ZINRE
LAKRFAR
BHFE
HIRPRES
i

FNinfE
BEAN
O, &t
HRIEHAT
FOERTH
1789Th
gE. R
T8
g v i
. X
HoK.
Ansible
FAETD

ab
He

NIy
A0, &
EMEE
W3S, =
HEENX
N2l
SRR
E&HIRES

REXRAMN

fil

fil

A

2026/7/26 03:32:26

=
E

il

el

el

A
[ )

BT

VT REY

BeER
BRI

BeelER
BRI

BReEER
ERA

RREETE

AR ATEEE 0

TR
A BRBRE

IR T

WSSEHE, ASEE

$ETHH 7]



2 AT TCE MRETA

EaET BN A

R E

IBEESEMIA : /tce/healthchk.sh

B ERIGENA , IRMTEY , SHMASSRESERE. ZHAREARNAEEFEEN , RlHE. kOEE

aLg

o

= A /N
S
Kubectl $#&{E

TAPRYRTE Ef=iRSERIEEKUbernetes® | FEHTIZHHR(FRIBHE—EEX X kubectt TREE—ERY T,
BEtapEtEEKubernetes EApod:

kubectl get pod -n tap

[root@tcs-10-26-0-29 ~]# kubectl get pod -n tap
NAME READY  STATUS RESTARTS  AGE

tap-agent-server-6c¢c8ff7fcb7-2c2wz 1/1 Running @ 12d
tap-app-manager-78985f8f4c-9qfmS 1/1 Running @ 4d22h

BEPodIIRE -

kubectl describe pod -n tap &lt;pod-id&gt;

RTEHILRK | XEREETFLE5.

WAL : TCloudFinanceZone 2026/7/26 03:32:26 8 68T 725



& BRTTCE MRETA

[root@tcs-10-26-0-29 ~]# kubectl describe pod -n tap tap-agent-server-6c8ff7fcb7-2c2wz
Name : tap-agent-server-6c8ff7fcb7-2c2wz

Namespace: tap

Priority: )

Node: 10.29.0.29/10.29.0.29

Start Time: Thu, 18 Jan 2024 12:50:05 +0800

Labels: infra.tce.io/app-name=tap-agent-server
infra.tce.io/app-resource-group=1

HEApod WEPEERE !

kubectl exec -it -n tap &lt;pod-id&gt; -- bash

[root@tcs-10-26-0-29 ~]# kubectl exec -ti tap-agent-server-6c8ff7fcb7-2c2wz -n tap bash
kubectl exec [POD] [COMMAND] is DEPRECATED and will be removed in a future version. Use kubectl
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]#
[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# 1s
bin logs

[root@tap-agent-server-6c8ff7fcb7-2c2wz agent-server]# I

AJLER , FAIEApodREFHE T —shell , TLAHUTER ST,
SNERPODEFNAM , AILAMERATH<SEEEHMAE

kubectl logs pod ${pod_name} -n tap
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tap-agent-manager-78bdcfd5c8-f414v
tap-agent-server-6485c7d644-jb2jm
tap-app-manager-f848cb6dd-cf7df
tap-chronoflow-order-7dfbd46764-njpss
tap-cmdb-5889d199b4-8d7bp
tap-generic-file-server-7b655654d-tpfb4
tap-remote-executor-86c85b4b8c-5v9cz
tap-repo-57dd885f74-pf248
tap-repo-proxy-5f5756965b-6tzjn
tap-standard-ops—-server-56dd4b8794-k2rkv
tap-workflow-engine-86cb86bf6b-xjbb8
tat-muxing-c6db8d646-hcf5p
tat-proxy-invoke-7858788c74-17dcp
tat-proxy-notify-57c6449d5b-fbdk7
tcloud-tap-worktool-6546b547f6-kk4hg

AiTa<  EENRABRTRN tap SR | HIARSESNIEFERUNNING,
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Running
Running
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B PEALLEE

T

ERE

RN AEHEFERIRRIIER , TRERIBEIRE , 1TE

< TS
D x
ERE
2
WREBRE RE e AT TE RSk Lighthouse  iCREE Q4 410 B2 &
X ® Q@ Y.Q OF8Es OEREF cefmRst - 3 & &
Omwm CQ Y DescribeTaskDetail 0O 0% FEZUEFM v 28 Fetch/XHR | X CSS JS TR BN R BR EEF  Wam  Eft
1,000 ms 2000ms 3,000 ms 4000 ms 5,000 ms 6000 ms 7,000 ms 8000ms 9,000 ms 10,000 ms 11,000 ms 12,000 ms 13,000 ms 14,000 ms 15,000 ms 16,000 ms 17,000 ms 18,000 ms

FHF VAR
EESEMNIERTHEANER

HARUBIRAEIREER | B1% f12 FTFRRSESEEERLR | JUER EEXMIF2E TENESFERHIR TR
Ho

BT YUNAPL BREERIRS . 81 YUNAPI iI5kE<E— Requestld , REESHIXA RequestId , SRfEH
NK8sEEEF thydiizfRS35AY Pod , FAH Requestld #Tid IS R ol A ERRBI_ ETXER | REHITRIRRAL,

AR5 Pod HE

REASTTRRIBR F |, MBI THRSESHTRE | SEIINAEETE B84 Pod A2 Running K7
HIT Pod &&E , XMEHRALUERLUTSES Pod FUFEEHERE.

kubectl logs -n tap ${POD_NAME}

WAL : TCloudFinanceZone 2026/7/26 03:32:26 B2 75T
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[root@t kubectl logs -n tap t(loud-tW-6546b547f6-kk4hg | more

LI/ M NG_tasK/task_TATo_sync.
WSl timing_task/task_info_sync.
WERLal/timing_task/task_info_sync.
WYRdal/timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
‘timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync
timing_task/task_info_sync.
timing_task/task_info_sync.
timing_task/task_info_sync

2024-02-05T13:
2024-02-05T13:

INFO
INFO
INFO
INFO
INFO
INFO

7WorKsSpace/pKg/

2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:
2024-02-05T13:

FE R EE R
ERIiEllfIi:
$8888888888

T
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
|

/workspace/pkg.

gnSR_EMERY log p S TiEER Pod RIBE | BBAH

kubectl describe pod -n tap ${POD_NAME}

Volumes:
volume-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: global.conf.d
Optional: false
volume-local-config:

Type: ConfigMap (a volume populated by a ConfigMap)

Name: ocloud-osppro-base-component-vision
Optional: false

volume-log:
Type: HostPath (bare host directory volume)

Path: /data/k8s/1og/tce/ocloud-osppro-base-component-vision

HostPathType:
volume-customize-confd:

41| fc2f70a2-2285-421a-86ea-9777de8cfbfd start sync task info
1112 | fc2f70a2-2285-421a-86ea-9777de8cfbfd get instance response from workflow,
1135 | fc2f70a2-2285-421a-86ea-9777de8cfbfd sync task info success, task_len: @,
141 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 start sync task info
:112 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 get instance response from workflow,
:135 | 5c44d986-ac9c-4b70-8f86-e1374798dd52 sync task info success, task_len: @,
:41 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l start sync task info
:112 | eca@c57e-3674-478b-a4bb-0522fcd@ab@l get instance response from workflow,
1135 | eca@c57e-3674-478b-a4bb-0522fcd@ab@1l sync task info success, task_len: @,
141 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead start sync task info
:112 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead get instance response from workflow,
:135 | 2ebe3c8b-3f98-4596-88al-1d5e90fd9ead sync task info success, task_len: @,
141 | 7c2413b3-641b-4821-9c98-e6e8825bd146 start sync task info
:112 | 7c2413b3-641b-4821-9c98-e6e8825bd146 get instance response from workflow,
1135 | 7c2413b3-641b-4821-9c98-e6e8825bd146 sync task info success, task_len: @,
:41 | b32aaaSa-aZec-41la8-alab-e6778de8623e start sync task info
:112 | b32aaaSa-aZec-41la8-alab-e6778de8623e get instance response from workflow,
:135 | b32aaa5a-a2ec-41a8-alab-e6778de8623e sync task info success, task_len: @,
:41 | c9fb46af-0291-4c71-8508-da89d8clec85 start sync task info
1112 | c9fb46af-0291-4c71-8508-da89d8clec8S get instance response from workflow,
:135 | c9fb46af-0291-4c71-8508-da89d8clec85 sync task info success, task_len: @,

ERL T $HEEPod IE1TRWAIR

Type:
Name:

ConfigMap (a volume populated by a ConfigMap)

gl

Optional: fa
volume-supervisord-confd:
ConfigMap (a volume populated by a ConfigMap)

Type:
Name:

gl:

Optional: fa
volume-centos-cgroup:
HostPath (bare host directory volume)

Type:
Path:

HostPathType:
volume-zoneinfo:

Type:
Path:

HostPathType:
volume-customize:

Type:
Path:

HostPathType:
default-token-hgnsz:
Secret (a volume populated by a Secret)

Type:

SecretName:
Optional:

QoS Class:

Node-Selectors:
Tolerations:

Events:
Type
Normal
Warning
Normal

[root@tcs
[root@tcs

Reason

Pulling
Failed
BackOf

obal.customize.d
lse

obal.conf.d
lse

/sys/fs/cgroup

HostPath (bare host directory volume)

/etc/localtime

HostPath (bare host directory volume)

/data/customize_packet

default-token-hgnsz
false

Burstable

<none>

node. kubernetes.io/not-ready:NoExecute for 300s
node. kubernetes.io/unreachable:NoExecute for 300s

Age
g 52m (x172 over 15h)
22m (x3918 over 15h)
f 2m49s (x4006 over 15h)
TR
~]#
~1#%
~]# kubectl describe

HRIFTE : TCloudFinanceZone

From Message

kubelet Pulling image "registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

kubelet Error: ImagePullBackOff

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

task_len: @, task_node_len:
task_node_len: @

kubelet Back-off pulling image “"registry.tce.com/tce/ocloud-osppro-base-component-vision:3.10.0-20220318-171512-6e1683d"

pod -n taplonloud»osppro-base-(omponent»vision-Sde(6F488—sks7m

2026/7/26 03:32:26
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Ex{ESCH

SEHIRNIE
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WESVES

NMRIZHFEAREMIRIE , TSRS , AISEHELE,
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2 AT TCE MRETA

TREF

= A ERes 2R

MEFRETMRNBE. FR. A4

2

)

TR BHENE
Ben B REIR i EE
Hem R LIRAVETEHITIEE | FeiRRapmAIIMYE NEKafkarh

PodE[S

—RRIBER TRY Pod EBF

—RRIEN FTEEERBEHER Pod , k8s *BESTHARIRERT , delete ZIeRBENAGEEHBITIZEEET
SREVR FRIZ4EF A Pod 513K : kutbectl get pod -n tap

ffiB® Pod : kubectl delete pod -n tap ${pod}

%1% Pod APIKZSS running
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S

N RRIZHFERSHEBIEFEEERER2E - MySQL #dEE. CSP X4HFfE. MySQL FEFE T CMDB Eiti#iE.
WS ECESUE. WSBIEHHESICR. TEHITESICRS  EBBR T, BRE/NTEARS  A20AAE
MySQLFfiE. BR , thinERAIse HIEEREKE ORI SHE | XMER TSH MySQL EHEARG—LEE,
55h , CSP XHTAEEZERRF 7 WS RMEEFNE | ERER FTRASBIABED RLHUERIRE , BB
FRIRAY CSP Bogi. RimiB T , AR CSP 8RR , ATLUEA] CSP 45iP AR | XFEREITT &.

B—FHHE , WEUEBENZET  NAEHFEEITE LNEREAS NS EREKeERESEX , HE
B HIEREERIOKAL, MR BN SEITK , BBAEALABINER K8s MY BRIEHT & , BIAME
B AN AYEHERE App BIXGRZAY component B replicas #18.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 FETTRHE TSR
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FHIDHRE

Mysql $iEREEEFERNEEREAFRIENRIRE , RAMBEEHER. L cndb A6, SHOEEERE | SIERIN

<.
BDERE © mysqgldump -h${host} -P22001 -umysql_user -p'mysql_passwd' cmdb_core > cmdb-
core-22001.sql

%inZE : mysgldump -h${host} -umysql_user -pmysql_passwd -P22001 cmdb_core instance > cmdb-
core-22001.sql

Erh instance EE2%UEZE cmdb_core YK,

WEEHIERE |, [FALDASHOSUEHITRE © mysql -h${host} -P22001 -umysql_user -pmysql_passwd -D
cmdb_core < cmdb-core-22001.sq]l

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $78WHE 7257
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Z2(ER

feENHES=

cmdb

(EES

cmdb

Fiz
e

=
N
]

BeENE

/data/config/core.toml

/data/config/sync.toml

/data/config/sdk.*
/data/config/permission_config.json

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/config.yaml

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/config/permission.json

tap-workflow-engine : /data/release/workflow-
engine/config/config.yaml

tap-remote-executor : /data/release/remote-
executor/conf/config.toml

tap-agent-server : /data/release/agent-server/config/

config.yaml
/config/config.yaml

/config/permission.json

&&=

BHHE

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

BE(FA

cmdb ZOIIRERYECE (40 - £B(E
2. B&F)

cmdbﬂ SAESRIECE (W0 : [
. 2BER. BEFS)

cmdb ARERISTIERIECE
R EERACE

Fiz4Erz OECEX

FNIEHERIRECE

TRIES 2R E S

AR TRCE S

Agent-Server ERE 14

AW SSIEHERCE S
A SEERIIRECE

B 79T 725



2 AT TCE

(EES

cmdb

Fiiz
“

=
daR
(5

WAL : TCloudFinanceZone

AEAE

/data/log/cmdb.*

/data/log/cmdb-sync-*

/data/log/cmdb/*

tcloud-tap-worktool : /data/release/tcloud-tap-
worktool/log/*

tap-workflow-engine : /data/release/workflow-
engine/logs

tap-remote-executor : /data/release/remote-
executor/log/*

tap-agent-server : /data/release/agent-server/
logs/*

/log/tap-app-manager/*

2026/7/26 03:32:26

FIFBE4TE

AEER

iE% cmdb #ZOINEERYRE. HEREE
iCH

18R cmdb BEEESAYRE. BIREE
icR

185 cmdb EE’I‘J-L )\uﬁzﬁ’]’h‘lﬁ %EI'L?E
HEIER

IBRFEVIEEITREFEREE

P EGlE

T TES

Agent-Server H&

IC3® app-manager BUtMEFEIREE

% 80 725
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APIXZ#Y

N 4 S IiE R TIRSS
( remoteexecutor )

RS (2023-12-15)

API 55

APIRRZR

V3

tap-remote-executor

EORWR EOTheE
ExecRemoteCmd PUTIIES S
GetSubTaskInfo REFESER
GetTaskInfo REESFIE
OperateTask E5518E

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 81
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 8IHE TR
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $84mHE 7251
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 $8SMHE 725]
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/26 03:32:26 B 98T 725"
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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2 AT TCE MRETA

SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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2 AT TCE

tap-remote-executor

WA TIZT

A

ZLAENR <

L. FZOfER

FIFBE4TE

ZEOiEkE © remoteexecutor.api3.finance.cloud.tencent.com,
ExecRemoteCmd

BOAZEOIBHIRERIRE] - 200%/%D,

FEOEFATE : 2024-03-07 11:21:56,

OSSN,

2. WANSEY

UTBRSEGIRNGIE TEOBERSHIIO A HESH |, <
SHER Wik FRPENULL 263
Action P & String
Version = & String
Region P = String
Target = & Target
Cmd = B String
User = & String
Args = & Array of String
Parallel & & Parallel
Errorlgnore =N N Errorlgnore

WAL : TCloudFinanceZone

2026/7/26 03:32:26

HEBHBIRN TSRS,
R
NS, AEOEYE : ExecRemoteCmd

N

\

AHSH , AEOBE : 2023-12-15

/A

LS4, WERNEOAFERERUSEL.

Birl=EE
~hE . =5

Cmd
UE : Is

HATRR
~HE :

root

cmd B34
g : -

FTERIECE
~hE . =5

HiRBIRECE
~HHE - =EF

#1043t 725"



2 AT TCE

FIFBE4TE

A
FBRTRESE)
M5HE : 100

ESil

~HUE : shell

EnvDefault
HHE : true

EnvCustom

hE . =5

Bl EfIRERRERMHIZXIEKE Requestld,

SR Wik FIFENULL ESid
Timeout = B Int64
Type B = String
EnvDefault & B Bool
EnvCustom 5 5 EnvKV
3. BitH24]
SRR KA fEA
TaskUUID - String L—E—Z{UEUI D9O7b7dd9-6ad 1-a04c-b1b5-94ac3c11b286
Requestld String  M—EKID , 8RIEKPLIR
4. FEIRAY

IZEROE T SSBERRRERD | BfbEREFER

WAL : TCloudFinanceZone

NHEEIRED,

2026/7/26 03:32:26

% 105t 7251



2 AT TCE

IR HESER

L. O

FIFBE4TE

ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,

GetSubTaskInfo
EOABEOEKIERRS] : 200K/70,
EOEHATE : 2025-07-09 21:02:50,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHEWR Wik IFNULL
Action = -
Version 2 &
Region = &
TaskUUID 2 &=
ShowDetail B -y
SubTaskUUID s &
Status B &=
BatchIndex B )

iy
iy

TargetValue

WAL : TCloudFinanceZone

KRB
String
String

String

String

Bool

String

String

Inte4

String

| REAHSYPIERR SRS,

NH2H , AEOBYE : GetSubTaskInfo

N

AHSE, AEORE : 2023-12-15
NHBE, MEERNEOAFEEELSEL,

{FEHJuuid
& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

1BREER
R : true

F{EFSEUUID
& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

ESRE
5HE : Running

BatchIndex
w~pE : 1

BiREH
~EHE : 1111

2026/7/26 03:32:26 % 106 Wt 7251



2 AT TCE

SHER

Offset

Limit

Wik IFNULL 388

3. IHBE

SHER

TaskUUID
Total
SubTaskList

Requestld

4. FEIRAS

IZEROE T SSIBERRAEIRD | BfbEREFER

WAL : TCloudFinanceZone

a5 A
A A
[=] [=]

it

String

Int64

Array of

SubTask

String

& : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

)%
4R Offset
Int64 —GfE ;1
5 TaLimit
Intéd 2
MO e 1
A
{F53UUID
FESE=
g : 1
FAESFIE
g =&
M—Ek ID , ®XiEKREPSIR
Requestld,
IR,

2026/7/26 03:32:26

|, EfeRATEER X

FIFBE4TE

#1073t 725"



2 AT TCE

KBTS+

L. O

FIFBE4TE

ZEOiBEKIE2 : remoteexecutor.api3.finance.cloud.tencent.com,

IREUESSIHIB

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-09-02 11:10:53,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEAFR D%Svis FBIFNULL

Action =
Version 2
Region 2

TaskUUID 5

3. HIHE&#
SEIBR

TaskUUID
Status

User

WAL : TCloudFinanceZone

=
[=]
;\
[==]

=
[

A
[

XE
i

String

String

String

S
String
String

String

String

fik

{E55UVUID

A\l ?.;-%
|¢ £

ES¥ , ANZEOEYE : GetTaskInfo

\N

NHEE, AZORYE : 2023-12-15
AHSH , R ERREORTELRLLSE,

{FEHJuuid
A : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

T~EIE : 907b7dd9-6adl-a04c-blb5-94ac3c11b286

W&

HME : Running

FAF

TM5HE : root

2026/7/26 03:32:26 % 1083t 7251



2 AT TCE

SHER

Timeout
Cmd

Type
EnvDefault
TotalBatch
RunningBatch
CreateTime
UpdateTime
Parallel
EnvMap
EnvCustom
Errorlgnore
Target

Requestld

4. RT3

String

String

Bool

Int64

Int64

String

String

Parallel

String

String

Errorlgnore

Target

String

Hk

FBRTRSE)
5HE : 100

cmdaps

HUE : 1s

cmd 8

5HE : shell

EnvDefault
~HWE : true

TotalBatch
g : 1

RunningBatch
hE - 1

BlEERIE]
g : 2025-01-13T15:23:51.753+08:00

EERATIE
RAME : 2025-01-13T15:23:51.753+08:00

FiTEHECE
ThE . =5

EnvMap sf53EE map
~HE : {
BEMNE

w~EHE : )

lu\mgsEIl?E

HE : &E
HiTER

A EE

E—IEK ID , BRIERESIRE. ENARATHEERHZ

Requestld,

ARG T 2O S iEERREIRD | BERADFE N A TR,

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

#1097t 725"



& BRTTCE MRETA

HiRtD fEiA

InternalError.DbError DbError

IR : TCloudFinanceZone 2026/7/26 03:32:26 % 1107 # 7257



2 AT TCE

E553R(E

= -
1. O
EOiBEKE2 : remoteexecutor.api3.finance.cloud.
OperateTask
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-07-09 21:05:36,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
SHAR ik FREFNULL K3
Action = -y String
Version = B String
Region B & String
TaskUUID & B String
Operation & B String

“;. Y 4
3. FiHE#
SHER i fEir
P IIEHZ S ANRE]
Ok Bool —
THUE : true
Requestld String M—iEX ID , 8Xi5

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

tencent.com,

# , TERAHSHGIRN A HLERS,

R

NHSE , AEOBYE : OperateTask
NS, AEOBYE : 2023-12-15
AHEHSY , WREEAEOAFTEERISEH,
£55#%uuid

A : 907b7dd9-6adl-a04c-blb5-94ac3cl1b286

#ERERTY
A : stop

KEPIRE, EMERIFERAIZXIBKET Requestld,

#1117 725"



O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/26 03:32:26 %1127 # 7257



2 AT TCE

SRS

Errorlgnore

ERBIRECE

WU T™EEOS|B : ExecRemoteCmd, GetTaskInfo

BFR WAISS FEVFNULL
Type = a
Value = ray

SubTask

FESFIE

AT O3|F : GetSubTaskInfo
R Wik FRPFNULL K3
SubTaskUUID & & String
TaskUUID B S String
Status = = String
BatchIndex & & Int64
RunningWorker & & Int64
Type = = String

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

s ik
Intb4 SOUE - 1
&
Inte4 SOl 1
A
F{EFEUUID

~EHE : 907b7dd9-6ad1-a04c-
b1lb5-94ac3cl11b286

TaskUUID
TfEHE : 907b7dd9-6ad1l-a04c-
b1b5-94ac3cl11b286

FESRE
& : Running

BatchIndex
g 1

e
HE: 1

1F552£8
A : shell

#1137 725



2 AT TCE

BR

User

Cmd

Args

EnvDefault

EnvCustom

TargetType

TargetValue

Stdout

Stderr

ErrorInfo

Timeout

JobID

CreateTime

UpdateTime

Parallel

HiTEHERE

WAL : TCloudFinanceZone

iy

iy

]

Iy

iy

Iy

I

Iy

iy

iy

iy

iy

AIFNULL

Py
[

Iy

iy

Iy

ol

iy

ol

iy

i1y

i1y

iy

1y

iy

Iy

ESil

String

String

Array of
String

Bool

EnvKV

Int64

String

String

String

String

Int64

String

String

String

2026/7/26 03:32:26

FIFBE4TE

iR

FF

TM5HE : root
AR ES
HE : s

A\ Y
mSSH

wHE : -al

EnvDefault
~HHE : true

EnvCustom

hiE . =5

ElreSil
BIE 1
BirE
ENE : 1.1.1.1
HiTa<HE
~HHE : Is
T SEIRE
HE : s
EREHERE
~HE : Is
BRI HIE]

g : 1000

Job UUID
TIHE : inv-xxx

ellfELinlE)
A : 2025-01-13T15:23:51.753+08:00

EERATE
g : 2025-01-13T15:23:51.753+08:00

% 1140 7257



2 AT TCE

WU T™EEOS|B8 : ExecRemoteCmd. GetTaskInfo

FIFBE4TE

KRB0 MR TR LAESHHE

2R D%Svir FIFNULL KR AR
Type = B Int64 _
P = a RE : 1
Value
Value = & Int64 _
= = NE - 1
EnvkV
EnvkV
#HATEOS| A : ExecRemoteCmd., GetSubTaskInfo
B Whisk FEFNULL eS|
Key 2 & String
Value = & String
Target
BirtER
WU O3B : ExecRemoteCmd, GetTaskInfo
B WA FBIFNULL il
Type ey ry Int64
Value - - Array of String

WAL : TCloudFinanceZone

2026/7/26 03:32:26

fik

Key
HHE -

Value

HIE )

fEiR

St

HE : 1

I=EIIES
~ME : 1111

% 115m# 7251



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/26 03:32:26 % 116 Tt 7251



2 AT TCE

IR

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

J.Lgia =5
'f'alseﬁq

InternalError.DbError

WAL : TCloudFinanceZone

kil

BRAFRL.
REBEEIR,
EOREE.
SEGER,
SHEEIRIR,
B ECERpRE,
TRDSEGEIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,
RIFAB.
BRIRFE.
RIFAA R,
RIZIURLE,
RINSEGEIR,
BEAST,

http(s)iERHMYEEIR , R3ZHF GET #1 POST 153K,

BROARSFRrE bR,

iz

DbError

2026/7/26 03:32:26

FIFBE4TE

#1731 725"



& BRTTCE MRETA

tat agent api/= ( tat)
W2~ (2020-10-28)

API #E5G

APIRRZR

V3

tat

EORR
DescribeAutomationAgentStatus
DescribelnvocationTasks
DescribeRegions
InvokeCommand

RunCommand

HRIFTE : TCloudFinanceZone

OThee

$kElagentiRHER
REESHUTIRE

KEXregionf5 2

Bid 2 EHMCommandHfTIEiRES

HiTcommand T2 SIS

2026/7/26 03:32:26

&
=1

&
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 12m# 725



2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/26 03:32:26 #1353t 725
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
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ZEOiEkiE4 ;- tat.api3.finance.cloud.tencent.com,
KB regionfs&
FRAEZ BRI IRS : 200R/FD,
EOSEHATE : 2025-12-04 11:21:22,

EORBEZREN,

2. WANSEY

LITNERSEGIRNGIH TEOBERSEMEO AHESE

SR W% FEFNULL KR
Action 2 = String
Version 2 =5 String
Region = = String

A f
Instancelds = =2 rr.ay °

String

A f
SnList = = ray o

String
Limit B B Int64
Offset & = Int64

A f
Filters B S .rray ©

Filter

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

RNHESH, ANMEORYE !
DescribeAutomationAgentStatus

NHEE, ANEOBYE - 2020-10-28

RNESY, WEEEFROFSTRERULSH,

SV VIES

EWE : ["ins-a", "ins-b"]
SCBlsn%lZE

~GE : ["aaa-a", "bbb-b"]
DTARN

wpE : 1

PRREE

g 1

JUbiEed

~hE . =5
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sHEF

AutomationAgentSet
TotalCount

Requestld

4. SEIRAY

IZEROE T SSBERRREIRD , BfbEREFER

WAL : TCloudFinanceZone

eSid]

Array of
AutomationAgentSet

Uinte4

String

A
agent?lZ
g . =&
BEL
THE - 1

KE—iEK ID , ®RIEKRE=IR
RMZIRIERAT Requestld,

AHIEIRG,

2026/7/26 03:32:26
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|, EfAREE
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EOiEKiE# : tat.api3.finance.cloud.tencent.com,
REEOIFE
EOAEZOERIRERRS : 200K/70,
ZEOEFRAYE] : 2025-08-06 04:21:36,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SR Wik RPENULL 38
Action 2 = String
Version = = String
Region = B String
. A f
InvocationTasklds & = rr'ay ©
String
A f
Filters B 2 .rray °
Filter
Offset B r Int64
Limit = = Int64
HideOutput B r Bool

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

DescribelnvocationTasks
NHE2E, AEOEYE : 2020-10-28

RNESY , WEERNZROFFEREELLS

taskid
HE : invt-xxx

s
e . =5

P IRZE
HE - 1

DTTARN
wEE : 1

RAREEH
MENE : true
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TotalCount Int64 i?ﬁﬁ: 1

InvocationTaskSet fl‘wr\:zi/ac’)c]iconTask gzgiﬁg

Requestld String ﬂ&—lai}? ID , ®RiERE=IRE]l, EIEEREETFERAZRX
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EOiEKiE# : tat.api3.finance.cloud.tencent.com,
KEregionf58
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2024-12-24 07:24:50,

EARBER LN,

2. INSE

FIFBE4TE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL RE
Action = = String
Version = & String
Region = = String
Ao x
3. Wi EE
o C KA ik

_ Array of regionfs8.
RegionSet RegionSet HHE : EE
region Mgl
TotalCount  Int64 —
HE - 1
Requestld String

Requestld,

4. SE1RAY

WAL : TCloudFinanceZone

2026/7/26 03:32:26

#2840 , AEOBYE : DescribeRegions

>
\

HS% , AEOBYE : 2020-10-28

NESY , WEERNZOFFEREELSH.

E—EK ID , RIEREBSIREl. EMAURTHEERAZRIERE
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1. O

EOiEKiE# : tat.api3.finance.cloud.tencent.com,
HEmS

EOAEZOERIRERRS : 200K/70,

EOEFETE : 2025-06-23 22:46:39,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String AHSE, AEOBYE : InvokeCommand
Version 2 = String NHSE, AEOBYE : 2020-10-28

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

o C St 1#

Kt

Requestld String HE—iEK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. S8R0

ZEOERWSEERXANERD , AtERIGFEN 5=,
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EOiEKiE# : tat.api3.finance.cloud.tencent.com,

HiTan<

BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2025-12-04 11:19:25,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SHER

Action

Version

Region

CommandName

Username

Description

Content

CommandType

WAL : TCloudFinanceZone
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fil

fim
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iy
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iy
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FIFNULL

s
[]

iy

iy

iy

iy

iy

iy

iy

String

String

String

String

String

String

String

String

2026/7/26 03:32:26

FIFBE4TE

NESE, AEOBYE

RunCommand

NHSE, AEOBE :
2020-10-28

NHSE, MEEEAENO
FEEEEIBE,

WWLEMR
~HHE : name
MiTARP
A : root

Rtz
~HWE : desc

AES
g : ps -ef

ROAR

HHE : shell
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SHER

WorkingDirectory
Timeout

SaveCommand
Instancelds

EnableParameter
DefaultParameters
DefaultParameterConfs
Parameters
OutputCOSBucketUrl
OutputCOSKeyPrefix

Tags

3. JHES#

SEBR RE

CommandId String
Invocationld String
Requestld String

WAL : TCloudFinanceZone

ik FeFFNULL
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[ [
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[ [m]
=~ =~
[ [m]
-y =
=~ Pz
[ [ ]
~ ~
[ [m]
=~ =~
[ [
~ =~
[ [
A~ A~
[ [m]
=~ =~
[ [
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[ [m]
A
ap<id
A : 1
VERid
EHE : inv-xxx

ESid]

String

Uint64

Bool

Array of String

Bool

String

Array of
DefaultParameterConf

String

String

String

Tag

FIFBE4TE

A
TERRRR
5HE : /root/

FERTATIE]
g - 1000

RERERS

~HUE : trye

Brrtes

AE : ["ins-xx", "ins-
y'l

BEHESH

A : true

BINSEL
~HUE : def_opts

MANSHECE
THE . =5

S
~HE : opts

B RFRYcosHnt
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EUE : xxxx
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ThE . =5

E—IEK ID , RIEREPSIREL. EMAIRATFERHAIZRIFRE Requestld,

2026/7/26 03:32:26

% 149 725


http://cos.com/
http://cos.com/

O BATTCE HAEETA

4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/26 03:32:26 5 150 @ 7257



2y BATTCE

SRS

DefaultParameterConf

ANSHECE

W TEEO218 : RunCommand

B

ParameterName
ParameterValue

ParameterDescription

RegionSet

reginfg 2

#aNT™EO3|F : DescribeRegions

B

Region
RegionState

RegionName

Tag
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[
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iy

a0 ~=MA5|A : RunCommand

WAL : TCloudFinanceZone
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FIEFNULL

=
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Iy

FE¥FNULL
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2026/7/26 03:32:26

RREETE
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Strin SUEHR
9 ~HE : name
String 24
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g NE : desc
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& : New York
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T~f5{E : AVAILABLE
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~5& : New York
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Document i2R®T Command HfFRMEMN L TEE

#HAN 3OS | A : DescribelnvocationTasks

BN i FEFFNULL RE

Username ray ray String
Content ry ray String
CommandType B B String

WorkingDirectory - e String
Timeout B B Int64
OutputCOSBucketUrl B S String
OutputCOSKeyPrefix B B String
InvocationTask
ESERFR

U028 : DescribelnvocationTasks

BR ik REFFNULL ESig)

WAL : TCloudFinanceZone 2026/7/26 03:32:26
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mSHITRAFA
~HUE : root

~oE : ps -ef
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ErrorInfo
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TaskResult
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WAL : TCloudFinanceZone
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Document
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String
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String
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2026/7/26 03:32:26

FIFBE4TE
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an<id

HE 1

BOWE

THHE : &
HiTid
MINE : inv-xxx

HFATIESSId

ENE : invt-xxx

ESRE
& : Succeed

ERIREA
~HUE : err

sCfllid
EME : ins-xxx

PATER
HE : &E

HATIR

ENE : invs-xxx

FraRdia]
E : 2024-09-04T02:50:29Z

ZEERATE)
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B WATS
ExitCode ray
Output ray
Dropped )
ExecStartTime &g
ExecEndTime g
OutputUrl -
OutputUploadCOSErrorInfo B
AutomationAgentSet
agentiz2

HAN OS5I : DescribeAutomationAgentStatus

ADIFNULL

Py
[

iy

iy

iy

i

iy

ol

AR WA FEEFNULL
Instanceld & &
Version &= &
LastHeartbeatTime ) ray
AgentStatus & B
Environment = ray

WAL : TCloudFinanceZone

String

String

String

String

String

2026/7/26 03:32:26

ESil

Uinte4

String

Uint64

String

String

String

String

FIFBE4TE

T

AT
THHE : 1

T
~HHE : res

=5

wEE : 1

FHaRdiE]
~EfE : 2024-09-04T02:50:29Z

ZETRATE]
TMEME : 2024-09-04T02:50:29Z

fiHAurl
~EWE : http://cos.com

HEREEREIRER
~E : error

fik

sCfllid
HHE : ins-aa

R
~5lE : v1.0.6

OBkRTE)
~EfE : 2024-09-04T02:50:29Z

agentikE
5IE : running

INE
~HE : env
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SupportFeatures
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Region

Filter
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ik FePFNULL

iy

iy
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=
~x=

iy

iy

iy

ESid]

Array of String

String

String

String

S

SHFIA

THE

sn

THNE :

ip

THNE
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THIE :

WaNI OS5I : DescribeAutomationAgentStatus, DescribelnvocationTasks

BR

Name

Values

WAL : TCloudFinanceZone

i
[

Il

FIFNULL

A
=

A
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String

Array of String

2026/7/26 03:32:26

FIFBE4TE

Be
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S

FERE
whlE : id

KRB
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FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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TAPHRf
hieAs (202

=4 (tapsops )

3-10-30)

API #E5G

APILRZR

V3

ity e MY =

EORR
ApprovalDag
CheckDagDefineName
CopyDagDefine
CreateDagDefine
CreateDaglnstance
CreateScheduledTask
DeleteDagDefine
DeleteDaglnstance
DeleteScheduledTask
GetBizTemplateDetail
GetComponent
GetDagDefine
GetDaglnstance
GetDaglnstanceDetail
GetScheduledTask

ListApprovalTasks

WAL : TCloudFinanceZone

EMIhRE
EHIE4EES
RIGHIESTRES
CopyDagDefine
CreateDagDefine
BIERAESL
CreateScheduledTask
DeleteDagDefine
DeleteDaglnstance
DeleteScheduledTask
SREUESRIRIFIE
GetComponent
EREE X FIE
ERESLAFEBIT RIS
ERESEAFR
GetScheduledTask

ListApprovalTasks

2026/7/26 03:32:26

FIFBE4TE
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EORFR
ListBatchNodes
ListBizTemplates
ListComponents
ListDagDefineVariables
ListDagDefines
ListDaglnstances
ListLabels
ListScheduledTask
OperationDag
RunDaglnstance
UpdateDagDefine

UpdateScheduledTask

WAL : TCloudFinanceZone

RIFBEHFE

EOThaE
EEEHHESHE-DH
RS BT RESRESIR
ListComponents
ENWEENZEIIR
IREUREE M F2R
EEREESIFI=R
IREIREST 2R
SRENER{ESS TR
BMEEEES
[EENFAESES)
UpdateDagDefine

UpdateScheduledTask
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,
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IEFAUTF-84%5.
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IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
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}

}
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4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
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AuthFailure.UnauthorizedOperation &3k CAM 41,
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InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
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"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 267 725



2 AT TCE MRETA

import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 274 725



2 AT TCE MRETA

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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RENFHEEH, trueRgE |

IsLocal & & Bool falseRTAE
~AHE : true
k=3 \ R
PackageName = = String ;Zgaiiaafi
PackageVersion = & String i}_ggzﬁ 111
. BETE http TEEER
= =
Http N a String SRBIE : /root/http
. BEE ftp THIER
=~ =
Ftp = = String BIE : /root/ftp
SourceHost = N String Ij_}iﬁiﬂ:g 1111
R . RN
SourcePath Fan A String SIS : /root/source
. BfRFESFERER
TargetPath e r String SR : /root/target
. liS=3
= sy
User 2 = String SAHE © 110000000103
ansible 14738 , ansible/ansible-
AnsibleType =B & String playbook
~BHE : ansible
i o < . ansible a5
AnsibleCommand = = String A : ansible-playbook hello.yml
AnsibleIP 5 5 String T;:J?Ele_#;{?? ;P
BEREM. trueRng | false®x
IsRoll 5 = Bool <2
HUE : true
Concurrent = = Uinte4 ARSI

HfE : 10

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 335mH 725



2 AT TCE MRETA

SEER W% EFNULL 8 fHA
_ Array of PATENER

A~ A~
HostList = = HostInfo ~™ME  EE

ansible-playbook {44

. = = i
AnsiblePlaybookName & A String T : playhookName
' _ AR AFAFR
a~ s
LocalFileName = = String ~5IE : localFileName
o . AR N
= A=
LocalFileSize ) A String SBHE © 3MB
ansible sn
AnsibleSn B B String ~BE : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
JRER sn
SourceHostSn & & String R~E : 1349e3ef-fe01-4015-a2f-
dd14e6d5011b
BEANEMES. truekinZ | falsezk
IsCron & & Bool T
A : true
- - TERHESID
CronTaskID 5 5 Int64 g : 10
_ Array of FHUIDFIZE
= =
HostIDList = H Uint64 s : [1,2]
. Bk
RequestF & = St =
equestFrom A = rng TRIGME : cfs
A A\l 4
3. HiHEEL
BHER Bk
BIEERgRHE uuid

TemplateUuid  Stri
emplatetul M9 RiE : template-97af743a-af08-485a-a6b2-4ab6

BIZERISLH uuid

Instanceluid - String  — g 4 262d0b7a-8003-4d 1b-a9bf-1968f71a00d

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 336mMt 725



2 AT TCE

SHER
Message

Error

TaskID

Requestld

4. FHIRS

PAIMXAHE T O S ZAERRRNEIRE | BfbmRSiFEN s

TEIRD

String

Error

Int64

String

fiaid

ZFRER
MFNE : sucess

HiRRE

~hlE : =5

{£551D
g : 10

FIFBE4TE

H—iEK ID , ®RiIEKEPSIRE], EfTRAEERAZXIEKA Requestld,

InternalError.StartQuickExecution

WAL : TCloudFinanceZone

2026/7/26 03:32:26

StartQuickExecution R tEiR
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2 AT TCE

SR AZE

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatScriptCount
A ONERIERIRS : 200R/FD,
O SRAYE : 2024-05-22 15:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL
Action = B
Version 2 &
Region P &
Eh s

3. HiHEEL
SHER ESig)
ScriptTotal Int64
ShellTotal Int64
PythonTotal Int64
AnsiblePlaybookTotal  Int64

WAL : TCloudFinanceZone

et iR
String ~HSE, AEORYE : StatScriptCount
String AHSE, AEOEYE : 2023-07-01
String AHBY , WEHEENEORFTEERIL S,
ik
HAREE

g : 10

shell fHIAEE
1A : 10

python A% E
g : 10

playbook #&
=~pifE : 10

2026/7/26 03:32:26

FIFBE4TE
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2 AT TCE MRETA

SHER ESig) U

HE—IEK ID , BRIEREPSIRE]. EMARREERAZRIERE

Requestld String Requestld

4. 5t

ZEOERWSEERXANERD , EtERiGiFEN A LERo.

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 339mH 725



2 AT TCE MRETA

FHISHE

= -y

1. E=OfFR

EOiEKE © worktool.api3.finance.cloud.tencent.com,
StatTaskCount

EOAEZOERIRERRS : 200K/70,

BEOEFAE © 2024-05-22 15:34:45,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik FEFFNULL ESit] iR

Action = & String ~HSE, AEEORYE : StatTaskCount
Version 2 = String NHSE, AEOBYE : 2023-07-01

Region = & String AHBY , WEHEENEORFTEERIL S,

3. I SE

SHBMR S )%
FERHE
TaskTotal Int64 _
~pBHE : 10
BRIIHITEE
SuccessTotal Int64 _
~pBE : 10
FailedTotal Int64 MARESS

THNE : 10

PITHPHE

RunningTotal Int64 _
9 TBIE ;10

Requestld String HE—IEXK ID , ®RIBEKRESIRE], EMAIRNEEREIZRIEKA Requestld,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 340 725
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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2 AT TCE

FiHES S

L. O

FIFBE4TE

EOiEKE © worktool.api3.finance.cloud.tencent.com,

StatTaskTrend
EOABEOEKIERRS] : 200K/70,
BEOEEHARE : 2025-02-27 16:39:21.,

EOARGER NEN,

2. INSE

LINERSEG RN IH T EROBRSEFED AT

~

£ RBERHSHPIRNAHIERS,

WAL : TCloudFinanceZone

SHBFR D3vi FEFFNULL S R
Action 2 & String AHEBE , AEOEBYE : StatTaskTrend
Version =2 & String &80, ANZEOBYE : 2023-07-01
Region = & String ~HBY , WEERNEORNTEEZRL S,
gr *
3. EHU 'Eh"éjszﬁ
SHBFR S U
, Array of EBRE
TaskCountList TaskCountElement ~E : &EF
HiRER
Error CommonError '_3
A EE
. H—iEK ID , ®RIEKRESIRE], E RN EEREZRE
Requestld String

4. SE1RAY

kB9 Requestld,

2026/7/26 03:32:26
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ZEOERWSEERXANERD , EtERGFEN A LER0.

WAL : TCloudFinanceZone 2026/7/26 03:32:26 #3437t 725



2 AT TCE

EfransibleZAlip

L. O

FIFBE4TE

EOiEKE © worktool.api3.finance.cloud.tencent.com,

UpdateAnsiblelP
EOAEZOERIRERRS : 200K/70,
EOEHATE : 2024-05-22 15:35:21,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SR Wik ZFFNULL
Action 2 &
Version 2 &
Region = &=
IP B B
Sn oy B
ID & B

3. IS

SHER St )

s
Message String g

WAL : TCloudFinanceZone

Sl
String
String

String

String

String

Int64

5 : success

£ RBERHSHPIRNAHIERS,

N
Ve

AHSE, AEOBYE : 2023-07-01

\

RNESY  WEHERRNZEOFFEGELLSH.

ansible F3#, IP
~EE - 1.1.1.1

ansible sn
~MENE : 1349e3ef-fe01-4015-a2f-dd14e6d5011b

ansible =4, ID
HHE : 10
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& BRTTCE

FIFBE4TE

SHER St ik

fERRE]
THIE : EE

Error Error

Requestld String ME—iEK ID , BRiEKRESIRE]., BRI EEREIZRIEKA Requestld,

4. FEIRAS

ZEOERWSEERXAERD , BftERIGFN L HER0,

HRIFTE : TCloudFinanceZone 2026/7/26 03:32:26 B MSTHE 725



2 BRETCE
EHTERES

=z -y
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
EHER{ES
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-04-11 10:30:44,

EOARGER NEN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHAR ik FRPFNULL K3
Action = & String
Version = & String
Region = a String
CronTaskID = & Uint64
Description & & String
Cron o) ) String
Args 5 5 String
User = = String
TimeLimit & & Uint64

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

LS4, ANEORYE -
UpdateCronTask

NHSE, AEOEYE : 2023-07-01

NHSEH , HEEEAEOFATEGREL
ERES ID

TBHE : 10

(EXAIFA

T5HE : desc

FEREE

~EME: 01110*?

TS

EUE : 1s

TR

M5E : root

FriEERT A a)
HIE : 60
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2 AT TCE

SHER

TaglList

IsRoll

Concurrent

AnsibleSn

AnsibleType

AnsiblelP

AnsiblePlaybookName

AnsibleCommand

ScriptID

HostList

IsCronStrBasic

Owner

HostIDList

ResetHost

WAL : TCloudFinanceZone

iy

iy

Iy

H

iy

Iy

iy

i1y

iy

iy

1y

iy

iy

AIFNULL

Py
[

iy

iy

l

1y

iy

iy

iy

ol

iy

iy

i1y

iy

iy

S
Array of
String

Bool

Uint64

String

String

String

String

String

Uinte4

Array of
HostInfo

Bool
Array of
String
Array of

Uint64

Bool

2026/7/26 03:32:26

FIFBE4TE

fiid
FimEs

~HE : [1,2]

A true/false, trueRNARENAT |
false R~ ANRIN &
GE : true

HERE
pENE : 1
ansible 4, sn

A : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

ansible 28U
~BHE : ansible

ansible F#5#, IP
THHE : 1.1.11

ansible playbook &Z#R
~BIE : hello.yml

ansible <
~BfE : ansible-playbook hello.yml

I ID
~HE : 10

PATENESR
~hlE . =5

EEREMEE. trueRE | falseRr
=2
EIE : true

TREA
& : ["110000000809"]

PUTENIDIER
~E : [10]

EEEESHITEN. truekRE , falsek

TE

AR : true

% 347 725



2 AT TCE

3. IHSE

SHER i
Message String

CronTaskID Int64

Array of

Owner .
String

Requestld String

4. FEIRhS

fEiR
EHRINSEER

TM5E : success

TERHMESSID
~pBHE : 10

REA
~f5f& : ['110000000809"]

E—IEK ID , ®RIERESIRE. EAEEFEREHZRIEKRAY
Requestld,

PAIMXGIE T 2O S EERREIRND | BERAGIFE N A TR,

TEIRE

InternalError.UpdateCronTask

WAL : TCloudFinanceZone

U

UpdateCronTaskiZ [ NEREIR

2026/7/26 03:32:26

FIFBE4TE
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2 AT TCE

SEFETALMY

= -
1. O
EOiEKE © worktool.api3.finance.cloud.tencent.com,
UpdateRule
EOAEZOERIRERRS : 200K/70,
EOSEFRAYE] : 2025-07-30 10:34:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik BIFNULL it R
Action =2 & String AHBE , AEORYE : UpdateRule
Version =2 & String nNHE&E, ANZEOBYE : 2023-07-01
Region 2 & String NHBHY , WEERNMEOREEZBILSE,
. W ID
RuleID = 5 Uint64 _
! = = ! TE 10
. 1EAIFBFR
Name = 5 Strin _
= = 9 eiE: mitERE
. EREREy
R I =~ A~
ule 5 5 String —HillE - reboot
SRR
Type |7:|< lz:? Strlng 1/&86’1"&7{&

MHHE : shell

3. I SE

SHEMR KA ik

Message String 2R

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE
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2 AT TCE

SHER

RulelD
Owner
Controller

Requestld

4. FEIRS

PUMRFIH 7O S5 EEIAXA%EIRD , EttERDiFER

'f'alaeﬁr.'l

InternalError.UpdateRule

WAL : TCloudFinanceZone

Uint64

Array of
String

Array of
String

String

HR

MFNE : success

ZEMNID
~EHE : 10

TEMNRE
g : ["110000000809"]

ZEMUEFIA

& : ["110000000809"]

E—EK D,
Requestld,

BIREREPZIR

fik

[E], IR ERAZRIEKAY

NHEEIRED,

UpdateRulefZOPEREIR

2026/7/26 03:32:26

FIFBE4TE
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2 AT TCE

SEFRIZAR

L. O

EOiEKE © worktool.api3.finance.cloud.tencent.com,

UpdateScript
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2025-07-08 19:34:51,

EOREIRE A IS,

2. INSE

UTNBRSEGIRGIE T ZOBRSENRO AHSE , mBAHSHGIRN A HEK

SHAR ik FRPFNULL K38
Action = B String
Version = =B String
Region = & String
ScriptID B o) Uint64
ScriptName & B String
Description B B String
Content &5 5 String

. Array of
HostList ra ra

= = HostInfo

ResetHost & = Bool

WAL : TCloudFinanceZone

FIFBE4TE

&
?&

>t

TR
~HBE, AEORYE : UpdateScript
NHEBE, AEOBYE : 2023-07-01
AHSBY , WEEERREOATEERL S,

HIAID , E
~EHE 10

IERIFTRTR

5HE : esho name

(EXHIFHA
~5E : echo desc

EMRIFHIARE

5B : echo name

FHER
e : =

BEHRIBFNEREDE. truexrg , falseErA

i

HE : true

#3513t 725



2 AT TCE

SHBFR Wik AEFENULL 8 )%
Taglist B & Array of String IREHER
a a TR -
) mEA
Owner i i Array of Strin _
a Y 9 FeuE

3. WS
suEm R

Message String
Error Error

ScriptID Uint64

Array of

Owner .
String

Requestld  String

4. HI2FD

R

BHER
HE :

EiRRE]

Success

~HE . =5

BIAID
THUE

TEA
THNE

E—IEK ID , REREBSIRE. EMARATHEERAZRIERE

10

["110000000809"]

Requestld,

LAIMXAIE T O SZEERRNEIRND | BEfERASFE N A THERS,

/'EEI'L?EEE.,J

InternalError.UpdateScript

WAL : TCloudFinanceZone

fEis

UpdateScriptiZOREREIR

2026/7/26 03:32:26

["110000000809"]

FIFBE4TE
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2 AT TCE

SRS

TaskInfo

ESER

HanT™EAS|F - ListTasks

BT

ID

Name

Description

Status

CreateTime

UpdateTime

Creator

TaskType

CronTaskID

IsCron

AccountID

ErrorCode

Wik

=
[ )

oy

oy

iy

iy

oy

iy

iy

oy

defines the code of error

FEFNULL

==
[

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

Xk
tre

Uint64

String

String

String

Datetime_iso

Datetime_iso

String

String

Inte4

Bool

String

FIFBE4TE

faig

F5 1D
~HHE : 10

ESER
~BIfE : sops_dag_1273_node_3818_3

fESsfk
TOUE : PATERBOIIE

TME : success

BlEERIE
~FE : 2025-03-06T11:13:08+08:00

SEFTATIE
e : 2025-03-06T11:13:08+08:00

BIEEA
A - Jack

(EEZpSic
~NE . ERHES

ERESSId
THIE : 10

EENERES
MHUE : true

MFid

~5& : 110000000809

U T4ZOS| A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,
DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail, ListRules, StatTaskTrend

WAL : TCloudFinanceZone

2026/7/26 03:32:26
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2 AT TCE

& D
RootCode B
SubCode B

ListScriptRespData

EWAEERIE

#ANTEMS|A : ListScripts

BR WhIFE FEYFNULL
ScriptID B &
ScriptName B B
Description -y &
Content & &=
Type & &
CreateTime & &
UpdateTime P &
Version = &
Creator B &
Modifier & 5
HostList & 2
AccountID = &

WAL : TCloudFinanceZone

FEIFNULL

@
[ )

oy

Uint64

String

String

String

String

Datetime_iso

Datetime_iso

String

String

String

Array of HostInfo

String

2026/7/26 03:32:26

FIFBE4TE

i LU
Strin RootCode

9 TBIE ;400
Strin SubCode

9 EIHE 4001
A
A ID

hiE : 10

IAZTR
NE : titHname

AR
THE : desc

ARNAFS

~FE : echo name

fiIA LR
5UE : shell

BlIEERTIE
~HE : 2006-01-02 15:04:05

EEATE]
REHE : 2006-01-02 15:04:05

72
g 111

BIEA
~5&E : 110000000809

BIE—IREFHA
7~f5l{& : 110000000809

FHUER
~hiE . =5

SubAccountUin
& : 110000000809
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2y BATTCE

FIFBE4TE

=i Wik RYENULL stk
Preset = 7 Bool zfzé?ﬁﬁi%ﬂiﬂzl:, truex2 , falseRr= A2
ENE : true
TaglList ) = Array of Strin rEER
J - = Y 9 MWE : ["tap"]
< < . ThEA

Ovmer = = Array of String TR : ["110000000809"]
CreateScriptRespData
FhEM AR EIEYE
#anT~EOSIM : CreateScript

BR 14155 FEFNULL SR A

i o N . RUEAYHIAE— ID
ScriptID B B Uint64 Bl - 10
. ] ] . BIAHRA

Version 5 & String i - 111
TaskCountElement
(FERETTE
WU T™EOS| A ; StatTaskTrend

BFR WSS FEFNULL KA A

] . {FaE
TaskTotal & & Uint64 ol - 10
. - - ) A8

RecordTime = a String MBUE © 2006-01-02 15:04:05
CreateRuleRespData
RIEMNIREEIE
WA T™EAOS| A - CreateRule

BFR Wi FEVFNULL il A

WAL : TCloudFinanceZone

2026/7/26 03:32:26 #3553t 725



2 AT TCE

AR WA FEFNULL
RuleID & &

DescribeTaskDetailResponseNode

DescribeTaskDetailResponseNode

WA T#ZMO3 |8 : DescribeTaskDetail

BIR ik SRPFENULL 33
NodelD & & Uint64
Plugin & = String
Status & & String
StartTime & &= Datetime_iso
EndTime B S Datetime_iso
NodeName & &= String
NodeUuid & = String
NodeDescription & = String
AccountID & & String
Sorter
HEFr

FIFBE4TE

ESil) A
. BRI E— ID
Uint64 —BifE : 10
R
NodelID

~pHE : 10

Plugin
THIE

command

Status
~M5HE : success

StartTime
FE : 2006-01-02 15:04:05

EndTime
~5{E : 2006-01-02 15:04:05

NodeName
M5ME : c8d921c2-4e57-4908-b97¢c-1b78c49b32

NodeUuid
~FE : instance_node-
aledbbc7-71e5-4eed-99c2-48b268bf

NodeDescription
BE : desc

AccountID
7~f5l{& : 110000000809

N T4ZO3 | A : DescribeResourcesByTags, ListCronTask, ListResourceTags. ListRules, ListScripts, ListTasks

BFR DA AEFNULL KA

WAL : TCloudFinanceZone

2026/7/26 03:32:26
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2 AT TCE

BFR Whsk FBIEFNULL it A
Desc &= & Bool

. HEF=ER
OrderB &5 = Strin - .
g - - J A : id
Filter
TiREF
U TEOS|F - ListCronTask, ListRules, ListScripts, ListTasks
BR Wi FEFNULL KRB
Key & a String
Operator &= &= String
Value a & String
RuleRoleData
ZEMUBEE
#WANTHEO5|A - CreateRule
BR i FEFFNULL KRB
RuleID &= B Uint64
Owner e & Array of String
Controller B & Array of String

Tag

IRETTR

#anT~#EOS|A : ListResourceTags

WAL : TCloudFinanceZone

FIFBE4TE

BEMERF. truekng | falseR A2

2026/7/26 03:32:26

NE : true

ik

SprE
TR © key

BAERT
BUE : in

=]

MENE : value

fEk

ZEHNID
~HHE : 10

ZeHNaE
~f5l{& : 110000000809

ZEMNEFIAR
g : 110000000809
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2 AT TCE

BFR WhIS FEFFNULL
ID & B
Key & &
CreatedAt = &
UpdatedAt - &=
DeletedAt ) =
ScriptRoleData
Nz ) =}
#HaNT~EAS|F : CreateScript
BFR Wik FEFFNULL
ScriptID = B
Owner = &5
CronTaskRoleData
ERESREE

WA T™=O3 |8 ; CreateCronTask

BFR WIS FIFNULL
CronTaskID = &
Owner 5 =5

ListScriptHostInfoFilter

EAAEE TSR SRS

WAL : TCloudFinanceZone

Ak
te

Uint64

String

Datetime_iso

Datetime_iso

Datetime_iso

e

Uint64

Array of String

Sl

Uint64

Array of String

2026/7/26 03:32:26

FIFBE4TE

1553

¥r& ID
~HE : 10

REE
~UE : tap

BlEAdE
~HE : 2025-03-06T11:13:08+08:00

EHATE
~EIE ;. 2025-03-06T11:13:08+08:00

ARBRATE]
~ME : 2025-03-06T11:13:08+08:00

3%

BIZID
HE : 10

TEA

~f5E :  ["110000000809"]

fk

ERHMESSID
~BHE : 10

TEA

& :  ["110000000809"]
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2 AT TCE MRETA

WA O3 : ListScriptHostInfo

BHR Wik FEFFNULL KA T
, e
=] =
Key 2 A String —
= < , =l
Value = S String B - value
Script
HAER

AN T#EO5|F - CreateScript

AR Wik FEYFNULL Sl R
ScriptName g2 = String BIAZR

~BHE : echo name

. ] \ - FAHA
Description & & String TEHE : #Ediname
_ . _ fiIA2E8Y |, shell/python/absible
Type = & String TGUE : shell
_ . . HARS
Content = & String & : echo name
=g
HostList i = Array of HostInfo ;gh’gu ==
TagList = = Array of String */_j_—\g%%
E : [1,2]
_ ] . AR
Owner 2 = Array of String GIE :  ["110000000809"]
DeleteScriptRespData
BRI AR EIEHE

#HUNT™EOS|F : ControlTask, ControlTaskNode, DeleteCronTask, DeleteRule, DeleteScript

BIR Wik FEEFNULL E- it R
il
Affected = = Uint64 BRIOMBRE R

HE : 1

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 359t 725
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FIFBE4TE

N T4ZO3| A : CreateCronTask, CreateScript, ListCronTask, ListScriptHostInfo, ListScripts, StartQuickExecution,

HostInfo

EINEIS

UpdateCronTask, UpdateScript
BR Wik FEFFNULL RE
Region &= &= String
Zone = = String
InnerIP &= &= String
OuterIP &= &= String
Hostld e e Uint64
Sn & & String
HostName & & String
Instanceld e e String

CronTaskInfo

ERMES TR

#aNT™EOS|A : CreateCronTask
BFR Wk FeTFNULL
Name = &
Description & B
ScriptID = a
Cron = &=

WAL : TCloudFinanceZone

iR
Hbigh
~BNE : newyork
AKX
~HHE : ap-szhen-hqgt-ops-1
N IP
THME : 1111
AMeq IP
ENE : 1111
FHID
~HHE : 10
F#1 Sn
IE : 92cbba2c-ele7-4fa9-8e81-8bb70e6
FHAR
TE : hostName
F#HlInstanceld
~MEHE : inst-2e2d0b7a-8003-4d1b-a9bf-1968f71a00d
il A
String TERHESBFR
5E : task_name
String EFHESEA
~HE : desc
. HATHIA ID
] 4
inte TBUE : 10
String ERECE

2026/7/26 03:32:26

e : 01110*7
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2 AT TCE MRETA

AR W% FRPFNULL 23R8 R
. AT
User = B String 1_—1;;;2}%' root
TimeLimit = = Uint64 #_E?;]{E;@ 60
AR :
. . RS
TagList = &= Array of String < : [1.2]
AN 2L
. HASE5IE
Args ) g Strmg TEIE : root
. . ansible 28!
AnsibleType & B String 0l ';:nsible
. - - . ansible-playbook 3{4&#R
AnsiblePlaybookName & i String RBUE : helloym
. — = ) ansible #1175<
AnsibleCommand = . String MFHE : ansible-playbook hello.yml
AnsibleIP = = String ;?{Z:Jt{jﬁle_IfﬁjiL iP
VAR . Sl
ansible 454, sn
AnsibleSn r = String ~HWE : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b
. Array of PUTENER
= =
HostList = | B HostInfo TE : B
B A = — B8 —_ \E
IsRoll = = Bool zf.:.-#Zio truezk/~g |, falseRnAR2
~IHE : true
Concurrent & &= Uint64 ?Z’;g . 10
cronFEXX BB AEMEE. trueRRE | falsek
IsCronStrBasic F & Bool AR
~HHE : true
. REA
Owner & & Array of String =& © 110000000809
. . PATENIDER
HostIDL = & A f 4
ostIDList = A rray of Uint6 TS 11117
CommonkError

CommonError
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2 AT TCE

FIFBE4TE

N T4ZO3| A : ControlTaskNode, CreateCronTask, CreateScript, DescribeNodeDetail, DescribeNodesDetail,
DescribePlaybook, DescribeResourcesByTags. DescribeTaskDetail, ListRules, StatTaskTrend

BiR WAiE
Code B
Message =
Error
Hix

FEEFNULL it R
Code
N ErrorCode _
- wWE  EE
7 String Message

~ENE : success

U TEEOS|F : CreateRule, DeleteRule, DeleteScript. DescribeAnsiblelP, ListScriptHostInfo, ListScripts. ListTasks.
StartQuickExecution, UpdateAnsiblelP, UpdateScript

AR D3V
Code &
Message 5
Rulelnfo
FLmy

W0 TEOS|F : ListRules

& e
RulelD )
Name )
Rule B
Type &
CreateTime &

WAL : TCloudFinanceZone

FEVFNULL ESid)
&= String
B String

FEFFNULL St

) Uint64

&= String

&= String

&= String

) Datetime_iso

2026/7/26 03:32:26

3%

TRIRD
~HE : 400

HIRER
5HE : bad request

fik

AW 1D
wBE . 10

ABFR
HUE : LSRR

MUAE
~MINE : reboot

FERIA SR
5IE : shell

BlEEATIE]
~HE : 2006-01-02 15:04:05
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2 AT TCE

FIFBE4TE

S

BEFAdE
fGHE : 2006-01-02 15:04:05

BIEA
7~I{& : 110000000809

BIE—IREFA
& : 110000000809

EA
~FHE : ["110000000809"]

BEHRIAR
& : ["110000000809"]

ARBRATE]
~HE : 2025-02-27T14:31:00.682+08:00"

BAEX

~HE : true

Sid

~5{& : 110000000809

BAATRE
ENE : true

WAL : TCloudFinanceZone

BR WAI%E FEFFNULL &g
UpdateTime & & Datetime_iso
Creator = = String
Modifier 5 5 String
Owner B = Array of String
Controller &= = Array of String
DeletedTime & 2 Datetime_iso
Open = = Bool
AccountID = = String
Preset &= & Bool
RespDetail
TRIREER
#WanT#MA35|A : DescribeNodesDetail
BIR ik SRPENULL K3
NodelD B B Uint64
Plugin 5 & String
Status & = String
StartTime B B Datetime_iso
EndTime B & Datetime_iso

2026/7/26 03:32:26

1

K

Taid
EHE : 10

HHER
~BHE : command

TS
~BHE : success

FHaRTIE]
& : 2006-01-02 15:04:05

ZETRAYE)
FE : 2006-01-02 15:04:05

#3637t 725



2 AT TCE

BR

NodeName

NodeUuid

NodeDescription

AccountID

Uin

Error

CreateCronTaskRespInfo

ERHESIRETER

iy

iy

iy

iy

FBEFNULL

=
[}

iy

1

Il

iy

iy

String

String

String

String

String

CommonéError

AN T#EA3| A : CreateCronTask, ListCronTask

BT

ID

Name

Description

TaskType

ScriptID

Cron

Args

User

WAL : TCloudFinanceZone

=
[

iy

iy

iy

iy

iy

iy

iy

SEFNULL 28

=
[ )

iy

iy

iy

oy

iy

oy

iy

Uint64

String

String

String

Uint64

String

String

String

2026/7/26 03:32:26

FIFBE4TE

B

&

REF
MHE : c8d921c2-4e57-4908-b97c-1b78c9b49b32

| df

T E—id
~5l{E : instance_node-6f7f26fc-f671-4b76-a0bf-
c9b1f10e033c

TRHIUTHIAER
A : execute script step 1, name: ddd-1

KSid
g : 110000000103

FFuinfER
g : 110000000103

HixfEE

THE : =

fk

ID
TfUfE : 10

BFR
~BHE : cron_task

R
~FNE : cron_desc

E552RE
~GHE : script

FIAID
EIE : 10

EEE
e : 01110*7

HIT5E
& : print

HITEF
~HHE : root

% 364 725



2 AT TCE

BR

TimeLimit

HostList

AnsibleType

AnsiblePlaybookName

AnsibleCommand

AnsibleIP

AnsibleSn

IsRoll

Concurrent

Creator

Modifier

AccountID

TemplateUuid

LastExecTaskID

Count

Status

CreatedAt

WAL : TCloudFinanceZone

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FBEFNULL

=
[}

i1y

1y

Iy

iy

iy

iy

iy

1

1y

iy

iy

iy

iy

1

iy

iy

e

ES

Uint64

Array of
HostInfo

String

String

String

String

String

Bool

Uint64

String

String

String

String

Uint64

Uint64

String

Datetime_iso

2026/7/26 03:32:26

fair

R EIRR !
HlE : 60

PATEN
~hiE . =5

ansible #117258! | A% ansible, ansible-
playbook
~5lE : ansible

ansible-playbook &#R
~f5l{& : ansible_hook_name

ansible i<
~BIfE : ansible-playbook hello.yml

ansible i IP
ENE : 1.1.1.1

ansible 4 sn
ENE : 1349e3ef-fe01-4015-a2f8-
dd14e6d5011b

BEHERNIT. truexrl | falseRr A2
ENE : true

FEE
hiE : 10

BIEA
~HE : root

ESIN
~MBHE : root

account_id
P& : 11000000809

XIRZAYSRHE uuid
HE : template-97af743a-a08-485a-
abb2-4ab6

E—IRITXIRASESS ID
EIE : 10

PTIREL

IE : 10

J) ‘%{\

MBHE : success

BlgERYE)
~HE : 2006-01-02 15:04:05

FIFBE4TE
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2 AT TCE

FIFBE4TE

2 W% FRIFNULL kR fimk
L EFRATE
a~ =
UpdatedAt 8 A Datetime._iso fBE : 2006-01-02 15:04:05
. ARIBRA 18]
DeletedA & & D
eletedAt 2 = atetime FBIE . 2006-01-02 15:04:05
TagList = =2 Array of String 7f/_j_—\§
~EHE : [1,2]
| . AT
ScriptName &= & Strin — —
p = A 9 UE . BRENE
CrONFAXREENEMES. trueR =g , falsek
IsCronStrBasic D B Bool mE
=~ : true
| . LRSS
3= =~
ScriptType A B String TBUE : shell
Ny e . T2, fal TAZ
IsPresetScript & B Bool zf:lj:m PR (eBmR falseRr AR
~HHE : true
. REA
= = Array of
Owner & A ray of Sting e . 111000000809
. ERPITIRES
LastE B &
astExecStatus A 8 String SRHE : success
Tags & 2 Array of String 7
g : ["cron”]
' ) FRFuin
3= =
Uin = 2 String RMIE : 113442332
. . RITESE
A~ =
LastExecTime A = Datetime_iso RBIE : Count2025-02-27T14:31:00.682+08:00
' ) XEER
3= =
Region e a String TBUE : newyork
MNZFRid
Appld = = Int64 —
PP = = ~EHE : 1
HAEE
ScriptDescription B & String Bhid

A : script desc

CreateRulelnfo

AMUER

WA ™EEOS | : CreateRule
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2 AT TCE

BFR Wik FEFFNULL RE

Name &= = String
Rule B B String
Type & & String

DescribeAnsibleIPData

¥KEX ansible =54, IPiR([E|data

W O3 |8 : DescribeAnsiblelP

AR Vasis FEVFNULL g

IP ) ) String
Sn = = String
ID a8 ) Int64

DescribeTaskDetailResponseData

DescribeTaskDetailResponseData

WA T#2M3 |8 : DescribeTaskDetail

BHR Wik SOFFNULL 2R3
ID & ) Uint64
Name = &= String
Description -y = String
Status & = String

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

%
AR

M5IE : cron_task

HLmY
TM5HE : reboot

FHEIAZEEY | shell/python
RHE : shell

1%

ansible IP (Z5
~MEME : 1.1.1.1

Ansible snfS&
~BE : szgnhbuvb

Ansible ipfE8
~HE : 1

fk

ID
TUfE : 10

Name

BE
sops_dag_2624 node_799 21

Description
A : desc

Status
~MAIE : success

#3673t 725



2 AT TCE MRETA

BR W% FRVFNULL 3R8Y fimk
. Type
Type B B String SE - shell
TimeLimi
TimeLimit 5 & Int64 l;;ﬁgméo
7N .
. . ScriptType
ScriptType & = String SHillE - ansible
. Content
Content ) = String ~E : echo name
. Args
A ra ® St
g8 5 | B fnd TIE : arg
. u
User & B String j__s{;ur{g‘ root
IsLocal, truexk=2 , falsez
IsLocal B & Bool T2

ENE : true

LocalFileName

L IFileN N & Stri
ocalFileName i 0 rng HE : hello.yaml
— . LocalFileSize
LocalFileSize = = String —0iE © 3MB
SourceHost
= = 1
SourceHost ) = String SENE - 1.1.1.1
SourcePath
= =~ 1
SourcePath A A String FGIE - /root
. TargetPath
TargetPath & &= Strin _
9 = = 9 TBE : /root
) . AnsibleType
AnsibleT & &
nsibleType = = String 7~f5l{E : ansible-playbook
AnsibleCommand
AnsibleCommand & & String ~BIE : ansible-
playbook hello.yml
AnsibleIP
. = = .
AnsibleIP = =) String TENE - 1.1.1.1
. . AnsiblePlaybookName
= =
AnsiblePlaybookName & S String FHUE - hello.ym
CreateTime = & Datetime_iso createtime

~FlE : 2006-01-02 15:04:05
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& BRTTCE MRETA

B Wk SEFENULL 288 )%
. . . UpdateTime
UpdateTime & &= Datetime_iso ?—?ﬁU{E . 2006-01-02 15:04:05
Creator
Creat & & Stri
reator = | B fnd SBIE : 110000000809
AccountID
= = 1
AccountID A A String Ml : 110000000809
Nodes - = Array of Nodes
= = DescribeTaskDetailResponseNode = =™HE : &F
Uin
Ui 5 & Stri
n = = fng & : 110000000809
EENERES. trueFr=E
IsCron i & Bool false R~ A2
~E : true
TaskID
CronTaskID 5K Int64 CronTas

~FHE : 10
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2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/26 03:32:26 % 370t 725



2 AT TCE MRETA

FEIRG 15888
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction BEOAFE,
InvalidParameter SR,
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter ROSEEER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RASEER.
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,
W SSEEIRES
IR 15288
InternalError.CreateScript CreateScripiZ N EREIR
InternalError.ControlTask ControlTaskiZE[OAERFEIR
InternalError.DescribeNodeDetail DescribeNodeDetail#Z M PIERFEIR

InternalError.StartQuickExecution StartQuickExecution JEBEIR
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2 AT TCE

IR

InternalError.UpdateRule
InternalError.ListTasks
InternalError.UpdateCronTask
InternalError.UpdateScript
InternalError.DescribePlaybook
InvalidParameterValue.CreateRule
InternalError.CopyRule

InternalError. AddTagResourceRelation
InternalError.CopyScript

InternalError.ListScript

WAL : TCloudFinanceZone

15i8A

UpdateRuleZORERHEIR
ListTasksizOAEREIR
UpdateCronTaskiZAEREIR
UpdateScriptigz i EFHEiR
EOREMEIR

CreateRuleSHEUEEIR
CopyRuletzOREREIR
AddTagResourceRelationiZ [Py ER4EiR
CopyScriptiZOEBEIR

ListScriptiEZ P EREIR

2026/7/26 03:32:26

FIFBE4TE
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& BRSTCE

A0 ( chronofloworder )

hRAS (2023-07-01)

API 145

APILRZR

V3

ity e MY =

EORR
GetDaglnstanceDetail
ListBatchNodes
ListStepNodes
OperationDag

RunDaglnstance

WAL : TCloudFinanceZone

EOIhee
ERESLAIFS
EisHHESHE- DL
B HISHE-DE
BMEEYHESS
[EEFAESLA)

RREETE

@
=1

&
21



2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 374 725



2 AT TCE MRETA

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 AT TCE MRETA

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 AT TCE MRETA

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 AT TCE MRETA

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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2 AT TCE MRETA

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 385 725



2 AT TCE MRETA

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/26 03:32:26 #3903t 725
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
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Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
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- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
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Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,
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EERELAIFE
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O EHATE : 2025-09-02 11:33:03,
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o C ik FeEFNULL
Action = &
Version 2 &
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Dagld = =
Namespace = =
= s
3. HZE
SHER RE
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# TEAHBEHPIRN A TLERS,
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NHSE, AEOBYE : GetDaglnstanceDetail
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\
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==iE)
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Requestld String Requestld,
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4. sEIRAY

PAIMXGIHE T O SZEERREIRND | BEERASFE N A5 RS,

FHIRD Rk

FIFBE4TE

[E], B FERRHZRIEKRAY

InternalError.GetDaglnstanceDetail GetDaglnstanceDetail Error
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FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2025-04-10 11:48:30,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FREFFNULL RE
Action = = String
Version = & String
Region 2 &g String
Dagld B2 = Uint64
Namespace = & String

3. IS

SHEMR it
Array of
NodelnstanceStates ray
NodelnstanceState
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t2# , ANEOEYE : ListBatchNodes

t2% , AEOEYE : 2023-07-01

>
\
\

NESY , WEERNZEOFFEREELLSH.
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Dagld
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ZEOiEKE2 . chronofloworder.api3.finance.cloud.tencent.com,
ENEHEESHE-DE

BOAZEOIBIIRERIRE : 200%/FD,

O SEFATE : 2025-07-30 17:02:17,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR %Svir FIFNULL i DU
Action = & String ~HSE, AEORYE : ListStepNodes
Version =2 & String &8, ANZEOBYE : 2023-07-01
Region = B String AHBY , WEERNMEORNTEFZRL S,
. Dagld
Dagld 5 5 Uint64 _
9 = = pIME < 1
. ot id
BatchNodeld = =5 Uinte4 E
a a IE 1
. ==S[8
Namespace 5 5 Strin _
P a - 9 B : sops
A s\
3. S
SHEWR i iR
Array of TR
Nodelnstancestates NodelnstanceState A &E
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BREEHES

BOMZCIERIERIRS] © 200%/7D,

EOEHASE : 2025-

EOREIRE A IS,

2. WNSEY

04-10 11:58:12,

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER W
Action 2
Version =2
Region B
Dagld &
Nodeld 5
Operation 2

Namespace 2

3. WS
sHE
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iy
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String
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AHSE, AEOBYE : OperationDag
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>

NESY , WEERNZOFFEEELLSH.
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wHE - 1
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A : stop

==iE

~GHE : sops
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Daglnstance
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Result

Requestld

4. SEIRRY

ZEROE T SSEERRAEIRD | EftimRiBFERN 22

WAL : TCloudFinanceZone

ESil

DaglnstanceModel

NodelnstanceModel

Array of String

String

U

i =

THIE : EE

TR

ThE . =5

FRER=ER
~HE :

Example

E—EXID,
Requestld,

BIREREPRIR

= IESIEN

2026/7/26 03:32:26

B, EfARATEERMZ
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FIFBE4TE

ZEOiEKE2 . chronofloworder.api3.finance.cloud.tencent.com,

[EaNiAAESE A
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2024-09-13 16:46:40,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FREFFNULL RE
Action = = String
Version = & String
Region 2 &g String
Dagld B2 = Uint64
Namespace = & String
A Y 4
3. FiHE#

o C i ik

ZSHA AR E]
Ok Bool —

THUE : true
Requestld String

WAL : TCloudFinanceZone

2026/7/26 03:32:26

t2¥0 , ANEOEYE : RunDaglnstance

t2% , AEOEYE : 2023-07-01

>
\
\

NESY , WEERNZEOFFEREELLSH.

\

iiEid

g 1
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& : sops
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EE

NodelnstanceModel

AR T RETE

FIFBE4TE

WA TEOS| A : ListBatchNodes, ListStepNodes, OperationDag

B

Dagld

DagDefld

Nodeld

NodeName

Namespace

ServiceName

DisplayName

Input

Output

QueryConf

RetryConf

Stage

WAL : TCloudFinanceZone
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[ ]
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iy
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Iy
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H
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Iy
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Iy

ADIFNULL

=
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i

iy
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ESit]
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Uint64

String

String

String
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2026/7/26 03:32:26

U

Dagld
~HE : 0

DagDefld
BE : 0

Nodeld
g : 0

TREMR
~5IE : name

HRTE
TBHE : ns

IRSZEBFR
~MIUE : name

BREBR
~EUE - display

A&
~HUE : Input
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TBIE : Output

BififcE
~5lE : conf

EAEE
~MIWE : conf

BYER

RGHE : init
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Status

Result
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Retry

LinkParam

Log

CreatedAt

UpdatedAt

CreatedBy

UpdatedBy

Biz
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Version
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I
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W BEEE

~HHE : &

izllle!

~E : 01

hRA

~HE 1

nodetype

R : start

is Current
TENE : true

Expire Time

wHE - 1

% 407 W 725



& BRTTCE

NodelnstanceState

NodelnstanceState

WENI OS5I : ListBatchNodes, ListStepNodes

B

Completeness

StateStats

Nodelnstance

FilterBiz

=
[=]

iy

Iy

I

Completeness

Completeness

#ANTEOSIA

BFR

Complete

Total

DagBiz

IS EE
#ENTEOSIA

BR

Label

WAL : TCloudFinanceZone

FEEFNULL

=
=]

fim

iy

fiD

éﬁ

==

=

Completeness

Array of StateStats

NodelnstanceModel

Array of DagBiz

ListBatchNodes, ListStepNodes

A5

=
[ |
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ZEESRET
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CreatedBy ) ) String g—gﬁ{g . admin
UpdatedBy ) B String igg - admin
ArrangeType & = String f—_,fﬁjgﬁ{;;ﬂ Code
Biz = 2 Array of DagBiz iﬁgﬁgg
R
Label = 2 Array of Daglabel Sl E
StartTime 7 = string iﬁ{g@ 2025-04-10T11:10:48.951+08:00
Version & & Int64 Z_EEE{E: 1
ExpireTime & b= Int64 iﬂ;ﬂ{ﬁ;@ 0
TenantUin B ) String Z—%;Jén 1000001
Input a a String an

~BUE : input

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 %4120 725



2 BRETCE
T

LIREw AR
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ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone
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BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,
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ZitEIE,
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DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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LimitExceeded
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ResourceUnavailable
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REBEEIR,
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SEGER,
SHEEIRIR,
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EORAAFE,
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RINSEGEIR,
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tapagentmanager
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GetAgentList RENagent5lZ&
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( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.
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B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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FIFBE4TE

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/26 03:32:26 #4323 725

WAL : TCloudFinanceZone



FIFBE4TE

2 AT TCE

IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 436 Mt 725



2 AT TCE MRETA

SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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tapagentmanager
SAEBAgentF oL i=in S

L. FZOfER

ZEOiEkiE4 : tapagentmanager.api3.finance.cloud.tencent.com,

IRENAgentF T IR <
BOMZ AR : 200%/70,
O EFAYE : 2023-12-26 17:46:12,

EOBINER NEN.

2. WANSEY

FIFBE4TE

LUTERSEGIRNIH THEOBERSEFIR D AHSH , TBAHSHIIRD LGRS,
o C ik REENULL St fEis
Action = S String ANHSE, AEOBUE : GetAgentInstallCommand
Version =2 i String NHESE , ANEOEYE ; 2023-12-15
Region = S String AHBY , WHERNEORNTEERBL S,
A Ay 4
3. FMiHE#
SHBR ESig) A
, Array of AgentFaRiEmS
CommandList CommandInfo ~HHE . EE

Requestld String A9 Requestld

4. $I2F

WAL : TCloudFinanceZone 2026/7/26 03:32:26

E—iEK ID , ®IRIERE IR

|, EfARNEEREZRIEK

#4383t 725



O BATTCE HAEETA

ZEOERWSEERXANERD , EtERGFEN A LER0.
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2 AT TCE

RENagentFlZ&

L. O

FIFBE4TE

EOiEkE : tapagentmanager.api3.finance.cloud.tencent.com,

#EFKNagentFlFR
EOABEOEKIERRS] : 200K/70,
EOSEHATE : 2025-04-09 14:12:32,

EOARGER NEN,

2. INSE

UNBRSEGIRMGIHE T ZOBRSENT D AHSE , TBAHSEY

SHBFR Wi ASIEFENULL
Action 2 &
Version 2 &
Region = -
NodelList B )
oy *
3. WS
SHEWR S
Array of
Dat
ata NodeAgentInfo
Total Int64

Requestld  String

WAL : TCloudFinanceZone

String

String

Array of Nodelnfo

S
g
T
X
O
:d)d-)}_

U

i

ju
HE580 , AZOBYE : GetAgentList

>

HEE, AEOBYE : 2023-12-15

>
\

String NESH , WEERNZOFFEEELLSH.

\

HicvmBiSn:instance_id $#{EXY
T~HHE : EF

fk

agent{525I%
g EE

HE
g 1

E—IEK ID , RIERESRIRE, EMEEFREHZRIEKRAY
Requestld,
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,
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RS

Nodelnfo

EiflagentiEHNFIZR

e TEAS|A « GetAgentList

BR Wik FEFFNULL
Sn & &
Instanceld = =
NodeAgentlnfo
agentiiSER
e TEOS|A « GetAgentlList
2R Wik FSFNULL %R
Ip B £ String
Region & & String
Sn = = String
Status & & String
CommandInfo
agentRIRapSfER

BN TEOS|A : GetAgentInstallCommand

2R

OsType

Command

WAL : TCloudFinanceZone

Wik

=
=

iy

it 0
String N
Strin Instanceld
9 A ins-sask
TR
F5IP

~EE - 1111

Region
E : newyork

Sn

FIFBE4TE

5IE : 907b7dd9-6ad1l-a04c-b1lb5-94ac3c11b286

~BIE : 907b7dd9-6ad1-a04c-blb5-94ac3c11b286

Agent A7,

Available values : EMPTY_STATUS, OFFLINE, ONLINE Default value : EMPTY_STATUS

& : Running

FEFFNULL KA
= String
= String

2026/7/26 03:32:26

fiaik

EMEZRFZEB : linux, win
HE : linux

agentZ&EmS
UE : Is
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2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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& BRTTCE

FHPIHCMDB (ecmdb )
2 ( 2023-07-07 )
API #ErS

APILRZR

V3

CMDBHE Fim#zz 3

EORR
CreateImportHostTask
CreateModel
CreateModelGroup
CreateProperty
CreatePropertyGroup
CreateUniqueVerification
DeleteEnv
DeleteEnvNodelList
DeleteModel
DeleteModelGroup
DeleteProperty
DeletePropertyGroup
DeleteUniqueVerification
DescribeEnvNodeResources
DescribeNodeResources

FullTextSearch

WAL : TCloudFinanceZone

FIFBE4TE

EOIheE
BIRENSAES
FTIgRE
BRI H
AT
TR HE
FTIgHE— S
BRI
EMPRAET RO
IRpRRE
MFMEES4H
MpR=ER
mER=EH
PRIBRIE— A0
EIME T RREIIRRER
KT RIRIRES

EMER
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EORR REOThRE
GetEnvironmentLock SRENER IS i
QueryTagsAndAgentStatus EEIREFAgent A&
ReleaseEnvironmentLock e Nt
SearchAbnormalAgent KB Eagent (2
SearchModel HifRE
SearchModelGroup HiEESH
SearchModelOrder EHARE R
SearchNode FRWSHERIFE
SearchOperationLog EEHITEE
SearchPropertyGroup HFFERSHE
UpdateModel 2k ks
UpdateModelGroup EETRESH
UpdateMultilnstance HEEFLA)
UpdateMultiProperty MEFHFER
UpdateProperty EIFER
UpdatePropertyGroup FHFROE
UpdateUniqueVerification EFTME—EARG
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2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 453 725



2 AT TCE MRETA

EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 461 725



2 AT TCE MRETA

"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/7/26 03:32:26 #4633t 725
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
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CmdbSearchModelGroupResponseData

EIRRSHREZSR

WINT#EO3|FA : SearchModelGroup

&R

ModelGroupCount

ModelGroups

WAL : TCloudFinanceZone

=
=

=
=

FREFNULL

=
=

i

b
3

Uint64

Array of CmdbModelGroupElement

2026/7/26 03:32:26

RIFER
~E =5

Tk

Name
MElE : None

Value
THIE : x86

Operator
=& : admin

Tk

EERELEREL
fE : 0

ERREERFE
g =5
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CmdbSortInfoElement

IEERRENFRAF

FIFBE4TE

AN OS5 : FullTextSearch, SearchCustomProperty, Searchlnstance. SearchModel, SearchModelGroup. SearchOperationLog.

SearchPropertyGroup
R AT
PropertyCode =
Order &
FailedEnvNode
ellf=S SV GENEAN R
AN ~EO3|A : CreateEnvNode
R WhI%E
EnvNode =
ErrorMessage =

ListEnvSummaryResult

INRSHERER

WINT#EO3Z|RA : ListEnvSummary

EHN WhisE
TotalCount =2
EnvSet 2

RoleResourcelnfo

BERBUIRSIZE
WA TEEOS|A : CheckPermission

B WisE
Resourceld 5
HasPermission &

WAL : TCloudFinanceZone

FEFNULL
3=
=
=
[ )
AEFNULL
=
[ )
=
[
FEEFNULL
=~
[mm)
i~
=
SBEFNULL
i~
=
&

Int64

s

EnvNodeRel

String

KA

Uint64

Array of EnvUsageltem

String

Bool

2026/7/26 03:32:26

Tk

FERER
RBUE : MyProperty

IRFFIER: « 16805 @ -1
a1

ik

METRIER
~WE : 5

SRS
~HE : err

f#ir

tabR &g
~FHE : 0

INGRIgYIR
~E : EF

fik

ZIRLHIID
A& : Resource ID.

BEERIR
TBNE : true
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2R Wi £FNULL s R
_ i} \ , FFidFzE
UserldList & & Array of String SBNE : userluser?
EnvinfoData
7N e

#E™EOS|A © ModifyEnv

B WhisE FEFNULL it R
dat
Data 2 5 Envinfo ata

~E : =5F

SuccessElement

FIIRHER

B0 TZEOSIFA : CmdbSyncSearchSyncConfig, CmdbSyncSearchSyncHistory, CmdbSyncStartSync, CreateUniqueVerification,
DeleteEnv, DeleteModel, DeleteProperty. DeletePropertyGroup. DeleteUniqueVerification, DescribeNodeTree, FullTextSearch,
ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission, ModifyRole, ModifyTopo. RegisterPermission,
RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources, Searchlnstance,
SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateModel, UpdateModelGroup.

UpdateMultilnstance, UpdateMultiProperty. UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

R WAl FEFNULL St A
AINCR

S Id & = Int64 _

uccess 5 b= n TN - 1

EnvObj

EZNESOES

#aNT™EO5|F : CheckCloudResourceUnrelatable, RelateEnvCloudResources, UnrelateEnvCloudResources

R WAl FEFNULL &St R
N
EnvUuid =2 a String Hhizguuid

& : env-456

CmdbNodeTypelistResult

CMDBI SRS YR AR

N TEEOS|H : SearchNodeType

&R Wik FEFNULL ESit 155
EEAE
NodeTypeCount & &= Int64 BETE

HHE : 10

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 549 725"
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BR WAl FEFFNULL
NodeTypes = &
HostInfo
SANENER

#ANTEO3|A : CreatelmportHostTask

BR Wik FEYFNULL ES
PropertyList &= &
NodelList B &

EnvNodeObj

MRS RsLf

#aNT™4EO5|F : RelateCloudResources. UnrelateCloudResources

E=HN WA FEFNULL
EnvNodeld 2 &

PropertyElement

PropertyElement

2

Array of HostNodelnfo

Array of CmdbNodeType

Array of PropertyElement

BN TEOS|F : CreatelmportHostTask, Createlnstance, Updatelnstance, UpdateMultilnstance

&R ik FEFNULL
PropertyCode & =
PropertyValue & a

CmdbResponseDataError

CmdbResponseDataError

#ix

Bt

A :

BitE
wHE

FIFBE4TE

Tk

TIRRBGIR
~lE : =5

ik

FHUER
g . 5E

KERISSHIER
g - BE

g

T sLflid
A : 1

MyProperty

. Valuel

AN T™EOS|F : CreateModel, CreateModelGroup, CreateProperty, CreatePropertyGroup, CreateUniqueVerification, DeleteModel,

DeleteModelGroup, DeleteProperty, DeletePropertyGroup, DeleteUniqueVerification, GetEnvironmentLock, ReleaseEnvironmentLock,

SearchHost, SearchModel, SearchModelGroup. SearchNodeType. SearchProperty. SearchPropertyGroup. SearchUniqueVerification,

UpdateModel, UpdateModelGroup. UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

B AT FEFNULL ESid] R

WAL : TCloudFinanceZone 2026/7/26 03:32:26
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BR WA FEVFNULL

Code 2 P

Message = =
CmdbResponseData
CmdbResponseData

String

String

Tk

Himcode

~5HE : InternalError.cmdb_error

HIRER

FIFBE4TE

A : [CloudSDKError] Code=ClientError.NetworkError, 502

AN TEOS|F : CreateUniqueVerification, DeleteModel, DeleteProperty, DeletePropertyGroup. DeleteUniqueVerification,
UpdateModel, UpdateModelGroup. UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

B WA
Error =
Rolelnfo &
ModelUuid &
Successld &
FailedList a
SuccessList =

FEFNULL

=
=

i

il

il

il

fil

=

%;’F

==

CmdbResponseDataError

Array of Rolelnfo

String

String

Array of FailedElement

Array of SuccessElement

CmdbSearchBizTreeSetElement

B ESREZOTRRIERTR

AN TEOS| A : SearchHost

BR WAYSE
BizUuid =
CreateTime =
Default 2
Follower =
ModifyTime =

WAL : TCloudFinanceZone

AEFNULL

=
=

i

Jali

i

fim

ESidl

String

Datetime_iso

Bool

String

Datetime_iso

2026/7/26 03:32:26

fk
HiRER
g - BE

ReiER
~E 5

ModelUuid
~HME : ModelUuid

Successld

MFE : Successld
EIRY IR

THIE  EE

anyllES
~HE  BE

iR

Yr$ZUuid

ME : scdcd-cdeded

EEERTIE

~EHE : 2024-11-13T12:48:49+08:00
BEARIANE

~BHE : 0

FEAR

MGE : Follower.

BEXATE
ME : 2024-11-13T12:48:49+08:00
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B

ModulelList

Preset

ProductManager

Setld

SetName

SetType

Tester

Uuid

Maintainer

Developer

Description

i

i

el

Fali

i

el

il

ali

FEFNULL

=
=

Ho

o

el

el

Ho

o

el

pali]

el

i

RegisterPermissionInfo

EMUPRIER

2

;é

Array of CmdbModuleElement

Bool

String

Uint64

String

String

String

String

String

String

String

BAOTEOSIA : ModifyPermission, RegisterPermission

2R

Accountld

Servicelist

RolelList

Resourcelist

ObjectList

WAL

a

iy

FEFNULL

a

i

iy

iy

iy

7

String

Array of Servicelnfo

Array of Rolelnfo

Array of Resourcelnfo

Array of Objectinfo

CmdbSearchHostResponseData

WAL : TCloudFinanceZone

2026/7/26 03:32:26

fik

ERFPRIERIER
~lE 5

EEAMER
UE : true

TR

~f5l{& : Product manager.

&RFID
~HE: 0

ERETR

& : Cluster name.

S Sid)
f5{& : Cluster type.

WA R
~fGHE : admin

g8 Uuid
AHE : Cluster UUID.

IEHAR
& : OPS personnel.

FRAR
f5{& : R&D personnel.

ik
7~f5{& : this is a proccess

Tk

FRID | ANEAFTETEFER , IRER"-1"
& : 130000000108

IRS3HIR
~E : EE

===l
~E : =5E

LIS
g =E

PaEIIES
~lE : 55

FIFBE4TE
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HAENIREIEYE
AN TEOS| A8 : SearchHost

B Wik FEFNULL
Count 2 =
Info 2 =2
Operatelnfo
BIEER

W
f

Ui

Array of CmdbHostInfoElement

nt64

BANTZEOSIA : ModifyPermission, RegisterPermission

B WAlE

Operateld &

OperateCode B

OperateName B
Node

FIRBRNTRFERER
HaN OS5 : ListNodes

= Whiisk

NodelD = =
NodeUuid 2 2
NodeName = &
Maintainer B a5
Desc & 5
Creator =2 &5
CreateTime = &=
Manager = &

WAL : TCloudFinanceZone

FEFNULL

7t

=
[}

iy

H

FFNULL

KA

Int64

String

String

String

String

String

Datetime_iso

String

2026/7/26 03:32:26

fik

ERENEHE
~HE: 0

BRFENERFE
g : &E

=it fiik

BEID
Int64 Bl : 700
Strin FfFCode
9 & : OP_CODE
String BAERR
TNE . EBRERTR
A
ID
ffE : 0
NodeUuid

=~FWE : etcd-etcd-apigw

NodeName
MFHE : host

Maintainer
~5lE : OPS personnel.

Description
~f5l{& : Description.

Creator
~5lE : Created By

CreateTime
EIE : 2024-11-13T712:48:49+08:00

Manager
~GHE : admin

FIFBE4TE
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B

EnvUuid

NodeType

EnvNodeld

NodeNameEn

fim

iy

il

RelResourceltem

KEKE ISR

FBEFNULL

=
[}

iy

iy

i

b
e

String

String

Int64

String

FIFBE4TE

1%

I EUuid
MENE : env-456

HE : Node type.

INEHPRITRID
THHE : 1

TREXEZR
=& : Node Name

#ANT™EOS| A : DescribeEnvNodeResources, DescribeEnvResources, DescribeNodeResources

2R

ResourceType

Count

TopoResult

TREIMER

N T™#EO5| A : DescribeTopo

BFR

Accountld

Name

Level

Id

Topo

Description

CreatedAt

Creator

WAL : TCloudFinanceZone

Py
[m=)

iy

iy

o

iy

iy

m

WA FEFFNULL St
=2 & String
=2 = Uint64

FEFNULL St

i String

= String

& Int64

& Int64

& String

& String

& Datetime_iso

& String

2026/7/26 03:32:26

fx

& : Configuration name.

~EHE: 0

10

HFid

~BIfE : 130000000108

&R
HE

None

B
~HE: 0

ID
BHE: 0

TR
HE : RIS

A
~BIE : this is a proccess

BlgERE)
& : 2023-10-05T08:00:00Z

BlEEA
M5 : Created By
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BR WAIE FEEFNULL &Sl A

Modifier & & String ﬁzg . admin

UpdatedAt = & Datetime_iso E{%{g@ 2023-10-06T09:00:00Z
TopoTree a a Array of CmdbTopoTreeNode HashiH

e EF

FailedElement

ESVE

N TEOS|FB : CmdbSyncSearchSyncConfig. CmdbSyncSearchSyncHistory, CmdbSyncStartSync, CreateUniqueVerification,
DeleteEnv, DeleteModel, DeleteProperty, DeletePropertyGroup, DeleteUniqueVerification, DescribeNodeTree, FullTextSearch,
ListCloudResources, ModifyBizResourceStatus, ModifyEnvNode, ModifyPermission. ModifyRole, ModifyTopo. RegisterPermission,
RegisterPermissionByJson, RegisterUser, RegisterUserByData, RelateCloudResources, RelateEnvCloudResources, Searchlnstance,
SearchOperationLog. UnrelateCloudResources, UnrelateEnvCloudResources, Updatelnstance, UpdateModel, UpdateModelGroup,

UpdateMultilnstance, UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup. UpdateUniqueVerification

=L WS FEFNULL sy A
i SKid
Failedld &= = Int64 A
B B A : 1
> E \
ErrorMessage & & String EIRRE

~HE : err

CmdbModelGroupElement

REDETE

N T™#EOS| A : CreateModelGroup, SearchModelGroup

BR PAYE FEFNULL it A

ModelGroupUuid = = String ;%%{ﬁ;{ﬂ”i:;ime
ModelGroupName B = String ;%;I:gg;ﬁ%vﬁrkmad
Accountld & = String ggg . 130000000108
ModelGroupNameEn B = String ﬁ%@%ﬁvﬁrkload
ModelGroupIndex & = Int64 i—%%gﬂﬂg A
ModelGrouplcon & = String Z—%%gg;ﬁfrkmad
et = s Bool EANMEHE

TBNE : true

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 555t 725
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CmdbSyncSearchSyncConfigFilter

CmdbSyncSearchSyncConfigFilter

#HaNTEOSIA : CmdbSyncSearchSyncConfig

B WhisE FEFFNULL
Name = =
Value & &

ResourceType

RIFERPRFDEANE

#HANTEOS|A : SearchResourceDirectory
B WAISE FFFNULL
ModelGroupUUID = =
ModelGroupName =& &
ModelGroupNameEn B =
ModelCount = =
ModelGrouplcon = =
ModelGroupIndex = &
ResourcelList B =

TagParam

IREER

#WEIT™EO3| A « SearchResourceDirectory
BFR ik FEVFNULL
ResourceKey &= B
ResourcePrefix &= B
ServiceType oy &

WAL : TCloudFinanceZone

i
i

String

String

ESil

String

String

String

Uint64

String

Uint64

Array of Modellnfo

String

String

2026/7/26 03:32:26

fik

name
~BIHE : None

value
~BHE : x86

175

52548 uuid

5& : group-uuid-host

DHEER
& : Workload

LB

7f5{& : Model Group Name

RIS TREEE
HE: 0

RIS BERR
MElE : Workload

RIS EHER
~GHE : 0

SRID R TRESIR
e E5E

1%

HiEKey
~BIE : resource_key

BIRRISR
MHE : res_

ARS5RE
NE : RS

FIFBE4TE
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CmdbUniqueVerificationListResult

HE— I RIIR AR

BN TEOS|A : SearchUniqueVerification

BFR

VerificationCount &

Verifications =
Resourcelnfo
REEERER

FEFNULL

=
[

BAOTEOSIA : ModifyPermission, RegisterPermission

2R

Serviceld

ServiceCode
ResourceTypeCode
ResourceTypeld
ResourceTypeName
ResourceTypeApprover

Operatelist

CmdbSearchHostlp

FHlp
HENTEEOS | - SearchHost

EHN WAl
Flag p=3
Exact =2
Data 2

WAL : TCloudFinanceZone

WAL

a

iy

iy

iy

iy

iy

iy

FBUFNULL

Py
[m=)

iy

i

FEFFNULL &Sl

& Int64

& String

& String

S Int64

& String

& String

& Array of Operatelnfo
o) ik
ting I : None
Uint64 igg?ﬁ*ﬁﬁﬁi@
Array of String IPiE

Array of CmdbUniqueVerification

FIFBE4TE

Tk

IRENER
fFHE : 15

HE— RIS TR
~WE : EE

Tk

ARSSID
g : 800

IR&3Code
g : SVC_CODE

&iRSECode
~BIE : vpc

BIRZERID
EIE : 900

BIRSEBIER
THHE : EIREEER

BIRSSBIERIA
A . EHEA

BEsIR
e EE

key , BIAFERE ( AIERIP/SNEEIP )

2026/7/26 03:32:26

w~BIE : ["127.0.0.1"]
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B WhisE FEFNULL
CloudId a =2
Accountld B =

CmdbModuleElement

RHRTTR
HENTEEOS | - SearchHost

BR e FRPFNULL
BizUuid =2 =
CreateTime = =
Default = =
Follower = =
ModifyTime = =
Moduleld = =

ModuleName 2 =
ModuleType 2 =
Preset = =
ProductManager = =
SetUuid = =
Tester 2 2
Uuid Z =z
Maintainer = =
Developer = <

WAL : TCloudFinanceZone

b
=3

Int64

String

S

String

Datetime_iso

Bool

String

Datetime_iso

Uint64

String

String

Bool

String

String

String

String

String

String

Tk

EFAD
UE : O

EFHBRRIKAID
~fF{& : 130000000108

iz

Y5ZUuid
AE : scdcd-cdeded

ellEE=ti I
ME : 2024-11-13T12:48:49+08:00

EBNEIAE
HHE: 0

KEAR
& : Follower.

B
ME : 2024-11-13T12:48:49+08:00

RLRID
THE : 1

TRREFR
RfGHE : apigw-Id-Id

TRERSEEY
5{& : Module type.

BEAMER
WE : true

PR
7=f5l{& : Product manager.

EE¥Uuid
HE : Cluster UUID.

MIXAR
MFME : admin

#ERUuid
~BE : Cluster UUID.

SHAR
7=f5l{& : OPS personnel.

FRAR
HE : R&D personnel.

2026/7/26 03:32:26

FIFBE4TE
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B Wik FOEFNULL 28 HEA
. TR
= =
ModuleLevel = = String =l : Module level.
EZ::ES‘LB
MixDebl = = . FETiEn
xbeploy = = String & : Specifies whether to use hybrid deployment.
. HEREIBIE
P heckRul T =
rocessCheckRule = = String f5{& : Process verification logic.
o . R
= =
StandardizationConf 2 = String =BlE  cdesc
XEtfcomponent, i :
Component = = String [{ "component_name": "xxx", "namespace": "tce", "app_name": "xxxx"}]
& : component2
BHRAIMINEMELD : {"container_list":[{"container_name":"ocloud-osp-ccc-
Detail 2 2 String ccc"},{"container_name":"ocloud-osp-ccc-ccc2"}]}
g : OK
. BHBFIFR
= =
Pkglnfo = = tring ~FHE : Software package list.
TagInfo
REER
#ETEEAS| A : GetResourceldListByTag
R Whi% FEFNULL ESidl g
. TR&S key
TagKe & & St —
grey = = nng A : arch
. fR&svalue
TagValue & & A f St —
g A A rray of String /ol - x86
EventModellnfo
EHERER
#HeNTEEO51A : GetEventList
&R ik FEVFNULL ESid) 155
. EHFIE
= =
EventList i & Array of Eventinfo Ol : B
Rz H
EventModel E E String BRELER

ONE : BHER

EventModulelnfo

SHERER

HANTEOS| A : GetEventList

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 559t 725"
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BFR

EventModule

EventModellList

ResourcelnstRel

LRIEATRRIAHER

H

iy

FBUFNULL

=
[m=)

iy

AN TEO5| A : CheckCloudResourceUnrelatable

2R

Instld

EnvNodeCount

EnvNodeldSet

EnvNodeRel

TRIMNEXREXER

=
E

i

el

FEFNULL

=
=)

iy

iy

#aN O3] : CreateEnvNode, DescribeEnvNodeRel

=1

Id

NodeUuid

NodeModelUuid

EnvCode

EnvUuid

Manager

Maintainer

CreatedAt

Creator

WAL : TCloudFinanceZone

=
[}

iy

iy

i

iy

H

iy

iy

iy

FBIFNULL

=
[}

H

alil

i

iy

H

i

i

iy

KB

String

Array of EventModellnfo

b5
H

Int64

Int64

Array of Int64

Int64

String

String

String

String

String

String

Datetime_iso

String

2026/7/26 03:32:26

iz

HFrRER
TOUE © SBHHER

EHHRRPAIREELTIZR
lE B

fEk

BIRSLHIID
~E: 0

B sEhIEE
~E : 5

RIELBIDFIZ
~EE - 1001

1%
id
~BHE : 100

T RME—HRIR
~fHE : etcd-etcd-apigw

TR —RR
~5E : etcd-etcd-apigw

IRiECode
=f5lE : default-develop

INEHE—FRR
GE : env-456

TmEA

BHE : admin

A

7=~f5l{& : OPS personnel.

ellf=dinta)
& : 2023-10-05T08:00:00Z

A
f5{& : Created By

FIFBE4TE
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B

Modifier

UpdatedAt

iy

FEFNULL

=
[}

=
[=]

ok
i

String

Datetime_iso

FIFBE4TE

fiik

{EBA
MAE : admin

1EAtE

CmdbSearchBizTreeResponseBizElement

EiRlEREEOTR SR

HENTEEOS | - SearchHost

&R

Bizld

BizName

Uuid

Maintainer

Tester

Developer

ProductManager

Follower

CreateTime

ModifyTime

StandardizationConf

LifeCycle

Default

Preset

SetlList

WAL : TCloudFinanceZone

=
=

i

fi

el

il

i

fim

el

i

fi

el

il

i

A

el

FUFNULL

=
=

i

A

el

il

i

fim

Pl

alil

i

fim

el

i

A

i

ESidl

Uint64

String

String

String

String

String

String

String

Datetime_iso

Datetime_iso

Array of String

String

Bool

Bool

Array of CmdbSearchBizTreeSetElement

2026/7/26 03:32:26

& : 2023-10-06T09:00:00Z

HhA
31D
ffE : 0

Ws54
A :

Service name.

Al$3HE—Uuid
7~ffl{& : Cluster UUID.

WK AR
f5{& : OPS personnel.

MK AR

~FHE : admin

FRAR

~f5l{E : R&D personnel.

PR
R~5}{& : Product manager.

KEAR

f5l{& : Follower.

BlEEATE

FIE : 2024-11-13T12:48:49+08:00
B

E : 2024-11-13T12:48:49+08:00
TR E

RMHE : cdesc

EmEH

~HE : Lifecycle

BENAKIANE

EE : 0

EANAMEE

TNE : true

ZA S TRISEHER
~E : =5E
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ListNodeWorkloadsResult

BAMXBETIEREERER
AN T™EEOS|A : ListNodeWorkloads

2R Wi FEFFNULL KR
TotalCount = & Uint64
RelationList = & Array of WorkloadRelationInfo

CmdbSearchPropertyGroupResponseData

EEFROHIREHE

AN TEO3IA : SearchPropertyGroup

R WAL FYFNULL ESig)
PropertyGroupCount = = Uint64
PropertyGroups = = Array of CmdbPropertyGroupElement

CmdbSearchPropertyResponseData

HiFRIREIER

#WEIT™EO3| « SearchCustomProperty

BR WA FEYFNULL RE
PropertyCount = = Uint64
Propertys = = Array of CmdbGetPropertyElement

EnvListResult

INEFIRER
AN TEOS|A - ListEnvs

B i FEFNULL S}
TotalCount B B Uint64
EnvSet S S Array of Envinfo

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

Tk

REY
~HE: 0

KEKGAHT =
~lE : EE

Tk

BiREFRSEHE
~E: 0

HifREFRSAE
~E : =EE

1%

EEREINFEREEL
~HUE: 0

EifRERIFER
~E . BF

1%

B
~HHE : 0

MNEER
g . BE
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UniqueVerificationltemProperty

UniqueVerificationltemProperty

BN TEOS|A : SearchUniqueVerification

BIR Wit

Id &=

Name &

IsDefault &
UserPermissionInfo
FPARIEE

HANTEOS|A : RegisterUser

2R

Userld &

iy

ResourceTypeCode

iy

Instanceld

RoleCode

i

CmdbPropertyElement

cmdb/EtHE

AN T#EO5|/A - SearchNode

2R

PropertyCode &

o

PropertyValue

FEFNULL

=
[mm)

iy

CmdbPropertyGroupElement

FEROHBETTER

FEFNULL

=
[}

iy

iy

iy

FEFNULL

=
[}

iy

A0 T4ZEOS|F : CreatePropertyGroup. SearchPropertyGroup

WAL : TCloudFinanceZone

Uint64

String

Bool

String

String

String

2026/7/26 03:32:26

FIFBE4TE

Tk

id
E : 100

Name
~BE : None

IsDefault
~BUE : true

g

FFSubAccountld
& : 130000000108

HIEZEICode
~HE : vpc

ZIRLHIID
& : inst-67890

fatCode
& : admin_role

)

[

key
~BWE : MyProperty

value
~HNE : Valuel
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BFR

PropertyGroupCode

PropertyGroupName

ModelUuid

PropertyGroupIndex

IsDefault

Preset

Id

EnvNode

TREFUCEIFMERIER

AN TEEOS | : CreateEnvNode

EN WA
EnvUuid =
NodeUuid &
Maintainer &
Manager &

FilterElement

il

ali

i

H

H

iy

i

FEFNULL

=
[}

iy

iy

i

FEFNULL

=
E

Jalil

fil

fil

el

Jalil

fil

String

String

String

s

String

String

String

Uint64

Bool

Bool

Int64

10

FIFBE4TE

1%

FEEEKE—ID
~GHE : myGroup

FERDEBIR
~f5l&E : myGroupName.

Fr/EERID
ME : host

FROEEHF
wplE : 10

FEROBEETAHAE
WE : true

FROBEESETNE
RNE : true

Id
ME : 100

MEE—RR

HE

: env-456

TRE—RR

~NE :

ZHEA
=~HUE

REA

HE

etcd-etcd-apigw

: OPS personnel.

admin

U0 TEOS| A : ListCloudResources, ListEnvs, ListNodeWorkloads, ListNodes, SearchNodeType, SearchProperty, SearchSubscription,

SearchSubscriptionsLog, SearchUniqueVerification

BFR D
Key B
Value &

WAL : TCloudFinanceZone

FEFNULL

=
[}

iy

2026/7/26 03:32:26

fig

w

& : arch

&
RFHE : x86
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2 AT TCE

=R W%
Operator =
SubscriptionsLogInfo

ITEmEES

#eNTEEAS|A : SearchSubscriptionsLog

BR WhI%E
SubscriptionId &
RetryNum &

SubscriptionName a
CallbackUrl &
CreateTime a
Status B
ErrorMessage a
Log G

CmdbFilterElement

FIFBE4TE

FHFNULL RE s

= String ;%};E{E: admin
FEFNULL ESS e
= s e
= Int64 iﬁf?ﬁ 3
& String ;E]{ggw monitor_alert
& String ?ggﬂt https://api.com/webhook
& Datetime_iso iﬁ;@ 2024-11-13T12:48:49+08:00
B Bool gigjfg: success
& String ;ﬁ;;ig% err
= String A%

TG FM TR MHEERGA—Key-ValueBG

TE . BHERE

AN T™EEOS|F : FullTextSearch, ListRoles, SearchCustomProperty, SearchHost, Searchlnstance, SearchModel, SearchModelGroup,

SearchOperationLog. SearchPropertyGroup

&R Wik FBFNULL KA
Key & & String

Operator & = String
Value & & String

CmdbHostInfoElement

WAL : TCloudFinanceZone

g

FERHIkey
& : arch

BRI ENSQUIRIER : "=" T <> FEF < NF'> AT <=" TS
Fro=' AFSFIN': BFLKE' - 18T ( iz )
7 : admin

FERINE
RHE : x86
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https://api.com/webhook
https://api.com/webhook

& BRTTCE

FNEAKES
AN TEOS| A8 : SearchHost

&R i AEENULL
Biz 2 2
Set =2 2
Module 2 =
Host 2 2
CmdbInnerCondition

%E

e

Array of CmdbSearchBizTreeResponseBizElement

CmdbHostElement

Array of CmdbModuleElement

Array of CmdbSearchBizTreeSetElement

SearchHostiZO A& fConditionfIAEECondition=FER Tt

BN T™EOS|F : SearchHost

=) Wit
Field =
Operator =
Value =
CmdbTopoTreeNode
WSS RN

AN TEOS|A : DescribeTopo. ModifyTopo

BR Wik
NodeType =
Name =
NameEn =
Level =

NodelListResult

TRIIRER

WAL : TCloudFinanceZone

FEFNULL RE i

= String ;—:j;jg :

= String LI_ETWME :
FYFNULL RE s
= String ;;zﬂ Node type.
= String ;ZEW None
= String ;Z;’;Yff{/\vn
= Int64 ;ﬁgﬁ%ﬂ

2026/7/26 03:32:26

FIFBE4TE

fik

ENMARBISER
g EE

FHUER
~hE : EE

FEHABERER
~E : 5E

FHFBRERER
g : 5E
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2 AT TCE

#HaNTEOS|A - ListNodes

EZN WA FEEFNULL
TotalCount B &
NodeSet & &5

CmdbPropertyElementList

cmdbEHESES
WA TEOS| A : SearchNode

BR Wiz FEFFNULL

PropertyElement = &=
CmdbUpdateListElement
BEIFEITR

Uint64

Array of Node

?é

2

Array of CmdbPropertyElement

Tk

BE
ENI=

BEEH

mZ

g 5E

fk

cnmdbEMEES
TOHE  EE

HUOTEOS|F : UpdateModel, UpdateModelGroup, UpdateMultiProperty, UpdateProperty. UpdatePropertyGroup

2R Wik
PropertyCode =
PropertyValue =

CmdbGetPropertyElement

FRITE

e TEEO31A - SearchCustomProperty

R Wik APFNULL 28
PropertyName = = String
ModelUuid 2 2 String
CreateParameter 2 = Bool
PropertyCode P = String
IsRequired = = Bool

WAL : TCloudFinanceZone

SEFNULL

=
[

iy

String
String
10
FERE

~f5{& : Field name.

FEFTEEEIUVID
Af5HE : host

BENFIELFINaERN S
EHE : true

FECode
~HE : MyProperty

EBWE

HE : true

2026/7/26 03:32:26

Tk

FEEHRRFREMR
~HHE : MyProperty

EHNFERE
~E : Valuel

FIFBE4TE
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2 AT TCE MRETA

ER W% AREENULL 38 A
EEFEES
1sOnl = 2 =
sonly = = Bool BIME : true
. FERSEAVAT(E : varchar(xx),use,time,json,enum,bool,int, text
PropertyType = = St — o
pertyTyp = = nng TMNE : use
ANEIR (GERTRE/EENRSEE ) a0 : [{"id™: "1", "name": "Ik
", "type": "text", "is_default": false}, {"id": "2", "name": "ELt
Option &5 2 String ", "type": "text", "is_default": true}, {"id": "3", "name": "{&
=", "type": "text", "is_default": false}]
~HHE: 1
- . AR
D t & =
escription = = String 7EIE : this is a proccess
. tlEE
reator = = tring B : Created By
. FROEETHRF
PropertyGroupld 5 2 Uint64 _
pertyGroupld & = n THUE : O
) BRI LGRS
Editabl 2 = Bool =
ftable = = o0 A : true
. . BUEERTIE
CreateT, = = D
reateTime = = AtelMeisO g - 2024-11-13T12:48:49+08:00
i L EATIE)
ModifyT &z g Dat
odityTime 2 = Atelimeiso g - 2024-11-13T12:48:49+08:00
) FEERS|
Propertylndex 5 2 Uint64 _
perty N n THUE : O
EEAMERE
Preset £ = Bool o
= = o0 TBHE : true
ERNEINE
IsDefault & 2 =
sberau [==) = Bool /__T_\WME true
. ERRAER
DefaultDispl =5 2 Bool ==
efaultDisplay A = 00 SIS - true
. BT S
Belon 5 S Strin _ N
9 =5 | = ing TONE VAR
id
Id 5 &= Int64 _
5 | = . TUE : 100
CmdbHostElement
FHTR
#ANT™EOS|F : SearchHost
2% Ok SUENULL % HER
Hostld = = Uint64 EiD

FE : 1000002
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2 AT TCE MRETA

BIR P AREFENULL il HEA

Assetld = = String Eg% 497f353¢-912f-58¢9-adfc-be01b51ac05f
HostName 2 = String ;g;g clb-1
RackName 2 = String Z—Eziz M202-T11
Switch 2 = String ;Eﬁg#ﬁinoomswe‘)
ZoneName = = String gfgj{é?ﬁivailability Zone
MasterAgentInfo = = String ;Ej%g en:ﬁing
OsName B = String ﬁgé%fﬂtos 7
OsType 2 2 String ﬁgzég;fﬁftos 7
Maintainer = = String ;E?;EIJ{}E\E OPS personnel.
Innerlp = = String ;@Mu}; £ 127.00.1
VmStatus 2 = String i%gﬁf

Hostlp = = String T&{;}; . 127.0.0.1
HostType 2 = String ggﬁéﬁ physics
MasterAgentStatus 2 = String ;Ej?gg ?n:ﬁf\ing
RegionName 2 = String ;—%Eﬁ{ggw Region
Producer = = String ;ﬁ{ﬁ: DELL R730XD
Disk = = String Eﬁg% NVME 1979GB4,SATA 480Gl
Mem 2 = String ?—ZE% 16384 MB*4
Outerlp 2 = String ii?u}; . 127.001
RackPosld = = String Z—r:gj{g; 0
DeviceDescription = = String wEiad

~5E : Device
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O sy —
“HBHATTCE MRETA

B WhisE SEFNULL et b0
DeviceType 2 2 String s

~pE : SH1-10G

BIEXIE (3SR AATERIRLS K, )

LogicArea = = Strin
= = 9 & : Logicall
CreateTime =2 =2 Datetime_iso @EETJ@
B ~MoME : 2024-11-13T12:48:49+08:00
- L )]
ModifyTime 2 2 Datetime_iso %Eﬂl
= = - R © 2024-11-13T12:48:49+08:00
ST =g
CollectAgentinfo = = Strin - HagentiZR
= | F J TUE : ok
CpuModule 2 2 String i)ui”%
& : Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz(8 core)*2
. FENIRTE
HostStatus = = Strin —
= = J e : 2
. IDCE#R
IdcName 2 2 Strin _
= = g ~HE : cq0l
ImportFrom = = Strin ;E_SGE;E':}E
N e J T : 2
DeviceHeight = = Strin igﬁ%g
== d TOHE : 2
LanMask = = Strin PIRIEES
== d SBUE : 255.255.255.255
WanMask 2 2 Strin MRS
= = d B : 255.255.255.255
Sn
Sn =2 =2 Strin
= = 9 TBIE : TEN946PO3W
. HNRIRIS
WanGateWay = = Strin
= = d TBHE  gateway
. =XigID
CloudId = = Uint64 =X
= = NE : 0
. IDCID
Idcld 2 2 Uint64 _
= = ONE : 0
. MAC
OuterMac = = Strin oH
= = 9 FBIE © 00:1A:2B:3C:4D:SE
. MAC
InnerMac = = Strin @M
= = 9 BUE : 00:1A:2B:3C:4D:5E
RaidType b= =3 String RAIDSSE

& : SKIPRAID

CmdbSerachHostPageElement

SearchHostiZO+fPage=FERIT=
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& BRTTCE

AN T™EEOS|A : SearchHost

R whi%E
Start P
Limit =
Sort =2

DeleteEnvNodeListResponseData

DeleteEnvNodelListResponseData

AN TEEO3 | : DeleteEnvNodelList

BIR

EnvNodeldList

Updatelnstancelnfo

HEFHLGUSE

FIEFNULL

Py
=

iy

iy

=x=
[}

#WANT™EO31A : UpdateMultilnstance

IR WAI%
Instld &
Updatelist &=

WAL : TCloudFinanceZone

FEFNULL

=
[}

iy

. mEE
Uint64 ~HlE : 0
Uint6a BIIRFNICRE

g - 10

RIREERIF R THEF

String BHE : Sort field.
s
Array of Int64
it
Int64

Array of PropertyElement

2026/7/26 03:32:26

ik

IDFIZE
wHHE : 10

fx

SCff) id
HHE : 0

EHFRER
~E  EE

FIFBE4TE

#5713 725



2 BRETCE
T

LIREw AR

FIFBE4TE

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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2 AT TCE MRETA

FEIRED izl

FailedOperation EMERI,

InternalError N ERFEIR.

InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

AV SSEEIRTD
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O BATTCE HAEETA

Rz FRSSIE4E ( appmanager )
IR (2023-07-01)
API {5

APILRZR

V3

N2 speryi:zs-{mpvy =

EOSWR ¥OThae

CreateDeploy Kf/ELR

CreateNodeConfigs MEETREE
CreateOpsScaleTask Wy mRES
CreateOpsServiceOfflineTask RS FEAESS
CreateOpsTask CreateOpsTask
CreateTemplateParamInstance CreateTemplateParamInstance
CreateTemplateParamInstances CreateTemplateParamInstances
DeleteNodeConfigs s RECE
DeleteTemplateParamInstances DeleteTemplateParamInstances
DescribeDeploy HRARMER
DescribeDeployBatch Kf/EIREN ST
DescribeOpsScaleTask BET BHRESER
DescribeOpsServiceOfflineTask RS TEAESER
DescribeOpsTask DescribeOpsTask
DescribePreDeploy = E—IRRBER
DescribeTaskRecordDeadline EREHEREIRE
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& BRTTCE

EOBR

DescribeTemplateParamInstance

GenerateTemplatelnstance
Getlmagelnfo
ListComponents
ListDeployHistoryVersions
ListDeployRecords
ListNodeConfigs
ListOperationTasks
ListTSFAppGroups
ListTaskFilters

ListTaskTypes
ListTemplateParamInstances
ListTemplates
ModifyNodeConfigs
ModifyTemplateParamInstance
Savelmagelnfo
StatsStatusTasks

StatsTasks

UpdateTaskRecordDeadline

WAL : TCloudFinanceZone

EOTRE

DescribeTemplateParamlnstance

GenerateTemplatelnstance
GetImagelnfo

=B M

ERBRHHSERRA
ListDeployRecords
HEEITREE
Bis4HESII%R

B TSFEREH

ERES TG

B EEmIRTIZR
ListTemplateParamInstances
ListTemplates
HEENTREE
ModifyTemplateParamlnstance
Savelmagelnfo
SIS RS

FHES DB
B4R E

2026/7/26 03:32:26

RIFBEHFE
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2 AT TCE MRETA

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

FIFBE4TE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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Kfo/ELR

RONECERIRERIRE] © 200R/7),
BEOEFATIE : 2024-07-26 11:52:09,

BB EE NEN,

2. INSEY

UMERSHGIZRNG I T EOER SRS

SHEMR

Action

Version

Region

Product

Component

Environment

TaskName

WAL : TCloudFinanceZone

=
=

il

Ho

iy

iy

iy

il

A

=

240, TR

FIEFNULL

Pz
[}

Iy

iy

iy

iy

iy

m

2026/7/26 03:32:26

~

HEHPIRNAER

2

S

String

String

String

DeployNodelnfo

DeployNodelnfo

Environment

String

FIFBE4TE

R
BOBYE :
CreateDeploy

EOERE
2023-07-01

HEEAEN
FREEEBLL

e
g : 55

B
hHE . EE

7N
e 55

ESER
THHE :

sample

#5983t 725



& BRTTCE

FVFNULL k3

SHBIR Wik
TaskDesc = a8
TaskType =z =
DeployGeneric B &
DeployStrategy ) &
DeployBatches B )
OperationTemplatelnstanceParams & &
RollbackDagld B =
Dagld ) )
DeployClusterInfo B B
3. S
SHETR ESit] R
Dagld Uint64 ;&;ﬁgu;; 1
Namespace String ?Eﬁ;@ tap
Requestld String HE—EK ID , BRiE

4. SEIRRY

String

String

GenericPackage

DeployStrategy

Array of DeployBatch

Array of
OperationTemplatelnstanceParam

Uint64

Uint64

DeployClusterInfo

ZEOSERSEEEXAERD , EMERIGFEN A TEIRE,

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

5

(B SR EU
& : desc

EBEE K
5-
Deploy / [A]
i&-Rollback
M :
Rollback

Ha
e 55

KInRES
g =5
KIS HEN
g =5
RO HEN
g =5
EiRARd
w~EE: 1

miEiRAEid
THNE : 1

RInEERt
g =55

KREBRE], AR RERHIZXIERE Requestld,
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1. E A

EOEkE# © appmanager.api3.finance.cloud.tencent.com,
MECETREE

EOAEZOERIRERRS : 200K/70,

ZEOEFRAYE] : 2023-08-08 18:00:18,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

SEBR ik FREFNULL K8

Action = & String

Version = & String

Region = & String
_— Array of

N figL & B

odeConfiglist & A NodeConfig
A Ay 4
3. S
SHER KR ik
dList Array of Bl RFIFxId
Uint64 HWE : [1]

E—iEK ID , ERiERESIRME,

Requestld String Requestld

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

L2480, ANEORYE -
CreateNodeConfigs

NHBE, AEOBYE : 2023-07-01

H24 , WERERRNZOAFEGSLL

W >

TREEYIE
e . =5

T RIRERS R HZRIEKAY
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1. FOfEd

EOIBKIEH © appmanager.api3.finance.cloud.tencent.com,

iy eI

=a

B B ES

BRAEOIBRIRERIRS]  200%/80,

FEOEHAE : 2025-

EOBEIEE NN,

2. NS

LUNBERSHGIFRNG I T EOERSHFERSD

SHER

Action

Version

Region

Product

Component

Environment

TaskType

ApplicationType

Generic

Hosts

WAL : TCloudFinanceZone

04-10 14:45:44,

Wik

=
=

i

Jali

H

iy

iy

iy

iy

iy

ol

PSS

€ —-
%;ﬁ ' 75%

BEFNULL

=
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Iy

iy

o

iy

iy

iy

iy

Iy
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String

String

DeployNodelnfo

DeployNodelnfo

Envinfo

String

String

GenericPackage

Array of DeployHost

2026/7/26 03:32:26

FIFBE4TE

=
CreateOpsScaleTask

RHESH, AEORN
{& : 2023-07-01

RNESH, HEER
FEOFFESGSILL

KEARER
THIE - EE

KEKBMHER
~E : =55

RERIMEIER
~E : =5

{F55258
~BE : Rollback

Nz AR
~GHE : deploy

REAHIRRER
~WE : =5

KERENFIFRER
~WE : =5
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SEBIR Wik SRIFNULL 258U fak
. A f HIRSHELAER
OperationTemplatelnstanceParams & = ray o BARSHELHUR

OperationTemplatelnstanceParam = =~fil{E : B

. fRIEARId
Dagld &= = Uint64 _
a9 = | F " THIE ;1
A s\l
3. S
SHAR it A
. Dagld
Dagld Uint64 _
29 " TE ;1
Error ErrorIinfo ;é_j}g"ﬁ%
. GEE=El]
Namespace String —0IfE ;- ta
Requestld String H—EK ID , ERIEKRERE], EMENFEREIZRIEKEY Requestld,
H 3
4, %EIBE

PATYZIE T RO SERXAERED , HERIEEN AR,
SRS A

InvalidParameter.CreateOpsScaleRequestValidErr CreateOpsScaleRequestValid Error

IR : TCloudFinanceZone 2026/7/26 03:32:26 5 603 7257
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1. FOfEER

EOiEkiE# : appmanager.api3.finance.cloud.tencent.com,
EARSS TS

BUAZEDISRINEPRE : 200R/%D,

BEOSEFATIA) : 2025-04-10 14:52:56,

EOBFIRER EM.

2. NSHY

IUFERSEHFIRGIH T IROBRSHIO RHSE |, TEAHSHFIRNATLERSL,

SHETR Wk RIFENULL KR

Action = e String

Version p=3 = String

Region = e String

Product iy iy DeployNodelnfo
Component & = DeployNodelnfo
Environment & e Envinfo

TaskName & & String

TaskDesc B e String

Hosts 5 5 Array of DeployHost
OperationTemplatelnstanceParams & = (A)g:)r/a(tjifonTempIateInstanceParam
Dagld & & Uint64

ClusterInfo & B DeployClusterInfo

HRIFTE : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

fik

RNHESE, FEONE -
CreateOpsServiceOfflineTask

REBE, FROBYE
2023-07-01

AHBY, WEEEAEOR
FEEELLSH,

KEARfER
~E : 5F

KERBMHHER
g EE

KENEER
E  BE

ESER
UE : sample

SR
f5IE : desc

KELENFIRER
~E : 5F

BIRSHEIER
g E5E

fRIEEId
~HE : 1

EEBHER
~E : EE
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3. EWitHESE

SHAETR

Dagld
Error

Namespace

Requestld

4. $EIRES

Errorinfo

String

String

fk

Dagld
g - 1

HRER

THIE : BEE

EEE=RE
A : tap

E—IEK ID , SRIEREPIRE, EMTRTFERMZXIERA Requestld,

ZEOGELWSBERXASERD , EERIDEL IR0,

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE
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CreateOpsTask

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

CreateOpsTask

BOMZCIERIERIRS] © 200%/7D,

EOEHATE : 2024-10-27 09:56:41,

EOARGER NEN,

2. INSE

SHAR WhisE
Action =
Version =
Region =
TaskName =
TaskDesc 2
TaskType =
DeployMethod 2
Product =

WAL : TCloudFinanceZone

FIFNULL

@
[

Iy

iy

Iy

iy

l

iy

iy

LITNERSEGIRNGIH TEROBERSEMEO AHSE , =B

ESil

String

String

String

String

String

String

String

DeployNodelnfo

2026/7/26 03:32:26

FIFBE4TE

[y

ik
NHEBE, AMEOBYE -
CreateOpsTask

NHSE, AEOBE :
2023-07-01

NS, MRERAEE
AAFEGELLSH.

ESEWR
~BIE : sample

{ES 1A
TM5HE : desc

58, 38, Tk,
Bi% , V435S, T&%
~F{E : Rollback

#EHLI , B
{& image #1 package
~HIE : package

FemfER

~hE - =5
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SRR Wk FBYFNULL k8 HaOA
‘BHER
Component £ & DeployNodelnfo BIHER

THIE : EE

Environment 2 & Environment ZI;EE%EE
Resources =2 F TaskResource igg%ﬁg
Params = & gg:)r/a(t)i];nTemplateInstanceParam E?gjzﬁgz
Strategy a B DeployStrategy igﬁéﬁﬁggﬁ%
Dagld B = Uint64 ;jﬁgul{; 0

3. BIHHESE
SHER KA fik
Dagld Uint64 gz{;: 1

AR ESE)

Namespace String

A : tap

Requestld String W—iEk ID , ®XiEkEPIREl, EfRAEERAZXIEKEY Requestld,

4. FEIRhS

ZEOERWSIEERXANERD , AtERIGFEN A HLER0.
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CreateTemplateParamlnstance

L. #EOfmEiA

EOIEKIE . appmanager.api3.finance.cloud.tencent.com,
BlIEERRR S

EOAZOERINZRIRE : 200R/70,

EOEHATE : 2025-08-14 10:12:21,

ORISR NEN,

2. MNSEL

UNBRSEFIRGIH TEOBRSENH O AHSY |, TEAHSEHFIRNAHIERSL,

SHEFR W%E O AIFENULL 3R R
NHBE = .
Action ZEE z:? Strlng A/\/é& ZK;KDW{E

CreateTemplateParamlnstance

RESE, AEOANE -

Version g2 A String 2023-07-01
Redion o o Strin RNHEBY, WHERRNEORTE
9 = | B J BERIEY,
TRIRSEELHIRERAIRRR , 2R
EHHIRR , ZFREEEE
Template & & Template EEWJEE Sl
whE . =5
= GHERR S EE
TemplateParamlnstance 2 ray TemplateParamInstance ﬁfgﬁugi’iﬁﬁﬁﬁﬁiw
~E : =&
RIS ENEGIRERAIRRRID |, 40
- - . REMAER , ZFBRAT B
Templateld & A Uint64 i
wHE : 1

3. S
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SHER eSSt )

BIERIR S ELHIERRYIERId

Id Uinte4 E——1

Requestld String H—iEK ID , ®XiEkERE. EREIFEREIZRIEKE Requestld,

4. EiRtG

ZEOE TS BIEERAEIRT | AfthERASFE N AR,
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CreateTemplateParamlnstances

Sz R

1. EOfAR

EOiEKIER © appmanagerapi3.finance.cloud.tencent.com,
CreateTemplateParamlnstances

BONZOERINERIRS] : 200%/70,

EOEFATE : 2025-06-10 11:08:05,

EOBTIO SR NN,

2. NS

UTERSHGIFRGIH T ROBRSHIBOI LNHSE , TBEAHSHIIRD GRS,

SHER Wik ARFENULL K8 R
/\j:ta" =z .

CreateTemplateParamlnstances

RNESE, FEOBYE :

e = = >ting 2023-07-01
Region = S String ggiiﬁﬂﬁﬁ%%ﬂiﬁﬂxﬁgg
TemplateParamInstancelist & &= é:;?;e?rfem ateParaminstance E_E%{ngﬁgz?ﬂ;@%ﬂ%
3. FHZE
SHER KA A
IdList Array of Uint64 gﬂ%{éﬁﬁiﬂ?mdﬂ%
Requestld  String K&K D, SRERBLIRE. EIENBERRRER Requestld,

4. FERS

ZEOERWSZEEXANERD , BERGFEN A ERE.
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FIFBE4TE
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FROAZCIEIERERIRS : 200%/7D,
BEOEHAESE : 2024-11-06 17:46:27,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR ik AFNULL
Action = &
Version 2 &
Region = =
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3. JHESH

KRB
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Array of Uint64

SEBR St ik
NN,
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4. SE1RAY
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NHEE, AEOEYE : 2023-07-01
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RNESY , WEEENROFFREELSH.
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SHER ik
Action =
Version =
Region B
IdList =

3. JHES#

SHER %
Ok Bool

Requestld String

4. $EIRAS
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SHER Wit
Action 2
Version 2
Region =
DeployStrategy &
DeployHosts =
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5

\

RNESY , WEERNEOFFREELLSH.

TR e R TTRES
~E : E2E

offset , 9 T{EFE

w~EHE : 1
limit , 9 TUER

g : 100

% 653t 725



2 AT TCE

SHER

Total

Requestld

4. SEIRRY

ESil

Uinte4

String

fiid

total , o Ta{EH
wHHE : 1

E—IEK ID , 8RIEKERIR
Requestld,

ZEOERWSEERXAERD , BftERIGFEN 5=,

WAL : TCloudFinanceZone

2026/7/26 03:32:26

FIFBE4TE

[\, EfIABATEERMEZRIEKRE
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2 AT TCE

HEENTRECE

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

HEBNTREE
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2025-02-27 11:12:04,

EOARGER NEN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

PRIESE, TE

SEBR Wi FRPFNULL  3:E
Action = & String
Version = & String
Region = & String
- Array of

NodeConfigL B =

odeConfiglist & = NodeConfig

L X

3. S
SHER XM A
FINRHZ(EAIRE]

Ok Bool

~HHE : false

Requestld String

4. SEIRAY

WAL : TCloudFinanceZone

e NRY=E

W—iFX ID , X5

2026/7/26 03:32:26

FIFBE4TE

NESE, AEOBE !
ModifyNodeConfigs

NHSE, AEOBYE : 2023-07-01

\

HBH, MER N EORFEEEL

W >

RREENITREEIREERE
ThE . =5

KkEPIRE], ENEEERAIZXIERAE Requestld,

#6553t 725



O BATTCE HAEETA

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiRtD R

InternalError.Unauthorized RIGUE

IR : TCloudFinanceZone 2026/7/26 03:32:26 5 656 i 725



2 AT TCE MRETA

ModifyTemplateParamlInstance

— e e A
1. ZEOHHA
EOiEkiE : appmanager.api3.finance.cloud.tencent.com,
ModifyTemplateParamInstance
BOANZOIERIRERPRE : 200R/FD,
EOEHATE : 2024-11-06 17:47:56,

EOBINE R NN,

2. NS

LINERSEGIRNGIH T EROBRSHNT D AHSH , RBEAHSHGIRN GRS,

SHEWR WiE AREENULL %8 A
/\:ﬂ:g" , <7
Action /TEE I;él: Strlng Az\/éﬁ ZK&DH&{E

ModifyTemplateParamInstance

RNESH, AMRORE

. = - .
Version ps=3 i String 2023-07-01
: . RESH, WEHEEREROTRTE
Region = = String ;\3@ Jttii%lfmﬁ{ AROTRE
RIRER | WREEFEIERRR |
Template B B Template ZFEBBE , A=
e . =&
FEENHEERRSEELAIFER
TemplateParamlnstance 2 &= TemplateParamInstance TE&E&E’J%E*EH&/A;&W—?—EX
g EE
&hkid , MNRESAINEER | %
Templateld & & Uint64 FEREE  BWA=
THHE : 1
S S RSB
I = = Uint64 FEENARIRSELELAid

THE : 1

3. S

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 657 Mt 725



2 AT TCE MRETA

SHER ESit] fk

P IIRHZ(EARE]

Ok Bool & - false

Requestld String HE—igK ID , EXiEkESIRE], EMINBERHIZRIEKE Requestld,

4. SRR

ZEOERSEEEXAERD , BfbiERGFEN R,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 658 Wt 725



2 AT TCE

Savelmagelnfo

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

Savelmagelnfo
BOAZEOIBIIRERIRE : 200%/FD,
O SEFATE : 2025-04-10 17:52:10,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SEAFR WhI%E
Action =
Version 2
Region =
Nodeld ray
NodeUuid ray
NodeModelUuid =
EnvUuid ray
EnvNodeld ra

WAL : TCloudFinanceZone

FBIFNULL

=
[=]

a
[ ]

iy

iy

iy

iy

iy

iy

String

String

String

Uinte4

String

String

String

Uinte4

2026/7/26 03:32:26

FIFBE4TE

t2% , AEOBYE : Savelmagelnfo
NHBE, AEOBYE : 2023-07-01
AHBH , WHERAEOAFTERELS
A : 1

Fauuid
~HHE : 907b7dd9-6adl-a04c-
b1b5-94ac3cl11b286

TREE
~EHE : 907b7dd9-6ad1-a04c-
b1lb5-94ac3c11b286

RtEuuid
TfEHE : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286

MR id
hE - 1

#6593t 725



2 AT TCE

SRR WAIFE
TemplateParamInstancelD & =
WorkloadType & )
WorkloadName ray i
Namespace & )
RequestBody B ry
“;. s
3. FitH S
SHER RE i)
S T S? \\

Ok Bool E_SZUJH]‘MET x[E]

THIE : false
Requestld String M—iEXk ID , 8Xi5

4. T8R0T

FVFNULL 258U

SN NF=E

Uinte4

String

String

String

String

FIFBE4TE

Hk

1ERRSEELfid
g : 1

TERERE
~BE : <no value>

TERERETR
~BIE : sample

AR EE
~BE : tap

TEEIFHECE
~M5& : {"Position":"Position"}

KEPIRE., EERIFERAIZXIBKRT Requestld,

LAIMMXAIE T O SZEERRNEIRND | BEERASIFE N A THE5RS,

THIRAS

InternalError.GetTemplateParamInstanceError

WAL : TCloudFinanceZone

2026/7/26 03:32:26

Hk

GetTemplateParamInstanceError

# 660 Tt 725"



2 AT TCE

FATEHEESINE

L. O

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

FHEHEES IS

BOMZCIERIERIRS] © 200%/7D,

EOEHRATE : 2024-07-26 11:54:09,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR Wik

Action =
Version 2
Region =2
StartTime 5
EndTime =
“;. A 4
3. S
SHEMR
FailedCount
SuccessCount

WAL : TCloudFinanceZone

i

FVFNULL &8

=
[=]
G
[m=]

=
[ ]

iy

iy

Int64

Int64

String
String

String

Datetime_iso

Datetime_iso

S

KM E
e : 1

BIhEE
~EE : 1

2026/7/26 03:32:26

NHBE, AEOBYE : StatsStatusTasks
NHSE, AEOBYE : 2023-07-01
NHESH , HHEEANEORNEEERBLSE,

FraRdiE)
& : 2014-08-03T12:00:00+08:00

£ETRATE]
TEME : 2014-08-03T12:00:00+08:00

FIFBE4TE

% 6613t 7251



2 AT TCE

FIFBE4TE

SEER i) %
. hiTHhE=E
R C t Int64 _
unningLoun n /__RWME 1
Requestld String  ME—IEK ID , ®RIEKESIRE, EAAIRNFERMHIZRIEKE Requestld,

4. FEIRAS

ZEOERWSEERXAERD , BftERIGFN L HER0,

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 662 Wt 725



2 AT TCE

FiHESEEEE

L. O

FIFBE4TE

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

FHIS BB
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2024-07-26 11:54:06,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SR Wik FFFNULL
Action 2 =
Version 2 &
Region = =
StartTime & &
EndTime &= &
A Ry 4
3. WiHE#
SHEWR it
Tasks Array of
StatsTask
Requestld  String

WAL : TCloudFinanceZone

=]
String
String

String

Datetime_iso

Datetime_iso

fEiR

EE&Hit
~hiE . =5

E—EK ID , X5

Requestld,

2026/7/26 03:32:26

NHESE, AEOEYE : 2023-07-01

>
\

RNESY  WEERRNZOFFEEGELLSH.

FraRdiE)
& : 2014-08-03T12:00:00+08:00

£ETRATE]
TEME : 2014-08-03T12:00:00+08:00

KEPIRE]. EZRRRR BERALZIRIBREY
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/26 03:32:26 5 664 I 725



BN E

L. O

FIFBE4TE

EOEkE# © appmanager.api3.finance.cloud.tencent.com,

RGN RIRE
FOANZOIBERIRIRE : 200%/F0,
EOEHRAE : 2024-11-06 17:19:31,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHAR ik FREFNULL k8
Action = = String
Version = & String
Region B2 = String
DeadlineType = - String
DeadlineDay & & Int64
A Y 4
3. FiHE#
SHER i TR
PR Z(EAIRE]
Ok Bool
©° THIE : false

Requestld String

WAL : TCloudFinanceZone

2026/7/26 03:32:26

£ RBERHSHPIRNAHIERS,

N
Ve

AHSE, AZEOBYE : 2023-07-01

\

RNESY  WEHERRNROFFEGELLSH.

Finite - R / Infinite - R
T5HE : Finite

K&
whE : 1

E—IEK ID , BRIEREPRIRE]. EAARAHEERMIZRIERE Requestld,

#6653t 725
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4. SEIRAY

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/7/26 03:32:26 5 666 it 725



2 AT TCE

SRS

HostInfo

hostER BT ERAESEER

WA TEOS|A : GenerateTemplatelnstance

BR whisk FEFFNULL
Hostlp 5 &
RegionComponent

E— MR RERE

WU T™EEOS|A - ListComponentStatus

AR e FEFFNULL
Regionld 2 &
RegionName = &
ZoneSet = =
Template
&hi

String

String

Array of ZoneComponent

FIFBE4TE

T
HostIpfS&

~FME : 10.0.0.1

fk

HBIKID
~HHE : 1

MUEEFR
g : sample

AR
~hHE : =E

WU OS5I : CreateTemplateParamInstance, CreateTemplateParamlnstances,

DescribeTemplateParamInstance, ListTemplates, ModifyTemplateParamInstance

B Whis SSIFENULL
Id = =

WAL : TCloudFinanceZone

S

Uint64

2026/7/26 03:32:26

fk

id
~HHE : 1
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2 AT TCE

BR WAI%E FEEFNULL i
CreatedAt & & String
UpdatedAt & B String
Creator = oy String
Modifier e B String
Name = = String
Template P B DagDefine
Labels = = Array of Label
ParamsInfo p 2 Array of String
Data ra = Array of Label
EnvNodeOb;
T RsER

#HA0TEZOS| A : RelateCloudResources, UnrelateCloudResources

B Whisk FEFNULL
EnvNodeld = B

DagComponentCondition

BRGNS

WA TEOSIA : ListComponents

WAL : TCloudFinanceZone 2026/7/26 03:32:26

FIFBE4TE

fk

BlEERTE)
A : 2025-04-28T20:32:57Z

(oG
~HE : 2025-04-28T720:32:57Z

elfEsy
~HE : tom

Eve=
R : tom

TRIREZ R

THHE : name

HERRAAR
THHE . EE

REEE
THIE : EE

SHFIR
THUE 17727

TRER
~hiE . =5

KA fk

T msLflid
HE 1

#6683t 725



2 AT TCE MRETA

R AT FEFNULL i TR
ServiceName B & String Z—]j;{g; sample
DisplayName a & String igj{éw sample
ComponentType S a String i‘g—\.gif;@ deploy
ServiceType B a String ;}Z{fﬂ{;;ﬁ Extend
Offset B a Int64 ;Z;TJ{GEt 1
Limit & & Int64 ;_:;J:E 1

DbNodeRepoRelation

TRSHIRKRBRXRER

N T™4zO51/ : DescribeNodeRepoDetail, DescribeNodeRepoDir, ListNodeRepoRelates

ZFR e SRIFNULL 8 R

1d 5 B Int64 "j’f%g‘u )

CreatedAt a A String ?—ﬁg@ 2014-08-03T12:00:00+08:00

UpdatedAt a8 | ® string Eﬁ;@ 2014-08-03T12:00:00+08:00

Creator ) B String E_Eﬁ{g tom

Modifier & & String ;I—%f;g; tom

NodeUuid a A String ﬁ;}g i:d 907b7dd9-6ad1-a04c-b1b5-94ac3c11b286
Source S & String K

~5HE : Source

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 669 It 725



2 AT TCE

B Wik
Repoldentity &
ArtifactName &
ModuleName =

NodeModelUuid 5

iy

TenantUin

DeployStrategy

R IDERNE

AFNULL

T
[

iy

1y

Iy

iy

XE
fre

String

String

String

String

String

FIFBE4TE

fk

il B EEME—HRIR
MHHE : Repoldentity

HRETR
HHE : sample

TR/ S RRER
~E : sample

TR uuid
FHE : 907b7dd9-6ad1l-a04c-blb5-94ac3c11b286

fHFid
~f5l{& : 110000000075

WU T#EOS|A - CreateDeploy, CreateOpsTask, DescribeDeploy, DescribeDeployBatch, DescribeOpsTask,

ListDeployRecords
BR

Strategy
ConcurrentProportion
BatchLadder
BatchAverage

BatchPause

BatchStrategy

ContainerlInfo

WAL : TCloudFinanceZone

iy

iy

iy

iy

EFNULL

s
[ |

iy

fi

2]

fi

1y

String

Inte4

DeployBatchLadder

DeployBatchAverage

DeployBatchPause

String

ES

2026/7/26 03:32:26

HEiR

KTRES KE-GR / 54%-BG
~HE : GR

FREA
THE : 1

B#E
e . =5

by

THHE : EE

&z
E : =5F

SHEZEE fiis-Ladder / 1993-
Average
~5IE : Ladder

#6703t 7251



2 AT TCE

BeRER

#WanT#2O3|8 : ListWorkloadPods

BR WAI%E
Name a
Image &=
State =
Containerld &
StatsTaskDetall

FHESFS

WaN OS5I « StatsTasks

&R

DateTime =

Count =
TsfGrouplnfo
HEEEE

St

String

String

String

String

FIFNULL

BIFNULL

=

[}

s

[

=~

[mm ]

A~

[}
~
A
i~
[}

fk

Band

HHE

w&

HNE

7N

THNE

&aslD

~HE :

Int64

FIFBE4TE

sample

Image

Unknown

907b7dd9-6ad1-a04c-b1lb5-94ac3c11b286

A

A1E)

~FE : 2014-08-03 12:00:00
HE

wHHE : 1

el ™A S|A : ListContainerNodeGroups, ListTSFAppGroups. RelateTSFGroups, UnrelateTSFGroups

BR

ApplicationType

Groupld

WAL : TCloudFinanceZone

Py
[

iy

FFNULL

==
[=]

fi

57

String

String

A
JpzEE Sl
~BHE : deploy

EZEEAid
5HE : 907b7dd9-6ad1-a04c-
b1b5-94ac3cl11b286

2026/7/26 03:32:26 #6713t 725



2 AT TCE MRETA

ZR WE FUFNULL  2RRY A
EREHBIR
GroupName & 2 String iﬁégijﬂample
37| ‘:'I'g ‘7'&
GroupDesc B = String E'_lgzéﬁjgesc
7N .
Jwizzlle
Applicationld B = String  7~HE : 907b7dd9-6adl-al4c-
b1b5-94ac3c11b286
&=E¥id
Clusterld S 2 String  ~HE : 907b7dd9-6adl-a04c-
b1b5-94ac3c11b286
E )\
ClusterName = = String ;?;JEW sample
Namespaceld B = String ;Eglélﬂap
NamespaceName & 2 String ng@iﬁ
7N .
: . BlEEAdE
N =
CreateTime 7 | A SUING Bl : 2014-08-03T12:00:00+08:00
. Hf%server
Server B B String —?—ﬁ{g~ Server
. BEHS
R N = ==
epoiNiame = = String TBHE : sample
. RGRAEFR
TagN 5 &
agiame = = String ~fIE : sample
. VA D ECRICPURZEL
= s
CpuRequest A A String S 1C
. o = . ERACPUZER
CpuLimit A = String =Pl : 1C
. VA D ERARAE
A =
MemRequest 5 S String SBUE : 1G
MemLimit S B String BRI

THE : 1G

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 672 725



2 AT TCE

B D3V
Alias =

iy

KubelnjectEnable

iy

UpdatedTime

K8sNamespaceName &

EnabledUnit

iy

iy

ApplicationName

EnvUsageltem

INGRRFIHER

#ENT#EOS|A : ListEnvSummary

B AT

Usage &

Count &
FailedItem
KRLCR

AN T#EO2|8 : CreateEnvNode,
UnrelateEnvCloudResources

BIR Wik
ErrorMessage )

WAL : TCloudFinanceZone

AIFNULL

T
[

iy

Il

Iy

iy

iy

FEFNULL

Py
=

iy

XE
e

String

Bool

String

String

Bool

String

FIFBE4TE

T
SRBIALE
5HE : alias

KubelnjectEnable&
~BUE : true

EFRATIE
SAME : 2014-08-03T12:00:00+08:00

k8s B (AIETR
~BIE : tap

Py a =]
EHE : true

R FEFR
BUE : tap

St HER

INRRIR

tring U : Usage

BE

Uint64 =l - 1

RelateCloudResources. UnrelateCloudResources.

ARIFNULL

Py
[

il A
String

~ENE : errorinfo

2026/7/26 03:32:26 #6737t 725



2 AT TCE

B D3V
EnvNode = &

EnvNodeRel

INETI RKREXER

FEFNULL

FIFBE4TE

S iR
NETRER
EnvNodeRel RIS

e 55

#HA0TEOS| A : CreateEnvNode, RelateCloudResources, UnrelateCloudResources,

UnrelateEnvCloudResources

&R W FENULL
Id 2 &
NodeUuid = )
EnvUuid = B
Manager = B
Maintainer ray ray
Modifier = =
NodeModelUuid = e
UpdatedAt & &
CreatedAt & B
Creator ray ray

TemplateParamlInstance

WAL : TCloudFinanceZone

Int64

String

String

String

String

String

String

String

String

String

2026/7/26 03:32:26

Hk

INETRID
THE : 0

P =Uuid
& : uuid

REUuid
& : uuid

REA
~HME : admin

BHAR
~HE : admin

1EXA
5HE : admin

NodeModelUuid
~HWE : uuid

SEHRRIE]
g : 2025-04-10T11:10:48.951+08:00

elliEdnla)
~fGIfE : 2025-04-10T11:10:48.951+08:00

BUEEA
~HE : admin

% 674 725



2 AT TCE MRETA

TRIRSELSLH]

WENTEOSIA : CreateTemplateParamInstance, CreateTemplateParamlnstances,

DescribeTemplateParamInstance, ListTemplateParamInstances, ModifyTemplateParamInstance

BFR WASE SIFNULL i} R
Id & =y Uint64 IE
THE: 1
) eUFESERIE]
C t ~ ~
reatedAt = 5 String TBHE © 2014-08-03T12:00:00+08:00
. (B XIATE]
UpdatedA & =
pdatedAt = = String ME © 2014-08-03T12:00:00+08:00
) RlEEE
=~ ~
Creator A A String =Pl : tom
. ) Ehve=
Modif = =
odifier A A String =Ml : tom
) RS EELHIZTR
N = ~
ame = Fan String BUE - sample
) KELAUIERRI
Templateld 5 &5 Uint64 _
P = e " TBIE - 1
IREER
Labels = & A f Label _
= = fray ot -abe G =
SEEER
ParamValues = & A f Label _
= = fray ot Labe TOUE  =E
Ve
Data & 5 A f Label _
= = fray ot -abe EE =
) . fHFid
T ~ ~
enantUin 5 5 String A& © 110000000075
PodInfo
pod {28
U302 : ListWorkloadPods
BR DAvi EFNULL it DU

KRARFFE : TCloudFinanceZone 2026/7/26 03:32:26 % 675t 725
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B

Name

Phase

Hostlp

Podlp

RegionName

ClusterName

ZoneName

ContainerList

DeployHost

RIE

iy

iy

Iy

ABFNULL

Py
[

iy

Il

Iy

iy

1y

iy

fiD

String

String

String

String

String

String

String

Array of ContainerInfo

FIFBE4TE

R
pod BFR

~GE : sample

BHE : Unknown

FRrETIRip
& : 10.0.0.1

pod ip
HHE : 10.0.0.1

s
~HIE : sample

SERFER
~GE : sample

X ZFR
~HIE : sample

BRRyIE
g =55

WEN OS5I : CreateDeploy, CreateOpsScaleTask, CreateOpsServiceOfflineTask, CreateOpsTask,
DescribeDeploy, DescribeDeployBatch, DescribeOpsScaleTask, DescribeOpsServiceOfflineTask,

DescribeOpsTask, DescribePreDeploy. ListDeployRecords

B

HostName

Internallp

Ip

Region

WAL : TCloudFinanceZone

FIFNULL

G
[ |

Iy

iy

iy

ESit]

String

String

String

String

10

E

THNE

K

~HE :

BMRg

THNE

Mg

THNE

2026/7/26 03:32:26

sample

10.0.0.1

10.0.0.1

region
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2 AT TCE MRETA

B gk ARIFNULL 8 faiR
X
Zone & & String EIFHIK

~5HE : zone

Fid
os & A " U : 1
_ FAlsn
=~ =
HostSn 2 = NG SfE : 907b7dd9-6ad1-a04c-b1b5-94ac3c11b286
Host
FHER
WANTF#EEOS|A : ListHosts
SR P SSUFNULL R Fiaik
Hostld & & Int64 igﬁ}; S 1
HostName B ) String igﬁw sample
. PIEBip
= T
Innerlp 5 5 String ZEHE : 10.0.0.1
_ i
HostIp B ) String :EWUE p 10.0.0.1
RegionName & ) String ?Eﬁz sample
ZoneName B = String i;—if_'wlzuz sample
Array of KEAWSBSER
=~ =
NodeSet = = HostRelNode g : EE
. HMNaRip
= T
Outerlp 5 5 String Z~EHE : 10.0.0.1
SNYR
Sn = e String ~MAME : 907b7dd9-6ad1-a04c-

b1b5-94ac3cl1b286
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2 AT TCE

2R i FEFNULL
Vpcld sy 5
Zoneld B =
Regionld S =
ResourcelnstRel

S ERERRYBIAER

#HUT™EO3| 8 : CheckCloudResourceUnrelatable

BR

Instld

EnvNodeCount

EnvNodeldSet

StatsTask

EE55it

AN TEEO2| 8 : StatsTasks

B

TaskLabel

TaskField

TaskDetails

WAL : TCloudFinanceZone

XE
i

Int64

Int64

Uint64

DA FBEFNULL
=~ ~
[ [
S S
B S
yvir AIFNULL
= ~
[m] [}
sy A~
[m] [}
=~ ~
[ A

FIFBE4TE

R
vpcld
A - 1
zone id
~HE : 1
region id
~HE : 1
s A
SEAID
Int64 EE ;1
" FEIEFRSCAIRE{4SERID 008
~HE: 1
BI4SCFIIDFIZR
Array of Int64 EE ;1
e A
| [5an
String BIE : label
String e

g : field

HRFS

Array of StatsTaskDetail _
Y | I ; EE
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2 AT TCE

Errorltem

TBRTF R

#anTEEO3|8 : CreateMultiNodes

BFR WAIE
PropertyCode =
ErrorMsg =
Artifact
TS mIRHER

A0 T#EOS1A : DescribeOpsTask

BFR DA
ArtifactVersionType &=
ArtifactSourceType -y
PackageUrl )
ArtifactKey =

ArtifactVersion e
ArtifactUploadTime &
CmdbTopoTreeNode

HRFMXS

#anEEOS|A - ModifyTopo

WAL : TCloudFinanceZone

FEFFNULL

Py

[ ]

=

[=]
FEFFNULL g i
B String
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tke £5BF BIR
~HUE : sample

tke SEBF 122
~FHE : arm

tke EEB¥ MR
~EHE : v1.0

WU OS5I : CreateDeploy, CreateOpsTask, DescribeDeploy, DescribeDeployBatch, DescribeOpsTask,

YTisyakiid

ListDeployRecords
B WhiE FEFNULL
BatchNum B )
BatchHosts = 5

AgentProfile

AgentProfile

WA EEOS|A : ListNodeGroups

R Wik
AgentType =

Iy

AgentVersion

WAL : TCloudFinanceZone

FEFNULL

Py
=

iy

i A
BatchHosts

Int64 =0 - 1
KREEN

Array of DeployHost s EE

<] R
A SFY
String gentRis

P& : agent

Agenthi &S
~BE : v1.0
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EnvObj

EZNE

#HA0 O35 A : CheckCloudResourceUnrelatable, UnrelateEnvCloudResources

BR ik FeFFNULL ESid) 1R
NEuui
EnvUuid = &= String Hifiuuid

& : 907b7dd9-6ad1l-a04c-blb5-94ac3c11b286

DagComponentParam

B2

WA TEEOS|A : ListComponents

ZFR Wik FEFNULL et fEiR
Classify & & String i—iﬁ{g; Classify
Name a & String ?:EJ\@: sample
Desc & a String ﬁﬁ{g: desc
Type FiS i String %ﬁg

& : deploy
Require B a Bool ;E—ji{g; true
Slice & B Bool ;E::;;{E: true
Inject & & String ;—%1%@; Inject
Case B a String igﬂ@: Case
Value a & tring %ﬁﬂ@: Value
DisplayName & & String -

~MEHE : name
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2 BRETCE
S

DIREw AR

FIFBE4TE

WRIRBILERFFE Error FER |, MIZRJERE APL #0OKM. 40 :

"Message": "The provided credentials could not be validated. Please check your signature is corre

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
ct.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

Error iy Code T FEIRMS . Message FRZiE=HIEMAER.

H>E
HI=nAyZR
NHEIRAG
IS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

WAL : TCloudFinanceZone

Rtz
ZEAAEEL ( A2 APl Z$H2ERY )
MFA $&i%,

BRAFE. BEEHENERRESCHRMREESR | IREE
®  BNEEPRAESIER , TRAEAMEETIE.

ERIIH, Timestamp MRS =/AIEBEAEBIROH | BIaER
RSN ER AR,

BRER, SRTEER  BYREANIPREOSAOHEMES S
HEITIE.

token fHIR.
Bk CAM =%,
DryRun #{E , KRBKRESZEMINN , REZ(ET DryRun 244,

S ST
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SRS A
InternalError NEREIR,
InvalidAction EORNFE.
InvalidParameter SR,
InvalidParameterValue SHEUEEIR,
LimitExceeded RIS BCEPRE .
MissingParameter ROSEERR,
NoSuchVersion EORARNFE.
RequestLimitExceeded TBERANREGED 7 SRR,
ResourcelnUse R G .
Resourcelnsufficient RIRARE,
ResourceNotFound RIFFE.
ResourceUnavailable RIRAETA.
UnauthorizedOperation KRISBURME.
UnknownParameter FRSEEER.
UnsupportedOperation BREARSIE,
UnsupportedProtocol http(s)iERNGEIR , R52RF GET #1 POST i53K,
UnsupportedRegion ORISR,
AV SSEEIRED
EiRhg 15388
InternalError.DescribeDeployRecordParams DescribeDeployRecordParams Errorrrrrrrrrr
InvalidParameter.CreateOpsScaleRequestValidErr CreateOpsScaleRequestValid Error
InternalError.TkeError TkeError
InternalError.CmdbError CmdbError
InvalidParameter.DeleteRepository DeleteRepository Error

InternalError.TsfError tsf error
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EiRig B
InternalError.GetTemplateError GetTemplateError

DescribeOpsServiceOfflineR tValidE
InvalidParameter.DescribeOpsServiceOfflineRequestValidErr escribeUpsservicelTinerequestvaliatrr

error
InternalError.DescribeOpsTaskErr DescribeOpsTaskErr
InternalError.GetTemplateParamInstanceError GetTemplateParamInstanceError
InvalidParameterValue.ParamError Param Error
InternalError.Unauthorized RIGUE

InternalError.DbError DbError

InternalError.DescribePreDeploy DescribePreDeploy Error
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