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FMT ( Framework - managed Transaction ) #2z{ , DTF @I1EZRA#TIZAY SQL1EE , X T %S Confirm/
Cancel 73/ZR9MUN , NGERERE , YRBELEN | BEESSERS S HRESIFR.
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7ELR, XAENPERRERZIER , AARESS ; WRIEHT 7K ENE , FHFRER.

RN EE

DTF =HERH TSRS HENE S (s  BREEIENERESS. REES. BEZHHE | LIRME
TESOENRRERE. SihERSEERESTE A5 EESESS.

] A
SEESEHE
EOEEHEEEREESHNEMNREE , DTF IFEEHaNRESESHTELR. B —EEX LS EES , 88
ENMEFRIERESESHITEL.

SHTHEES

KRARFFE : TCloudFinanceZone 2026/9/17 01:48:47 % 4WH 1471



2 BAETCE SRS (DTF)

{£F DTF , SAIfEF555 MERE TS , SNEKERARSER. DTF &ETR2L TCC L, iHBEFAS
NESZEN , TRENXRREIRSEEBER , M EAIIESUERNA.

WAL : TCloudFinanceZone 2026/9/17 01:48:47 F ST 14T



2 BAETCE SRS (DTF)

Tt

= ERE

MBS T T RERN , B TEBNERSTIEUERFRFRIREL , (/5 DTF B HET RS HNESHIME
BE.

SR

B MMERRERRYR =TSRRI AR . BMEEHINT RN S thaE R B S I RERN SR — UL,
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2. fESRIREIET |, DTF i RsERISA SR RERISFMTIR SRES , B LARE FZBESCRES | Sl MEMRE.

T EE REREE

@ RBPRERPASHIEXRE, RIREHRBAEARIERR,

AR B E S RIEEMEA v dtf

HREER i BlRAE REEEIEE ¢ HRBEER ¥

R REEMR: dtf, R 2 RER ERRIIE

SREGEIR

DTFReadOnlyAccess DTFRIZHEHE 2025-05-26 14:32:18 2025-05-26 22:32:18 e
)=}
P DTFFullAccess DTF B2 5 RES 2025-05-26 14:32:18 2025-05-26 22:32:18 e
B#0m, $#2m

3. mii REXAF/4A/B8  aREFRF/IMEERK  BUNRIETFRF/IMEE.
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R ERIE

BE—aBRY , FTBRESZFERIDHNES TC &&F | &RESCIEA IDE PEFINA | £ DTF =6l EBEESFSis

TR
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ZIEEERTHRUEMER, EE ST, MRIBETRORENE | EEEE CYM/TSF BESHIAESNA |

PARIEMEBRIESE M.

HEEIE

o & Xshell, A3ZLA Xshell6hrA /945,
o CVM HUAIISIEIRREMVECE. FMIRIFIE 5% CIFESLhHI.

MILEE2
Sy =T vpc- (Default-VPC|
FE+ subnet- (Default-Subnet)
EIPvAARIF 16 £
FIPv4RRPAIF |

i 7c
1 = [}

BIFL R

HEL : FiEbir

LA Xshell 79, $TiBFRE(ERIES DA TC SEFAI3/ MBI , BREFNT -
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1. fiF3 Xshell &R CVM, 17 Xshell , fEseiat=ch |, 8% [324] > [HE] | FiE—NiniEsiE | EEETRAN

T

o B BENX , TohR!
: SSH

o 1Y

o M : EETAFPRIE IPv4 2K IP

o IHOAS : 22

2. B [HE]  BRCOUM,

i SERILEE

- TELNET
- RLOGIN
- =0

- BEIER

= X &S

- X/YMODEM
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SSH
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(O EEREXanSNEmEEn)
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DHHNBES(DTF) < xxx6000(group-mvage6én3)

E5EH BAES

EXER 5
D m
ma
SHEFR
BIERAT e 2025-10-16 21:33:26
R (8] 2025-10-16 21:33:26
BRESH 0
BEBSH 0

4. 7£ Xshell [EZ] > [SSH] > [REE] & , RS ERENSKA (31) .
5. 7 Xshell ToREERANS , EBENRE. WASH I, NFTERMID.

1 egiRiRHL <

Xshell 6 (Build 0197)
Copyright (c) 2002 NetSarang Computer, Inc. All rights reserved.

Type "help' to learn how to use Xshell pro
[C:\~1$

Looking up proxy server ‘web-proxy.oa.com’ Z3(C):
Host ‘web-proxy.oa.com' resolved to 10.28. s
Connecting to 10.28.36.104:8080... }
Connection established. - BREHRIE TCP/IPEEE
To escape to local shell, press Ctrl+Alt+] BRIETE
Last failed login: Mon Aug 3 16:01:16 CST EREE RIN/RE/MRTCP/IPEEAN. HARNEEEaMNA.
There were 18445 failed login attempts sin
[root@VM-2-16-centos ~]# - _
¢ U = 8
15110 169.254.0.127:1...  dtf1
15111 169.254.0.127:1... dtf2

15112 169.254.0.127:1...  dtf3

SFTP
TELNET
RLOGIN
=0
RE
FEETRE
=5
= BEALS): ‘localhost

VT B
= HFEODL: 15110 v

[ EsrmszR)

AN

=3 (FE)D: it (358)

BiRElH): ‘ 169.254.0.127

. BiRe0e): 15110 v
=523
BieR SRR
XSS dtf1
X/YMODEM
ZMODEM

g Bix WHE BE UL
® localhost:15110 169.254.0.127:15110 Eapay L-=R dtf1
® localhost:15111 169.254.0.127:15111 Eapas L->R dtf2
® localhost:15112 169.254.0.127:15112 177 L-=R dtf3
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£IR2 (& IP it iR OS

AtEaEiA , FEAETIERY applicationyml & |, FESHEMNAT IP #lFNiwmOSHAM IP (127.0.0.1 ) LAKE
A% (15110).

. spring-boot-point

‘acterEncoding=utf8&serverTimezone=GMT

: 127.0.6.1:15110;127.0.0.1:15111;127.6.0.1:15112;

TIR3 | (BEUREREIE

ARMEEIRET  FREAMIZT MySQL #UEE |, FH7E application.ym| FEXEUREE IP A4 IP (127.0.0.1) .
LB BERERRS PO

NRIEFEBIRS EMAIINEE , WEEEAMSHEERRSEMHC  FEREESERERRZ EMHOIE.
$E],S | RIXBEXK , MASES

BT postman EANAMNERIXIEXK , WEEIR7E DTF =8N ES S EFEEESIETER.

BB : ¥OE7 demo SEA 19000,

POST v | htp://127.0.0.1:19000/order

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL JSON ~
1 f
2 productId 4,
3 qty": 1,
< accountId": 1
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R
EEILE

INEEK

e JDK : #i%1.8.1618 LA A
e Maven : &iX3.5.2akLA LR
o (LR : BEMEIEREZE/NBNA]

T Java i

FIFF s , YT TSRS ¢
java -version
SNERHEIH Java RAS | 157BA Java IR ; SNRIRB%RE Java , 1§ % Java AT EEM (JDK),

®WE Java iE
®%E JAVA_HOME IMELE |, FHEAENEE LMY Java B R.
LA Java 1.6.0_21 iRAAf , BERFRYBEHAT ¢

BFRE ot

Windows Set the environment variable JAVA_HOME to
C:\Program Files\Java\jdk1.6.0_21

Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

5 Java fRiFESHIERINEIRREEERF,
BMERSR fait
Windows B=FE",C:\Program Files\Java\jdk1.6.0_21\bin"FINZIRSHZE" Path"BIKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required
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A L E$REIRY java -version dp$IRIE Java T,

Z4E Maven

TEZ2EE Maven
2% Maven T,

®E MAVEN _HOME #0 PATH RiET &=
e Windows &% T

HERFZTE MAVEN_HOME FEE(E : E:\\Maven\apache-maven-3.3.9
TRIBRSAELE Path INEE(E : ;%MAVEN_HOME%\bin

e Linux, macOS &%~

export MAVEN_HOME=/usr/local/maven/apache-maven-3.3.9
export PATH=$MAVEN_HOME/bin:$PATH

IGIF Maven &%
2 Maven LE&5ERfE , BEHITU TaHSIRIE Maven BRI,

mvn --version

EHMEERIMRASERG | HiE Maven LRI,

B.E Maven GJFE

T# =T E , aTLUBSLATEES|I AMaven €F , LMETERNFREN DTF #E54KH.
ERBITRE b, pom.xml FIEEBFEHIT mvn clean package BJE] R DTF SDK,

<?xml version="1.0" encoding="UTF-8"?>
<settings xmlns="http://maven.apache.org/SETTINGS/1.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/SETTINGS/1.0.0 http://maven.apache.org/xsd/set
tings-1.0.0.xsd" >
<!-- localRepository
| The path to the local repository maven will use to store artifacts.
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| Default: ${user.home}/.m2/repository

<localRepository>/path/to/local/repo</localRepository>

-—>

<pluginGroups> </pluginGroups>
<proxies> </proxies>
<servers></servers>
<mirrors></mirrors>

<profiles>
<profile>
<id>qcloud-repo</id>
<repositories>
<repository>
<id>qcloud-central</id>
<name>qcloud mirror central</name>

<url>http://mirrors.finance.cloud.tencent.com/nexus/repository/maven-public/</url>

<snapshots>
<enabled>true</enabled>
</snapshots>
<releases>
<enabled>true</enabled>
</releases>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>qcloud-plugin-central</id>

<url>http://mirrors.finance.cloud.tencent.com/nexus/repository/maven-public/</url>

<snapshots>
<enabled>true</enabled>
</snapshots>
<releases>
<enabled>true</enabled>
</releases>
</pluginRepository>
</pluginRepositories>
</profile>
</profiles>

<activeProfiles>
<activeProfile>qcloud-repo</activeProfile>
</activeProfiles>
</settings>

WAL : TCloudFinanceZone 2026/9/17 01:48:47
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SEAVAPI 2240

58 DTF iy , EERAFB1TRE 5a)%%E (S8 ( BD Secretld 0 SecretKey ) .

SRENEESS734H 1D, TC &8+ IP Sim[]

& DTF Bt , EERAFBT SIEEESE , FHHFEE Groupld (BS54 ID ) . Borkerlist ( TC &8¢ IP 5igs
B).
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RIEERE

HEETF

&% e 1TIF X,

T#k DTF 7=~f5I 52

IHAEETLAT# DTF B ™I TH2 |, LMETHRIE EFSHTES.

et EdERE

1. EE—EHUERE (MySQLEDT] ) |, BFHREIEESREEEREFENEMTIER— VPC T, EiXER =iuE
Fe MySQL , ESANIBLEER | AR SRR RINERE.

Wihg :
HAT I TRERDGALRIAR: 00 init.sql,
WMRFBE(ER FMT , EENSEEES |, 11T FMTHIGAKEIA: 01 init_fmt_tables.sql,

2. FREX MySQLHost, MySQLPort ( EERZ=EIEEMYSQL , SR B REUERLAIRIA ML ) .

TreEmmk N AECE

DTF BJLAfE3E Spring. Spring Boot. Spring Cloud =f#MEHIETT , HRIFE[EAARER Maven POM ELER
N B BRI TR,

WiBg :
o BI7~fBIREY ${dtf.version} BILAHRYE Release Note i&iRa3T () SisEHRA.
o oA , BN ARESTLARMEREFEH.

3E Spring RA

TR
single-transfer

1EBMFI TEH com.tencent.cloud.dtf.demo.TransferApplication ZEHILATRZE,

KRARFFE : TCloudFinanceZone 2026/9/17 01:48:47 B 237 1447



2 BAETCE SRS (DTF)

WeBA :
RENEBT F5 11F SBHIREL,

/**

*IREEEH

*/

private static void initEnv() {
// RFAE—RR , EEHEERRRIN BT R ENET R
DtfEnv.setServer("single-transfer”);
// APIZZ4R : Secretld
DtfEnv.setSecretld("${Secretld}");
// APIZ$H : SecretKey
DtfEnv.setSecretKey("${SecretKey}");
// BFAEID , B VEREBrokerlList,
DtfEnv.addTxmBroker("${Groupld}", "${BorkerList}");

}

1EXERBITiES com.tencent.cloud.dtf.demo.transfer.util. DBUtil Z2HILATRZA.
1iBA
IRERYERE Vi EdERE (MySQL EIRT ) SERPEREN.

private static final String URL1 = "jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf_demo_account_1?useS
SL=false&characterEncoding=utf8&serverTimezone=GMT";

private static final String URL2 = "jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf demo_account_2?useS
SL=false&characterEncoding=utf8&serverTimezone=GMT";

O TRENRITE | BiEEHT , FREEINBMA.

Spring Booth Ml - BN AZHUIERIZR

EITHE :
TCCHE=S; -
single-transfer-spring-boot

FMTHELS :
single-transfer-fmt-spring-boot

&M T2 Happlication.ymIszit,
WiBA
IREBRIEIRE £ LIF. P EdEE (MySQL IR ) NS ERAIREL.
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spring:
application:
name: single-transfer
datasource:
primary:
driver-class-name: com.mysql.cj.jdbc.Driver
jdbcUrl: jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf_demo_account_1?useSSL=false&characterE
ncoding=utf8&serverTimezone=GMT
username: dtf demo_account_1
password: 1g2w3e4r@TX
secondary:
driver-class-name: com.mysql.cj.jdbc.Driver
jdbcUrl: jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf_demo_account_2?useSSL=false&characterE
ncoding=utf8&serverTimezone=GMT
username: dtf demo_account_2
password: 1g2w3e4r@TX
dtf:
env:
groups:
${Groupld}: ${BorkerList}
secretld: ${Secretld}
secretKey: ${SecretKey}

R TIENRTTE | BalfEBsHT | AREIINEA,
Spring Boot [NFH - ZNEHS

1iAe

iZHERfIF TCC 5 FMT Tl LUESR.
TR -

TCC &% :

spring-boot-order , spring-boot-inventory , spring-boot-payment , spring-boot-point

FMT &=
spring-boot-fmt-order , spring-boot-fmt-inventory , spring-boot-fmt-payment , spring-boot-fmt-
point
IR ERTR
Order ....oovveveeeennce spring-boot-order/spring-boot-fmt-order
F Inventory ............... spring-boot-inventory/spring-boot-fmt-inventory
L Payment .................... spring-boot-payment/spring-boot-fmt-payment

L Point ..o, spring-boot-point/spring-boot-fmt-point
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2 AT TCE

IEMREITFEHEY application.yml STARILATERS .
WiBA
RENEBT 5 L1E. YIIBEdEE (MySQLEIAET ) RNEEBRHIREL.

spring:
datasource:
url: jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf_demo_inventory?useSSL=false&characterEncodin

g=utf8&serverTimezone=GMT
dtf:
env:
groups:
${Groupld}: ${BorkerList}
secretld: ${Secretld}
secretKey: ${SecretKey}

Spring Boot MERBIRS EMAI | A FEEF bt EixfZ/E AL,
&% spring-boot-order , spring-boot-fmt-order TFEEHILITHZA :

com.tencent.cloud.dtf.demo.order.proxy.InventoryRestTemplate &
Ae
${inventory-host} AEZPE spring-boot-inventory & spring-boot-fmt-inventory BYFEH L,

public Boolean deduct(Order order) {

Inventory inventory = new Inventory();

inventory.setProductld(order.getProductld());

inventory.setQty(order.getQty());

return restTemplate.postForObject("http://${inventory-host}:19001/deduct", inventory, Boolean.clas
s);

}

com.tencent.cloud.dtf.demo.order.proxy.PaymentRestTemplate 2§

1AH
${payment-host} J9&EEE spring-boot-payment & spring-boot-fmt-payment BYFEH L,

public Boolean pay(Order order) {
Payment payment = new Payment();
payment.setAccountld(order.getAccountld());

payment.setBalance(order.getQty());
return restTemplate.postForObject("http://${payment-host}:19002/pay", payment, Boolean.class);

}
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184 spring-boot-payment , spring-boot-fmt-payment TIERILATRZE :
com.tencent.cloud.dtf.demo.payment.proxy.PointRestTemplate 2&

WeBA :

${point-host} AEBE spring-boot-point & spring-boot-fmt-point AYEHHELIL,

public boolean point(Payment payment) {

Point point = new Point();

point.setAccountld(payment.getAccountld());

point.setPoint(payment.getBalance());

return restTemplate.postForObject("http://${point-host}:19003/point”, point, Boolean.class);
}

TN
FEF TR Order TIEAITEEZO :

WiBE :

${order-host} 9&EE spring-boot-order 8 spring-boot-fmt-order AYZEH L,

curl --location --request POST 'http://${order-host}:19000/order" \
--header 'Content-Type: application/json’ \
d

"productld”: 4,

"gty": 1,
"accountld": 1

Spring Cloudiifl - ZNEHS
Al

ZARGIH TCC 5 FMT T el LUR .

~HITEE

TCC &= :

spring-cloud-order , spring-cloud-inventory , spring-cloud-payment , spring-cloud-point

FMT #&=; :

spring-cloud-fmt-order , spring-cloud-fmt-inventory , spring-cloud-fmt-payment , spring-cloud-fmt-
point

IFEERAR

Order ... spring-cloud-order/spring-cloud-fmt-order
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F Inventory ................ spring-cloud-inventory/spring-cloud-fmt-inventory
L Payment ...........ccc..... spring-cloud-payment/spring-cloud-fmt-payment
L Point ....ccoevves spring-cloud-point/spring-cloud-fmt-point

1EBRE TR2HAY application.yml STARILA TSRS
WeBA :
REMEBTE E5 LIE. WG ETERE (MySQLEIE] ) FANMEEBRAHIREL.

spring:
datasource:
url: jdbc:mysql://${MySQLHost}:${MySQLPort}/dtf_demo_inventory?useSSL="false&characterEncodin
g=utf8&serverTimezone=GMT
dtf:
env:
groups:
${Groupld}: ${BorkerList}
secretld: ${Secretld}
secretKey: ${SecretKey}

I TRRMERGE
Z=EFTiFR Order TFERVFEEEO -
BB
${order-host} J9EFE spring-boot-order 8 spring-boot-fmt-order AL,

curl --location --request POST 'http://${order-host}:19000/order" \
--header 'Content-Type: application/json' \
-d Y

"productld": 4,

Ilqtyll: 1’
"accountld": 1

I TR
AT RIRER TR THAT SRR TR,

mvn clean package

WiBg :
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3E Spring MAEFIBEEHIN single-transfer-x.x.x-RELEASE.jar 5 single-transfer-x.x.x-RELEASE-jar-
with-dependenices.jar M FEE | BEAEE LIEFREE.

=REN

7E CVM = TSF chERBRIRITEIFAOROITIE jar 6, THHR CVM i TSF RART-EBBAONEE , SEURRAER— VPC
.

TSF FEpE (#5F)
£ TSF =G 88 | IS%E NAEREE.

CVM &
£ CVM f=hle PEpE |, BT ¢

1. Ef% jar BENSERS SR ( RSB H/FEZS JDK L85LALIRE ) .
2. FRA T L EaERE.

nohup java -jar ${jar_file} > root.log &

WaBR :
${jar_file} 75 FTERHBITE BTERLAY jar &.

SEIGITER

£ DTREHIE EREESSENXINETE.
IS EEPeERTE R ERN AT,
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FERIER
TCC #&2%(, Spring Boot 7 &

BIEmS

IZfESIESEE TCC 8z Ri#4T Spring Boot FF&.
TCC 5, tLalLAERAFNES. FEAFREM Try. Confirm, Cancel #OF#75CH , RSB ERIE="MEO
EF,

HEETF

&% i LIF X4,

Maven BB
BT EE VS RABEY pom.xml ST , BILIS|A DTF B9 SDK EEa T2,

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>spring-boot-dtf</artifactld >
<version> ${dtf.version}</version>
</dependency>

B : ANEREBERRSER tsf-sleuth 1 druid , FEHEE spring-boot-dtf-druid ZFis , BEEEWT :

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>spring-boot-dtf-druid </artifactld >
</dependency>

BEFimbcE
S | STHUTRESREY ;

dtf:
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env:
groups:

${Groupld}: ${BorkerList}

secretld: ${Secretld}

secretKey: ${SecretKey}

server: ${Server}

BeEI

dtf.env.groups.
${Groupld}

dtf.env.groups.secretld

dtf.env.groups.secretKey

dtf.env.groups.server

dtf.env.fmt

24/ SiY

String

String

String

String

Boolean

iR

=
=

i

fi

i1y

iy

BINME

HEER TCHIE , IR
HERNEEES

${spring.application.name}

true

BEETT , (NEEE dtfenv.groups FEEE—NESHE, A0
FFPA , Bl T7T—1NESHE group-x3k9s0ns |, £ HDHERESIEHIG FRENZSER) TC S8 bt
79 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082 , iz iAIAZ$BAY Secretld 9 SID , SecretKey /3 SKEY , &

B SSNA app-test EERIZSYIRT , ECERAI -

spring:
application:
name: app-test
dtf:
env:
groups:

group-x3k9s0ns: 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082

secretld: SID
secretKey: SKEY

iBH : LAY dtf.env.groups.server B9{E app-test .

WAL : TCloudFinanceZone

2026/9/17 01:48:47

HTHS (DTF)

T

FRFRIS=SS4HED , 8
ERRERZIMES DA
RIRTLABCE S 10,

PR

TCloudFinanceZone
SecretID,

R/
TCloudFinanceZone
SecretKey,

BEFRRSIHR , — 1
BOET , B—RSFE
ERERAYTR,

[Bahfd=Xd DB #TAE

VIR TIE , EAEEER
fmt ZINEH,
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BERSHINESRS
f£ @SpringBootApplication ;F#MEIN @EnableDtf jFERERLHESRS.

@SpringBootApplication
@EnableDtf
@EnableTransactionManagement
public class OrderApplication {
public static void main(String[] args) {
SpringApplication.run(OrderApplication.class, args);

}
}

EE | BEENERERAAESEIE @EnableTransactionManagement |,

k._‘_lk
FEFEHE
FESHNEGEET LS A - FE. 1232/EE.
SR RIESCR I SIEE | SFEIT IR ESIET RSB APl S1BEE%E.
B FEEETES
FEFZBEBERNENA Controller TR, —MFFRESLISESEE | FEIZSEFEE TN Bean,
LA TFEEfR T @DtfTransactional B9 order 753%5941 :

@DtfTransactional

@RequestMapping("/order")

public Boolean order(@RequestBody Order order) {
/] PATWISSB B TES

}

1. # A order 757481 DTF HEZE S5,
2. JPUTISSB B D LS.

o MRZITEEFHRITREE , RESEHIE (5 void 75iATIREIE ) , DTF ESRIBAZESS.
o WIRZITEHATHINERE | MHRER , DTF fE2REIRESES.

3. DTF {E2REmXASRIZAET S LT,

FERFZFEIFHENBIE
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24 HERE R EUAME T
: o 60 x FEEIAE ( EFESTFTRIRR/EIRAIRK ) | B £
timeout  Integer B
1000 b
groupld  String & - TEHESSHETHEESES

DTF Brisz#FEd @DtfTransactional {E2FFE5%, JEMNEESESNMANON , EFEHS N @DtfTransactional &
e, 2BESNFFRSER | BHRHE—NTFHEITHIRE @DtfTransactional FIFESHE.

WiBE : 48R dtf.env.groups TRECET1INES D ID , N @DtfTransactional jFfEHAEEIES groupld ,
DTF {2222 BsINECEHIREL.

Bid APl EIEEFES

MR SEFERSRIEREEIHHREK (HI0 1 —DESSAEER—TTEAR ) |, BALUER APLRHTESRSE
H,

ERLAEER order 73461, HBTREESF— orderCallback BIERIHARREEIRESESS :

@RequestMapping("/order")
public Boolean order(@RequestBody Order order) {
try {
Boolean result;
/] FEEES
DtfTransaction.begin(DTF.DEFAULT_TX_TIMEOUT);
/] PUTWSSIBIET D ZESS > result
return result;
} catch(Throwable t) {
// BIRFEES
DtfTransaction.rollback();
} finally {
/] RAZBEREESES LT
DtfTransaction.end();
}
}

@RequestMapping("/order/callback")
public Boolean orderCallback(@RequestBody OrderCallback orderCallback) {
try {
// 48 DTF L
// WREFER DTF 2R |, AILAREGZEE |, {ER<BaTk L &R, FIITEERIEEL R
ESLETXET
DtfTransaction.bind(orderCallback.getGroupld(), orderCallback.getTxId(), orderCallback.getLastBra
nchid());
// IRV SSEIEEE
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if(orderCallback.getResult()) {
// EIVERLIORT | 1RARXEES

DtfTransaction.commit();

} else {

// EELMES , EIREES
DtfTransaction.rollback();

}

return orderCallback.getResult();
} catch(Throwable t) {

/] BIRESESS

DtfTransaction.rollback();

} finally {

/] KIDHBILEEES LT
DtfTransaction.end();

}
}

PNESEHE

PREFHEBEYAILAS A - FFE. 1BR/ER.

A LARESSR SRR ERFRIL TR EED X SSaEY APl B8O ES.

— TCC o37FEFH

o DXEFHI Try,

o DZEFH Try,

o DTESH Try.

o« DXXESFAI Try.
Try 5% :

EEAS Try. Confirm, Cancel =NER%.

Confirm,

Confirm,

Confirm,

Confirm,

Cancel 5/ ARTERIEFZEEHIEAN S Bean,

HTHS (DTF)

Cancel FiEZBIFERAARESEIE (FIa0iERE Spring B@Transactional ) ,

Cancel 5iER98EIRE—HL

Cancel FiZRIBIRNSEEE S Long txId 1 Long branchld ,

o ZNMUERA Try 75350 txId #1 branchld £#¢% null , HttSHIEREE,

o REHEA S ZEFEFIREIE.

Confirm 573% :

« IR[EIEREES Boolean 358,

o {Y1EiR[E] true BRI AR ESS Confirm I,

WAL : TCloudFinanceZone

2026/9/17 01:48:47
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« JR[A] false s FER , WADZES Confirm KM,
Cancel 7% :

« REIEREES Boolean 38,

o {R7EIR[E] true AR ASDZESS Cancel AT,

« IR[E false it BB ER , MWAHZES Cancel 5L,

BEIHEESZES

HTHS (DTF)

PREFBEHEEVCEREISSHY Service £, AJLUEREER OSSR L |, AEIZEFE TS Bean,

DU TEE# T @DtfTce 19 order 5% 946

public interface IOrderService {
@DtfTcc
public boolean order(Long txId, Long branchld, Order order);

public boolean confirmOrder(Long txId, Long branchld, Order order);

public boolean cancelOrder(Long txId, Long branchld, Order order);
}

PREFEEIFSHERE

S8 HuERE WE  EOAME
name Strin B @DtfTcc & + Fik
9 S %%£ Hash
confirmClass String B @DtfTec R
Class
confirm BUZR +
confirmMethod  String B @DtfTec TR ERER
FEAE
DtfTcc ;
cancelClass String i @DtfTec ERERTE
Class
Cancel gI%% +
cancelMethod String ) @DtfTcc [ FEHEZE
SRS
rollbackFor Class<? extends N 4
Throwable>[]

WAL : TCloudFinanceZone 2026/9/17 01:48:47

fik
PREFER  BER—F
548

Confirm #{E3%

Confirm #B{ERER

Cancel #8&{F3£Z

Cancel #B{ERGiE&

ARESERABIATEZE
RIEIRESSS | RECERR

35T 1441



2 BAETCE SRS (DTF)

24 #Essa WiE  BOME

o B
S

£ LERIBIF

e try :IOrderService.order(Long txId, Long branchld, Order order)
e confirmClass : IOrderService
e confirmMethod : confirmOrder(Long txId, Long branchld, Order order)

e cancelClass : IOrderService

cancelMethod : cancelOrder(Long txId, Long branchld, Order order)
rollbackFor : BRAAZT., BEEERERFERELR , BliRE/Y Exception,

BT APl BIEHES ( ~EF)
BJLAS% Spring Free FHFAIES PO ESEEET,

FEEKIHEEDHEF LT
{#5F8 RestTemplate &%, FeginClient Bt , DTF {E28 35 EsMIIN R ES L T35,
WRER T HAABEEESR , Bl FstESHRES E T,

Z73 - RestTemplate

{$F8 RestTemplate i5/a RS AT , DTF #2228 30FNT TxRestTemplatelnterceptor , [EiERLpESSHE
FETXER.

DTF {E28iE NRIBERLEES -
# FZHHEID
DTF-Group-ID: ${Groupld}
#FHE5SID
DTF-Tx-ID: ${TxId}

# RKP=ESID
DTF-Last-Branch-ID: ${LastBranchlId}

Z7 - FeginClient

{$F3 FeginClient ija) NiisARSSET , DTF #22REEENT TxFeigninterceptor , EiERLFERHHRAES LTS
ISH

FEES|\ feign K :
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HTHS (DTF)

<dependency>
<groupld>org.springframework.cloud </groupld>

<artifactld>spring-cloud-starter-openfeign </artifactld >
</dependency>

DTF {2 ENRIBERLERN ¢

#BSHAID

DTF-Group-ID: ${Groupld}
#FE5ID

DTF-Tx-ID: ${TxId}

# RFENDXESID
DTF-Last-Branch-ID: ${LastBranchId}

9 - FotE
AJLIS%E Spring FreefF 215 FRIEEBKIFERSHNES L TXET.

#%i8 - Spring MVC - Controller
{#F Spring MVC FIRZF , Ei#A Controller &7 , DTF {E2R2B{TMNIERLFHHEZE TS Header key,

# Header keyfyEEClientConstant. HTTP_HEADER.GROUP_ID
DTF-Group-ID: ${Groupld}

# Header keyfyE=ClientConstant. HTTP_HEADER.TX_ID
DTF-Tx-ID: ${TxId}

# Header keyfyE £ ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchlId}

1eREET TxContextRestore YIRIARSHRES LT,

HE - FehabiE
BLAS%E Spring Free FHA1ES PRRBERHEESHAES L TXETD.

5 TSF &5&{ERA

DTF #2585se3Ra TSF NA |, 1BiER TEAYEs 1 FERA.
BE . BENNSdE Greenwich frRZAH TSF SDK,

Maven POM

<1-- TSF [F&HEE -->
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<dependency>
<groupld>com.tencent.tsf</groupld>
<artifactld>spring-cloud-tsf-starter</artifactld >
</dependency>

[SF3 TSF

@SpringBootApplication
@EnableDtf
@EnableTsf
@EnableTransactionManagement
public class OrderApplication {
public static void main(String[] args) {
SpringApplication.run(OrderApplication.class, args);

}
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TCC t&2%(, Spring Free F&

BIEmS

IZESESIEIE TCC U RAT Spring Free 74,

TCC %5 , tLalLUIBRAFNES., TERFRM Try. Confirm, Cancel #OF#HTSEI , AERFERIE=MzEO
NEEH.

HEETAF

&% s 1IF X,

FaPR

Maven EtE&
BEBEESSBA pom.xml X4, aTLAS|N DTF By SDK RS9 TREA.

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>dtf-core </artifactld >
<version> ${dtf.version}</version>
</dependency>

BEFimEcE

EEFimF , (FAHALLT APLi# T DTF NREIRE.

DtfEnv.setServer(String server);

DtfEnv.setSecretld(String secretld);
DtfEnv.setSecretKey(String secretKey);
DtfEnv.addTxmBroker(String groupld, String txmBrokerList);

BcETu e :
BB Humssm  E RiME R
groupld String £ 7 FFNESSHEID,

txmBrokerList  String 2 7 TC &£/ YR,
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HTHS (DTF)

BCEIN HERE wME BAME A

secretld String = 7c HRFAJTCloudFinanceZone SecretID,

secretKey String = 7o HFaYTCloudFinanceZone SecretKey,

server String 2 = ERmRSBIRR , — M ESET | A—RSFEEAER

AR,

[EEIRTERS DB HATKEWMIRCTIF , EAFEM fmt ZEiY

FA.

dtf.env.fmt Boolean

Iy

true

BEBRT  (FEEAEFHR DtfEnv.addTxmBroker() BEE—1MNE5HE. fFld0 :

FAF A, BT —1NESSHE group-x3k9sOns |, £ DR EBES G SKEUZHER TC SRkt

79 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082 ., % i31a#58RY Secretld /9 SID , SecretKey /3 SKEY ., &
B SRF app-test LERIZEYIRY , BeEHGIN ¢

DtfEnv.setServer("app-test");

DtfEnv.setSecretld("SID");

DtfEnv.setSecretKey("SKEY");

DtfEnv.addTxmBroker("group-x3k9s0ns”, "127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082");

E A TCC
XM MR TCC ERETFamEM.

// 3REX TCC 451

TCC.getInstance(Object confirmClassInstance, String confirmMethodName, Object cancelClassInstance,
String cancelMethodName);

/] 8%

TCC.getInstance(Object confirmClassInstance, Method confirmMethod, Object cancelClassInstance,
Method cancelMethod);

// E# TCC 58

TccRegistry.register(String tccName, TCC tcclnstance);

IR : TCC RIRTR (tccName ) FRRFFRE | FEE— I NAPATEER.

fougn
J**

* i TCC ER
*/

private static void registerTcc() {
ITransferService transferService = new TransferService();
// debit f§ Confirm % Cancel
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HTHS (DTF)

TccRegistry.register("debit”",

TCC.getInstance(transferService, "confirmDebit", transferService, "cancelDebit"));
// credit B9 Confirm #0 Cancel

TccRegistry.register("credit”,
TCC.getInstance(transferService, "confirmCredit", transferService, "cancelCredit"));

}

BIFFEM TR TCC @ debit (#I5R) # credit (AK) .

debit REEUNT :
S 15388
confirmClassInstance TransferService AYSLHI transferService
confirmMethodName TransferServicesh BFR/9 confirmDebit BY757%
cancelClassInstance TransferService BY3Lf5 transferService
cancelMethodName TransferService FEZ#R cancelDebit
credit FSEUNT :
S Ll
confirmClassInstance TransferService BY3Lf5 transferService
confirmMethodName TransferService FEZFRA confirmCredit B9757%
cancelClassInstance TransferService BY3Lf5 transferService
cancelMethodName TransferService H8#R /9 cancelCredit V5%
BRSHMIESRS

ERFNALIEEETCR , FESAEFIRECEMIEM TCCERE , AJLUER APL KBRS HhESRSS.

/] BN HESE i
DtfClient.start();

FESEHE
FESHEGEHILUS A - FE. B/EER.

FEEES

EEFREESRTIRBNT —ISESDEN |, ALERFEESES | RAESSE. RINTSMESOHN
WIERAREES : FREEESSE.
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/] FBESES  (ERRMIANESHE
DtfTransaction.begin(Integer timeout);

/| FBESES : (EREEESHE
DtfTransaction.begin(Integer timeout, String groupld)

/] IRRXFES
DtfTransaction.commit();
// BIREES
DtfTransaction.rollback();

KAEEFSETX
R IR ENRAZBREENTESS LT, AFENERSREERM.

DtfTransaction.end();

sEFEHI :

public boolean execute() {

VRE=y =y
Long txId = DtfTransaction.begin(10000);
try {

/] PATBN D ES S BIE

/] $REEES

DtfTransaction.commit();
return true;

} catch (Throwable e) {
// BIREES
DtfTransaction.rollback();
LOG.error("Bank transfer failed.", e);
return false;

} finally {

/] RIAEFSETX

DtfTransaction.end();

PREFSEE
XEFSHEREHAILS A - FE. BR/ER.

P

—NNTCC pEFH , FEES Try. Confirm, Cancel =M%
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o HYESH Try. Confirm, Cancel FiENSEURIST—EL
o DXEFHM Try. Confirm, Cancel FiERIRIRNESE1EE S Long txId 1 Long branchld .
Try 5% -
o AHEER Try /57407 txId #1 branchld 2% null , EfttSEIEEER.
o IRENEA W55 FEMNREE.
Confirm 737% :
* IXEHEREES Boolean 28,
o (Y1EIR[E true BHA93 32555 Confirm BT,
o 1R[] false SHBHFRER , W5 XES Confirm KM,
Cancel 75i% :
* IXEHEREES Boolean 28,
o {AER[E true B 2E55 Cancel B,
o IX[A| false BBHFER , MAHZHES Cancel KM,

FESES

DtfTccBranch.begin(String name, Object[] params);

S8 itz
name TCC &R
params Try 75iERNSS28 , i 1N5%L ( BN Long txId #1 Long branchld ) i&Enull

KMEETEFSREERN Trying
XAE Trying RS RFHRR O ES |, EOEERTHLEDXES Try MIBRERERAES.

DtfTccBranch.checkTxTrying();

ERDFES
IR ZIBMENRASISEND XES LY ARSI ER,

DtfTccBranch.end();
A
/=== FBFEES ===

/] FRPESL I

Long branchldl = DtfTccBranch.begin("debit", new Object[] { null, null, this.to, this.amount });
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HTHS (DTF)

/] BFUTTry /%l
transferService.debit(txId, branchldl, this.to, this.amount);

[/ KANXEF1IETX
DtfTccBranch.end();

/] FEPXES2 - Nk

Long branchld2 = DtfTccBranch.begin("credit”, new Object[] { null, null, this.from, this.amount });
/] BUTTry /5342

transferService.credit(txId, branchld?2, this.from, this.amount);

/] KAPZEF2ETX

DtfTccBranch.end();

/] ==

B3 / [ERESSS ===

WA : AT Try AR MESRE | FEFF DtfTccBranch.checkTxTrying(); #F#HABALE Try FERFEIRIZR
AHES,

EREIEKIHMEBDHAES LT

EST

FEM ETCHIREY groupld |, txId |, lastBranchld =/NSREEEI Tz,
{ERLAT APLIEEY :

String groupld = DtfContextHolder.get().getGroupld();
Long txId = DtfContextHolder.get().getTxId();
Long lastBranchld = DtfContextHolder.get().getBranchldStack().peek();

RIS Header B9 key # , FiffalLAUEIE DTF SDK BiTiENA.

# Header keyfyEE£ClientConstant. HTTP_HEADER.GROUP_ID
DTF-Group-ID: ${Groupld}

# Header keyf9&E=ZClientConstant. HTTP_HEADER.TX_ID
DTF-Tx-ID: ${TxId}

# Header keyfy&E = ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchId}

HE

RYE LR S a0 FAEREY groupld |, txId |, lastBranchld =/MNHE.

GNER EiEARYE DTF £12509 RestTemplate 8 Fegin , iBM LA TiERLHFREN
# Header keyfyEEClientConstant. HTTP_HEADER.GROUP_ID

DTF-Group-ID: ${Groupld}
# Header keyfyEE=ClientConstant. HTTP_HEADER.TX_ID
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DTF-Tx-ID: ${TxId}
# Header keyfyE £ ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchld}

MRBHMAER | WEERFRERZOMYBITIRE.

KT =N 0B |, BT APl BESHRES LTI,

DtfTransaction.bind(${Groupld}, ${TxId}, ${LastBranchld});
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FMT #&23(, Spring Boot FF

N

BIEmS

IZfESIESEHE FMT Rz Fi#4T Spring Boot FF&.

FMT 555 , tBrf LR AEZRITESS. SERFNEER FMT 58 FIERESCIN S ZERIT LIS HhNES. 18
JF TCCEHES , BETHRE Confirm, Cancel BIREBIIE.,

FMT SEEHSSIRIE - RIBAFHYT PrepareStatement § CreateStatement 12/E , X#H14THY DML iBGH{THE
T, IBREIES . HEMRUNDOFER., £Fit , FMT WP ERNEUEREM SQL BaSBE—EmEXK , 1#I FMTHL

=

pIEM

HEETF

L

% S TE X, e MRECEITT A RIES.
2% [REHE XS, YT FMT $0adrA

¥ W

.
\

Maven Bt &
BB ESESBA pom.xml 34, aTLAS|N DTF By SDK RS9 TRE.

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>spring-boot-dtf</artifactld >
<version> ${dtf.version}</version>
</dependency>

WA : WNERFEFEAIEER tsf-sleuth 1 druid , BEYEE| spring-boot-dtf-druid ZF s , EEEWT :
<dependency>
<groupld>com.tencent.cloud </groupld>

<artifactld>spring-boot-dtf-druid </artifactld >
</dependency>
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EERRS , SFUTEEEEN

dtf:
env:
groups:

${Groupld}: ${BorkerList}

secretld: ${Secretld}

secretKey: ${SecretKey}

server: ${Server}
FeEIN

dtf.env.groups.
${Groupld}

dtf.env.groups.secretld

dtf.env.groups.secretKey

dtf.env.groups.server

dtf.env.fmt

SIS

String

String

String

String

Boolean

W

=
~x=

fiD

2l

ol

BAE

HEER TCHIR , MNRIBIH
LERNFEEES

${spring.application.name}

true

BEERT , (NEEfEdtfenv.groups FELE—MNEEHE, HI0
FAF A, BT —1NESEHE group-x3k9s0ns |, FEDHRESIEHISTREGZ BRI TC SRt

79 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082 , iz 5A)#58RY Secretld 9 SID , SecretKeyy SKEY . &
EESRIA app-test EFERZEYIRT , BEEREFIS

WAL : TCloudFinanceZone

2026/9/17 01:48:47

HTHS (DTF)

S

FRFHSESSHEID, &
BERRERZIMESSH
RS LIBCE SN

FFRY

TCloudFinanceZone
SecretlD

FAFRY

TCloudFinanceZone
SecretKey

BEFmRSIRR , —1F
BOHET  A—IRSFE
ERERATR,

[Eaiit&Xt DB #iTKE

BILIE , BT
fmt EINEEA,
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spring:
application:
name: app-test
dtf:
env:
groups:
group-x3k9s0ns: 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082
secretld: SID
secretKey: SKEY

B : ILEET dtf.env.groups.server B9{E app-test ,

\ hY
BRZSHIESERS
fE@SpringBootApplication;FiE4MENN @EnableDtf X EREEDHNEZIRS.

@SpringBootApplication
@EnableDtf
@EnableTransactionManagement
public class OrderApplication {
public static void main(String[] args) {
SpringApplication.run(OrderApplication.class, args);

}
}

A BEEINENERAESSIE @EnableTransactionManagement ,,

FEEEHE
EESOERRIEILS Y T , $RS/EE,
LRI SRS SRS TS RET AP SRS,

B EREEEES

FEFEEENEAD Controller 5iEAFFE. —RGERESLIETGAL | AEIZSEFEE TS Bean,

LATFEE#E T @DtfTransactional f9 order 75i%941 :

@DtfTransactional

@RequestMapping("/order")

public Boolean order(@RequestBody Order order) {
/] AT SSIB B D < EF
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1. # N order 75i%m] DTF {22 EEES.
2. JTISSB IR DX EE S,

o RZTEERHRITE | IRENSEYE (83E void I5iALIRENE ) |, DTF {ERRRREES.
o WRZFTEFTHIRRE | MEFRER , DTFEREIRESS.

3. DTF {EZEE o XAHRLREEES LT,

FERFZIEIFHENBIE

24 HERE R EUME S
: o 60 x FEEIAE ( EFSTRIRR/ERAIRK ) | B £
timeout  Integer B
1000 b
groupld  String & - TEHESSATHEESES

N5 dtf.env.groups FREE T 1INMNESHE ID , I @DtfTransactional ;e AFZEESgroupld , DTF i#28%
B NECEHIREL.

DTF MAESZFBIY @DtfTransactional ERFES, JENFESEZS MANOMN , EFHZ/@DtfTransactional A&
e, 2BESNTHRSER | BHE—NTHEIITHIRE @DtfTransactional BIFEZWE,

B APl EIEEFESS

MR SFESSERIFBERRIRIFK (80 | —NESSAREER—ITETER ) |, BAJLER APL RHTEESE
H,

B2 EER order 7576, WATEESEF—" orderCallback E[ERFHIARREEIRFES :

@RequestMapping("/order")
public Boolean order(@RequestBody Order order) {
try {
Boolean result;
/] FIEEES
DtfTransaction.begin(DTF.DEFAULT_TX_TIMEOUT);
/] PUTISSBIET DT ESS > result
return result;
} catch(Throwable t) {
/] EIREES
DtfTransaction.rollback();
} finally {
/] RIAZRILIEFES LT

DtfTransaction.end();
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}
}

@RequestMapping("/order/callback")
public Boolean orderCallback(@RequestBody OrderCallback orderCallback) {
try {
// BBEDTF LT,
// MREFER DTF &SR |, AILAREGZEE | {ERSBaTl L TXEE, FIIEERIEEL
B ETEY
DtfTransaction.bind(orderCallback.getGroupld(), orderCallback.getTxId(), orderCallback.getLastBra
nchld());
// SRV SSEIEEEE
if(orderCallback.getResult()) {
// EERIHET , 1RRREES
DtfTransaction.commit();
} else {
// EERMES , BIREES
DtfTransaction.rollback();

}
return orderCallback.getResult();

} catch(Throwable t) {
// BIREES
DtfTransaction.rollback();

} finally {
/] RAZREREESES LT

DtfTransaction.end();
}
}

.
PREFEE
FMT 992 E=SEEEEMH , HBS TCC o EZBEARRE.
FMT O EZHFBRHASERMADXESEN , MK ERELAMT E T AFMTIER., ZHERE
AHRARERITHIE 11T DML 1IBGE8<BITER 1IN DX ES.
B IMERSTES
PDREZEEENWEREISEET Service £, aTLUEEERZOSEINE |, HEIZEFEENA Bean,
LITFEIRET @DtfFmt B order 75557594 :
public interface IOrderService {

@DtfFmt
public boolean order(Order order);
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}

T3 ERISEI

// public boolean order(Order order);3C3}
@Transactional
@OQOverride
public boolean order(Order order) {
orderDao.createOrder(order);
return true;

// orderDao.createOrder(order);3ET}
public int createOrder(Order order) {
String sql = "INSERT INTO dtf_demo_order (product_id, qty, account_id) VALUES (?, ?, ?)";
try {
GeneratedKeyHolder keyHolder = new GeneratedKeyHolder();
jdbcTemplate.update(new PreparedStatementCreator() {
@Override
public PreparedStatement createPreparedStatement(Connection con) throws SQLException {
PreparedStatement ps = con.prepareStatement(sql, Statement.RETURN_GENERATED_KEYS);
ps.setInt(1, order.getProductld());
ps.setInt(2, order.getQty());
ps.setInt(3, order.getAccountld());
return ps;
}
}, keyHolder);
return keyHolder.getKey().intValue();
} catch (Exception e) {
LOG.error("Create order failed.", e);
throw new RuntimeException("Create order failed.");
}
}

£ orderDao.createOrder(order); 75:&F #1177 —SInsertiZa , HHEZRES I FM— N0 SZE=EIHX MNnsertiftfte
BHESEE,

PREFEEHFSHERE

25 FEssny WE ENME R
Class<? extends PXEFSERIEIUTERENEIRFES ,
rollbackFor = {}

Throwable> ] KECERAELR

rollbackFor : BN AZE., EREERERERELR , AIIRE S Exception,
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IEERIMEEDHINES LT
{#iF3 RestTemplate & FeginClient i} , DTREZESISBIUIID TR ES L UL,
SNR(ER T EHARIBEESR , B UAFHESHEF LT,

FiA - RestTemplate

{$F3 RestTemplate e NiigiRSSHT , DTF {E2REEENT TxRestTemplatelnterceptor , [EiERLPEHHHNE
FETER.

DTF fEZRENBIBERLEE S

#EFZHHEID

DTF-Group-ID: ${Groupld}
#FE51ID

DTF-Tx-ID: ${TxId}

# REHES D
DTF-Last-Branch-ID: ${LastBranchld}

Z9A - FeginClient

{#F3 FeginClient i3RI NifFiRSSAY . DTF #22RB#FEANT TxFeigninterceptor , [AiERLFEHE D HRNEBS L TE
=

o

ZE |\ feign i :

<dependency>
<groupld>org.springframework.cloud </groupld>
<artifactld>spring-cloud-starter-openfeign </artifactld >
</dependency>

DTF fEZRENRIBERLEE R

#ESHEIDD

DTF-Group-ID: ${Groupld}
#FE51ID

DTF-Tx-ID: ${TxId}

# RXFPHDTESID
DTF-Last-Branch-ID: ${LastBranchlId}

9 - FoitE
LA Spring Free FHE1ES PRISEBKIHEBDMAES L TNED.

#%/8 - Spring MVC - Controller
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HTHS (DTF)

{§F3 Spring MVC BIRZA , TN Controller & , DTF {EZRSB{TMIBERLFEZE TSI Header key,

# Header keyfyE=ClientConstant. HTTP_HEADER.GROUP_ID
DTF-Group-ID: ${Groupld}

# Header keyf9&EZClientConstant. HTTP_HEADER.TX_ID
DTF-Tx-ID: ${TxId}

# Header keyfyE £ ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchlId}

Fimid TxContextRestore JImiRRHHRES LT,

O - FEAbE
AJLAS% Spring Free FHEIES Y I KIEES HES LT T,

5 TSF &4EH

DTF 1EER5E23RE TSF NA | IBIRAE FEAES ER.
1587 : BRIXSZHF Greenwich rAH) TSF SDK,

Maven POM

<l-- TSF [3&=8 -->

<dependency>
<groupld>com.tencent.tsf</groupld>
<artifactld>spring-cloud-tsf-starter</artifactld >

</dependency>

JSF3 TSF

@SpringBootApplication

@EnableDtf

@EnableTsf

@EnableTransactionManagement

public class OrderApplication {
public static void main(String[] args) {

SpringApplication.run(OrderApplication.class, args);

}
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FMT #&23(, Spring Free &

BIEmS

IZfESIESISHE FMT &0 AT Spring Free FF&.

FMT =255 , tha]LURRSIESITESSS. FERFXEER FMT JE FIER

XF TCC B , EETHRE Confirm, Cancel BXAE T{E.

HTHS (DTF)

LIV S5 B BRI S i ES5. 18

FMT &SRR : KIBAFH4T PrepareStatement ] CreateStatement $2(F , X478 DML B4)#HITHR
¥, ICRBIRSR , F4RL UNDO 8. £TFIt , FMT SYEFERBRYEUEZER SQL iBaSE—ERIEK , FI FMT

B,

HEETAF

FEETE X |, SoRMRE BT ARIES.
RIEEE XY, $UT FMT #I3a{LRIZs.

o =

% W

=
=

=z

\

TR

Maven fc&

BB ESSCBA pom.xml X4 , aTLAS|N DTF By SDK RS9 TRE+.

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>dtf-core </artifactld >
<version> ${dtf.version}</version>
</dependency>

ERinfcE

EEFim® , ERALLT APL 1T DTF NECEIRE.
DtfEnv.setServer(String server);
DtfEnv.setSecretld(String secretld);

DtfEnv.setSecretKey(String secretKey);
DtfEnv.addTxmBroker(String groupld, String txmBrokerList);

BCE TR
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FCEIR HERE wME BAME A
groupld String 2 7 FFHNESSAID,
txmBrokerList  String 2 7 TC ERF T m%IER,
secretld String = 7c FFHY SecretlD,
secretKey String 2 7 FFFHY SecretKey,
. = EFIGRRSIRR  —NESHAET | B IRSHEEFERER
server String P 7o —.
BITRIR,
[EENET&=3t DB T KEVIRNLTIE . EABRMA fmt &Y
dtf.env.fmt Boolean & true

ZA.

BEBRT , (XEEEEA DtfEnv.addTxmBroker() BEEE—1MNESDEH, Hild0

BF A, ST —/1ESE5A group-x3k9sOns |, 1E DHNESIEFIE KEUZSEM TC SR bt

79 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082 , ZMHFi5A)Z5$HAY Secretld 5 SID |, SecretKey /9 SKEY ,
FEMTISIIF app-test EERZEYIRT , BECEREGIA

DtfEnv.setServer("app-test");

DtfEnv.setSecretld("SID");

DtfEnv.setSecretKey("SKEY");

DtfEnv.addTxmBroker("group-x3k9s0ns", "127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082");

IEEHEIR

XIRAARVEHEIR ( DataSource ) (SR TFNAIE,
DtfDataSourceProxyUtil.dataSourceProxy(String dataSourceName, DataSource dataSource);
Ae
#IRRAIBAR ( dataSourceName ) BERFFRE  FEE— I NAHFITES.

fougn
J**

* (ISR
*/

private static MysqglDataSource proxyDataSource() {
MysqlDataSource ds = new MysqlDataSource();
ds.setUrl(URL1);
ds.setUser(USER1);

KRARFFE : TCloudFinanceZone 2026/9/17 01:48:47 B S5t 14411



2 BAETCE SRS (DTF)

ds.setPassword(PASSWORD);
return DtfDataSourceProxyUtil.dataSourceProxy("DATA_SOURCE1", ds);
}

BERSHAESRS
RPN ALIEEIESR , FFESEAE PR BEMRIEIERLSEE | FILER APLERBSHRESRS.

// Bin X ESE iR
DtfClient.start();

FTESEE
FESHEBBEEILUS A - TR, BR/EER.
FERESES

EEFREESRTRMNT —MESDEN |, AILERFEESES | RASESSE. RINTSMES0EN
WIRERFEEES : FREEESH4E.

/] FBEES : ERERIANESHE
DtfTransaction.begin(Integer timeout);

/] FBEES  EREEES»E
DtfTransaction.begin(Integer timeout, String groupld)

RR—IRFMTESS
BRI ERFRREEH TR,

DtfContextHolder.get().pushBranchType(DTF.BranchType.FMT);

B /BREES
/] IBRRFEES
DtfTransaction.commit();

// BIRFES
DtfTransaction.rollback();

KAFESETX
WiBg :
ZERERAHBEENTEES LT , AeNFEBSRSTERM,
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HTHS (DTF)

DtfTransaction.end();

{ERAI

public boolean execute() {

/] WSsHaE

Long txId = DtfTransaction.begin(10000);

try {
/] PATE N D X EFeEELE
/] FRR—IRFMTES
DtfContextHolder.get().pushBranchType(DTF.BranchType.FMT);
// ... excute SQL
/] 1R EES
DtfTransaction.commit();
return true;

} catch (Throwable e) {
/] EIREES
DtfTransaction.rollback();
LOG.error("Bank transfer failed.", e);
return false;

} finally {
/] KBFEEF LTI
DtfTransaction.end();

EREIBKIHMEBEDHAES LT

T3
FEMN EFTXHIEE groupld . txId . lastBranchld =MNEUREHEEI T,
EFLAT API 128 :

String groupld = DtfContextHolder.get().getGroupld();
Long txId = DtfContextHolder.get().getTxId();
Long lastBranchld = DtfContextHolder.get().getBranchldStack().peek();

BRI Header B9 key # , TifFalLUEE DTF SDK BiTiEA.
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HTHS (DTF)

# Header key f9&EE ClientConstant.HTTP_HEADER.GROUP_ID
DTF-Group-ID: ${Groupld}

# Header key f9&EE ClientConstant.HTTP_HEADER.TX_ID
DTF-Tx-ID: ${TxId}

# Header key g% & ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchlId}

A
TRIE_Ei W SAFIEFRI5REY. groupld . txId . lastBranchld =&,
GNER _HHEARYE DTF £12509 RestTemplate 8 Fegin , iISM LA TiERLHFREX :

# Header key g5 & ClientConstant.HTTP_HEADER.GROUP_ID
DTF-Group-ID: ${Groupld}

# Header key f9& &£ ClientConstant.HTTP_HEADER.TX_ID
DTF-Tx-ID: ${TxId}

# Header key g9 & ClientConstant.HTTP_HEADER.LAST_BRANCH_ID
DTF-Last-Branch-ID: ${LastBranchId}

SNERBEMSIEE | WFEERFEREOMN B TIAEL.
SRENT =NUESS | 1B AP BEDHR TS LT

DtfTransaction.bind(${Groupld}, ${TxId}, ${LastBranchld});
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SAGA 2=, Spring Boot F&

BIEmS

IZfESFIESEHE Saga &I T Spring Boot FF&.

Faif56) Saga B55 , FEAFBTTRS Executef] Compensate 2 ORISCHL , FHRIBXBAN G ENEE .

HEETF

2% fFE1F X | eRMRECEITFRRIES.
2% [REEE 3, YT FMT {05

g| )\ DTF SDK
BELATARSIAN Spring Cloud heARY DTF SDK,

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>dtf-core </artifactld >
<version>{dtf.version}</version>
</dependency>

WiBE :
version 15 Release Note EFTARARIENE] .,

BEFimEE
BT, S FREEEY |

dtf:
env:

groups:
{5 74EID 1} [BRAERTIR)
{ESHEID 2} [REEEFIZE]

secretld: {SecretID}

secretKey: {SecretKey}

server: {ZEFIGARSIRIR)
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BeEIN

dtf.env.groups.
${Groupld}

dtf.env.secretld

dtf.env.secretkey

dtf.env.server

dtf.env.fmt

WdBA :

GRS

String

String

String

String

Boolean

fi

il

fi

iy

iy

BAE

HELER TCHIER , INRBIRAE
HNFRERS

7c

7

${spring.application.name}

true

BEBERT , (NEEE dtfenv.groups FEE—MESHE.

BRSHIESKRS

£ @SpringBootApplication jF#ELMENN @EnableDtf [ EEREBANHNEZIRS.

@SpringBootApplication

@EnableDtf

@EnableTransactionManagement

public class OrderApplication {

public static void main(String[] args) {

SpringApplication.run(OrderApplication.class, args);

}
}

WiBg :

2V EEAAESEE | @EnableTransactionManagement,

FEESES

BIL NI EESS.

HTHS (DTF)

U

FRFIESHHEID , BE
PimfERZ RS0 H
AILIREZIN

FAFHY SecretlD

FAFHY SecretKey
ERPIRRSZIIR , — NS
EFPET , A—REFE
ERERARR
BaifteXt DB 7 A2

IR IIE , EAEEH
fmt ZiNZF

FESZBEREEAD Controller &oFF/E, —AREWARCHESLIR £, iFRERTERISARTERIEEEEANN Bean,

WAL : TCloudFinanceZone
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FESIETAEEREIRRZESS | AilHRERHTEIR.

@DtTransactional

@RequestMapping("/order")

public Boolean order(@RequestBody Order order) {
// \55i84E

}

FESIETFIRENEE

S FEssEl wiE EAE I
timeout Integer = 60 * 1000 i%ﬁaﬁﬂ‘ﬁ?lﬁ_l (FMBTYyMER) B =
4
dtf.env.groups{XEcE
groupld String & T—ANESDER , F  ETESHESHEID
FizfE

HfalseFFTREFIMERESS , BITEEHREE
autoCommit Boolean P true EE FTIRit s EE
A DtfTransaction.commit()

">FS Saga DZEFH

BELA RS ES.
WiBE :

o DXEFIBEEIFCIAE Service b, FILFRSEZEOBSLIZE L,
o DTESBEIFH Spring B9 @Transactional JFEEIE.,

@DtfSaga
public boolean order(Long txId, Long branchld, Order order);

PDREFEEIFHSHELRE

24 R E RME fik
name Strin = @DtfSaga 58 +5iE&ESR PDRESEWR , BEE—=
9 . Hash £Z95E
RS
compensateClass String B @DtfSaga iEf#RT7E Class compensate {FE% |, &

WIEE beanname
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24 HEER  E BOME HEiR

execute ISR + @DtfSaga

R AR ETEAS compensate #R{F75iEE

compensateMethod  String -

Compensate #{E

—NDTEST , EEES Execute F1 Compensate FNERS . BILAMEA 155 hREGAEBWE S,

o DESEM Execute 1 Compensate F5iERTERIEEEW TN\ A Bean,

Y EESH Execute F1 Compensate J5A5R1F4# Spring B @Transactional ;HRETE

< =5E55H Execute #1 Compensate F5iEARSERE—H.

o DM Execute 1 Compensate FiERIRIRNSEEESN Long txId #1 Long branchld ,
Execute 5% :

o ZHBiEA Execute 755ERT txId F1 branchld £#(E null , HttSHIEREE,

o IRENEAWSFEEFERRENE,
Compensate /5i% :

* IXEHEREES Boolean 8,

o (VERE] true BIMAH2ESS Compensate A .

o IX[[A| false BBHEFER , WP ZHESS Compensate KM ,

u\

u\

public interface IOrderService {

@DtfSaga
boolean order(Long txId, Long branchld, Order order);

boolean compensateOrder(Long txId, Long branchld, Order order);

\— =4
VT =P
75— : {#F3 RestTemplate + Spring MVC ]

{#£F8 RestTemplate 58] NiFARSS (tERA T DTF SDK) B9 Controller, DTF SDK 1#E58458 7 £ BHESEBAME
H,
ERLA TV T ERIENRIE.

@Bean
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2 AT TCE

public RestTemplate restTemplate() {
return new RestTemplate();

}

B : {FEH Feign
ZE3| N openfeign ki :

<dependency>;
<groupld>org.springframework.cloud </groupld>
<artifactld>spring-cloud-starter-openfeign</artifactld >

</dependency>;

RISIRRRIER 75U(ER Feign BT

@FeignClient("spring-cloud-payment”)

public interface PaymentProxy {
@RequestMapping("/pay")
public Boolean pay(@RequestBody Payment payment);

}
B= : BT

o LIFQLIR -
FEMN FTXHIEE txid . groupld . lastBranchld =ARZHEEEI T,

txId: DtfContextHolder.get().getTxId();
groupld: DtfContextHolder.get().getGroupld();
lastBranchld: DtfContextHolder.get().getBranchldStack().peek();

WeBA :
RIS Header B9 key # , TifFaTLUEE DTF SDK BiTiEA.

ClientConstant.HTTP_HEADER.TX_ID: txId
ClientConstant.HTTP_HEADER.GROUP_ID: groupld
ClientConstant.HTTP_HEADER.LAST_BRANCH_ID: lastBranchid

o TFRLIE :
THETLMERUT G EEN EIHEEN=/"TENERA , EFTELEES.
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DtfContextHolder.set(new DtfContext(txId, lastBranchld, groupld));

5 TSF &£4#H

SINKES (iF= SDK hRA ) , ERRIEFER TSF BIE],

fER7EI

BRisc# Greenwich (G ) # Finchley ( F) hiRARY TSF SDK, ZeJLABBEHELAITIE , EEXNAYEREG .

<1-- TSF [F&HEE -->

<dependency>
<groupld>com.tencent.tsf</groupld>
<artifactld>spring-cloud-tsf-starter</artifactld >
<version>1.23.0-Greenwich-RELEASE < /version>

</dependency>

WdBR :
ZEHEARS DTF Ahag—Leki,

<l-- TSF 3028 -->
<dependency>
<groupld>com.tencent.tsf</groupld>
<artifactld>spring-cloud-tsf-starter</artifactld >
<version>1.23.5-Finchley-RELEASE </version>
</dependency>
<!-- Spring Boot DTF -->
<dependency>
<groupld>com.tencent.cloud</groupld>
<artifactld>spring-boot-dtf</artifactld >
<version> ${dtf.version}</version>
<exclusions>
<exclusion>
<groupld>org.springframework </groupld>
<artifactld>spring-context</artifactld >
</exclusion>
<exclusion>
<groupld>org.springframework.boot</groupld >
<artifactld>spring-boot-starter</artifactld >
</exclusion>
<exclusion>
<groupld>org.springframework </groupld>

WAL : TCloudFinanceZone 2026/9/17 01:48:47
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<artifactld>spring-aspects</artifactld >

</exclusion>

<exclusion>
<groupld>org.springframework </groupld >
<artifactld>spring-boot-starter-web </artifactld >

</exclusion>

<exclusion>
<groupld>io.github.openfeign</groupld>
<artifactld>feign-core</artifactld >

</exclusion>

</exclusions>
</dependency>

[SF3 TSF

@SpringBootApplication
@EnableDtf
@EnableTsf
@EnableTransactionManagement
public class OrderApplication {
public static void main(String[] args) {
SpringApplication.run(OrderApplication.class, args);
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2 AT TCE

SAGA &%, Spring Free H

BIEmS

ZAEFIE SIS Saga & Fi#H1T Spring Free 4.
Fuig6h Saga 5 , FEERAFB1T4RE Execute , Compensate ZOMSLH , FHRIEXBN G AR EF .

HEE LI
C B% HETIE R, AT AR RS,

i3
# RIEEE XS, HUT FMT FIaLHIE.

W W

BALER

1. 5|\ DTF SDK
BILATAREIN Spring Free hRAHY DTF SDK,

<dependency>
<groupld>com.tencent.cloud </groupld>
<artifactld>dtf-core</artifactld>
<version>{dtf.version}</version>
</dependency>

WiBE :
version 155 Release Note F#E iR AAIENTT,

2. BEFimBCE
EEFRT , FRUTANFIIEARLE.

DtfEnv.setServer(String server);

DtfEnv.setSecretld(String secretld);
DtfEnv.setSecretKey(String secretKey);
DtfEnv.addTxmBroker(String groupld, String txmBrokerList);

BCETN iR MR RIME R

groupld String 2 v FPFPHESSAE ID
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BCETR Essa

txmBrokerList  String

secretld String
secretKey String
server String

dtf.env.fmt Boolean
1i8A

~

R

A0 KO

fi

fil

BAE
7
7

7c

true

HTHS (DTF)

HEiR

TC &R RFIR
FBF8Y SecretID
FBFHY SecretKey

BFHRSITR , —1MESOET , A—IRSHTEERER
AYARIR

[EENRTE3S DB BHATARBRIWTIE , EAFER fmt &Y

M

BEBERT . (NFBEEE dtfenv.groups FEE—NMESHE.

3. iEfft Saga

EARLATZO , FanF Saga #=0.

private static void registerSaga() {
ITransferService transferService = new TransferService();

// debit B9 compensate

SagaRegistry.register("com.tencent.cloud.dtf.demo.transfer.TransferService.debit",
SagaRegistry.SAGA.getInstance(transferService, "compensateDebit"));

// credit B9 compensate

SagaRegistry.register("com.tencent.cloud.dtf.demo.transfer.TransferService.credit",
SagaRegistry.SAGA.getlnstance(transferService, "compensateCredit"));

}

EMAILRILAS % SagaRegistry.register() 1 SAGA.getInstance() A javadoc,

4. B HESRS

BILA T EEEHRHhHESRS.

public static void main(String[] args) {

/] RESH
initEnv();

// iEAf Saga
registerSaga();

/] B HhESE i

DtfClient.start();

WAL : TCloudFinanceZone

2026/9/17 01:48:47 B 67 14410



2 BAETCE SRS (DTF)

">5 FREES

B LA MROFEESES.
FEFSERSFEBRERERESSS  EHSERHETER.

Long txId = DtfTransaction.begin(Integer timeout);

/] 8%
Long txId = DtfTransaction.begin(String groupld, Integer timeout);

24 R wME BUME 3%

, FSSHERIRSE (FrA Try B
I~ *

timeout  Integer B 60 * 1000 ) | Ef 5P

.addTxmBrok — \\EE
groupld ~ String & Zggfg%;;’”wm%T "EE rmsmmssED

6. FBDXE5S
BEELATMEOFERXES.
Long branchldl = DtfTccBranch.begin("name”, new Object[] {null, null, this.to, this.amount});

PREFEEIFHISEHERE

84 pEi it R BUME iR
name String £ 7 PXESENR  FER—FSHHE
oGS Array <String> & 7 S5 , BIFNSEEES null

7. Compensate 1#2{E
— MO TESS , FEES Execute 1 Compensate FINERS. BTLAER £55 hHIBUAMERLEE.

o D255 HY Execute 1 Compensate 75iEISERIT—EL

o D37 EFEM Execute 1 Compensate FiZAIBIR N SEEES Long txId #1 Long branchld ,
Execute /7% :

o AHBEA Execute 73ARY txId 1 branchld £#(& null , HttSEHIEEZE.

o RENEAWSZBEFERRENE,
Compensate /5% :

* IREHEEE/I Boolean 28,

o (RER[E] true BIA9E55 Compensate BI.

o R[] false HHIHFER , MWAHXES Compensate KM,
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void debit(Long txId, Long branchld, Account account, int amount) throws Exception;

boolean compensateDebit(Long txId, Long branchld, Account account, int amount);

8. ImEIEK ( BITAE )

o LRI -
FEM IR txId . groupld | lastBranchld =ANABEEEI T,

txId: DtfContextHolder.get().getTxId();
groupld: DtfContextHolder.get().getGroupld();
lastBranchld: DtfContextHolder.get().getBranchldStack().peek();

WdBA :
RIS Header B9 key # , TifFalLUEIE DTF SDK BiTiENA.

ClientConstant.HTTP_HEADER.TX_ID: txId
ClientConstant.HTTP_HEADER.GROUP_ID: groupld
ClientConstant.HTTP_HEADER.LAST_BRANCH_ID: lastBranchId

o TFRbIE :
TR LAMERUT A RSN EFHEEN=TEHERA , EFFELEES.

DtfContextHolder.bind(txId, lastBranchld, groupld);

WAL : TCloudFinanceZone 2026/9/17 01:48:47
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SDK M %

ERmSR

ZESIESEE TR B sdkRIBRSEK BN R EH=H] dtHEZRRY TS,

MRS ERE

DTHEES AR SEFEZS N AEESoHENFEES | nlLUEIE @DtfTransactionaliF#ERIgroupld=EKiE
BENAIdSH, XNEEERTAHEHISIEERERIGE | SHIIHA IR —EmEENBET, DTF SDKIAMEMHT
— MBI E E XS S TEE groupldiY5iE.

XESINT— 1 bizldfES . BFRCARNSERE  REMALERE 4 RETIREbizld 5groupldiIRRET>k
REIESEENENT.

BCETN #FOERE. MR BUME fER

bizId g RAYgroupld , BB FimfERZNES DA
LABCEZIN

dtf.env.biz.

1 =
${bizld} String SR

TEblorderfgiEafl , Bz AERAbizIdEE

@DtfTransactional(bizld="mybiz1")

@RequestMapping("/order")

public Boolean order(@RequestBody Order order) {
/] PATWSSIBER D <EF

}

BAHE1EZESIRE S mybizl | REEEEHE St Egroupldagroup-x3k9sOns,
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spring:
application:
name: app-test
dtf:
env:
groups:
group-x3k9s0ns: 127.0.0.1:8080;127.0.0.1:8081;127.0.0.1:8082
biz:
mybiz1: group-x3k9s0ns
secretld: SID
secretKey: SKEY

gNER@DtfTransactional;XAZE R BIRICbizld , FRBGHIRITHEZE—E , Biddtfenv.groupsEEcE. WNRFERTE
ST bizldfgroupld , $EEFRIEMRAIgroupld,

EREE

LRMEEFMTE THETESRENS , SDKIRETERS , B ARMA0ERIE A,

g2l RS IR EINE U
dtf.env.globalLockWaitTimeout Integer &5 5000 S RPEFEBITAE) , B : ms
dtf.env.globalLockReleaseTimeout Integer & 60000  2/EHIFERGEERTATIE] , B : ms

AR SSimit A N

BIEZEFimEid dtf.env.groupsELERIEERFIHtmASIEIZIER | (EREERIFINSISIRS T BT EIZS.
EFnTEEENHEEREES sEER EHRIIRSIRLS).
AT ERZIE , DTRTF 7 IRSImtIIAIAIEEN. EFmES— M EERIALRIECERIA.

BEAAT

dtf:
env:
discovery:

type: builtin

builtin:
host: dtf-manager.tce.svc
port: 9810

groups:
- group-qy9484in
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secretld: sid
secretKey: skey

o @iddtf.env.discovery.typeigBiRSZ AR , HRIR 2 Fbuiltin288Y
iddtf.env.discovery.builtin.host portigEitttin M, EEHENESHE->EXNMSRFETLUBERIZMIE
U

igdtf.env.discovery.groupsiEEEEHHTIZE

1B
1B
1B
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FMT #58

RXA 4R DTF 72 FMT =2V 3259 DML iEGIREL, SQL e, iB1EER FMT EzUEhEEERAIREE.

DML 8

INSERT

UPDATE

DELETE

SELECT

REPLACE

TRUNCATE

WAL : TCloudFinanceZone

SQL &4

INSERT INTO tb1l_name (col_name,..)VALUES ({expr | FAULT},...),(...),...
INSERT INTO tb1l_nameSET col_name={expr | DEFAULT}, ...

UPDATE tb1_nameSET col_namel=exprl [, col_name2=expr2 ..][WHERE
where_definition]

DELETE FROM tb1l_name [WHERE where_definition]

SELECT [ALL | DISTINCT | DISTINCTROW ]select_expr, ... FROM
tbl_name[WHERE where_definition]

REPLACE [LOW_PRIORITY | DELAYED][INTO] tb1l_name
[(col_name,...)]JVALUES ({expr | DEFAULT},...),(...),...

REPLACE [LOW_PRIORITY | DELAYED][INTO] tb1_nameSET col_name={expr |
DEFAULT}, ...

TRUNCATE [TABLE] tb1_name

2026/9/17 01:48:47

HTHS (DTF)

EEEIbE s

=
=

fim

i

i

iy

iy
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B IR
{EAIR)E

EESMERSPRERIBR T , FSRERMEIREEEEHTIE?
EBMERKATNETR , AERAEEHRENE |, MEBIERIETIS (MREZERN ) . EREMHE
EZMRZMEREAZHN , EERSRE  FSNEBEBRIHEER.

DTF #1{a5 TSF thRI{ER ?

1. £ Maven pom X{#4HERECE , 5|\ TSF SDK,
2. &™00—1T @EnableTsf i£f% , BRI ED N ESZ 5 |INHMIRS FEHEXEEN.
{3 TSF 18X8E0 , \B5% TSF PR3,

£ TCC &=\ , Confirm # Cancel AI8ER Try FTEZEE Try ZEIHATIS ?
AJEEHI. BIANZ=EIR ARSI,

o DELRAER : Try KHITET , Cancel H147.
ZTERIREAERGTE : Cancel BIFHIMT—MNEREEEHT , RAITEIRE . BEEREIRD ; BifckH . F8—
SKEWIMUSESIEHIR | HP B2 HNES ID I9xESF ID , F—MER Try AIZESEA—RICR . &M
BHITT. Cancel IHOEERIZICR , RZICRFE  WEREELR ; MRZICRAFE | WEZEER.

o BEIIUEA : Try @887 , $14T Cancel , Try ZOIKE. HIRER Try BTRERETMER , S5 EHES
HREAENR |, itk Cancel 320 , M&RAXWEIT Try #OVER , (82 Cancel b Try 552!,
BHAMBRAR  IKBIEATSERNEE , BIRSIREIRKD  SSEEFANESZELA/MTD , ML
89 Try #BORROZINT , BUSFELEUER—E , FTLAFAIE Cancel ZEFRIREIKINZ BISEICRIZFZES xid
FASFR , MRXFICREEERT |, Try BOLNEXESSXidESERNRELIRMC HEIRMAINE |
AT Try ROV SIRIE,

£ TCC R F , REFEEETEF?

FREEERFTH,
BEIORAIRRRTIZE/S : DTF 12527 Confirm #1 Cancel HiTREESISHAERRHERRRE , Bt , B8
ERE Confirm # Cancel #ZORT , FTEREVRZ |, WNREHIT , EEREIR.

WNEREREES A->B->C, B.try g8 , A.cancel , B.cancel , C.cancel IBLt<H1T ?

B B9 Try 348 . ALk C 89 Try iBKIE(E , RItESERRS AT A 5 B 89 Cancel, A 5 B 89 Cancel 55N
FF.
R | EEMERSARE Confirm 5 Cancel #BAEISFTREINE | & Try BIH/EME | BEEMNERNINFASTENX.

TR TR RS ERE.

SN Confirm & Cancel #45 , ERHHFIREER ?
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SHDRER. PARIER

o 1&5R— : Confirm/Cancel BHiR , TC T& Confirm/Cancel {&EK5#RZE IR , TS ZIFFAT
—XER. BEDREXBEKRTEWAZFIRELNA , WARFESKRSTHREESS.

o [BERT : UMD AHPESEN. BD TC & Confirm/Cancel i KEXZFiHBIAE , NS%EH155%, LT
NE—IREFimaBR IR AV F RS I SRR
%—R Confirm & Cancel (& ) , 155 . BB, EIEFHASE—RER | F81579% ;| &K
AR, SRS TRER |, FESHH ; BEREE , FEMTHAE=IRER 15D . BRARKEMK ,
N A REES,

SNR Try BT , HEZRRERSER Try BAMESHE L EELERHE ?
SRR  FEIELNRSFUNRBGRETZER. SMHEIEEEERA.

FMT EANEIN T RESFHE BB T RAVEIER ?
AAHRERBERENEIERE. ATHARERISE | BEREEERIEER.

TCC 5 FMT geRiEREA ?

£ TCCES T, °IE TCC 5 FMT 553,

£ FMT 5T, ATHRE FMT F555 , FAATRE TCC 755 (BNASH  ERESHFHEEF%E55 |, J0dE DB
BERY FMT #3555, thalae=4 FMT T TCC ESIEFXEK) .

E—EFESH , TCC 5 FMT FESXFHHRA.

{58 Apach 9 Sharding jdbc $R4EUTLLIE ?

DTF B9 FMT & &Y AFRS Sharding jdbc , & FMT 2 TS HIFERS MR, NRERFEFEH TCCELL , o
SEFTE VY - ZRiEERE |, BE dtfenv.fmt )9 false LARRIZEIRT,
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BRS®E
TCC &=

AR
TCC ( Try - Confirm/Cancel ) 1 5FRIEE 280N SESIAESCIN Try (¥I5484F ) . Confirm (#IAR(E ) #0 Cancel ( BUER
E) =HiglE , TCC 2ERI# 2R AN—FoHNESER.

TCC &R\ , FFEMERR (RM ) BIBHIERE. BRSORRETERER  FENS N EIREIHEM AR SR L
TH—DRFEE , NIRRT Ex5R FTESH—HMEE. B TCC AP L2BTH , SRR TAEENSHET
AUBIRE | AR ENISSSEER | SRR | fAtERA 2PC FTRIERERER.

TCC JUTRIE

TCC EHFFHN=AEERAE !

e TM ( TransactionManager ) : =558

* RM ( Resource Manager ) : BIREIEES

 TC ( Transaction Coordinator ) : ESERS
TCC E=FHUTIMEANT ¢
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O BATTCE 7S (DTF)

L~rl iI A2
MIRSA (REE) (1BZRH) v
Ef 5
2 ZRFPSFS IDEHE ™ > »
AT S ZERES TryiBsE !
B Can
WmEIRAT firm
RM
k3 firm/C }
‘ >
4 TEEHE Try l
l ] 7% FFConfirm/Cance
SN & wa
MBRSSB 3 IMRESXBS , -
5
HEIAIT firm W}
™ < .
N i
firm/Can } %g
> TC
RM
l 4 SEEE Try l
/ 7- .E"TV: O I'“\ L ance
@ Redis |s—;| MSTHARSS
5
MBRs5C »
mENRIT firm )
™ <
— t nfirm }
RM

R, o5 SN

1. EFRIEEN TM @ TC BEFE— M 2FESF | BEIEFS 1D,

2. TM B=£5E55 ID &L FERANSHIRS .

3. RIMIRS I RM FIFBRINESES ID [ TC iEMHOLES ID |, BEMATES ID HgiE,
4. RM 52 B8 551845 ( Bi5eRk TCC A9 Try MER ) .

5. RHSEH TM [@ TC #A#4T Confirm/Cancel , BURAFLBES Try MERIIER.
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6. TC {BH1% TM #1147 Confirm/Cancel,
7. £IREH9 RM #1947 Confirm/Cancel,
8. ZIREH TM E3R4S TC #1717 Confirm/Cancel FI4EER,

DTF gy TCC &

HBELTHESERY TCC #8220, DTF A9 TCCHELATAS

HEREILIL
o DTF X4 TC ROSMIBEEHITIAN | BIIMUESS. DXFESHREIE , D TEBI80%ERESS. DXESX
HURRERIR PR EL.
o DTF X TC SSRHRVEUREREIR(EHIT T , BBPRT TC heBfAMSRSERE , BABEEMRIE—EE , XBREME
gE.
TC &8

o TCHOENRS , TC 2EIEZHAB—ERTR , RBEWSIERET.

o TCRAXRSTHR , AJLUIRESTERE. £ TC RISaIRT , ATLANEIRERERSE LT3,

o 3 TC ERRVEUERE LIS ER , B REREERE.

o BMfE TC 5e2EH , BARSEERSFZHUSHESFA—H. TC NSMBIEFRSESAER , AERERREHRTHS
SH—EUE.
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FMT #&=z(

A

SRS (DTF)

FMT ( Framework-managed Transaction ) #2z{~ , DTF iEIZ1EZRMFITIZAY SQL 1BE) , X T4RE Confirm/
Cancel 758940 , NFERERE , YRBEELEEA  BESIEMIS S HESHFTA.
FMT &5 TCC ==X ESEE TC HEESR | (NE RM BIEEES TCC 4 ER.

FMT HUTiRiE

FMT fEZRCIREIRIKEE | 1

Try

WAL : TCloudFinanceZone

(Epiv== I

— ZEAKSELECT

— 4ALUNDO

2026/9/17 01:48:47

Confirm

bil[23
UNDO Lo

#4TUNDO

|

EiTEE
pu=aE

|

iileS
UNDO Lo

0.
ik
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o FUTIERZIERT , vILAEERR Try FER. HEZRARMT SQLIES , 4Ak SELELCT IBAF] UNDO iEGEMR , &6&F
2R, AREE— M AESS  TOXES. TERIR. 7 SQL. FEFESR. i8R UNDO LOG, i
REEHPHUEE  UEHREEH , BUSEFHD XSS RR/ERBREREEH.

o Confirm iIF2MEXITEE , Milkk UNDO LOG FHREmEB81EN.,

o Cancel STERSMEZL , AERBELFTIEESEHS Try PEENES , AEHIT UNDO B4 , BRESIER
BRFE Try FEIINEISR , &EMER UNDO LOG HEMEBH.

MRBIFIRHEESA—HE , BIRAMES , FAEREEM , SEAINAN (BESES) .

DTF B9 FMT {08

XFFAEAB
1B BRIARREN FMT (a2 ES |, DTF SRR SN S | ATEABM.

o ZEHIUNT : E—FEEST , SINOXESWEIERPE—ATEURHIT T SIRIEME (15 (create ) .
(update BJREZX ) . Ml ( delete ) , WA R BIRTEANBHIEIER,

o SLFRFR  B—RRBF  FET —FKITREE , MARRZ NS REEMRIE (Eftn<EE )  TEEK
REUTRERE, XMAET  IRFERTES | [P RENREIFEIRSURIE. 1B8RF , REHITEIEAN
B4,

ATRESES—HM | FMT STEUSBERE—TEIRNETIT  EEAMGET , ST RIEMSIXIT
. BRIRENERERR  FOFEENPUASENEIRIEIE. DTF 9 FMT BXSHFaTEAE |, BYEER
EERN FMT NS FEIET @S EX.,
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2 BAETCE SRS (DTF)

A= I

1E_| lE%E

ACID

ACID 2HIBRESSIERPTIINMIMENES | R4 (Atomicity ) . —EE ( Consistency ) . fREMH
(Isolation ) . At ( Durability ) ., —NUFESHEEE L EEEEXIUMF YT , BUEESIEIPELE
(RIESUERIERMY | B ERTREARRIRZR B HIEK,

BrokerList/£8f TC izO=

BrokerList/TC iz[E2 TC &8RS, o HNES DTF b, ARPFERE TEHHRY BrokerlList {18 TC
ERREBIREERS/PNES.

DTF/9SHES

DI ES ( Distributed Transaction Framework , DTF ) 2&t48E. SRS HRESH T , BFRHESHR
78R (FFIEMIRSEENE ) PES—HMRS. Ao HRAESY  E30ARE. AR, JRSESNSESEED
S FARNSHRESFNAETRZ L.

PXEF

—NOHANEZ TS ES M UREAES |, D HAESBIELET , =55 ( Branch Transaction ) AlgER—
PDELEHITE SQLIET , SE— 1 BEEXERIRSHER.

FMT

FMT ( Framework-managed Transaction ) RIEZESIRES , BUERIEENSHRAESLIER | TERS
Confirm/Cancel &5,

FRFTERIR A MY

RN ERIEASHMY ( Two-Phase Commit protocol , 2PC ) EAHESHILMEMY, ZIMIE— MO HRNESITE
IROBFENNER | IREMESIER |, LURESHR RSP EIEN—ELE,

SecretKey

Secretld #1 SecretKey §FR A= APl 258 , RREFAA) APL # 7B MR ZERZEINT2REIE. SecretkKey 2
FIIEERFFRMRSSRAIFE R R ERAEE. —1 APPID TSRS N = API %48,

Secretld

Secretld %] SecretKey SR API %58 , FAF 3R APl HiTHMHRIEINEERZINZEEIE. Secretld FIF#rR
R APLERESM. — APPID ATLARIEZ M= APl Z4H,

e

555 (Transaction ) R{FABMZIETIFRITHITRI—RIIERE.
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2 BAETCE SRS (DTF)

SFTE T | B— 1 FS5REERR IR FERBIR(E.

BEEREE

BEKREE (Transaction Manager ) ERARLHRES |, HE25FPANISHAERZEHY , RERELHRAES
BRTERER, M EESREE—ESKIEE.

BEHA

EEPERSHNES DTF FIBIERR , ZMUUF—MRSELA.

TC/E55MhERR

E5M88s ( Transaction Coordinator , TC ) 2RAFRAESZETHISHENEERF | HEWANEIEEHRR.

TCC

TCC ( Try-Confirm/Cancel ) I§FIFRIEB A ZIHESLI Try (¥125184E ) . Confirm (#HIAR(E ) #0 Cancel
( BUBRE ) =TE | BB ERIRR MY S T E 5L,
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2 BAETCE SRS (DTF)

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

o Secretld: AKIDXXXXXXXXXXXXXXXXXXXXXXX
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR HR3Z 288
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2 BAETCE SRS (DTF)

SRR 2874 SHE

Action FiEA Describelnstances

Secretld Z4AId AKIDXXXXXXXXXXXXXXXXXXXXXXX
Timestamp ZE0AT AR 1465185768

Nonce BEHIEZEE] 11886

Region SEBIRTFE XIS, shjr

Instancelds.0 FEIRRISLHIID ins-09dx96dg

Offset fmizE 0

Limit AT 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : ' AKIDXXXXXXXXXXXXXXXXXXXXXXX,
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 BAETCE SRS (DTF)

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX& Timestamp=1465185768&Version=2017-03-12

2.3. RS RBIRNFRTE
LSRR S BIRN FRTE,
BRENFZHFRBLUTI LS8
1. {5k 753%: 3735 POST #1 GET A= , XEFEH GET 53K , iTBHENEXE.
2. BKRFH.EESLHIFZFE (Describelnstances)figkiE 2 /9 : cvm.finance.cloud.tencent.com, SCERASIESKIE,
BIRERZONEERINARMAR | RS OREA,
3. {5KIRER: BEINRAZAPIRNEKIEREEA / »
4. 15KFRFE: B E—SEmANERFRTE.

BRFEEBIFHEMNA: iI5KITIE + BKEN +IBKEEER + 7 + IBKRFAFES
IR EREERD
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

08&Nonce=11886&0ffset=08Region=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX&Timestamp=1465
185768&Version=2017-03-12

2.4, EpEZ S

P RS R R,
BJtfiEA HMAC-SHAL &iE3 E— PR EMNERRNFIFRHTER | RIEBEMRIERB(ER Base6d HITHR
3 , EIAERIGRZRIERER.
B30T , LA PHP IES A
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08Region=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX& Timesta
mp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REGRNEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRINESTAN , IR LERAIPRIFESGHTERIDE , BRINERH5HFHaI—E0.
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2 BAETCE SRS (DTF)

3. ARG

PRI R EBFHAEERIFABEREE , FEXHBT URL 5.

N E—H AR E A ElIPIYW3pW28FpsEdkXt/+WcGel= , RRERINEREFEKRKSE ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiGRTERBLRAIER URL,

IR MRBFPIEXGER GET |, 8i&i5KAi%5 POST ERY Content-Type 9 application/x-www-form-
urlencoded , MAXBEKRIFAIEBERSEIVEINZTEM URL Ri3 , SEEN=-FSATERB. Ik ASCI =HFE
URL {RIBRITEESLLL UTF-8 #1T4Ri.

TR BUREESH http ESBHMABESEHT urlencode , EXFERT , AR ENEZBFHT URL f
127, BUFR URL RIBSSHEZELW,

TR HhSHERFTEHTHRD |, RIOKA RFC 3986, fHF %XY MSHEFZRHAIMINFHITE SRS &
HROXF Y AT NEEIFRF (0-9 MIKEFE A-F) |, ERNERE5IRER.

4. BEZKM

HRIESCRRER | FEUTERRMAYEIRE | BRIELIRIERAE

IR popeR
AuthFailure.SignatureExpire BRITHA
AuthFailure.SecretldNotFound AT
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token fHiR
AuthFailure.InvalidSecretld ZIHIEE (A2 API ZiHEEY )

I S om ——
5. & E

TESCRRIERS API 3.0 BY , #EE(HABIERTCloudFinanceZone SDK 3.0 , SDK £ T&Z00Hd52 , FAM R T
RIBHAEARZORE, FHRESSN SDK iy, HaisdFHREES

e Python
s Java

o PHP

* Go

» Node
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2 BAETCE SRS (DTF)

ATEBRIERERIRE  TEULIMEEES A6, B ORNSRTRERNRSTI. BXRES. BRNZEONS
HREEERL LA R TR , ABRNBEREERTRE  AFESERE | STABREREA SDK .

ERZEIHAY url BJ8EJD @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXxX&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timesta
mp=1465185768&Version=2017-03-12

TR BT RAIPRIEEREERT , MRS AR RS LRI A , BUHNSRELE url FEXEEEP I E R curl i
STRABNSIREISIGER : 82198, ATER—MIUEERER url , FEEXRAIFHY Secretld F1 SecretKey
NEXNZE , FERRRSRATEZAES Timestamp ,

IR ETENTSG , ARFEES  EER—IESERPTEEIRY url IIBEERERAE , RIMASHRIRFA
[, (BXAAHIRERE. REMRESHEME , BER T RIERRIA.

TR LIMUB(UERT APL 3.0 , FEEERATHRANERME , BIERIBIRA AP , HTFFEADERBEEH
ERUEEIR | B NAYSERR S,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBNERSSEHTFHEER | H-HATreeMapfRiEliiF
for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}
return s2s.toString().substring(0, s2s.length() - 1);
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2 BAETCE SRS (DTF)

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] BFRERANurlhXI SRR BER
for (String k : params.keySet()) {
/] FESBKEH Turlencode , AT keyERRIFH | HULAMIX T Hvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAB&IHER
// SERRE R N = SEFRREH1EL , %0 - params.put("Nonce", new Random().nextInt(java.lang.Intege
r.rMAX_VALUE));
params.put("Nonce", 11886); // "S54
// SEhREA R R A FERR AR ZSRIRTE , 480 :  params.put("Timestamp", System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~HS#
params.put("Secretld”, "AKIDXXXXXXXXXXXXXXXXXXXXXXX"); // INFHESEL
params.put("Action”, "Describelnstances"); // AHEE#L
params.put("Version", "2017-03-12"); // ~IESEL
params.put("Region”, "shjr"); // ~AHES#L
params.put("Limit", 20); // \$Z5%L
params.put("Offset", 0); // WES%%
params.put("Instancelds.0", "ins-09dx96dg"); // \5S&%
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98jo0QYCN3EXAMPLE
", "HmacSHAL");, // REE5#
System.out.println(getUrl(params));
}

Python
IR WRER Python 2 IMEFIETT , BEMSLE requests (KERE :  pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests
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secret_id = "AKIDXXXXXXXXXXXXXXXXXXXXXXX "
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, paramsl[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_ main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# WA SCORAR |, ASh/gRIRer =it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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2 BAETCE SRS (DTF)

EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFFRY Secretld #0 SecretKey 352 : AKIDXXXXXXXXXXXXXXXXXXXXXXX F/]

Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "' +
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

TC3-HMAC-SHA256 Credential=AKIDXxxXXXXxXXXxxxxxxxxxxxx/Date/service/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl7
AcA74

RETENERERNT

https://cvm.finance.cloud.tencent.com/?Limit=108&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDxxxxxxxxxxxxxxxxxxxxxxx/2018-10-09/cvm/tc3_req
uest, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba
50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDXXXXXXXXXXXXXXXXXXXXXXX";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

n

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIPS¥
secret_id = "AKIDXXXXXXXXXXXXXXXXXXXXXXX"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,

P A RAREX MR ENE.

* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IREIEERFINERFE Error FE; , MISRER API #0O%KK.

Error iR Code FERRNMEIRD , ATESSEATRE

MABERIGANIIERD , TRIE T AHIERD,

HHIRD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation

InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse

Resourcelnsufficient

WAL : TCloudFinanceZone

= |ES U

BERIEE (AR API ZEEEL ) ,
MFA $&i%,

EIRAEFE.

BRIIHA.

EBREIR,

token $HiR.

gk CAM 1ZH%,

DryRun #{F , {FRIBKRIGSEMIINT , REZSET DryRun 24,
EMERIL.

REBIEIR.

EOAEE.

SHIEIR.

SHMEER.

R ECERpR.

TRDSEGRIR,

BEOMRARFE,
IEKADREEIT T SRS
RiFH A,

"EAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BOARISRTE b,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BR7E V3
{8 TC3-HMAC-SHA256 && 7540 , ARSHEZEESH—E HTTP Header iE3LEH , a0 -

BB ES

fr#

ik fEk

BEREOSR. BUESESROXETRASEHALSE Action R9RIA. FIIRIRSH[IE

e . _
X-TC-Action  String B oemmisen By Describelnstances,

U SEL , FSRIRRA BRI MEEATEE. ROEZAEEES S RO RASE

X-TC-Region String = NHSE Region AYiEE. IR | REROALTEERZSE | BHOXEFSXTIHRFRRES |,
IR EME GRS AR,
X-TC- Integer | = Z5F1 UNIX BJE)2 , FliCRRHEE APLiESKAOETE)., fian 1529223702, & : MR SRS
Timestamp 9T T miaEmdsea , S5 EESTINER,
X-TC-Version Strin = 2ERY API BORRA, EUESEZEOXEPASAESE] Version B9IKHBE. HIN=IRS23090R
9 F  £2017-03-12,
HTTP ¥rESMIAUESLERFER |, 540 -
TC3-HMAC-SHA256 Credential = AKIDXXXXXXXXXXXXXXXXXXXXXXX/Date/service/
tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,
Authorization ~ String £ - TC3-HMAC-SHA256 : & 7% , BRIEEBIXE ;
- Credential : £EUE , AKIDXXXXXXXXXXXXXXXXXXXXXXX & Secretld ; Date 2 UTC #xERT
BB  BUEREFATSE X-TC-Timestamp &/ UTC iR EIHER—2K ; service
HERE , WRSTEBFREE—E , flficvm ;
- SignedHeaders : 258 ZiITERLEMSE | content-type #11 host AWAi%sLER ;
- Signature : BEHE,
O £ TREF 43 oDt TR EEET|
X-TC-Token String = IGESERATARY Token , FEEEASIGRER—RMERA. IGRIEET] Token FERHIAEERR

SHEAROREL. KEIEAAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy
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Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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l|||T||

=S HEHBXREO
&ifgroup FHNEFiREE

L. FZOfER

ZEOiEkiE4 ;. dtfapi3.finance.cloud.tencent.com,
Hifjgroup THEFimSE

BOAZOISIIIERPRE - 2000%/%0,

FEOEFATE : 2023-04-23 20:54:45,

EORBEZREN,

2. WANSEY

LITNERSEGIFRNGIH TEROBERSEIED AHSE | 728,

SHAFR Wik IFNULL 2R R
1t

Action = S String  AHES#E, AEOEYE : DescribeClients
Version 2 B String S, AEOBYE :
/\1t
. _ ] L pew, MEES
Region = = String BB
. £S5 9D
G Id = = St —
foupld 1 = | B "9 e
, EERERFR
Clusterld = & St _
uster = = rng /_.RWI.HE :
A M
3. M E#
SRR i) fEIA
2R
Result ClientList |~ =7 U=

ThE . =5
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Requestld String HW—iEXK ID , ®XiEkEPSIREl, EMABAEERMZRIEKA Requestld,

:tl: Y
4, %EI 19':'555
ZIEOE TS BEEKIIEIRE , EMtERiEN A LE IR0,

5. 7~451

1 ~BI57

BN
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POST / HTTP/1.1

Host: tapi.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: DescribeClients
<AHIBERSE>

"Action": "DescribeClients",

"Appld": 1255000475,

"CamContext": "{\"clientIP\":\"182.140.153.39\",\"onlySignTag\":1,\"q-token\":\"1ddprBuFSbk1FqHxg
SqgS7C90MANP269a199c82ce69a4294e41c0b72bf7ed4ecc8168bba8febDktGehDDCKWceGzHiBCTcYpA
kH55J82xBZQr8Nb3dOSFLBGBgSuGI21Vhj_gnxfBOS9PGXOPAB3XM8_9ywo2m_VC_ISNRFRBX_C1lmtLds
YIaQfF5VIkcrVGoyY_InrpnkjyddSTG7AIHednVCqg6LxrpmgQzGQ3MsjOaHbnYg7YIFBSVMu83pFq5gWFRs
g9DLN7Z4m7dmK24GTETIJgB50WMXO1vVO_9ee0ZIM71YIE8yDKbsu2CPDVVLIP5XMz5p3Xt5BB8Y2-8g
QUsmvFoyyxj-mObjx9hrYQRA9cgWu3ZHIMOuY621nV5C6mIlxtdP_xAsi4NGOdrp1QDcbE1dRqw290ut
HIm7EbRkcH020Qhxgwlr15YZLk2r9fBOQ-4dxk6émdqON30LGEts2dzwjVTqifHvBUkole90N31bvFb7iTwg7
VDDLD7kelM3UKhLcNzC6pKNQLFEUQ5t_90jkhBxpASbeCYIzrBhA7u3dLNMo6q5gtF0ji7FSvMclcjVOq
M00zC9c8dfz-nGbGlgZWvwgheSmBc1HiCng5zM4RUJ29gwkILdc19dwGBUHYEQKf304V5FMtaPFN8VG
WFPoSyXurgqCvxwsiu4hkDr3XdPqT4TV5zFLNXnuvFxPDah-akiWZMsKVIzwE5c0AOtg213Z-qk590Q5_0Gvk
n773mVgw\"}",

"Clusterld": "default”,

"Groupld": "group-12eyqgbju”,

"Language": "zh-CN",

"OperatorUin": "110000000617",

"Region": "region-name”,

"Requestld": "572e55dd-ec61-e78c-1lead-46271433¢6f0",

"SubAccountUin": "110000000617",

"Uin": "110000000617"

}

b
{
"Response”: {
"Requestld": "572e55dd-ec61-e78c-lead-46271433c6f0",
"Result": {

"Clients": [
{

"Addresses": [
"10.0.8.208:57108",
"10.0.8.208:57570"

1,

"Name": "fmt-inventory-yvonne",

"SdkVersion": "3.2-RELEASE"
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}
],

"Addresses": [
"10.0.8.208:57142",
"10.0.8.208:60658"

],

"Name": "fmt-payment-yvonne",

"SdkVersion": "3.2-RELEASE"

"Addresses": [
"10.0.8.208:57090",
"10.0.8.208:57566"

1,

"Name": "fmt-point-yvonne",

"SdkVersion": "3.2-RELEASE"

"Addresses": [
"10.0.8.208:32866",
"10.0.8.208:57110"

1

"Name": "fmt-order-yvonne",

"SdkVersion": "3.2-RELEASE"

"CollectionTime": "2025-04-10 06:54:59 GMT"
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SHER KA i

Kt

Requestld String ME—iEK ID , ®RiEkEPSIRE]., EfRAHEERAIZRIEKE Requestld,

4. S8R0

ZEOERWSEERXANERD , EtERIGFEN A HER0,

5. 7~

1 7=15169

BN

POST / HTTP/1.1

Host: dtf.api3.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: CreateTransaction
<PDHIBERSH >

"Action": "CreateTransaction”,

"Appld": 1255000475,

"ClusterId": "default",

"Groupld": "group-12eyqgbju”,

"Language": "zh-CN",

"OperatorUin": "110000000617",

"Region": "region-name”,

"Requestld": "e7284e7f-b65c-b67d-6662-edd4baf7eebe”,
"Server": "fmt-order-yvonne”,

"Statement": "insert into def_demo_order(product_id,qty,account_id) values (1,1,1);",
"SubAccountUin": "110000000617",

"Uin": "110000000617"

}

ihafan ]
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{
"Response”: {
"Requestld": "e7284e7f-b65c-b67d-6662-edd4baf7eebe”,
"Result": true
}
}
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ScheduleParamStr & B String 252%
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IR
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ResourceNotFound.GroupVpcNotExist

FailedOperation.GroupClusterQueryFailed
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UnknownParameter
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AuthFailure
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HTHS (DTF)

FEIRD Ak
LimitExceeded I ECRRPR .
ResourcelnUse RF SR,
UnsupportedOperation BMEARSTHE,
FailedOperation.GroupQueryFailed EEZNEEERM,
FailedOperation ERERIL,
InternalError EREIR.

5. 7~

TIL 21

NG|
POST / HTTP/1.1

Host: dtf.yunapi3.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: CreateCluster

<PDHEBRSH>

"Action": "CreateCluster”,
"Appld": 1,

"Clientlp": "10.25.0.9",
"Clusterld": "test",
"Creator™": "test",
"Database": {

"Address": "192.168.51.69:3306",

"Password": "ICle7XXs0rsVXSr2NOCV/qvYrBs50JJCpU+evx59Z5u+WWKAanOs+A/prfA097VFMIV
VWMYFjsA29IFo6tePNWcb19EuZpZv44AeUil21ZnBcot192jWxWnInEWU26ZQOx3mj00YpSYt3tF8fhwEy
4TabdRa3xI8x3ugnOLHtYDXBMSXzQd7TEXso1zzNUNtm7duEb5jvCOrTwT8D5cf2M6/WKkqEEX8Zg4Guv
XKLFi3YLn/TGScwv3PPZAITFo/hwcxMXIj1le55Ejydn3v31zWzI490af99HXtop +zzfzJfa3ezoLVH4O +aKcrg5
V3M2mQNTNnk4L6/95nBI3II2+g==",

"User": "auOBhpSIUKYY64/6PbJ2ym9rlI5SUBZvMU7s5YvFevXzqQgLmzljlqY9+UnTolshFu31tTbustj
BBvA/W20iGRnfWtrOR+hldI/aistAl88Vzk1QBuSul2jrwKa2LI9z1gs8vNOTcy09ebLPOpOvOKNn501cIChiqOf
KZ6cRx/zBjEzbeMk2cKwP22zWYEnilgyNNuwHrsFx028jxFu+N2UQCC5WHfCxbdqM4Ta34WiR2HS26Xrg
U3wZlsioscqleKfnQbbPR7qjg6Giko5+y+M1XLKCH1/t0grXr4lwx+SYIcyEl+CxYIE4mYOftaO3mgetVqvqZ
f/5a0G8fgCHGB2Q=="

17
"Language": "zh-CN",
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"Namespace": "test-cq”,

"OperatorUin": "130000000253",

"Region": "region-name”,

"Requestld": "6fa8b9aa-9c2f-240b-9eee-3e582789b721",
"RequestSource": "API",

"SubAccountUin": "130000000253",

"Uin": "909619400",

"Version": "2020-05-06"

}

i afan ]

"Response”: {
"Requestld": "6fa8b9aa-9c2f-240b-9eee-3e582789b721",
"Result": true
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j:t A Y
4, Ellaneﬁg
UMYX FE T OS2 HERRAEIRD , BEEREFER A HHE R,
IR L)%

ResourcelnUse.ClusterDeleteForbidden SERFIETE(E AL LEMRIRR

5. 7~151

1 =523

BN

POST / HTTP/1.1

Host: dtf.yunapi3.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: DeleteCluster

<PNHBEKSE>

"Action": "DeleteCluster”,

"Appld": 1,

"CamContext": "{\"clientIP\":\"10.25.0.9\" \"onlySignTag\":0,\"g-token\":\"1dv7sjbUJSvOlttuK8egGdtb
mFRJt19083637b0c86713891b8511418256f05579e6e56967TqUmZg00jsf2Nf-el1qaTEX5TOQipaSISg8-q
Iyw_RsiHdGGg5BNeObagk_OMqyEKR-PA4GCplez)JObCd9a8koYNIhKAIX51-Kz9nunmwV56K491gmKD
5Hvp-GPtA4j6gTrUGLUgnz15KF575JLxfb6HXd080YJpOnJB-BSVqOENTsc99uqHNEPZMESr3_opoEMRuD
ZO0HA4SrSkDmPZOdvztrx9wJOomMdRb9HaKCsMhNTMeoVxOVZEHcVBalb5yddFDvvyhpaj8193gDtdRz8
EBhxb4iQMby70kd3QazZ6NuSeu2aURITCMIDKwNHIijHiDiOSAoJmrGuwtuTsxoLHqvJkPc_jRty10IA0Qmd
DkAqisN57gu0A17St6SLS3bAJS5jm_OBEbfoUopH6ZG_UoZTuQKMalhxA58GkQ7HDA40mLmFJIIvY9KzFr
BD5RcQFw2RIDIWGODdq-aPsDGyH2_y9enKAVa7ocxZhLhKzGv01P-H8NQAVGK5Mgj8Tul7u\"}",

"Clusterld": "test",

"Language": "zh-CN",

"Namespace": "test-cq",

"OperatorUin": "130000000253",

"Requestld": "4a3d5a08-829d-3ac0-98a0-488551f87e17",

"SubAccountUin": "130000000253"

}

ihafan ]
{
"Response”: {

"Requestld": "4a3d5a08-829d-3ac0-98a0-488551f87el7",
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"Result": true
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FailedOperation.GroupCreateFailed
AuthFailure

ResourcelnUse.GrouplnUse
UnknownParameter
InvalidParameterValue.DuplicateGroupName
FailedOperation.GroupClusterDeleteFailed
MissingParameter.GroupldRequired
LimitExceeded

UnsupportedOperation
FailedOperation.GroupQueryFailed

ResourcelnUse

FailedOperation.TransactionManagerGroupCountFailed

InternalError

5. 7:f5)

1 7RI

BN

WAL : TCloudFinanceZone

fEA

ESDEOIEKM.

CAMER/ENGEIR.

BB EBsERE %S IEEHFER , AaNEHE,
RANSEEER,

EZDHEBIRES.

F5 0 H- R ERRFREAR R MIPREL,
ESDAEIDIRKES,

I EcampREl.

BEAES,

EFDHEEIRY.

BRI G .

EEEES D HSFIT R,

REBEIR,

#1213t 1447



2 BAETCE SRS (DTF)

POST / HTTP/1.1

Host: oapi.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: DescribeClusters

<pHERSE>

{
"Action": "DescribeClusters”,
"Appld": 1,

"Clientlp": "182.140.153.175",

"Language": "zh-CN",

"OperatorUin": "130000000253",

"Region": "region-name”,

"Requestld": "eff49217-7238-cd28-9078-1e6ac178f29b",
"RequestSource": "MC",

"SubAccountUin": "130000000253",

"Uin": "909619400",

"Version": "2020-05-06"

}
b
{
"Response”: {
"Requestld": "eff49217-7238-cd28-9078-1ebac178f29b",
"Result": {
"Content": [
{

"ClusterId": "test",
"ClusterType": null,
"ComponentVersions": null,
"CreationTime": 1744270397,
"Creator": "test",
"Database": {
"Address": "192.168.51.69:3306",
"Password": null,
"User": "root"
2
"Description”: null,
"GroupQuantity": 0,
"Namespace": "test-cq”,
"Phase": "TADAppNotReady",
"ReadOnly": null,
"ScheduleParamStr": "{\"affinity\":null,\"creator\":null\"database\":null,\"databaseType\":n
ull\"description\":null,\"manager\":null,\"nodeSelector\":null,\"readOnly\":null \"region\":null,\"runtime
User\":null \"server\":null \"solution\":null,\"tdsqlClusterIndex\":null,\"tolerations\":null}",
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}I
{

HTHS (DTF)

"Status": null,
"StorageMode": "mysql”

"Clusterld": "99-10",
"ClusterType": null,
"ComponentVersions": null,
"CreationTime": 1726715900,
"Creator": "seansshang”,
"Database": null,
"Description”: "ssssjjjj",
"GroupQuantity": 3,
"Namespace": "dts-mysql”,
"Phase": "Ready",
"ReadOnly": false,
"ScheduleParamStr": "{\"affinity\":null,\"creator\":null\"database\":null,\"databaseType\":n

ull\"description\":null,\"manager\":null,\"nodeSelector\":null,\"readOnly\":null \"region\":null \"runtime
User\":null \"server\":null\"solution\":null\"tdsqlClusterIndex\":null \"tolerations\":null}",

}I
{

"Status": null,
"StorageMode": "mysql”

"Clusterld": "88-99",

"ClusterType": null,
"ComponentVersions": null,
"CreationTime": 1726715874,
"Creator": "seansshang”,
"Database": null,

"Description”: "test UpdateCluster.”,
"GroupQuantity": 0,

"Namespace": "dts-redis”,

"Phase": "Ready",

"ReadOnly": false,
"ScheduleParamStr": "{\"affinity\":null,\"creator\":null\"database\":null,\"databaseType\":n

ull\"description\":null,\"manager\":null,\"nodeSelector\":null,\"readOnly\":null \"region\":null,\"runtime
User\":null \"server\":null\"solution\":null\"tdsqlClusterIndex\":null \"tolerations\":null}",

WAL : TCloudFinanceZone

}I
{

"Status": null,
"StorageMode": "mysql”

"Clusterld": "default”,
"ClusterType": null,
"ComponentVersions": null,
"CreationTime": 1724383775,
"Creator": "admin”,
"Database": {
"Address": "10.29.0.144:24095,10.29.0.147:24095",
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HTHS (DTF)

"Password": null,

"User": "yvonne"
17
"Description": "DTF default cluster”,
"GroupQuantity": 17,
"Namespace": "default”,
"Phase": "SubHealthy",

"ReadOnly": null,

"ScheduleParamStr": "{\"affinity\":null,\"creator\":null\"database\":null,\"databaseType\":n
ull\"description\":null,\"manager\":null,\"nodeSelector\":null,\"readOnly\":null \"region\":null,\"runtime
User\":null \"server\":null\"solution\":null,\"tdsqlClusterIndex\":null,\"tolerations\":null}",

"Status": null,

"StorageMode": "mysql"

}
1,
"TotalCount": 4
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,
THI=AS fEiR

InvalidParameterValue.DatabaseAccountError FUEEK S a2 05EIR

5. 7~/51

L =BIL7

BN

POST / HTTP/1.1

Host: dtf.yunapi3.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: TestDB

<PDHEIBRSE>

"Action": "TestDB",
"Appld": 1,
"Database": {

"Address": "192.168.51.69:3306",

"Password": "kOwXszMFcfw4y4dFMcq6xRQCZIgEno+E8loavByQ/T03bBxhJUjUfN99gjNiGkOyIwJTM
zTiJrejtupc)SSveSMMzCMnZzv0KjO/BsJHOWAMKKdulQv/87DKftpY TIMNKF5T/4bWnJWxqCn5M2cCiV
1Uxy80bBY8EVA5vjmcGIbGqQ3h0QQP/YVLjjMScJ5002molY1/rincKAI98u8HJGegMfd4hEQld+QvBccm
5h5tC2RZg0PCzdPMaKnTXU42cyy6Goz7twj4H8ocR4mihalqlvzvlaCpQEqCasBbjc4ajrjp3livQWueOKjw
S5EtYBXOX/xN7MLtrG62My6WLaw==",

"User": "Pz72dNHOL5zrVAPGEKHopLzoRnJPynbHM +zyQXoAWgED8byOVYOHNRAGoo1vBOWRKkJ
cOePr1VNvI2zUWPsHyaMHiLW2y44rql/K6RreSqgyKIn/V5c9TIXiiPBLSQON2u4pCMKMIhIAtrg++1UXka
DvmTfm39Jngp1P334dtQAdBgIDYHcooEWb84KA4PNKanqHSYIMNN4vp7Ku36XuayhHRKZusXUEeqvm
Ruia7q0C8NGeWZmImJ1FIEU1lelM40LkSH8kCb59VtP0Ig8sLCH52m3CWjQpEnbkQmNU5abk4i/AtvMjM
BMRjF1j7W2ocl+1MZXaqM3g9G4G/3FS7Xgw=="

17

"Language": "zh-CN",

"OperatorUin": "130000000253",

"Requestld": "57b96508-daa0-bc88-be37-69cfcfd748ad"
}

Al
{
"Response”: {

"Requestld": "57b96508-daa0-bc88-be37-69cfcfd748ad",
"Result": true
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3. IHSE

BHER X A
Result Bool e
esu 0 MBIE -

Requestld String ME—igK ID , ®RiEkEPSIRE]., EfRAFEERMIZRIEKE Requestld,

4. S8R0

ZEOERWSIEERXANERD , EtERIGFE N LER0.

5. 7~451

L 715122

BN

POST / HTTP/1.1

Host: dtf.yunapi3.finance.cloud.tencent.com
Content-Type: application/json
X-TC-Action: UpdateCluster

<PDHIBERSE >

{
"Action": "UpdateCluster”,
"Appld": 1,

"Clientlp": "10.25.0.9",

"ClusterIld": "88-99",

"Description”: "test UpdateCluster.”,
"Language": "zh-CN",
"Namespace": "dts-redis”,
"OperatorUin": "130000000253",
"Region": "region-name”,
"Requestld": "4142347e-d7f9-5716-a0da-79a3d9267a90",
"SubAccountUin": "130000000253",
"Uin": "909619400",

"Version": "2020-05-06"

}

i afan )
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{
"Response”: {
"Requestld": "4142347e-d7f9-5716-a0da-79a3d9267a90",
"Result": true
}
}
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