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o SREUEHRBASREMAES

func GetDBConfig() string {
dbConnStr := "user:password@tcp(127.0.0.1:3306)/test"
return dbConnStr

o (EREIREBASREMES

conn, err := sql.Open("mysql", GetDBConfig())
if err != nil {
// error handler

o (£F3 SSM EIREERGUERLIERE DB if , AIMAEEHAFIANZE DB fERER.

o SREUEHRBASREMAES

func GetDBConfig(secretName, version *string) string {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.SecretName = secretName
request.Versionld = version

resp, err := client.GetSecretValue(request)
if err = nil {
// error handler

}

return *resp.Response.SecretString
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o (ERFERIASRENES

secretName := "MySecret1"
version := "MyVersionl1"
conn, err := sql.Open("mysqgl", GetDBConfig(&secretName, &version))
if err 1= nil {
// error handler
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o /~fjl . DB EERLIEZHE MySecret , HISEMA MyVersionl , BEIREERZER

B8 KMS Z$BET , SSM BBztlE— 1 EUAEA.

var (

secretName = "MySecretl"

version = "MyVersionl1"

plainText = "user:password@tcp(127.0.0.1:3306)/test"
)

func ExampleCreateSecret() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewCreateSecretRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &plainText

resp, err := client.CreateSecret(request)
if err = nil {

// error handler
}

fmt.Printin(*resp.Response.SecretName)

// create ok
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func ExampleListSecrets() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewListSecretsRequest()

resp, err := client.ListSecrets(request)
if err = nil {

// error handler
}
fmt.Printin(resp.Response.SecretMetadatas)
// get secrets metadata

/...

o 52 : IRIBEBFTRIREVEIEMySecret LI AEE

var (
secretName = "MySecretl"
)
func ExampleListSecretVersionlds() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewListSecretVersionldsRequest()
request.SecretName = &secretName

resp, err := client.ListSecretVersionlds(request)
if err 1= nil {
// error handler

}

fmt.Printin(resp.Response.Versions)

// get version list
/..
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SREX SSM T=iERYBE S BUREE

o i : IRBBREARIEEIERTR MySecretl FlfgEhRA MyVersionl 3XEX DB iEZIAN(ER.

var (
secretName = "MySecretl"
version = "MyVersion1"

)

func ExampleGetSecretValue() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.Versionld = &version
request.SecretName = &secretName

resp, err := client.GetSecretValue(request)
if err = nil {

// error handler
}

fmt.Printin(*resp.Response.SecretString)

// get plain text, connect db
// ...

EHERERE

o ~f5ll : tRYEEIRBTR MySecretl FHEEMZA MyVersionl &5 DB iEZANER.

var (
secretName = "MySecretl”
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version = "MyVersion1"
newSecretValue = "user2:password2@tcp(127.0.0.1:3306)/test”

func ExamplePutSecretValue() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewPutSecretValueRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &newSecretValue

resp, err := client.PutSecretValue(request)
if err 1= nil {

// error handler
}
fmt.Printin(*resp.Response.SecretName)
// secret updated
/...

A, MROREERE
< TIL : FRER , BRERS AR SRS,

var (
secretName = "MySecretl"
)
func ExampleDisableSecret() {
credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDisableSecretRequest()
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request.SecretName = &secretName
resp, err := client.DisableSecret(request)

if err = nil {

// error handler
}
fmt.Printin(*resp.Response.SecretName)
// secret disabled
/...

o B2 MBREE  TLAKETRIMBRRTE , i RIMBRRTERT , LIRS TR,

WiBA :
REZRENEIEA MR,

func ExampleDeleteSecret() {

credential := common.NewCredential(
secretld,
secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDeleteSecretRequest()
request.SecretName = &secretName
request.RecoveryWindowInDays = &recoverWindowsInDays

resp, err := client.DeleteSecret(request)
if err 1= nil {

// error handler
}
fmt.Printin(*resp.Response.DeleteTime)
// secret deleted
/..

o B3 IREFHE | T IHIMMRRSHIERET LIEFHRREHER.

func ExampleRestoreSecret() {

WAL : TCloudFinanceZone

credential := common.NewCredential(
secretld,

2026/9/17 02:38:38
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secretKey,
)
cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewRestoreSecretRequest()
request.SecretName = &secretName

resp, err := client.RestoreSecret(request)
if err 1= nil {

// error handler
}
fmt.Printin(*resp.Response.SecretName)
// secret restored

/] ...
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B IR
B I A

HTLARZREEERS ?

THREIERS ( Secrets Manager , SSM ) ARAFRHEEICIE. R, B, HRSEEnEHNEERS | &
GRERABENNREEANNEITER , BRSIRERERNR—EIE,

AL EERTEREERS ?

FRESERF LSS EUEREFIE. AP ZRFIEMMER. SREESERNE ER. SEURINEFE. I8
R RS AR RS SRR, LARAN BRI SRAGL S XIS,

HARFER?

FREEATYNARFHTEMINIIRNSRTIHER , ERERRE. WSEB. APIER. SSH BREAR. &t
FJLUEE Name-Value (AR | ERIEEERGPFHESHIESBEIRFARRERS | fIa0sRetit, 1P kA%
BERNA.

FEEREERFIAMTAFTETBZREERRSR (KMS) ?

FIREERSEATCloudFinanceZoneHREERS (KMS ) RE2MRIFIIERR (CKM ) {EAMNEER | ZHAL
EWFECACIZNERE , LT LIRAFBEEXCIENER , TMNRZRNFEFERNESTERE , RtErEE
EEEARNSETEEREERSR (KMS) .,

IMEAIRANTEEERS ?

1SS N AfERF e E TCloudFinanceZone iR TCloudFinanceZonet , RI{ERLATRRFATIEN
TCloudFinanceZone!EiEESIR R % :

S EREEERS AP 5 SDKIERZIEEERE.
g FREERSEHE SREREeESEH.

o B
18
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=13

1E_| lE%E

=13

1E_| IE%E

=%
SRERTFHNAEFHTSNRINRBETES , MEIREEE. WP, APLEHH. SSHEPSNE. 6t
ALUEIE Name-Value AT, , EEIESERAPFESTHETGBEURENFTIENS |, Hlanguattt, P iwO%F
BEEARNS.

RS

EREEEHEEER N\ IERSEM TR TSR RIRE T A SEEK.

SRR

EIAEERR ( Key Management Service , KMS ) 2—R&2EERRS . ILULAFPENCIEMEEEH | (RIF
EIARREN. SREMANTRY  WERPZNAZISHNEZREEREK , fFahESMER.

F%58

EEEEERSY , APEZE ( Customer Master Keys , CMK ) 2HTCloudFinanceZone JFFRERNFEEA |
XYFEAF RS E=77INERTEHLT SRR (HSM ) BRIP | alBid EEARINRZ S EE.

TLS t#i¥

Z2fEHE ( Transport Layer Security , TLS) , TLS @E7EEHE TCP iz LAY , IRSFREE | LT
R ERIRSGHTINEEBRH TCP #TEHAIIhEE,
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APIZ 4

EIREERS (ssm)
ARA ( 2019-09-23)

API %53

APIRRZR

V3

SRR EHEXEO

EOBR
CreateSecret
DeleteSecret
DeleteSecretVersion
DescribeSecret
DisableSecret
EnableSecret
GetRegions
GetSecretValue
GetServiceStatus
ListSecretVersionlds
ListSecrets
PutSecretValue
RestoreSecret

UpdateDescription

WAL : TCloudFinanceZone

REOT8E

B EHE

MR ERER

B ERAAI TSR
REVERIFMER
ERER

B
SEEUEH & RRregionFl3R
SREVERRASL
SRV RS FHBIATS

SREUEEZIE FRRAFIRER.

REVERANFAE RS
I RN

RS KIBBRPaYETE
EHEREEAMER

2026/9/17 02:38:38

TAREERSR (SSM)

% 3673t 101



Q) AT TCE RAEEIERG (SSM)

EORR #ZOIheE

UpdateSecret EHEERS
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

o Secretld: AKIDXXXXXXXXXXXXXXXXXXXXXXX
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR HR3Z 288
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SRR 2874 SHE

Action FiEA Describelnstances

Secretld Z4AId AKIDXXXXXXXXXXXXXXXXXXXXXXX
Timestamp ZE0AT AR 1465185768

Nonce BEHIEZEE] 11886

Region SEBIRTFE XIS, shjr

Instancelds.0 FEIRRISLHIID ins-09dx96dg

Offset fmizE 0

Limit AT 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : ' AKIDXXXXXXXXXXXXXXXXXXXXXXX,
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX& Timestamp=1465185768&Version=2017-03-12

2.3. RS RBIRNFRTE
LSRR S BIRN FRTE,
BRENFZHFRBLUTI LS8
1. {5k 753%: 3735 POST #1 GET A= , XEFEH GET 53K , iTBHENEXE.
2. BKRFH.EESLHIFZFE (Describelnstances)figkiE 2 /9 : cvm.finance.cloud.tencent.com, SCERASIESKIE,
BIRERZONEERINARMAR | RS OREA,
3. {5KIRER: BEINRAZAPIRNEKIEREEA / »
4. 15KFRFE: B E—SEmANERFRTE.

BRFEEBIFHEMNA: iI5KITIE + BKEN +IBKEEER + 7 + IBKRFAFES
IR EREERD
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

08&Nonce=11886&0ffset=08Region=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX&Timestamp=1465
185768&Version=2017-03-12

2.4, EpEZ S

P RS R R,
BJtfiEA HMAC-SHAL &iE3 E— PR EMNERRNFIFRHTER | RIEBEMRIERB(ER Base6d HITHR
3 , EIAERIGRZRIERER.
B30T , LA PHP IES A
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08Region=shjr&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXXX& Timesta
mp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REGRNEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRINESTAN , IR LERAIPRIFESGHTERIDE , BRINERH5HFHaI—E0.
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3. ARG

PRI R EBFHAEERIFABEREE , FEXHBT URL 5.

N E—H AR E A ElIPIYW3pW28FpsEdkXt/+WcGel= , RRERINEREFEKRKSE ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiGRTERBLRAIER URL,

IR MRBFPIEXGER GET |, 8i&i5KAi%5 POST ERY Content-Type 9 application/x-www-form-
urlencoded , MAXBEKRIFAIEBERSEIVEINZTEM URL Ri3 , SEEN=-FSATERB. Ik ASCI =HFE
URL {RIBRITEESLLL UTF-8 #1T4Ri.

TR BUREESH http ESBHMABESEHT urlencode , EXFERT , AR ENEZBFHT URL f
127, BUFR URL RIBSSHEZELW,

TR EftteBELFEEHTRE , fMiBRA RFC 3986, R %XY IMHFRHAIMIFHTESO LIRS , &
HROXF Y AT NEEIFRF (0-9 MIKEFE A-F) |, ERNERE5IRER.

4. BEZKM

HRIESCRRER | FEUTERRMAYEIRE | BRIELIRIERAE

IR popeR
AuthFailure.SignatureExpire BRITHA
AuthFailure.SecretldNotFound AT
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token fHiR
AuthFailure.InvalidSecretld ZIHIEE (A2 API ZiHEEY )

I S om ——
5. & E

TESCRRIERS API 3.0 BY , #EE(HABIERTCloudFinanceZone SDK 3.0 , SDK £ T&Z00Hd52 , FAM R T
RIBHAEARZORE, FHRESSN SDK iy, HaisdFHREES

e Python
s Java

o PHP

* Go

» Node
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ATEBRIERERIRE  TEULIMEEES A6, B ORNSRTRERNRSTI. BXRES. BRNZEONS
HREEERL LA R TR , ABRNBEREERTRE  AFESERE | STABREREA SDK .

ERZEIHAY url BJ8EJD @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld = AKIDXXXXXXXXXXXXXXXXXXXXXxX&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timesta
mp=1465185768&Version=2017-03-12

TR BT RAIPRIEEREERT , MRS AR RS LRI A , BUHNSRELE url FEXEEEP I E R curl i
STRABNSIREISIGER : 82198, ATER—MIUEERER url , FEEXRAIFHY Secretld F1 SecretKey
NEXNZE , FERRRSRATEZAES Timestamp ,

IR ETENTSG , ARFEES  EER—IESERPTEEIRY url IIBEERERAE , RIMASHRIRFA
[, (BXAAHIRERE. REMRESHEME , BER T RIERRIA.

TR LIMUB(UERT APL 3.0 , FEEERATHRANERME , BIERIBIRA AP , HTFFEADERBEEH
ERUEEIR | B NAYSERR S,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBNERSSEHTFHEER | H-HATreeMapfRiEliiF
for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}
return s2s.toString().substring(0, s2s.length() - 1);
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public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] BFRERANurlhXI SRR BER
for (String k : params.keySet()) {
/] FESBKEH Turlencode , AT keyERRIFH | HULAMIX T Hvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAB&IHER
// SERRE R N = SEFRREH1EL , %0 - params.put("Nonce", new Random().nextInt(java.lang.Intege
r.rMAX_VALUE));
params.put("Nonce", 11886); // "S54
// SEhREA R R A FERR AR ZSRIRTE , 480 :  params.put("Timestamp", System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~HS#
params.put("Secretld”, "AKIDXXXXXXXXXXXXXXXXXXXXXXX"); // INFHESEL
params.put("Action”, "Describelnstances"); // AHEE#L
params.put("Version", "2017-03-12"); // ~IESEL
params.put("Region”, "shjr"); // ~AHES#L
params.put("Limit", 20); // \$Z5%L
params.put("Offset", 0); // WES%%
params.put("Instancelds.0", "ins-09dx96dg"); // \5S&%
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98jo0QYCN3EXAMPLE
", "HmacSHAL");, // REE5#
System.out.println(getUrl(params));
}

Python
IR WRER Python 2 IMEFIETT , BEMSLE requests (KERE :  pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests
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secret_id = "AKIDXXXXXXXXXXXXXXXXXXXXXXX "
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, paramsl[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_ main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# WA SCORAR |, ASh/gRIRer =it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFFRY Secretld #0 SecretKey 352 : AKIDXXXXXXXXXXXXXXXXXXXXXXX F/]

Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "' +
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

TC3-HMAC-SHA256 Credential=AKIDXxxXXXXxXXXxxxxxxxxxxxx/Date/service/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl7
AcA74

RETENERERNT

https://cvm.finance.cloud.tencent.com/?Limit=108&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDxxxxxxxxxxxxxxxxxxxxxxx/2018-10-09/cvm/tc3_req
uest, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba
50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDXXXXXXXXXXXXXXXXXXXXXXX";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

n

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIPS¥
secret_id = "AKIDXXXXXXXXXXXXXXXXXXXXXXX"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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TAREERSR (SSM)

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.

2026/9/17 02:38:38 % 54Tt 101"

WAL : TCloudFinanceZone



TAREERSR (SSM)

2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BUESESROXETRASEHALSE Action R9RIA. FIIRIRSH[IE

e A . =
X-TC-Action String = EELAIFIZERED , BYES Describelnstances,

U SEL , FSRIRRA BRI MEEATEE. ROEZAEEES S RO RASE

X-TC-Region String = NHSE Region AYiEE. IR | REROALTEERZSE | BHOXEFSXTIHRFRRES |,
IR EME GRS AR,
X-TC- Integer | = Z5F1 UNIX BJE)2 , FliCRRHEE APLiESKAOETE)., fian 1529223702, & : MR SRS
Timestamp 9T T miaEmdsea , S5 EESTINER,
X-TC-Version Strin = 2ERY API BORRA, EUESEZEOXEPASAESE] Version B9IKHBE. HIN=IRS23090R
9 F  £2017-03-12,
HTTP ¥rESMIAUESLERFER |, 540 -
TC3-HMAC-SHA256 Credential = AKIDXXXXXXXXXXXXXXXXXXXXXXX/Date/service/
tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,
Authorization ~ String £ - TC3-HMAC-SHA256 : & 7% , BRIEEBIXE ;
- Credential : £EUE , AKIDXXXXXXXXXXXXXXXXXXXXXXX & Secretld ; Date 2 UTC #xERT
BB  BUEREFATSE X-TC-Timestamp &/ UTC iR EIHER—2K ; service
HERE , WRSTEBFREE—E , flficvm ;
- SignedHeaders : 258 ZiITERLEMSE | content-type #11 host AWAi%sLER ;
- Signature : BEHE,
O £ TREF 43 oDt TR EEET|
X-TC-Token String = IGESERATARY Token , FEEEASIGRER—RMERA. IGRIEET] Token FERHIAEERR

SHEAROREL. KEIEAAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

TAREERSR (SSM)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,

WAL : TCloudFinanceZone
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SRR EHEXEO
BlIERE

< R

1. Ok

EOiEkE . ssm.api3.finance.cloud.tencent.com,

SIEEFROEIREE. | BEKMSIHITINERIF. B RegionfRxZ I EIEEZE1000MEEER.
FOAEZEONBERSEIRSI : 1000%/F0,

O SEFATE : 2020-11-24 17:35:59,

EORBEZREN,

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SEER Wik MIEFNULL K8 A

Action = B String NHSE, AEOBYE : CreateSecret

Version =2 i String NHESE, ANEOEYE : 2019-09-23

Region = = Strin KHBH , WEERAEd DescribeRegionsiZO&EE

J = | B 9 msusmitEpiE

EREBR , @A—regionIATEE |, &IK128FT , FHF
HermE - ES , S EENRATERES

SecretName = = String ; HFEE - _ES S FRHUIAFTESRER
~MEE : test_secret
FERA , EREEEENEERE

Versionld o - Strin SecretName 0 Versionldi#{T&18 , &=¥64 =7 , {8

= H P m goaE - EAHEUFEREIL.
~HHE : v1.0
. . HAMEE B EmARES  &RASIF2048=F,

Description & & String —
~ME : test create secret

KmsKeyld i i String IETENTEIERTIIZEIKMS CMK, t18R ANz ~EEF

Secrets Manager A ERABIEERICMKHATINE, &ta]
LMEREERIregion TEITEIEAIKMS CMKH{TINZ,

KRARFFE : TCloudFinanceZone 2026/9/17 02:38:38 % 60m# 101 ]



2 BAETCE FREERYE (SSM)

SEER W% SRPFNULL R A
A : 6abd1fdb-86d4-11ef-b72d-52540089bc41

TSRS S base644RRSERIEAN.,
SecretBinary #1 SecretString MWMERBERE— , &K

SecretBinary & &g String 154096523
5 To
HHE : 5Yet502udmFsdWUyCg==
NAKBERERIAN ( AFEE#H Tbase64%w3 ) ,
. . I\\;F:I D[_\b\n —/\ =
Secretstring | .7:? String ié;:izlon;gé: TE SecretString WMEHRBEIRE— , | &
5 TIo
& : lzc-env
Array IREFIZR
T =) &
ags = = of Tag  mHlfE: EF
A AY 4
3. IHEEL
SHBR ESid e

FeIERIEIRRTR,

S tN Stri —
ecretName fing ~EHE : test2_secret

. . el ERIRA.
Versionld String =M - v2.0
TR ERYI 3. 0: AI0 ; 1: NEREHR ; 2: WS R
TagCode Uint64 7f_T RERVIREIED. 0: pkIN ; 1: AEBER | 2: WSAREIR
~BHE : 0
. RERERIREIERE
TagM St —
g "I RE : ok
Requestld String KE—EXK ID , ®XiEkEPIRE, EfCRERHEIZRIEKD Requestld,

4. SEIRAY

PAMXGIE T #OM S EERREIRND | BERADFE N A TR,

IR A
LimitExceeded BT ECERPRE.

InvalidParameterValue SHEERIR.
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TAREERSR (SSM)

IR A
InternalError NERFEIR.
ResourcelnUse.SecretExists EREZCEHFE.
UnauthorizedOperation RIFTURLE,
FailedOperation.AccessKmsError KMSHEELIKL,
ResourceUnavailable.NotPurchased IRSARWL,
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L BRI ERER
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https://ssm.api3.finance.cloud.tencent.com/?Action=CreateSecret
&SecretName=test_secret

&Versionld=v1.0

&Description=test create secret

&SecretString=test

Q< NHIERSE>

ihafan )

"Response”: {
"Requestld": "9debf284-eff9-465a-97b7-163a8blcccaf",

"SecretName": "test_secret”,
"Versionld": "v1.0"
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b isENEREE , TTLUEIZRecoveryWindowlnDaysS#i& &7 BMIBREZ T RIMIER. YTt RIRMBREIERE
TEMIRR HEAZSA Z BRSS9 PendingDelete , FHaEJLUE S RestoreSecret TS , HBHIEEMIRBEIZ EEWAIE
bR, feismsciEid DisableSecret (FREIEEZATTLAAT (11X ) MIBRERIE.

EOABEOEKIERRS - 50K/FD,
EOEHRATE : 2019-12-26 14:20:46,
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UTNBRSEGIFRGVE T RZROBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FRIFNULL 28 A
Action = & String  AHSEL, ANEOEYE : DeleteSecret
Version =2 & String nHE&E, AEOBYE : 2019-09-23

AHBE, (B rTEdDescribeRegions
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S | JE N

SecretName xE'E = String ;EZEHEEHHJB/%E’JJ'U?EgWo

~MEE : testName

IEEITRIMBRELE 847 (K) , 0 (BUA) &
TAEPIRR , 1-30 FRFRERRUREL , Bz
BEAZ ISR,
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iy

3. HitH&%

o C St iR

SecretName  String  15EMIFREVEIEETR.
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SHEWR &St iR
HUE - lzc-ss

FEEMBRAIBER | unixBdiEEL,

DeleteTi Int64
eleteTime  Into4 e 1574247268

TAREERSR (SSM)

Requestld String  ME—iEK ID , ®XiEkESIRE., EAINMINEERAZXIEKE Requestld,
+1 0
%EIEE

PATMNBI T #OSSBEIERAERID , EfERiSiFEN A HLERE,
RS
InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound
FailedOperation

ResourceUnavailable.NotPurchased
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L R ETRER
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https://ssm.api3.finance.cloud.tencent.com/?Action=DeleteSecret
&SecretName=test
&RecoveryWindowlnDays=1

U< NHIEFRESE >

ihafan ]
{
"Response”: {

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4",
"SecretName": "test",
"DeleteTime": 1574247268
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MIFRIEER AR YR
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1. E A

EOiBEKE2 © ssm.api3.finance.cloud.tencent.com,

ZEO AT EERRREEEE TRIBRMRAERE | BFRRIEZENAER , XWATEIAS FRIEERAE T LARIER,
EOAEZOERIRERRS - S00X/FD,

BEOEFAE : 2019-12-26 14:20:58,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FIEFENULL 368 A
Action = & String  AHS#E, AEOEYE : DeleteSecretVersion
Version =2 & String &8, ANZEOBYE : 2019-09-23
Region = = String AT, WS RANE DescribeRegionsNEE
J ' B 9 mnoimEEIE
. IBEEIREER.
= A~
SecretName = A String =0 - Izc-testss
. . IBEIZ B N bRAY SRR S,
Vi Id = 5 St _
ersion g2 i ring — U - V1.0
A Ay 4
3. s
SHEMR S iR
EREBR.

SecretN Stri —
ecretName "9 REUE : Izc-testss

FERAS,

Versionld String T6HE : v1.0
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SHEWR &St iR

Requestld String W—iEk ID , ®XiEkEPIREl, EfABIEERMZRIEKA Requestld,
+H

%EBE

PAIMXGIE T O SSZEERREIRN | BEERASF N A THERS,

FEIRG A
InvalidParameterValue SHIERER.
InternalError MEBEEIR.
UnauthorizedOperation RIZHUSRME.
ResourceNotFound RIRAFE.
ResourceUnavailable.NotPurchased ARSARWIE,

5. 7~151
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BN

https://ssm.api3.finance.cloud.tencent.com/?Action=DeleteSecretVersion
&SecretName=test

&Versionld=v1.0

< NHIERSE>

ihafan ]
{
"Response”: {

"Requestld": "c701cf6d-4199-4822-8630-d48ee953f485",
"SecretName": "test",
"Versionld": "v1.0"
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EOiBEKE2 © ssm.api3.finance.cloud.tencent.com,

IREUERAFABILER.

BOMZCIERIERIRS] « 400R/7D,

EOEHATE : 2019-12-26 14:21:41,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR DSV
Action =
Version 2
Region =

SecretName =2

3. HIHES#

SecretName String
Description String

KmsKeyld String

WAL : TCloudFinanceZone

FEVFNULL 258U

=TS

iy
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Iy

String

String

String

String

fik
TIREMR.

RENE : lzctest

EEEAMER.

~5IfE : description

AHSE, AZEOBYE : DescribeSecret

>
\

HS8 , AEOEYE : 2019-09-23

AHBH, SR ENEIIDescribeRegionsiZAEEMH
RIS R

B BRI FAEENEIERTR.
RANE : lzctest

FFInzZaIKMS CMKID,
& : 13437ab9-e002-11€9-9936-5254006d0810
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CreateUin Untes  CUEEUIN,

~5{E : 3350000000

TAREERSR (SSM)

FIRIAE : Enabled. Disabled. PendingDelete

Status SUING e - Disabled
IRERE , uinx BEIRE , IERHIBRRASHIEIRAO,
DeleteTime Uint64 HEJB%E”E A
~EHE ;1
| | SIEEEIE,
CreateTime  Uinted . 1574160561
Requestld String HE—iEK ID , SRiERESIRE, EAIORRAT RS HZXIEKRY Requestld,

4. TEIRAY
ARG T 2O S5 ERREIRID | BERATIFE I A TR,
HEIREI
InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased

5. 7~

L SREUETRFRER
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https://ssm.api3.finance.cloud.tencent.com/?Action=DescribeSecret
&SecretName=test
Q< NHERSE>

ta 7l
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"Response”: {
"Requestld": "92ad8e05-8eee-475b-9cc9-48035f6310el",
"SecretName": "test",
"Description”: "description”,
"KmsKeyld": "13437ab9-e002-11€9-9936-5254006d0810",
"CreateUin": 3350000000,
"Status": "Disabled",
"DeleteTime": 0,
"CreateTime": 1574160561
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3. S
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Requestld String H—iEk ID

4. SE1RAY
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REE : lzc-testss
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>
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HS8 , AEOEYE : 2019-09-23
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HiRt
InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased
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https://ssm.api3.finance.cloud.tencent.com/?Action=DisableSecret
&SecretName=test

<D HIBFTKREE>
b

{

"Response” : {

"SecretName" : "test",
"Requestld": "1b580852-1e38-11€9-b129-5cb9019b4b00"

}
}

WAL : TCloudFinanceZone 2026/9/17 02:38:38
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EOABEOEKIERRS] - 50K/70,
EOEHRATE : 2019-12-26 14:21:25,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

IR A
InvalidParameterValue SHEUEREIR.
InternalError HEREIR.
UnauthorizedOperation RIFBURLE.
ResourceNotFound RIFAFIE,
FailedOperation BMERL.
ResourceUnavailable.NotPurchased RS ARWE,

5. 7~151

Il ERERE
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https://ssm.api3.finance.cloud.tencent.com/?Action=EnableSecret
&SecretName=test
Q< NHIBERSE>

hafan ]

{

"Response” : {
"SecretName" : "test",
"Requestld”: "1b580852-1e38-11e9-b129-5cb9019b4b00"
}

}
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https://ssm.api3.finance.cloud.tencent.com/?Action=GetRegions
&< RHIFKRSH>

ihafan

"Response”: {
"Requestld": "d1f030f9-35ea-4727-9867-f7b0e214feea”,
"Regions": [
"ap-regionl”,
"ap-region2"
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https://ssm.api3.finance.cloud.tencent.com/?Action=GetSecretValue
&SecretName=test_secret

&Versionld=v1.0

Q< HIFKSE>

ihafan

"Response”: {
"Requestld": "b8e6b67f-3ca7-4341-b4fa-a372bdf4ellc",
"SecretName": "test_secret”,
"Versionld": "v1.0",

"SecretBinary": "",
"SecretString": "test"
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https://ssm.api3.finance.cloud.tencent.com/?Action=GetServiceStatus
&< RHIFKRSH>

ta 7l

"Response”: {
"Requestld": "1la327ad8-5fef-41d5-blal-73d58af83d66",

"ServiceEnabled": true,
"InvalidType": 1
}
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"Response”: {
"Requestld": "56fe436b-16ca-402e-a9bb-83c14e9cc9e8",
"SecretName": "test”,
"Versions": [
{
"Versionld": "v2.0",

"CreateTime": 1574161372

1
{
"Versionld": "v1.0",
"CreateTime": 1574161748
}
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hafan )

"Response”: {

"Requestld": "3586bdc7-c8a5-4ccd-883f-9f256a96533a",

"TotalCount": 8,

"SecretMetadatas": |

{

"SecretName": "test",
"Description”: "test version 1.0",
"KmsKeyld": "13437ab9-e002-11e9-9936-5254006d0810",
"KmsKeyType": "DEFAULT",
"CreateUin": 3350000000,
"Status": "Enabled”,
"DeleteTime": 0,
"CreateTime": 1574160561

"SecretName": "test2",

"Description": "test desc 2",

"KmsKeyld": "13437ab9-e002-11e9-9936-5254006d0810",
"KmsKeyType": "DEFAULT",

"CreateUin": 3350000000,

"Status": "Enabled"”,

"DeleteTime": 0,

"CreateTime": 1574067178
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&Versionld=v2.0
&SecretString=test v2
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{
"Response”: {

"Requestld": "6764f1f5-8229-4033-a831-46180aee30cf",

"SecretName": "test",
"Versionld": "v2.0"
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{
"Response”: {
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"SecretName": "test"
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{
"Response”: {
"Requestld": "e6993612-6922-4f2d-bb36-37348f36eba5",
"SecretName": "test",
"Versionld": "v2.0"
}
}
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